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Abstract. The establishment of a world-wide quantum communication network re-

lies on the synergistic integration of satellite-based links and fiber-based networks. The

first are helpful for long-distance communication, as the photon losses introduced by

the optical fibers are too detrimental for lengths greater than about 200 km. This

work aims at giving, on the one hand, a comprehensive and fundamental model for the

losses suffered by the quantum signals during the propagation along an atmospheric

free-space link. On the other hand, a performance analysis of different Quantum Key

Distribution (QKD) implementations is performed, including finite-key effects, focus-

ing on different interesting practical scenarios. The specific approach that we chose

allows to precisely model the contribution due to different weather conditions, paving

the way towards more accurate feasibility studies of satellite-based QKD missions.
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1. Introduction

Quantum Key Distribution (QKD) and Quantum Communications in general have the

potential to revolutionise the way we communicate confidential information over the

internet. The natural carriers for quantum information are photons, that are already

widely used in classical networks of optical fibers to achieve high communication rates.

Unfortunately, even though enormous improvements have been obtained in the last

years [1, 2], scaling quantum communication protocols over long distances is very

challenging, due to the losses experienced during the propagation inside the optical

fibers. Several schemes for the realization of quantum repeaters have been proposed in

recent years, that could allow to bridge long distances and naturally be implemented

inside a quantum communication network [3, 4, 5, 6, 7]. Considering the important

technological hurdles that quantum repeaters should overcome before becoming useful,

satellite-based free-space links look like the most practical way to achieve long-distance

QKD in the short term [8]. They can take advantage of the satellite technology and

the optical communication methods developed in the last decades in the classical case.

Various feasibility studies had addressed this topic in the last twenty years [9, 10, 8, 11]

and several experiments have definitely proved that the technology involved is ready for

deployment [12, 13, 14, 15, 16].

Optical satellite-based links have the important drawback of being strongly

dependent on the weather conditions [17, 18, 19, 20]. The presence of turbulent

eddies and scattering particles like haze or fog generates random fluctuations of the

relative permittivity of the air, on different length- and time-scales. This phenomenon

affects the light propagation in a complicated way, inducing random deviations and

deformations of any optical beam sent through the atmosphere. It results in reduced

transmittance, because of geometrical losses due to the finite collection aperture, and

random modifications of the phase front. A comprehensive model of these effects is

then necessary, in order to precisely evaluate the performance of the link when used for

quantum communication protocols.

In this work we generalize the approach proposed in [21, 22] to satellite-based

links and we evaluate their losses in several practical cases, under different weather

conditions. This information is then used to assess the performance of the link in terms

of the achievable key rates using different implementations of QKD. The case of Low

Earth Orbit (LEO) satellites is addressed, assuming different payloads and sizes of the

optical elements.

This work is organized as follows. In Sec. 2 we introduce the problem of free-space

optical links and an analytical method to study them. The discussion continues in

Appendix A. In Sec. 3 a detailed description of the model used to simulate the satellite-

based link is presented. Then, the main results are shown and discussed, together with

pros and cons of our approach. In Sec. 4 we use the analysis of the transmittance of the

channel conducted in the previous section to study the key rate achievable by different

QKD implementations, in some interesting real-life scenarios. The analysis concerning
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the use of smaller and more affordable satellites is performed in Sec. 5. Finally, the

results are summarized and discussed in Sec. 6. The appendix starts with a recap

of the results of [21, 22] (Appendix A) and their application to the problem at hand

(Appendix B). Then two models for the estimation of the stray light satellite links

[11, 23] are presented in Appendix C. Appendix D is devoted to the definition of the

QKD protocols we use in Sec. 4 and the expression of the correspondent key rates. In

Appendix E we report the parameters chosen for the simulations and we discuss their

pertinence.

2. Free-space optical links and the Elliptic Beam Approximation

The problem that we address in the first part of the work is the following. A Gaussian

beam is sent, either from an orbiting transmitter or from a ground station, through

a non-uniform link partially inside the atmosphere and partially in vacuum. We are

interested in the transmittance of the received beam through a circular aperture of

radius a (the receiving telescope)

η =

∫
|ρ|2=a2

d2ρ |u(ρ, L)|2 , (1)

which is a random variable, because of the intrinsic randomness of the fluctuations in

the medium. Here u(ρ, L) is the beam envelope at the receiver plane (at distance L

from the transmitter, with ρ the position in the transverse plane).

The so-called Elliptic Beam Approximation [21] greatly simplifies the analysis: the

atmosphere is assumed to generate only

• deflection of the beam as a whole (Beam Wandering)

• elliptic deformations of the beam profile

• extinction losses due to back-scattering and absorption.

In this case the state of the beam at the receiver plane is completely described by the

vector of parameters (refer to Fig 1)

v = (x0, y0,W1,W2, ϕ0) , (2)

representing the beam-centroid coordinates, the principal semi-axes of the elliptic profile

and the angle of orientation of the ellipse. The transmittance is then a function of these

beam parameters and the radius of the receiving aperture.

The fluctuations of the relative permittivity of the atmospheric air can be

statistically modeled [24, 25, 26, 27, 28, 29, 30, 31, 32]. The probability distribution of

the parameters in Eq. (2) can then be analytically estimated, as shown in [21, 22]. A brief

recap of the derivation and the main results is presented in Appendix A. This allows,

through random sampling, to obtain the Probability Distribution of the Transmittance

(PDT), an important figure of merit for fluctuating links. This approach gives no

information about the phase of the wavefront, but this is not a problem when phase-

insensitive measurements are considered (e.g., the BB-84 QKD protocol that we analyze

in Sec. 4).
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Figure 1. Schematic representation of the received beam and receiving aperture. L

is the length along the propagation direction, a the radius of the receiving aperture,

ρ0 = (x0, y0) is the beam-centroid position, W1 and W2 the two axes of the elliptical

profile, ϕ0 the angle of orientation of the ellipse.

3. Satellite-based links: model and results

The atmosphere can in general be divided into several layers, depending on the properties

of different physical parameters, like density of the air, pressure, temperature, density

of ionized particles, and so on. This structure is site-dependent, especially regarding

the thickness of the different layers. For this reason, in this work we assume a simplified

version of a satellite-based optical link: a uniform atmosphere up to a certain altitude h̄,

then vacuum all the way up to the satellite (at altitude L̄), as pictured in Fig.2. Instead

of a continuum of values describing the physical quantities as a function of the altitude,

we now have only two parameters, namely the value of the quantity inside the uniform

atmosphere and the effective thickness h̄. This is likely to be a good approximation,

because the atmospheric effects are prominent only in the first 10 to 20 km from the

ground, while usual orbit height for LEO satellites are above 400 km. For the remainder

of the paper we choose a minimum altitude of the satellite L̄ = 500 km, achieved exactly

above the ground station. In this case, the extension of the orbit of the satellite which

can be usable for key distribution corresponds roughly to the interval L ∈ [500, 2000] km,

corresponding to angles from the zenith in the interval [0, 80◦]. The effective thickness

of the atmosphere h̄ is fixed here to 20 km, for the considerations above.

As introduced in Sec.2, we want to generalize the model proposed in [21, 22] to

the just described case of a non-uniform link between the ground and a satellite. The

computation follows the same steps and is described in Appendix A and Appendix B.

First of all we need to evaluate Eqs. (A.13), (A.14) and (A.15) in order to compute

the moments of the distributions of the elliptic beam parameters (Eq. (2)). To do

so, an integration along the propagation path must be performed (Eqs. (A.19) and

(A.20)). Here we introduce the considerations of the previous paragraph, imposing that

the parameters measuring the strength of the atmospheric effects are constant (greater
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Figure 2. The non-uniform free-space link between the satellite and the ground

station is depicted here (not in scale). The main parameters shown are the thickness

of the atmosphere h̄, the height of the satellite L̄, the total distance between sender

and receiver L and the length of the propagation inside the atmosphere h.

than 0) inside the atmosphere and 0 outside. In particular we assume

Down − links C2
n(z) = C2

n Θ(z − (L− h))

n0(z) = n0 Θ(z − (L− h))

Up − links C2
n(z) = C2

n Θ(h− z)

n0(z) = n0 Θ(h− z) , (3)

where C2
n is the value of the refractive index structure constant and n0 is the density of

scattering particles. Θ(z) is the so-called Heaviside step-function, z is the longitudinal

coordinate, L is the total length of the link and h is the length traveled inside the

atmosphere, as shown in Fig. 2. A down-link corresponds to the situation of satellite-

to-ground communication, so the atmospheric effects kick-in only for z > (L− h) (final

section of the propagation), while for up-links it is limited to z < h. We remark that

some models for the altitude-dependence of the optical quantities, like C2
n, are available

in the literature [33, 34, 35, 36, 37], but they are correct only in the geographical site

and in the atmospheric conditions in which they had been experimentally extracted

(more details in Appendix E). Additional extinction losses due to back-scattering and

absorption in the atmosphere are modeled by a parameter χext, as described in Appendix

A. Its value is adjusted from the analysis performed in [10] based on the MODTRAN5

software [38]. In this model, the values of C2
n and n0 completely describe the atmospheric

conditions together with the thickness h̄ and the extinction factor χext.

Following the analysis of Appendix A (in particular equations Eq. (A.13), (A.14),

(A.15)), we compute the first and second moments of the beam parameters in Eq. (2)

for the link described in Eq. (3). The distribution of the angle of orientation of the
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elliptical profile ϕ0 is assumed uniform in [0, π/2] as in [21, 22]. The mean value and

variance of the beam centroid position are the same for x and y directions and equal to

(Eq. (A.13))

〈x0〉 = 〈y0〉 = 0 , 〈x2
0〉 = 〈y20〉 = 0.419 σ2

R W 2
0 Ω− 7

6
h

L
, (4)

where the quantity σ2
R = 1.23 C2

n k
7
6L

11
6 is the so-called Rytov parameter and Ω =

kW 2
0

2L

is the Fresnel number. The condition 〈x0〉 = 0 is achieved by proper pointing. The

first two moments of the semi-axes of the ellipse squared, W 2
i with i = 1, 2, are instead

estimated from Eq. (A.14) and (A.15)

〈W 2
i 〉 =

W 2
0

Ω2

(
1 +

π

8
L n0 W 2

0

h

L
+ 2.6 σ2

R Ω
5
6
h

L

)
(5)

〈ΔW 2
i ΔW 2

j 〉 = (2δij − 0.8)
W 4

0

Ω
19
6

(
1 +

π

8
L n0 W 2

0

h

L

)
σ2
R

h

L
. (6)

Similar expressions hold for down-links, for the beam centroid position

〈x0〉 = 〈y0〉 = 0 〈x2
0〉 = 〈y20〉 = α L (7)

and for the semi-axes of the elliptical profile

〈W 2
i 〉 =

W 2
0

Ω2

(
1 +

π

24
L n0 W 2

0

(h
L

)3

+ 1.6 σ2
R Ω

5
6

(h
L

) 8
3
)

(8)

〈ΔW 2
i ΔW 2

j 〉 = (2δij − 0.8)
3

8

W 4
0

Ω
19
6

(
1 +

π

24
L n0 W 2

0

(h
L

)3)
σ2
R

(h
L

) 8
3

, (9)

where α ∼ 2 μrad is the angular pointing error.

There are two main differences between the expressions related to the up-link

and down-link configurations. First, they depend on a different power of the ratio
h
L

. As h
L
� 1, we deduce, as expected, that the atmospheric effects are much stronger

for up-links than for down-links. The phenomena involved here (beam deflection and

broadening) are angular effects, whose contribution on the final size of the beam (and

thus, on the losses of the channel) are proportional to the distance traveled after the

”kick in” of the effect. For up-links, these effects happen very close to the transmitter,

and then the beam broadens for hundreds of km before being detected. In the down-link

scenario, instead, the beam travels in vacuum for the largest portion of the distance, and

the atmospheric effects take place only at the end of the propagation, in the last tens

of km before the receiver. The second difference resides in the origin of the fluctuations

of the beam centroid position x0. For up-links, in fact, the deflections induced by the

atmospheric effects are usually much stronger than the pointing error, which we neglect.

For down-links, instead, at the top of the atmosphere the beam dimensions are already

much larger than any turbulent inhomogeneity. In this case the induced beam wandering

can be neglected and the pointing error becomes the main contribution.

The knowledge of the probability distribution of the elliptic beam parameters is

then used to compute the PDT, through Eq. (A.22) and random sampling. Two
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Figure 3. The Probability Distribution of the Transmittance (PDT) P(η)

reconstructed by means of the method presented in Sec.3 and Appendix A. The

situation under study is a down-link at high elevation angles (L = 500 km) and the

histogram has been obtained on the basis of 10000 events. The parameters of the setup

are reported in Appendix E.

Figure 4. The Probability Distribution of the Transmittance (PDT) P(η)

reconstructed by means of the method presented in Sec.3 and Appendix A. The

situation under study is an up-link at high elevation angles (L = 500 km) and the

histogram has been obtained on the basis of 10000 events. The parameters of the

setup are reported in Appendix E.

examples are shown in Fig. 3 and Fig. 4 for a down-link and an up-link, respectively.

The considerations of the previous paragraph can naturally be used to explain the

difference in the shape of these two distributions. For down-links, especially at high

elevation angles, like the case shown in Fig. 3, the value of the beam width at the

receiver is comparable to the wandering induced by pointing errors. This means that it

can happen that the beam wanders completely off the receiving aperture, giving values

of transmittance close to 0. In the up-link case, instead, the beam broadening gets the

upper hand: the beam at the receiver is so large that the wandering induced by the
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atmosphere cannot change the total transmittance very much. It results in a rather

narrow distribution, peaked at much lower values of transmittance with respect to the

down-link case.

Now we want to study the expected loss introduced by the link as a function of the

total link length. We show in figures 5 and 6 the mean value of the PDT as a function of

the angle from the zenith and the total link length, for down-links and up-links, under

different weather conditions. Every point in the graph has been obtained, just like in

Fig. 3 and Fig. 4, from 1000 samples of the parameters in Eq. (2) and using Eq. (A.22).

The asymmetric nature of the PDT for some configurations of the link can make the

use of the mean value partially misleading, however, the full PDT will be used in the

next section to compute the secret key rates.

Figure 5. Mean value of the Probability Distribution of the Transmittance (PDT)

as a function of the zenith angle and total link length for the down-link configuration,

under various weather conditions during night- and day-time. Situation 3 corresponds

to worse weather conditions with respect to 2, that is in turn worse than 1. From a

quantitative point of view, this means that the values of the parameters C2
n and n0

grow going from 1 to 3. See Tab. E2 in Appendix E for details about the choice of the

parameters. From a qualitative point of view, they correspond to clear, slightly foggy

and moderately foggy nights (Night 1-2-3) and to not windy, moderately windy and

windy day (Day 1-2-3). Note that worse weather conditions generally correspond to

higher extinction in the atmosphere. However, in order to highlight the contribution

of the beam effects (broadening, wandering and shape distortion), we kept the value

of χext fixed in this analysis, as well as in figure 6. The non-uniformities are due to

the finite statistics, every point corresponds to 1000 samples.

The critical parameters here are, apart from the ones related to the atmospheric

effects, the diameter of the sending and receiving telescopes and the signal wavelength.

We chose Dsat = 30 cm for the orbiting one, Dgrnd = 1 m for the ground station

telescope and λ = 800nm. These are demanding values, consistent with the Chinese
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Figure 6. Mean value of the Probability Distribution of the Transmittance (PDT) as

a function of the zenith angle and total link length for the up-link configuration, under

various weather conditions during night- and day-time. Same considerations as Fig. 5

apply.

mission Micius (see [12, 13, 14, 15] for details). Further analysis are reported in Sec.5.

We notice here that the assumption of perfect Gaussian beams sent by the transmitter

is not very realistic. Standard telescopes generate beams with intensity distributions

rather close to a circular Gaussian profile but with some imperfections, introduced for

example by the truncation at the border of the optical elements. The main downside

is that such beams will exhibit larger intrinsic beam broadening due to diffraction. In

our model this effect can be taken into account by adjusting the value of the initial

beam waist W0, in order to match the far-field divergence expected from the imperfect

quasi-Gaussian beam.

Our analysis confirms that, at least for the parameters chosen for the simulation,

down-links are much preferable over up-links for quantum communication due to the

smaller losses. However, up-links can still achieve losses below the threshold for

the accomplishment of quantum communication tasks, QKD included. Particularly

interesting is the comparison between night- and day-time operation. During the

day, the higher temperatures bring stronger wind and more active mixing between

the different layers of the atmosphere, leading to more pronounced turbulence effects.

However, on average, during clear days the moisture content of the lower atmosphere is

smaller than at night, resulting in weaker beam spreading due to scattering particles. At

night, instead, the lower temperature results, on one hand, in a less turbulent atmosphere

and, on the other, in the formation of haze and mist. In this situation, the contribution

of scattering over such particulate can be stronger than the turbulence-induced effects.

We point out that in this analysis the path elongation due to refraction in the

atmosphere has not been taken into account, as it gives substantial effects only at low
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elevation angles (≤ 10◦). This and other zenith-angle-dependent effects have been

thoroughly studied in [39].

Many different models for atmospheric channels and satellite-based links had

already been proposed in the literature, due to the increasing interest in free-space

optical communication. A comparison with them can highlight the strengths of the

approach we reported in this section. Many feasibility studies [40] rely on models that

average the intensity over sufficiently long times, so that the only atmospheric effect is

overall a broadening of the beam. This approach gives no information on the PDT of

the channel, that can be useful in many instances (for example, to apply post-selection

techniques). A different approach has been chosen by [10], based on convolution between

the beam envelope and the time-averaged pointing errors and beam broadening, leading

again to no information about the PDT. A popular technique, that involves heavy

numerical computations, is based on simulating the effect of the atmosphere by random

phase screens regularly distributed along the propagation path in vacuum [41, 42, 43].

Many theoretical works have been devoted to find the analytical probability distribution

that better fits the experimentally measured transmittance of free-space optical links.

Mainly used are the log-normal [44, 45], Gamma-Gamma [46] and Double Weibull [47]

distributions. Each of them appears to be more suitable depending on the strength

of the turbulence, the length of the link and the configuration of the transmitting and

receiving telescopes. On the contrary, the approach used here is a constructive method

that allows to determine the PDT starting from the characteristics of the beam and the

atmospheric conditions.

It has been shown that a post-selection of the time-intervals with greater

transmittance can help to increase the secret key rates [48, 49, 50]: in this context, the

ability of our approach to simulate not only the expected value of the transmittance,

but its probability distribution too, may prove to be of great interest. In [51] the

authors showed that the detrimental effects of asymmetric and fluctuating losses in

Measurement-Device-Independent (MDI) QKD with decoy states can be counteracted

by means of additional losses introduced by the central node. In this context, when the

quantum links used are free-space, the information about the PDT allows to optimize

such compensation losses to maximize the key rate.

Finally, we effectively take into account the contribution due to scattering particles,

like fog or haze, making possible to model the effect of different weather conditions, a

problem usually not addressed in previous works. It is particularly important during

night-time operation, where a substantial amount of beam deformations can be imputed

to scattering on moisture particles.

4. Performance of QKD implementations

The transmittance shown in Fig. 5 and 6 can now be used to compute the expected secret

key rates of a QKD protocol. In the following we analyze the performance of the BB-84

protocol [52] with polarization encoding, implemented using either a true Single Photon
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(SP) source or Weak Coherent Pulses (WCPs). We use modern techniques to compute

the secret key rates for SPs [53] and WCPs with decoy states [54, 55, 56, 57], taking

into account finite-key effects. The key rates are averaged over the PDT computed for

different link lengths and configurations

R̄ =

∫ 1

0

R(η) P(η) dη =

Nbins∑
i=1

R(ηi) P(ηi) . (10)

Here R̄ is the averaged key rate, R(η) the key rate at the specific value of the

transmittance, P(η) is the PDT. The integral average is approximated dividing the

range [0, 1] in Nbins bins, centered in ηi for i = 1, Nbins, and taking the weighted sum

of the rates. P(ηi) is estimated through random sampling, as pointed out in Sec. 3.

The expressions for the key rates R(η) for the different implementations are given in

Appendix D, see Eq. (D.1) for SPs and Eq. (D.2) for WCPs.

The biggest source of noise in free-space optical links is represented by

environmental light entering in the receiver telescope together with the signal photons.

Simple models to estimate the amount of stray light [11, 23] are given in Appendix

C for down-links and up-links. In the following analysis we consider the number of

stray photons to be independent of the position of the satellite. Particular situations

concerning light pollution, like the presence of a city close to the ground station, may

require a more specific model for low elevation angles.

The secret key rate resulting from a down-link and an up-link are reported in Fig. 7

and Fig. 8, for both night-time and day-time operation, under good weather conditions,

corresponding to situation 1 in Fig. 5. We also report in the graphs the correspondent

Quantum Bit Error Rate (QBER), defined in Eq. C.4 in Appendix C, averaged over the

PDT. In the following we set the block sizes at 106 for SPs and at 108 for WCPs in down-

link. This difference is justified by the higher repetition rates obtainable by modern

WCP sources with respect to (still under development) true SP sources. Consider that

the total link duration is around 300 s, corresponding to the complete passage of a LEO

satellite over the ground station. In this time span, assuming a repetition rate of 10 MHz

for SP sources and 1 GHz for WCP sources, several blocks of the size specified above

can be exchanged in the down-link configuration. Due to the higher losses encountered

in an up-link, the block size is lowered to 105 for SPs and at 107 for WCPs.

At night it is possible to establish a non-zero key rate in down-link during the whole

passage of the satellite in the SP implementation. Using WCPs, instead, the key rate

drops to 0 when the satellite is around 20◦ over the horizon. In the daytime, instead,

due to the stronger background light, the key rate vanishes at higher elevation angles,

even considering improved spatial, spectral and temporal filtering. According to [23],

the typical brightness of the sky background (see also Sec. Appendix C) in a clear day

is about 3 orders of magnitude higher than during a full-moon night. We found that, in

order to achieve a non-zero key rate for a reasonable portion of the transit, the filtering

of the stray light must be tighter than during the night of a factor � 100, obtained
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acting on the field of view of the telescope and the width of the spectral filters (refer to

Tab. E3 in Appendix E for details).
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Figure 7. The key rate generated by the BB-84 protocol with SP and WCP

implementations is reported as a function of the zenith angle and the total link length,

for a down-link, together with the QBER. We assume here good weather conditions,

corresponding to situation 1 in Fig. 5.

Up-links have poorer performance due to higher losses, but we are still able to

distill a secret key with non-zero rates during the night, with slightly improved filtering

(Tab. E3 in Appendix E). The SP implementation reaches almost the same range

(in elevation angle) as the down-link configuration, while the difference with WCPs

is greater because of the smaller block size. For day-time operation the stronger

background light makes the quantum bit error rate too high and the key rate vanishes,

therefore we omit the corresponding graph. We stress that here (we refer to Appendix

C for details) we did not consider artificial light pollution. So these results reliably

simulate only ground stations which are isolated and far from big cities.
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Figure 8. The key rate generated by the BB-84 protocol with SP and WCP

implementations is reported as a function of the zenith angle and the total link length,

for an up-link, together with the QBER. We assume here good weather conditions,

corresponding to situation 1 in Fig. 5.

Note that the finite key effects can be very detrimental when the number of

exchanged signals becomes too small. Particular attention must be payed when up-

links are considered. In order to reproduce the results reported in Fig. 8, the block
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length used in the security analysis is of the same order of magnitude of the number

of signals exchanged during the whole passage of the satellite. This means that all the

signals exchanged in a QKD session are processed in a single block in this case.

5. Cube-sat performance analysis

The simulations reported in Sec. 3 and Sec. 4 assume a quite demanding value of the

optical aperture of the orbiting telescope. It is compatible with the Micius satellite

[12, 13, 14, 15], operated by the Chinese Academy of Science, as part of the Quantum

Experiments at Space Scale (QUESS) research project. The complexity and high cost

of the mission make the use of such big satellites unfeasible for the establishment of a

world-wide quantum communication network. Many recent proposals foresee the use of

nano-satellites (e.g., CubeSats [58, 59, 60]) for QKD implementation [9, 61, 62, 63, 64].

The possibility to deploy many of such satellites in a single mission, to share the vector

with other payloads and the modular nature lowers considerably the launch and building

cost of these devices. They are usually loaded with smaller optics, of diameter ≤ 10

cm, even if larger apertures can be achieved with the use of deployable optics or bigger

CubeSats (like the 12-Units satellite proposed in [63]). When used as transmitter, in the

down-link configuration, the smaller aperture creates beams with much higher intrinsic

divergence than the case studied in Sec. 3. In the up-link configuration, instead, smaller

transmittance is due to the smaller collecting area. We show in Fig. 9 the results of the

link simulation for down-links and up-links, in good weather conditions.
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Figure 9. Mean value of the Probability Distribution of the Transmittance (PDT)

as a function of the zenith angle and total link length for up-link and down-link

configurations, using a Cube-sat with a 10 cm telescope. The weather conditions

correspond to situation 1 in Fig. 5 and Fig. 6.

We see that the effect of the smaller optics diameter amounts to a difference in

transmittance of about 5 dB for down-link and to 10 dB for up-links. Even though this
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result favors the down-link configuration even more, we have to take into account that

a smaller aperture will collect not only less signal light, but also less stray light. The

resulting QBER for up-links, then, will be almost independent of the diameter of the

receiving telescope (compare Fig. 8 and Fig. 11), if other parameters, such as the Field

of View (FOV) of the telescope, are kept fixed (see Eq. C.1 in Appendix C for details).

The key rates achievable for nano-satellites in the down-link and up-link

configurations are reported in Fig. 10 and Fig. 11. As expected, the range of angles

over which a non-zero key rate can be exchanged shrinks with respect to the case of

Sec. 4. We point out that we kept the block length fixed at the values reported in 4 even

if, especially in the up-link configuration, that number of signals can’t be exchanged in

a single transit of the Cube-sat.
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Figure 10. The key rate generated by the BB-84 protocol with SP and WCP

implementations is reported as a function of the zenith angle and the total link length,

for a down-link using a Cube-Sat, together with the QBER. We assume here good

weather conditions, corresponding to situation 1 in Fig. 5
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Figure 11. The key rate generated by the BB-84 protocol with SP and WCP

implementations is reported as a function of the zenith angle and the total link length,

for an up-link using a Cube-Sat, together with the QBER. We assume here good

weather conditions, corresponding to situation 1 in Fig. 5
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6. Conclusion

We provide a general and fundamental model to simulate the losses introduced by a

satellite-based optical link, useful for feasibility and performance analysis of future free-

space QKD experiments. The ability to precisely evaluate the contribution due to

different weather conditions will be crucial in many situations. The geographical sites

with better conditions can be more precisely mapped, in order to optimize the structure

of future global quantum networks [65, 66, 67, 68, 69]. Through the use of this model, the

data from meteorological predictions can directly be linked to the key rate achievable by

the QKD link, allowing more accurate statistical studies of the number of operative days

per year. The characterization of the transmittance of the channel has then be used to

evaluate the performance of the link in terms of achievable secret key rates. We focused

on two implementations of the BB-84 cryptographic protocol, using single photons and

weak coherent pulses. The noise expected in interesting real-life scenarios, during night-

time and day-time, has been modeled and taken into account. We also pointed out

the importance of finite-key effects, which can be very detrimental due to the short

duration of the link between ground station and satellite. The simulations confirm that

long-distance quantum communications can be achieved not only using medium-sized

satellites, like the Chinese Micius, but also nano-satellites, allowing to considerably cut

the cost of a space-based global quantum network. Ultimately, such links are expected

to be integrated with a repeater-based quantum network on the ground, to complement

it and enhance the key rate when long distances need to be bridged. The analysis of

such a configuration and the optimization of its topology and structure are still under

study and represent a crucial milestone towards the realization of the dreamt quantum

internet.
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Appendix A. Free-space links with turbulence and scatterers

In this section we summarize the analysis of atmospheric optical channels proposed in

[21, 22]. We will discuss the background, show the main steps of the derivation and

recap some results, that will be used as starting point for the simulations described in

Sec. 3.

We start from the introduction to the problem given in Sec. 1. The solution of the

paraxial wave equation, with phase-approximation using the Huygens-Kirchhoff method

[70], can be written in the following way

u(ρ, L) =

∫
R

d2ρ′u0(ρ
′)G0(ρ,ρ

′;L, 0)

× exp[iS(ρ,ρ′; z, z′)] . (A.1)

Since the losses due to back-scattering and absorption can’t be included in the

paraxial approximation of the Helmholtz equation, we treat them phenomenologically

multiplying the beam envelope u(ρ, L) by
√
χext. The extinction factor χext ∈ [0, 1]

accounts for absorption and back-scattering losses and can be considered as a non-

fluctuating quantity (see [22]). In Eq. (A.1) u0(ρ
′) is the Gaussian envelope at the

transmitter plane (z = 0, z is the longitudinal coordinate)

u0(ρ) =

√
2

πW 2
0

exp
[
− 1

W 2
0

|ρ|2 − ik

2F
|ρ|2

]
, (A.2)

with W0 the beam spot radius at the transmitter, k the optical wavenumber and F the

focal length of the beam. G0 is a Gaussian integral kernel

G0(ρ,ρ
′ : z, z′) =

k

2πi(z − z′)
exp

[ ik|ρ− ρ′|2
2(z − z′)

]
(A.3)

while S contains all the atmospheric effects

S(ρ,ρ′; z, z′) =
k

2

∫ z

z′
dζ δε

(
ρ
ζ − z′

z − z′
+ ρ′ z − ζ

z − z′
, ζ
)
. (A.4)

Here S(ρ,ρ′; z, z′) gives the phase contribution due to inhomogeneities of the relative

permittivity of the air δε(ρ′′, ξ) from z′ to z. Note that δε can be separated in two

contributions, related to turbulence and scattering

δε = δεturb + δεscat . (A.5)

Assuming the two contributions to be statistically independent, the same factorization

holds for the permittivity fluctuation spectrum

Φε(K) = Φturb
ε (K) + Φscat

ε (K) , (A.6)

defined as the Fourier transform of the correlation function of δε(r)

〈δε(r1)δε(r2)〉 =

∫
d3K Φε(K) exp[iK · (r1 − r2)] . (A.7)
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In the previous equations K denotes the momentum and is a 3-dimensional vector. The

Markov approximation (that in our case corresponds to assume delta-correlation in the

z direction) simplify this expression [25, 27]

〈δε(r1)δε(r2)〉 = 2πδ(z1 − z2)

∫
d2k Φε(k) exp[ik · (ρ1 − ρ2)] (A.8)

where k represents the momentum in the plane transverse to the propagation direction.

ρ1 and ρ2 are the components of the vectors r1 and r2 in the transversal plane, while

δ(z) is the Dirac-delta. The Kolmogorov model allows us to write the turbulence-related

part of the relative permittivity fluctuation spectrum as [24, 25, 26, 27]

Φturb
ε (k) = 0.132 C2

n |k|− 11
3 . (A.9)

The refractive index structure constant C2
n characterizes the strength of turbulence in

the optical domain and is an important parameter of the model. The scattering term

in Eq. (A.6) can be approximated as a Gaussian function [28, 29, 30, 31, 32]

Φscat
ε (k) =

n0ζ
4
0

8πk2
exp[ − ζ20 |k|2] , (A.10)

with ζ0 correlation length of the fluctuations due to scattering particles. Here n0 is

the mean number of scatterers per unit volume and represents the main parameter in

describing the strength of the scattering contribution.

Now we want to use these ingredients to calculate the probability distribution of

the parameters in the elliptic beam approximation, introduced in Sec. 1

v = (x0, y0,W1,W2, ϕ0) . (A.11)

First of all we define normalized variables from the ellipse semi-axes

Θi = ln
(W 2

i

W 2
0

)
i = 1, 2 , (A.12)

where W0 is the beam spot radius at the transmitter. Now we assume that, in the case of

uniform turbulence and scatterers density, the probability distribution of x0, y0,Θ1,Θ2

is Gaussian, while the angle of orientation ϕ0 is uniformly distributed in [0, π/2] (see

Appendix of [22] for details). The mean value and the variance of these distributions can

be analytically computed. We recall the main steps of the derivation in the following

paragraphs.

Starting from the beam centroid position (x0, y0), we can choose the reference frame

such that 〈x0〉 = 〈y0〉 = 0 and [25, 71]

〈x2
0〉 = 〈y20〉 =

∫
R4

d2ρ1d
2ρ2x1x2Γ4(ρ1,ρ2;L) . (A.13)

Here Γ4(ρ1,ρ2; z) = 〈u∗(ρ1, z)u(ρ1, z)u∗(ρ2, z)u(ρ1, z)〉 is the fourth-order field

correlation function.

The means and covariances of the squared ellipse semi-axes W 2
i have the following

form (see Appendix of [21] for details)

〈W 2
1/2〉 = 4

[ ∫
R2

d2ρ x2 Γ2(ρ;L) − 〈x2
0〉
]
, (A.14)
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〈ΔW 2
i ΔW 2

j 〉 = −8
{

2
(∫

R2

d2ρ x2 Γ2(ρ;L)
)2

−
∫
R4

d2ρ1 d2ρ2 [x2
1x

2
2(4δij − 1) − x2

1y
2
2(4δij − 3)]

× Γ4(ρ1,ρ2;L)
}
− 16[4δij − 1]〈x2

0〉2 , (A.15)

where the second-order field correlation function Γ2(ρ; z) = 〈u∗(ρ, z)u(ρ, z)〉 has been

used.

The next step is the calculation of the field correlation function, for which we use

the expression of the beam envelope given in Eq. (A.1). We report the calculations only

for Γ2(ρ;L), the equivalent but more cumbersome expressions for Γ4(ρ1,ρ2;L) can be

found in [22], Appendix B. Substituting Eq. (A.1) in the definition of Γ2(ρ; z) yields

Γ2(ρ;L) =

∫
R4

d2 ρ′
1d

2ρ′
2u0(ρ

′
1)u

∗
0(ρ

′
2)G0(ρ,ρ

′
1;L, 0)

×G∗
0(ρ,ρ

′
2;L, 0) exp

[
− 1

2
DS(0,ρ′

1 − ρ′
2)
]
, (A.16)

with the last term embodying the phase fluctuations due to the atmosphere (remember

the definition of S(ρ,ρ′; z, z′) in Eq. (A.4))

DS(ρk − ρl,ρ
′
k − ρ′

l)

=
〈

[S(ρk,ρ
′
k; z, z′) − S(ρl,ρ

′
l; z, z

′)]2
〉
. (A.17)

Substituting Eq. (A.4) and exploiting again the Markov approximation, the factorization

in Eq. (A.5) and (A.6) can be carried over

DS = Dturb
S + Dscat

S . (A.18)

We can now introduce the models for the permittivity fluctuations spectrum related to

turbulence (Eq. (A.9)) and scatterers (Eq. (A.10)), obtaining

Dturb
S (ρ,ρ′) = 2.95 k2 L

∫ 1

0

dξ C2
n(ξ) |ρξ + ρ′(1 − ξ)| 53 (A.19)

Dscat
S (ρ,ρ′) =

π

8
L

∫ 1

0

dξ n0(ξ) |ρξ + ρ′(1 − ξ)|2 (A.20)

where we introduced the rescaled longitudinal coordinate ξ ∈ [0, 1], where ξ = 1

corresponds to z = L. We allowed for a dependence on longitudinal coordinate in

C2
n(ξ) and n0(ξ) for later use. We recall the definition of the so-called Rytov parameter

σ2
R = 1.23 C2

n k
7
6L

11
6 . Substituting in Eq. (A.16) the definition of the Gaussian envelope

u0(ρ) (Eq. (A.2)) and the integral kernel G0(ρ,ρ
′ : L, 0) (Eq. (A.3)), the second-order

field correlation function reads

Γ2(ρ;L) =
Ω2

π2W 4
0

∫
R2

d2ρ′ e
− α

2W2
0
|ρ′|2−2i Ω

W2
0
ρ·ρ′

exp
[
− 1

2
Dturb

S (0,ρ′)
]

exp
[
− 1

2
Dscat

S (0,ρ′)
]
. (A.21)

Here α = 1 + Ω2(1 − L
F

)2 with the Fresnel number defined as Ω =
kW 2

0

2L
.
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Integrating Eq. (A.21) (and the equivalent one for Γ4) and then Eqs. (A.14), we

obtain the first and second moments of the probability distribution of W 2
i . Then, the

moments for the variables Θi are easily obtained from Eq. (A.12).

We consider now the transmittance, defined in Eq. (1), of an elliptic beam impinging

on a circular aperture of radius a. It can be written as

η(x0, y0,W1,W2, ϕ0) = (A.22)

=
2 χext

πW1W2

∫ a

0

dρ

∫ 2π

0

dθ e−2A1(ρ cosθ−ρ0)2

× e−2A2ρ2sin
2θe−2A3(ρ cosθ−ρ0)r sin θ ,

with

A1 =
(cos2(ϕ0 − θ0)

W 2
1

+
sin2(ϕ0 − θ0)

W 2
2

)
(A.23)

A2 =
(sin2(ϕ0 − θ0)

W 2
1

+
cos2(ϕ0 − θ0)

W 2
2

)
A3 =

( 1

W 2
1

− 1

W 2
2

)
sin 2(ϕ0 − θ0) .

In the previous equations (ρ, θ) are the integration variables in the area of the circular

aperture, while (x0, y0) = (ρ0 cos θ0, ρ0 sin θ0) is the beam-centroid position.

The Probability Distribution of the Transmittance (PDT) is then easily

reconstructed. Extract at random M 5-tuples of values for (x0, y0,Θ1,Θ2, ϕ0), according

to the correct probability distribution. Compute first the values of the ellipse semi-axes

Wi from Θi and then the value of the transmittance for every tuple. Collect the statistics

in an histogram and compute statistical estimators (e.g., the median). Two examples

of the simulated PDT are shown in Sec. 3 of the main text (Fig. 3 and Fig. 4).

Appendix B. Application of the model to a satellite-based link

In this section we are going to apply the model described in the previous section to

a satellite-based link, as described in Sec. 3 of the main text. We will discuss some

details about the calculations involved and show an example of how to proceed with the

integration of the expressions in Appendix A. In particular, we will focus on the first

term of the quantity 〈W 2
1/2〉 defined in equation Eq. (A.14), which only contains the

second order correlation function Γ2(ρ;L). The computations involving the integration

of the fourth order correlation function Γ4(ρ1,ρ2;L) are much more cumbersome and

will not be reported here.

Inserting Eq. (A.21) in the first term of Eq. (A.14) we obtain the following

integration, where all the quantities are defined in the previous section Appendix A

∫
R2

d2ρ x2 Γ2(ρ;L) =
Ω2

π2W 4
0

∫
R4

d2ρ d2ρ′ x2 e
− α

2W2
0
|ρ′|2−2i Ω

W2
0
ρ·ρ′

exp
[
− 1

2
Dturb

S (0,ρ′)
]
exp

[
− 1

2
Dscat

S (0,ρ′)
]
. (B.1)
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We assume that the beam is focused (F = L) so that α = 1. First of all we can

compute the terms Dturb
S (0,ρ′) and Dscat

S (0,ρ′) defined in Eq. (A.19) and (A.20)

Dturb
S (0,ρ′) = 2.95 k2 L

∫ 1

0

dξ C2
n(ξ) |ρ′(1 − ξ)| 53 (B.2)

Dscat
S (0,ρ′) =

π

8
L

∫ 1

0

dξ n0(ξ) |ρ′(1 − ξ)|2 . (B.3)

In the rescaled longitudinal coordinate ξ, the conditions in Eq. (3) in the main text

become

Down − links C2
n(ξ) = C2

n Θ(ξ − (1 − h/L))

n0(ξ) = n0 Θ(ξ − (1 − h/L))

Up − links C2
n(ξ) = C2

n Θ(h/L− ξ)

n0(ξ) = n0 Θ(h/L− ξ) . (B.4)

Inserting Eq. (B.4) (we consider down-link in this example) into Eq. (B.2) and (B.3)

we can solve the integration and obtain

Dturb
S (0,ρ′) = 2.95 k2 L |ρ′| 53C2

n

∫ 1

1−h/L

dξ (1 − ξ)
5
3

= 2.4 σ2
R k5/6 L−5/6 |ρ′| 53

[3

8

(h
L

)8/3]
(B.5)

Dscat
S (0,ρ′) =

π

8
Ln0|ρ′|2

∫ 1

1−h/L

dξ |ρ′(1 − ξ)|2

=
π

8
Ln0|ρ′|2

[1

3

(h
L

)3]
(B.6)

where σ2
R has been defined in Sec. 3. From this passage we clearly see where the

dependency on h
L

in Eq. (4) to Eq. (9) originates from. When we introduce Eq. (B.5)

and Eq. (B.6) in Eq. (B.1), we recognize that it only contains Gaussian integrals of the

form ∫ ∞

−∞
dx xc exp[a x2 + i b x] , (B.7)

with c = {0, 2} and that can be readily solved. The only exception is the turbulence

term, which contains |ρ′| 53 . We can simplify the computation introducing the

approximation [22, 71] |ρ′/W0| 53 � |ρ′/W0|2. Then, one just has to solve the multiple

Gaussian integrals and insert it in Eq. (A.14) to obtain the value of 〈W 2
1/2〉 for down-

links, as in Eq. (8). Similar techniques can be used to compute all the other moments

of the beam variables.

Eq. (4), (5), (7) and (8) have been computed specifically for the problem at hand,

the non-uniform link described at the beginning of Sec. 3. Eq. (6) and (9), on the
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other hand, have been deduced from the equivalent results obtained in [22] for a

uniform link. We see that in Eq. (4), (5), (7) and (8) the corrections due to the non-

uniformity of the link (of the form A(h/L)β, where A is a constant and β = {1, 8/3, 3})

act like multiplicative factors on the parameters σ2
R and n0. So, we started from

the calculation of the quantity 〈ΔW 2
i ΔW 2

j 〉 in [22] and attached the multiplicative

corrections found above, in order to obtain Eq. (6) and (9). This inconsistency should

not be considered too detrimental regarding the reliability of the model. We checked

through the simulation that the mean value and the shape of the PDT are not very

sensitive to variations of the value of the quantities in Eq. (6) and (9), as the interplay

between beam wandering (Eq. (4) and (7)) and beam spreading (Eq. (5) and (8)) is

much more significant in this context. Finally, we point out that the computation of the

quantities in Eq. (4), (5), (7) and (8) have been carried out without the introduction of

the weak turbulence approximation used in [21, 22]. For Eq. (6) and (9), instead, we

used the results obtained in [22] in the weak turbulence regime, which we verified to be

still valid in the case of satellite-based links.

Appendix C. Error model and environmental photons

In a free-space link, environmental photons are usually the most important source of

noise. In this section we summarize the analysis of [11, 23] regarding the amount of

environmental photons that hit the detector for down-links and up-links, that we use

to calculate the Quantum Bit Error Rate (QBER). We suppose that an accurate time

synchronization had been operated between sender and receiver, in order to tag the

photons and perform a time filtering on the incoming signal. On top of that, wavelength

filtering is applied to further reduce the amount of detected noisy photons.

For up-links, we only consider the case of night-time operation. If the ground

station site has a low level of light pollution, the biggest fraction of environmental

photons comes from the Sunlight reflected first by the Moon and then by the Earth [11]

Nup
night = AEAMR2

Ma2
Ωfov

d2EM

Bf Δt Hsun . (C.1)

Here AM and RM are the albedo and the radius of the Moon, while AE is the albedo of

the Earth and dEM is the Earth-Moon distance. Hsun is the solar spectral irradiance in

photons s−1nm−1m−2 at the wavelength of interest. Ωfov and a are angular field of view

and radius of the receiving telescope. Bf is the width of the spectral filtering and Δt

is the detection time-window. We assumed Lambertian diffusion on the Moon and the

Earth.

For down-links, the evaluation of the background photons is strongly site-

dependent. The power received by the telescope can be expressed as follows [23]

Pb = HbΩfovπa
2Bf . (C.2)

The parameter Hb is the total brightness of the sky background and it depends on the

hour of the day and the weather conditions. From Eq. (C.2) we derive the number of
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photons per time window

Ndown =
Hb

hν
Ωfovπa

2Bf Δt , (C.3)

where h is the Planck constant and ν is the frequency of the background photons (after

filtering). Typical values of the brightness of the sky are Hb = 10−3 W m−2 sr μm

during a full-Moon night and Hb = 1 W m−2 sr μm for a clear sky in day-time. This

analysis assumes that neither the Moon during the night nor the Sun during the day

are included in the field of view of the collecting aperture.

The Quantum bit error rate is computed assuming the noisy photons to be

completely unpolarized

QBER = Q0 +
1

2

Nnoise

Nnoise + Nsig

. (C.4)

Here Q0 corresponds to the error rate associated with depolarization in the encoding

degree of freedom or imperfection of the preparation or detection stage leading to

incorrect state discrimination. We chose a conservative value of Q0 = 2%. Nnoise and

Nsig are, respectively, the number of photons per time window associated to noise and

signal. As expected, the number of collected environmental photons are proportional to

the area of the receiving aperture, but so is the intensity of the signal. To reduce the

noise and at the same time raise the signal to noise ratio, we can act on Ωfov, Bf and

Δt. Reducing the field of view involves a better pointing and tracking system, while a

very good time synchronization allows the use of short time windows.

Appendix D. Rates for BB-84 with single photons and Weak Coherent

Pulses

We report here the expression of the secret key rates we used in the performance study

of section 4. The set-up is the usual one for QKD: two parties, A and B, are connected

through a completely insecure quantum channel and an authenticated classical channel.

After many uses of the links, their goal is to share an identical key, which is secret

regardless of the attack strategy that an hypothetical eavesdropper could implement.

For the single-photon implementation of the BB-84 protocol (using, e.g., polarization

encoding), party A sends qubits in the basis X = {|0〉 , |1〉} or Z = {|+〉 , |−〉} at

random, with |±〉 = (|0〉 ± |1〉)/√2. B measures the received qubits in the bases X or

Z, at random. The results of [53] state that a secret key of length l can be shared, if

l ≤ n(q − h2(Qtol + μ)) − leakEC − α(εsec, εcor)

α(εsec, εcor) = log2

2

ε2secεcor
μ =

√
n + k

nk

k + 1

k
ln

2

εsec
, (D.1)

out of n successfully exchanged single photon signals, where the function h2 denotes

the binary entropy. Here q is a parameter describing the preparation quality of the initial

states of the signal sent by A. In the qubit case it is connected to the maximum fidelity
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allowed between states prepared in the X and Z bases. In a perfect implementation of

the BB-84 protocol, like the one considered here, the two bases are mutually unbiased,

for which the maximum q = 1 is achieved. Qtol is the channel error tolerance and k

is the number of bits of the raw key used for parameter estimation. The achievable

key rate is obtained by maximizing over these two parameters. The term leakEC gives

the amount of information in bits that the parties had to exchange during the error

correction phase. The desired security and correctness thresholds are specified by the

parameters εsec and εcor.

An alternative protocol based on decoy states [54, 56] is used when the source emits

Weak Coherent Pulses instead of real single photons. We follow the analysis of [55, 57],

where two decoy states are used. The bases used for the encoding are X and Z as in

the single photon implementation. A secret key of length l can be extracted, with

l ≤ sX,0 + sX,1(1 − h2(φX)) − leakEC − 6 log2

21

εsec
− log2

2

εcor
. (D.2)

sX,0 and sX,1 represent the number of bits in the raw key generated by vacuum

events and single photon events, respectively. φX instead is the phase error rate

measured in the channel during parameter estimation. The subscript X means that

these estimations are valid for the events in which both A and B chose the basis X and

they include the corrections due to finite key effects (for the actual expressions we refer

to [57]). In this case the maximization is over the portion of signals used for parameter

estimation, the intensity of the signal and decoy states and the probability of sending

different intensities.

In both cases, the key rates are obtained taking the ratio between the length in bit

of the final secret key l and total number of signals sent n.

Appendix E. Choice of parameters for the satellite-based link

In this section we show the values oft the parameters utilized throughout the paper

and we discuss about their pertinence. They are reported in Tab. E1, Tab. E2 and

Tab. E3, together with a brief explanatory description, where necessary. More detailed

explanations about particular parameters are in the remainder of this section.

The parameters C2
n, n0 and h should in general be fixed by fitting the experimental

data. However, in order to have a predictive model, we want to estimate these

parameters in a reasonable way. First of all, in order to estimate the effective thickness

of the atmosphere, we start from the variation of density of the air as a function of the

altitude. We chose h = 20 km, as a layer around the Earth with this thickness contains

on average 95% of the total mass of the atmosphere. As already stated in the main

text, some models for the altitude dependence of the refractive index structure constant

C2
n are available in the literature [34, 35, 36, 37]. The widely used parametric fit due

to Hufnagel and Valley [34, 35] reliably replicates the behaviour of C2
n in mid-latitude

climate
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Parameter Value Brief description

W0 15 cm, 50 cm down-links, up-links

W0 5 cm, 50 cm CubeSat down-links, up-links

a 50 cm, 15 cm down-links, up-links

a 50 cm, 5 cm CubeSat down-links, up-links

λ 785 nm Wavelength of the signal light

β 0.7 Parameter in χext(θ)

α 1.2 10−6 rad Pointing error

ηdet 0.5 Detector efficiency

Topt 0.8 Transmittance of the optical system

Table E1. Parameters related to the optical and technical properties of the link.

Parameter Value Brief description

h 20 km Atmosphere thickness

L 500 km Minimum altitude (zenith)

C2
n 1.12 10−16 m−2/3 Night-time, condition 1

C2
n 1.64 10−16 m−2/3 Day-time, condition 1

C2
n 5.50 10−16 m−2/3 Night-time, condition 2

C2
n 8.00 10−16 m−2/3 Day-time, condition 2

C2
n 1.10 10−15 m−2/3 Night-time, condition 3

C2
n 1.60 10−15 m−2/3 Day-time, condition 3

n0 0.61 m−3 Night-time, condition 1

n0 0.01 m−3 Day-time, condition 1

n0 3.00 m−3 Night-time, condition 2

n0 0.05 m−3 Day-time, condition 2

n0 6.10 m−3 Night-time, condition 3

n0 0.10 m−3 Day-time, condition 3

Table E2. Parameters related to the atmospheric weather conditions.

C2
n(z) = 5.94 10−53

( v

27

)2

z10 exp[−z/1000] +

+ 2.7 10−16 exp[z/1500] + A exp[z/100] . (E.1)

Here z is the altitude coordinate, v is a parameter related to high-altitude wind

speed and A describes the relative strength of the turbulence near the ground level.

Typical values are A = 1.7 10−14 m−2/3 and v = 21 m/s, although v = 57m/s is

sometimes used for stronger wind conditions. The value of C2
n inside the atmosphere in

our model is estimated by the integral average of this function in [0,∞], rescaled by the

fixed thickness h

C2
n =

1

h

∫ ∞

0

C2
n(z) dz . (E.2)
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Parameter Value Brief description

Sky brightness Hb 1.5 10−6 W m−2 sr−1nm−1 Night, clear sky, full Moon [23]

Sky brightness Hb 1.5 10−3 W m−2 sr−1nm−1 Day, clear sky [23]

Field of view Ωfov (100 10−6)2 sr Night-time down-link

Field of view Ωfov (10 10−6)2 sr Day-time down-link

Field of view Ωfov (30 10−6)2 sr Night-time up-link

Time-window Δt 1 ns Night- and day-time

Spectral filter width Bf 1 nm Night-time down-link

Spectral filter width Bf 0.2 nm Day-time down-link

Spectral filter width Bf 1 nm Night-time up-link

Hsun 4.610 1018 phot s−1nm−1m−2 Solar spectral irradiance

Ae 0.300 Earth’s albedo

Am 0.136 Moon’s albedo

RM 1.737 106 m Moon’s radius

dEM 3.600 108 m Earth-Moon distance

Table E3. Parameters related to stray photons and environmental light.

The parameter v is kept fixed to the recommended value of 21 m/s. A is chosen

to match the values of C2
n(0) measured in [22], An = 1.10 10−14 m−2/3 at night and

Ad = 2.75 10−14 m−2/3 during the day. Through Eq. (E.1), the first corresponds to

C2
n = 1.12 10−16 m−2/3 and the latter to C2

n = 1.64 10−16 m−2/3.

The scattering particles described by the density n0 mainly consist of water droplets,

so, in order to estimate the value of n0, we start from the profile of the water vapour

content in the atmosphere. The absolute humidity vertical profile τ(z) in the range

[0, 10 km] can be written as a double exponential [72, 73]

τ(z) = τ(0) exp[−z/H1] for 0 ≤ z ≤ 5 km (E.3)

= τ(H1) exp[−(z − 5 km)/H2] for 5 km ≤ z ≤ 10 km

with the two scale heights H1 and H2. The contribution of the region with

z > 10 km is rather low and we neglect it here. The parameters H1 and H1 can

on average vary in the range [1.53, 2.8] and [1.19, 1.82], respectively, depending on the

geographical position and the season. We choose in the following the values stated in

the U. S. Standard Atmosphere (1962) [74], H1 = 2.243 and H2 = 1.414. We obtain a

rescaling factor ω in the same way as we did in the previous case

ω =
1

h τ(0)

∫ 10 km

0

τ(z) dz . (E.4)

Then, the value of the parameter n∗
0 in our case is obtained multiplying by the

factor ω the value found in [22] for night- and day-time, n∗
0 = ω n0. For the given values

of the scale heights ω � 0.107.
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The extinction factor χext(θ) varies as a function of the elevation angle in the

following way

χext(θ) = exp[ − β sec(θ)] (E.5)

The value of the parameter β reported in Tab. E1 has been chosen to match the

amount of extinction used in [10], based on the MODTRAN5 software [38].
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Abstract

Long-distance entanglement is a very precious resource, but its distribution is very difficult due to
the exponential losses of light in optical fibres. A possible solution consists in the use of quantum
repeaters, based on entanglement swapping or quantum error correction. Alternatively, satellite-based
free-space optical links can be exploited, achieving better loss-distance scaling. We propose to combine
these two ingredients, quantum repeaters and satellite-based links, into a scheme that allows to achieve
entanglement distribution over global distances with a small number of intermediate untrusted nodes.
The entanglement sources, placed on satellites, send quantum states encoded in photons towards orbiting
quantum repeater stations, where entanglement swapping is performed. The performance of this repeater
chain is assessed in terms of the secret key rate achievable by the BB-84 cryptographic protocol. We
perform a comparison with other repeater chain architectures and show that our scheme, even though
more technically demanding, is superior in many situations of interest. Finally, we analyse strengths
and weaknesses of the proposed scheme and discuss exemplary orbital configurations. The integration
of satellite-based links with ground repeater networks can be envisaged to represent the backbone of the
future Quantum Internet.

Keywords: Satellite links, Quantum repeaters, Quantum networks, Quantum Key Distribution, Quantum
Internet
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Entanglement distribution between very distant
parties allows several interesting quantum-enabled
protocols to be performed, in the fields of quan-
tum communication [1, 2], metrology [3, 4, 5] and
distributed computation [6, 7]. However, achieving
this task over global distances (thousands of km) is
very daunting. The standard carrier of quantum in-
formation is light, sent through optical fibres. The
exponential losses experienced during the propaga-
tion limit the achievable distances to ∼ 200 km in
practice. The concept of a Quantum Repeater (QR)
[8, 9, 10, 11, 12, 13] has been introduced to counter
this problem. Such a device allows, using Quantum
Memories (QMs) [14] and protocols based on Entan-
glement Swapping (ES) or quantum error correction
[15], to connect several elementary links and enlarge
the achievable distance.

An alternative solution is represented by satellite-
relayed free-space channels. Satellite-to-ground opti-
cal links for quantum communication have already
been proven to be feasible with current technology
[16, 17, 18, 19] and have been the object of a plethora
of theoretical studies [20, 21, 22, 23, 24, 25, 26, 27].
They allow, in the double down-link configuration, to
share entanglement between two ground stations, at
distances that far exceed what can be achieved with
direct fibre transmission. Low Earth Orbit (LEO,
altitude � 2000 km) satellites are preferred, because
of the lower cost and the shorter distance between
the satellite and the ground stations, which reduces
the overall loss in the channel. However, the maxi-
mum distance between the ground stations is limited
to {1500−2000} km, due to the additional losses en-
countered at low elevation angles. This aspect makes
intercontinental quantum communication not feasi-
ble with such a scheme.

Figure 1: Pictorial representation of the scheme pro-
posed in this paper for long-distance entanglement distri-
bution, based on orbiting quantum repeater stations.

Through quantum repeaters, few of these satel-
lite links can be chained together to reach global dis-
tances. In this work we propose and study the scheme
pictured in Fig. 1, in which entanglement sources and
quantum repeaters are placed on board of satellites,
orbiting around the Earth in the string of pearls con-
figuration. This allows to connect two users on the

ground via free-space optical links outside the atmo-
sphere, achieving far superior distance-to-loss ratio
with respect to the standard fibre-based implemen-
tation. In this way, a small number of intermediate
nodes is enough to achieve entanglement distribution
over global distances at a reasonable rate.

We focus in the following on a specific application
of entanglement distribution, namely Quantum Key
Distribution (QKD). The secret key rate turns out to
be a good measure of the effectiveness of the quantum
repeater link [28]. We compare the performance of
the newly-proposed scheme with two other quantum
repeater configurations based on entanglement swap-
ping. The nomenclature used in the remainder of the
paper is the following, also schematically represented
in Fig. 2: scheme OO (Orbiting sources Orbiting re-
peaters) is our proposal, scheme GG (Ground sources
Ground repeaters) is the fibre-based one and scheme
OG (Orbiting sources Ground repeaters) is the solu-
tion proposed in [22] (and expanded in [26]), where
the quantum repeater stations are on the ground. We
show that the configuration proposed and analysed
here might represent a useful building block for the
future global quantum network, once the additional
technical requirements are met. A full satellite con-
stellation study will be necessary, however, in order
to fully grasp the potential of this scheme for real-life
applications.

R SS

BSM

R R

QMQND QM QND

Figure 2: Schematic comparison between the satellite-
based scheme OO (green arrows), the standard fibre-based
implementation (GG, in black) and the scheme studied in
[22] (OG, in red). Here S represent entanglement sources
and R quantum repeater stations. The incoming pho-
tons are heralded by Quantum Non-Demolition meau-
rement devices (QND) and the quantum information is
loaded into Quantum Memories (QM). Finally, the quan-
tum states are read and a Bell State Measurement (BSM)
is performed, as part of the entanglement swapping pro-
tocol.

In Sec. 1.1 we quantitatively estimate the perfor-
mance of the different schemes in terms of achievable
secret key rate and compare them. Afterwards, in
Sec. 1.2, we discuss pros and cons of the proposed
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satellite-based scheme and then analyse exemplary
orbital configurations in Sec. 1.3. The results are
briefly summarized and discussed in the conclusion,
Sec. 2. Additional details on the simulations can be
found in Sec. 3, regarding the error model and the
contribution of environmental photons, the analysis
of the orbits, the estimation of the satellite link trans-
mittance and the values of the parameters used.

1 Results

1.1 Secret key rate and comparison

The quantum repeater architecture is designed as fol-
lows [29]. The total link of length L between the
two communicating parties A and B is divided into
2n elementary links of length l0 = L/2n. Quantum
repeaters are placed at the connections between ad-
jacent elementary links, while entanglement sources
are in their central points (Fig. 2). The latter pro-
duce bipartite entangled states (in the following we
will consider qubit pairs), encoded in some degree
of freedom of a pair of photons, that are then in-
jected in the adjacent elementary links. The quan-
tum repeaters consist of 3 main devices. First of
all Quantum Non-Demolition (QND) measurement
devices herald the arrival of a photon from the el-
ementary link. The quantum state encoded in the
heralded photons is then loaded and stored in quan-
tum memories. When both memories are full, a joint
Bell State Measurement (BSM) is performed and the
result broadcast. This entanglement swapping proce-
dure allows to connect two adjacent entangled pairs
and, repeated in a recursive and hierarchical way, to
gradually extend the entanglement (see [28] for de-
tails). In consecutive nesting levels, the distance be-
tween the subsystems composing the entangled pairs
will be doubled, with n the maximal nesting level.
After n successful steps the entanglement is shared
between the end points of the chain, the parties A
and B.

In the case of scheme OO, the elementary links
consist of double inter-satellite links and hybrid inter-
satellite/down-link at the end points. In scheme
GG, instead, they consist of optical fibres, whose
transmittance ηf (l) = 10−αl/10 decreases exponen-
tially with the length l, where the attenuation pa-
rameter is α = 0.17 dB/km at 1550nm. Scheme OG
on the other hand comprises double down-links from
the satellites towards two adjacent receiving stations
on the ground (as in Fig. 2). We discuss the losses
introduced by such satellite links in Sec. 3.2. After
an entangled pair is successfully shared between the
parties A and B, it can be used for any quantum in-
formation protocol, in particular QKD. In this cryp-
tographic primitive the two parties are connected by

an insecure quantum link, the repeater chain, and by
an authenticated classical channel. An eavesdropper
can tamper on the classical channel and freely inter-
act with the states sent over the quantum channel.
The parties have to devise a protocol that either cre-
ates a private key or aborts. A generic protocol usu-
ally comprises the exchange of quantum states with
successive measurements in random bases, base sift-
ing, parameter estimation, error correction and pri-
vacy amplification. In the following we apply the well
known asymmetric BB84 protocol (see [30] for the
first proposal, [31] for the efficient asymmetric ver-
sion and [32] for the entanglement-based scheme, also
referred to as BBM92). In this protocol the quantum
states are measured in the bases defined by the eigen-
states of the X and Z Pauli operators on qubits. For
the security analysis [28] we assume that the whole
quantum repeater chain is untrusted, so, not only the
quantum channels, but also the sources on the satel-
lites and the repeater stations can be in the eaves-
dropper’s hands. Our analysis of the repeater chain
is not linked to any specific implementation regarding
the encoding of the quantum information in the sin-
gle photons. The choice of the encoding also depends
on the chosen quantum memory architecture and ma-
terial. For the satellite-based schemes polarization
encoding is feasible [16, 17, 18, 19] and promising,
so we base the error model on this assumption. Fur-
thermore, we fix the wavelength of the photons to
λ = 580nm, as discussed in Appendix Sec. 3.2. The
secret key rate depends on both the repeater rate and
the quality of the final shared entangled state. It is
estimated in the limit of an infinitely long key, based
on the considerations in [28], by:

RBB84
QKD = Rrep Pclick Rsift r

BB84
∞ . (1)

In the expression above, Rrep represents the en-
tanglement distribution rate of the repeater chain,
Pclick the double detection probability, Rsift the sift-
ing ratio (assumed equal to 1 in our asymmetric and
asymptotic protocol) and rBB84∞ the BB-84 secret
fraction:

Rrep =
1

T0
P0 P 2

QND P 2
W

(
2

3
PES P 2

R

)n

(2)

Pclick = η2d rBB84
∞ = 1− h(eZ)− h(eX) . (3)

In Eq. (2), the quantity 1/T0 represents the in-
trinsic repetition rate of the repeater architecture.
We assume here that the memories used are highly
multi-mode [33, 35] (see [22, 27] for additional discus-
sions) so that we can avoid to wait acknowledgement
from the adjacent stations that the photons have
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been received, before proceeding with the protocol
or emptying the memory. This allows us to fix T0 =
1/Rs, with Rs the repetition rate of the source. The
memories must have a sufficiently large number of
modes to be able to store the signals that are received
before the acknowledgement arrives. This number
can be estimated [22] as Nm = γRsηmaxPQNDPW

L
c ,

where ηmax is the maximum single-photon transmit-
tance during the overpass, PQND is the efficiency of
the QND measurement, PW is the writing efficiency
of the quantum memory, L

c is the waiting time if
all the local operations are instantaneous and γ is a
constant close to 1 [34]. Nm amounts to few thou-
sand modes for the distances analysed in this section,
which is a demanding but plausible condition [35].
The memory bandwidth of the chosen QM platform
limits the maximum repetition rate, that we fix to 20
MHz for the following simulations [22, 36]. P0 is the
transmittance of the elementary links for the entan-
gled pair, which depends on the scheme under study.
We identify with P0 the average of the link trans-
mittance over one fly-by of the satellite for schemes
OG (double downlink) and OO (double inter-satellite
link or inter-satellite + downlink). PR is the read-
ing efficiency of the quantum memory. PES is the
success probability of the single entanglement swap-
ping process (we refer to Sec. 3.1 and [28] for de-
tails). The term 2/3 is connected with the average
amount of time that one has to wait until entangled
pairs in adjacent segments of the repeater chain are
successfully generated. It arises due to a commonly
employed approximation valid for small P0, which is
always valid in the cases under study (we refer to
[37] for further details and the exact solution). In
Eq. (3), ηd is the efficiency of the detectors used for
the final measurement of the photons. The secret
fraction rBB84∞ depends, through the binary entropy
h(p) = −p log2(p)−(1−p)log2(1−p), upon the error
rates in the X and Z bases, eX and eZ . In our sim-
ulations they are estimated tracking the evolution of
the state of the entangled pairs throughout the ES
process, starting from noisy elementary pairs. In a
practical experiment these error rates are the result
of the parameter estimation stage, in which the par-
ties make public a small subset of their measurement
results and compare them. In our analysis we neglect
decoherence in the QMs, even though such long dis-
tances would require coherence times of the order of
tens of ms. We refer to the Appendix 3.1 for addi-
tional discussion.

In the following we assume two-qubit systems and
we consider, without loss of generality, an entangled
state ρAB diagonal in the Bell basis

ρAB = pφ+ |φ+〉 〈φ+|+ pφ− |φ−〉 〈φ−|
+pψ+ |ψ+〉 〈ψ+|+ pψ− |ψ−〉 〈ψ−| (4)

with pφ+ + pφ− + pψ+ + pψ− = 1 and the Bell states

|φ±〉 = (|11〉±|00〉)/√2 and |ψ±〉 = (|10〉±|01〉)/√2.
It is possible to apply appropriate local twirling op-
erations that transform an arbitrary two-qubit quan-
tum state in a Bell diagonal state, without compro-
mising the security of the protocol [38]. This struc-
ture of the state simplifies the analysis because it
can be shown that starting from two Bell-diagonal
pairs, the resulting state after entanglement swap-
ping between two sub-systems is still Bell diagonal
and the new coefficients p′φ+ , p

′
φ− , p

′
ψ+ , p

′
ψ− can be

readily computed [28]. Then, the error rates along
the X and Z directions can be simply written as

eX = pφ− + pψ− eZ = pψ+ + pψ− . (5)

The Bell-diagonal state received by the adjacent
repeater stations is assumed to be, without loss of
generality, a depolarized state of fidelity F with re-
spect to |φ+〉

ρ = ρdep(F ) = F |φ+〉 〈φ+| (6)

+
1− F

3
(|ψ+〉 〈ψ+|+ |ψ−〉 〈ψ−|+ |φ−〉 〈φ−|).

The fidelity F accounts for the initial fidelity of the
entanglement sources on the satellites and for the
noise model that describes the channel. A depo-
larized state is a natural choice as it corresponds
to a common and generic noise that well suits the
problem under study and, moreover, any two-qubit
mixed quantum state can be reduced to this form
using some (previously mentioned) local twirling op-
erations [39].

In the presence of environmental photons enter-
ing the receiver, the probability that the detection
was due to a signal photon from the adjacent satel-
lite can be estimated as

Ps =
Ns

Ns +Nn
, (7)

where Ns represents the number of signal photons
per time window that we expect to observe (propor-
tional to the transmittance of the channel) and Nn

is the expected number of environmental photons in
the same time window. Now, with the assumption
that environmental photons are unpolarized and un-
correlated to the signal photons, the final state the
repeater stations receive is modelled as a mixture of
the initial state sent by the sources ρ0 with the com-
pletely mixed state

ρ = Ps1Ps2ρ0 + (1− Ps1Ps2)
I

4
, (8)

where I is the 4× 4 identity matrix and Ps1 and Ps2

refer to the receiving telescopes of the adjacent re-
peater stations.
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Introducing the definition of the initial state
ρ0 = ρdep(F0) with the initial fidelity F0 and writ-
ing the completely mixed state in the Bell basis we
obtain, after comparison with Eq. (6),

F = Ps1Ps2F0 + (1− Ps1Ps2)
1

4
. (9)

In Sec. 3.1 we show how to estimate the probabili-
ties Ps1 and Ps2 in the different cases and which are
the most important sources of environmental pho-
tons. The fibre-based implementation is substan-
tially immune to this problem and we neglected fur-
ther sources of error like basis misalignment, so the
state that the repeater stations received is actually
ρ0.

We point out that no entanglement distillation
[40] is performed in the protocol analysed here. If
high quality gates for the implementation of entan-
glement distillation are available, this operation may
allow to get higher key rates and reduce the thresh-
old on the initial fidelity of the pairs and the noise
filtering.

Now we discuss the results of the comparison be-
tween scheme OO and the other configurations. The
parameters employed for the simulations are given
in Tab. 1 of the Appendix section. In particular, for
schemes OO and OG, we assume the radii of the main
optical elements to be 25 cm for the emitters (source
satellites) and 50 cm for the receivers (repeater satel-
lites and ground stations). The transmittance of the
free-space links is estimated assuming an imperfect
Gaussian beam and a simple model for the atmo-
spheric extinction (more details in Sec. 3.2). Regard-
ing detector and quantum memory efficiencies, we
assumed rather conservative values, that either have
already been achieved separately in different imple-
mentations or are expected to be reached in the near
future [22]. We also assume that all the satellites are
in Earth’s shadow and the ground stations are at lo-
cal night (details about the orbital configurations to
achieve this condition are examined in Sec. 1.3). We
consider full Moon condition for the estimation of the
environmental light (3.1 for details). An important
aspect to point out is that in these simulations we
consider the satellites passing exactly over the ground
stations. In practice most passes will not be close to
zenith and a more detailed analysis is necessary. The
newly proposed scheme OO will, generally, be more
resilient than scheme OG to this problem, since in
the latter every link in the chain will be affected,
depending on the relative position of satellites and
ground stations.

In Fig. 3 we show the secret key rate, see Eq. (1),
as a function of the total distance between the par-
ties for several interesting configurations of schemes
OO, GG and OG, in the range [1000, 18000] km.

For this range of distances, maximal ES nesting
level n = 2, 3 are optimal, because for the chosen val-
ues of the parameters n ≥ 4 gives vanishing key rate.
We fix the altitude of the orbits at h = 500 km in
schemes OO and OG. For the latter, at the cost of
introducing additional losses, choosing higher orbits
has two positive effects: it allows to cover longer dis-
tances avoiding the detrimental effect of grazing an-
gle incidence in the atmosphere and makes the fly-by
duration longer (see Sec. 3.2 for details). In scheme
OO, instead, going to higher altitudes does not have
substantial net positive effects.
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Figure 3: Secret key rate, see Eq. (1), averaged over a
fly-by time-window, as a function of the total length of the
link for the three schemes analysed in this section. Here,
n is the maximal ES nesting level. We refer to Tab. 1
in the Appendix section for details about the choice of
parameters.

The use of orbiting quantum repeater stations
clearly gives an important boost to the secret key
rate, enlarging at the same time the maximum reach-
able distance, see Fig. 3. Avoiding the effect of the
atmosphere allows to truly take advantage of the
quadratic scaling of the losses with the distance that
characterizes free-space optical channels in vacuum.
The proposed scheme OO outperforms schemes GG
and OG at every distance beyond ∼ 1000 km, by
orders of magnitude. In this case, n = 2 is enough
to achieve non-zero key rate at the longest distance
studied. In Fig. 4 we focus instead on shorter dis-
tances, in which scheme OO performs again very well.
For the satellite implementations n = 0, 1 are optimal
in this case. With n = 0 schemes OO and OG are
identical, as there is just a double down-link to the re-
ceiving stations of A and B on the ground [19]. In this
case, since there are no quantum memories that limit
the usable repetition rate, we fix Rs = 1 GHz. This
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is the source of the advantage at L < 2000 km with
respect to the other implementations. With n = 1,
scheme OO beats OG by a factor ∼ 10 in this range
of distances. These key rates have been derived from
the average transmittance during an overpass (P0).
The error rate is also computed from P0. We checked
numerically for some cases the result obtained com-
puting the instantaneous error rate and then averag-
ing it over the pass. The relative difference between
the two results is less than 1%.
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Figure 4: The same considerations as in Fig. 3 apply,
but in this case we focus on short-to-medium distances.

It is important to notice that, while for the
ground implementation the link is available all day
long, the satellite fly-by duration lasts several min-
utes at most (see Sec. 3.2 for details). Details about
the computation of the fly-by duration can be found
in the Appendix and the results are shown in Fig. 5.
It is evident how, for scheme OG, the fly-by dura-
tion goes to 0 when the distance between the ground
stations becomes too large, as will be discussed in
Sec. 1.2. This is not true for scheme OO, where it
only depends on the altitude and it is independent of
the distance L for n ≥ 1.

We study the expected number of secure key bits
exchanged in a day in Fig. 6 and Fig. 7. The key rate
of Fig. 3 and Fig. 4 has been multiplied by the fly-by
duration, considering a single over-pass per day, for
schemes OO and OG. In the case of scheme GG we as-
sumed continuous 24h-operation. This comparison,
as expected, advantages the ground implementation
a bit more, but distances beyond 3000km are still
completely impracticable in scheme GG. The advan-
tage of scheme OO over OG gets even bigger, espe-
cially at longer distances, since the fly-by duration is
longer for scheme OO.
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Figure 5: Fly-by duration as a function of the total dis-
tance between A and B, for different values of the maximal
ES nesting level n and altitude (500km where not specified
and 1000km). Notice that for scheme OO the duration is
independent of L and n ≥ 1.

As discussed later in Sec. 1.3, the satellites give
coverage to many regions on Earth at every orbit,
allowing to operate links between different pairs of
users in a single orbit (and there are several orbits
in one day). More passes over the same location are
also possible, depending on the geography and the or-
bital configuration. The results shown in Fig. 6 and
Fig. 7, that assume one pass per day, are therefore
underestimating the actual key exchange per day in
many cases, especially at short distances. In other
cases, however, one usable pass per day might not
be guaranteed, especially when the distance between
the parties becomes so large that they are simulta-
neously at night only for short periods of time. So,
we overestimate the average key per day in Fig. 6
for long distances. The deployment of a more com-
plex constellation based on this setup will ease the
problem.

Finite size effects can be very significant for
satellite-based QKD due to limited satellite overpass
duration, leading to small blocks and large statisti-
cal uncertainties. If we set a threshold to 30% of the
asymptotic value as a satisfactory efficiency, we need
a block length of at least ∼ 105 [41]. We then as-
sume the use of ∼ 106 coincident counts at the end
nodes to have ample margin for the bits lost during
sifting and parameter estimation. This requirement
can be met in a single fly-by for distances up to ap-
proximately L ∼ 6000km by scheme OO. This means
that for longer distances more overpasses need to be
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combined and processed together to avoid the loss of
precious secure bits. Even more overpasses need to
be combined to achieve the requirement with scheme
OG. For scheme GG several days of collection time
will be necessary already for distances L > 2000km.
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Figure 6: Secret key bits exchanged in 24 hours as a func-
tion of the total length of the link for the three schemes
analysed in this section. Here, n is the maximal ES nest-
ing level. We refer to Tab. 1 in the Appendix section for
details about the choice of parameters.
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Figure 7: The same considerations as in Fig. 6 apply,
but in this case we focus on short-to-medium distances.

We point out that unlike schemes GG and OG, in
scheme OO we find links with different transmittance
along the repeater chain, in particular double inter-
satellite links and twice an inter-satellite + down-
link. The bottleneck given by the link with the lowest
transmittance determines the overall entanglement

distribution rate. For this reason, some parameters
need to be fixed in a smart way. For short distances,
the inter-satellite links have high transmittance, so
the bottle neck is given by the down-links. In this
case, increasing the size of the optics on the repeater
satellites is not helpful. For longer distances, instead,
the inter-satellite links become longer and lossier, so
enlarging the correspondent optics allows to improve
the bottleneck.

1.2 Pros and cons of orbiting quantum re-
peater stations

We showed in the previous section how scheme OO of
Fig. 1 reaches the highest key rate in many situations
of interest. In this section we will list several addi-
tional advantages of this configuration over the other
two and discuss some of the technical advancements
necessary for its deployment.

First of all, it takes full advantage of inter-
satellite-links, which allow to completely avoid the
degrading effect of the atmosphere. Even if for down-
links the additional diffraction and beam deflections
introduced by the atmosphere are generally small
[21, 23, 24], the inevitable losses due to absorption
and backscattering in the air amount to 5-10 dB. In
scheme OG, in order for all the links to be active at
the same time, good weather conditions must hold
in all the intermediate repeater stations. This prob-
lem is almost completely solved by scheme OO, for
which only the geographical sites of the two parties
need to have clear sky conditions. If the channel is
divided in 2n elementary links, clear sky conditions
must hold in all the 2n + 1 sites on the ground (A,
B and the intermediate repeater stations) for scheme
OG. Let us assume that the probability of clear sky
in all the locations is pcs (uniform and independent).
In USA, for example, the sunniest city has pcs � 0.7
[42], so we assume this value as worst-case scenario
for scheme OO when compared with OG. In this case,
for n = 3, scheme OO gives an additional advan-

tage over scheme OG equal to p
−(2n+1−2)
cs � 12. The

assumption of no correlation in the spatial distribu-
tion of cloud coverage is clearly incorrect over short
distances. However, the correlation factor generally
decreases exponentially with the distance [43] and
becomes small (∼ 0.2) at around 500km, making our
brief analysis reasonable for L > 4000km. When
one is interested in intercontinental communication,
in many cases scheme OG becomes practically unus-
able, since it would require optical ground stations
in the middle of the ocean. The fact that, in scheme
OO, all the components apart from the parties’ sta-
tions are orbiting gives it the advantage. If we anal-
yse Fig.1, we see that in scheme OO the satellites
need to communicate with a single ground station at
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a time, unlike scheme OG. For this reason, the fly-
by time, that corresponds to the maximum time over
which exchange of quantum information is possible,
is much longer in scheme OO and independent of the
distance between the parties (see Fig. 5 in Sec. 1.1
for details). Finally, while in scheme OO the sys-
tem is able to link only one pair of parties at a time,
the chain of satellites can cover the entire world, de-
pending on the choice of the orbit. In this way, a
small number of satellites can potentially establish
world-wide entanglement distribution, as discussed
more thoroughly in Sec. 1.3.

The implementation of a full-fledged quantum
repeater on a satellite introduces several addi-
tional technical challenges with respect to the other
schemes. QM technology is still under development
and an architecture ensuring high efficiency, long co-
herence times and multi-mode functionality is still
to be found. However, some of the main necessary
technologies have been already individually devel-
oped and in some cases tested in the space environ-
ment. Needless to say, the implementation of all of
them on a single platform will prove difficult and ex-
pensive. The low temperature usually needed for the
operation of a quantum memory has already been
achieved in different experiments. Sub-nK tempera-
tures are expected to be achieved in a trapped atom
experiment onboard the International Space Station
[44, 45]. The same experiment also tests the ability
to reach ultra high vacuum, stable operation of lasers
and microwave-radio sources and sizeable artificial
magnetic fields. Dilution refrigerators have been im-
plemented already in micro-gravity conditions [46]
but solutions with long life-time are still in develop-
ment [47, 48]. With temperatures around 50mK they
would meet the requirements of, for example, quan-
tum memories based on silicon vacancy centres in
diamond [36, 49]. The first stages of the refrigerator,
at ∼ 1K, can also be shared with Superconducting
Nanowire Single-Photon Detectors (SNSPDs).

It should be noted that even without consider-
ing the quantum devices, the satellites required will
be expensive and technically challenging to develop.
The choice of 50cm radius telescopes on the repeater
satellites, made to have a fair comparison with the
OG scheme in terms of parameters, is beyond stan-
dard for satellite optical communication. Consider,
however, that only the two final satellites of the chain
need to independently steer the two telescopes con-
siderably. In scheme OO the middle satellites (in-
cluding all the repeater satellites) have to point at
the adjacent ones, which occupy always the same rel-
ative position, requiring very limited steering, that
simplifies the design of the satellites. Using smaller
receiver telescopes (e.g. 25cm radius) the comparison

between the satellite-based schemes will not change
and the configuration proposed here will still out-
perform the fibre-based implementation for a wide
range of distances. A more detailed analysis is neces-
sary to assess the cost and the engineering feasibility
of satellites with such large independently steerable
telescopes. The pointing precision necessary for cou-
pling into single-mode fibre at the receiver is also
unprecedented on such platforms.

Optical inter-satellite links, like the ones used in
scheme OO, have already been experimentally real-
ized (e.g., during the SILEX mission of the Euro-
pean Space Agency [50, 51, 52]). However, the size
of the optical elements, the independent steerabil-
ity and the pointing precision required will introduce
challenges that require further investigation.

In scheme OG the quantum repeater components
on the ground could easily be updated over time
with newer technology, which is clearly unfeasible in
scheme OO. However, we point out that the life-time
of LEO satellites is quite short, few tens of years at
most, making it necessary to update the hardware in
any case.

1.3 Analysis of possible orbital configura-
tions

In this section we qualitatively analyse several types
of orbits that may be useful for long-distance entan-
glement distribution and exemplify the potential of
the satellite-based scheme we proposed before. Many
recent works analysed the optimal satellite constella-
tions for quantum communication with different pro-
tocols [25, 26]. We will focus, instead, on simple con-
figurations of few satellites, to highlight the different
possibilities, that can then be used for larger setups.

The 3 different orbital configurations that we are
going to analyse are represented schematically in
Fig. 8.
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Figure 8: Schematical representation of the orbital con-
figurations analysed in the main text. Sun and Earth syn-
chronous orbits for north-south (east-west) links in green
(red), non-polar orbits for east-west links in yellow.

The first example consists in Sun and Earth syn-
chronous orbits, almost polar low Earth orbits that
are engineered to pass over a given location always
at the same time of the day. These orbits have al-
ready been extensively used for all kinds of satellites,
from basic research to Earth imaging and proposals
for quantum satellite constellations [53]. In order to
achieve Earth and Sun synchronism, specific altitude
and orbit inclination choices and a propulsion orbit
station-keeping system are mandatory. Using such
orbital configuration, if we assume that the satellites
move one after the other in the already mentioned
string of pearls configuration, scheme OO allows to
connect parties on the ground in the north-south di-
rection (in green in Fig.8). One can, on the other
hand, imagine to put satellites on equidistant Sun
and Earth synchronous orbits, forming an arc, as
shown in red in Fig. 8. This configuration is very con-
venient since it allows east-west links with the con-
siderable advantages of Sun and Earth synchronous
orbits. In this way we can ensure that the entire
satellite chain passes over the target pairs of parties
consistently. In order to achieve communication in
the east-west direction with the string of pearls con-
figuration one can also use circular orbits with suit-
able inclination with respect to the equatorial plane
(yellow trajectory in Fig. 8), the most promising ones
being between 0◦ and 50◦. Such orbits can link loca-
tions in the temperate, subtropical and equatorial re-
gions which have roughly the same latitude. If the or-
bital plane is not actively rotated, the satellite chain
will be in a different position at night depending on
the time of the year. More satellite chains could be
deployed on rotated orbital planes to achieve year-
round coverage. This problem does not arise if the

orbits are right above the equator. In this case, ev-
ery pair of users will have several usable fly-bys every
night, year-round.

One might be interested in establishing links be-
tween different pairs of parties with a single satellite
chain. In this case, the number of elementary links
2n, their length and the orbital configuration need to
be optimized depending on the set of locations.

2 Discussion

In this paper we presented a scheme based on the
integration between satellite-based optical links and
quantum repeaters to achieve long-distance entangle-
ment distribution and untrusted-node quantum key
distribution. Several LEO satellites, carrying quan-
tum sources and quantum repeaters, are linked to-
gether by means of inter-satellite optical channels.
The end-points of the chain are instead linked to two
parties on the ground by downlinks. We carefully
analyse the repeater rate of the chain and the fidelity
of the final shared states, taking into account the ef-
fect of different sources of noise. In the end, we com-
pute the asymptotic secret key rate achievable using
the BB-84 cryptographic protocol. The parameters
used in the simulations have been fixed to reasonably
conservative values, that should be achievable in the
mid-term future. The asymptotic key rate is com-
pared with the rate achievable by an equivalent fibre-
based implementation and a different satellite-based
configuration [22], showing that the proposed scheme
significantly outperforms the other approaches for a
wide range of distances. These results potentially
make it a promising candidate building block for a
global quantum network, but additional studies are
required to examine the feasibility, cost and actual
performance in concrete implementations. Our anal-
ysis highlights how for this conservative choice of
memory parameters and fidelity the satellite-based
configurations with maximal nesting level n = 2 look
more promising than n = 3 for mid-term implemen-
tation. For better memories and sources the addi-
tional round of entanglement swapping would be less
costly and the reduced losses in the elementary pairs
would allow for higher rates. QM architectures with
satisfactory performance in all the fields (efficiency,
coherence times, multi-mode capability) are still in
the development stage and won’t be available for use
in the field for many years. However, once such tech-
nology will be consolidated, the implementation into
satellites seams, in principle, feasible, since many of
the technical requirements have been already accom-
plished in-orbit, as discussed in Sec. 1.2. The design
of such platforms, though, will still be very challeng-
ing.
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The study of quantum-memory-assisted satellite
communication has flourished recently [25, 26, 27,
54]. In reference [25] the authors focus on a near-
future solution based on a constellation of quantum
satellites that operate as trusted nodes. The ability
to share entanglement and perform untrusted-node
QKD differentiate our findings from theirs. Refer-
ence [26] offers a very detailed study of the protocol
in [22] in case of a full satellite constellation based
on polar orbits, including the optimization of the
orbital parameters for a set of major cities around
the world. In [27] the authors consider an architec-
ture similar to the one studied here, they analyse
pros and cons of different quantum memory plat-
forms and also examine the potential of satellite-
based memory-assisted measurement device indepen-
dent QKD. However, they do not discuss the optimal
maximal nesting level n for entanglement swapping,
depending on the target distance. Also, the problem
of finding useful orbital configurations for the satel-
lite chain is not addressed. In [54] the authors focus
on 1- and 2-satellite configurations and analyse the
robustness of teleportation protocols, but do not dis-
cuss practical implementations.

In summary, the global quantum channels anal-
ysed in this work, built through the integration of
satellite-based links and repeater nodes, can be en-
visaged to represent a candidate building block for
the future Quantum Internet [55, 56, 57, 58, 59].

3 Appendix

3.1 Error model and environmental pho-
tons

In this section we will discuss additional aspects re-
garding the noise model used for the simulations of
Sec. 1. In order to compute the probabilities Ps1 and
Ps2 of Eq. (9) we need an estimate of the number of
environmental photons per time window at the re-
ceiver. In the case of scheme OG all the receivers are
on the ground and we can consider the same back-
ground light for every site. We assume that the re-
ceiving telescope has radius r, field of view Ωfov and
that we apply spectral and temporal filtering with
widths Bf and Δt. If the artificial light pollution is
negligible, the power received by the telescope can be
expressed as follows [60]

Pnoise = HbΩfovπr
2Bf . (10)

The parameter Hb is the total brightness of the sky
background and it depends on the hour of the day
and the weather conditions. From Eq. (10) we derive
the number of photons per time window

Nnoise =
Hb

hν
Ωfovπa

2Bf Δt , (11)

where h is the Planck constant and ν is the frequency
of the background photons. Typical values of the
brightness of the sky at the wavelength under study
(580nm) are Hb = 10−3 W m−2 sr μm during a full-
Moon night (this value has been used in the simula-
tions in the main text) andHb = 1W m−2 sr μm for a
clear sky in day-time. We point out here that when L
is close to the end of the range studied (18000km) the
two end ground stations are at nautical twilight, so
the assumption used in the simulations of full-Moon
night is not valid any more. Much shorter values of
Δt than the one used in the simulations (Tab.1) can
be chosen to keep the noise under control. Consider-
ing the synchronization capability demonstrated by
Micius [16], values of Δt ∼ 1ns seem totally viable.

In scheme OO we have receivers on the ground (at
the parties A and B) and in LEO. The latter ones are
used in inter-satellite links, so they are pointing to-
wards the adjacent satellites, in a direction more or
less tangent to the Earth’s surface and atmosphere.
Due to the narrow field of view, they will receive prac-
tically no light reflected or diffused from the Earth
and the atmosphere. The background light from ce-
lestial objects should be negligible and so should be
any reflection coming from the sending satellite [60].
This means that the intermediate repeater nodes will
be affected by almost no additional noise and only the
photons that are sent towards parties A and B at the
two ends of the chain will mix with environmental
light. However, in order to simplify the analysis, we
assume in the simulations that all the photon pairs
have the same noise level as the ones comprising the
down-link, getting a lower bound on the final secret
key rate. When the end ground stations are near
dawn/dusk, however, the satellites might be directly
hit by Sun light and the assumption above needs to
be reconsidered. We assume that the countermea-
sures proposed in [61], for example building satellites
with low albedo, are enough to tackle the problem,
but additional analysis might be required.

Another source of errors is represented by dark
counts in the detectors used for the BSM. We assume
here the standard linear optics setup for polarization-
entanglement, in which the photons read from the
memories are let interfere on a beam splitter. The
light coming out of the two output ports is then
analysed using two polarizing beam splitters and 4
single photon detectors. The different click patterns
allow to distinguish two out of the four possible Bell
states in input. In this case the success probability
of the entanglement swapping procedure PES , used
in Eq. (2) of the main text, can be expressed as [28]

PES =
1

2
{[1− pdark][ηd + 2 pdark(1− ηd)]}2 , (12)

where pdark is the detector dark count probability
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and ηd their efficiency.

In the main text we considered the imperfections
of the quantum memories limited to non-unity writ-
ing and reading efficiencies. Decoherence in the mem-
ories should be addressed too, especially because very
long distances beyond 10000 km correspond to long
communication times of tens of ms. As discussed in
[22], such long coherence times should be achievable
by transferring the optical memory excitations to the
ground spin states, for example in systems based
on Eu-doped yttrium orthosilicate. Electronic spin
states can be transferred to long-lived nuclear spin
states in silicon-vacancy centres in diamond. In our
simulation, such a modification would correspond to
a lower value of the writing efficiency PW and would
act in the same way on the different implementations,
not changing the comparison between them.

3.2 Modelling the orbits and the trans-
mittance of the satellite links

In this section we will give some details about the or-
bit model and how the transmittance of the satellite-
based optical links has been computed. We assume
circular orbits at altitude h above the ground and
that, for simplicity, they lie in the equatorial plane.
The ground stations are likewise put along the equa-
tor. The results of the paper can be extended to
repeater chains in different sites of the globe by us-
ing suitable orbits (e.g., Sun and Earth synchronous
LEO). The law of motion of the satellites and the
relative position with respect to the ground stations
have then been computed using simple geometrical
considerations and the law of gravitational force,
without any relativistic correction. In scheme OG,
we define the fly-by as the period of time during
which the satellite is in line-of-sight contact with
both the adjacent ground stations. To be in contact,
we suppose that it must be at an elevation angle,
in the local coordinate frame of the ground stations,
greater than a threshold that we set to 15◦ [16]. The
duration of the fly-by depends on the altitude of the
satellite (that also fixes the angular speed), on the
orbital direction (the same or opposite to the rota-
tion of the Earth) and on the distance between the
ground stations, fixed by the total distance L and n.

The effect is shown in Fig. 5 of the main text,
where one can see how the fly-by duration for scheme
OG goes to 0 when the distance between the ground
stations becomes too large. This is not true for
scheme OO, where it only depends on the altitude
and it is independent of the distance L for n ≥ 1.

Numerical studies suggest that a full optimization
that would include trimming the edges of the pass,
analogously to [62], would only change the final key
by a few percent and for simplicity it is omitted here.

In the remainder of this section we will out-
line the methodology used to estimate the instan-
taneous value of the transmittance of the free-space
links. The beam effects introduced by the atmo-
sphere [24, 21, 23], like additional beam wandering
and broadening, are neglected in this work, as their
effect is small compared to the strong geometrical
losses due to the intrinsic diffraction. Same holds
for losses related to pointing inaccuracy. We assume
that the transmitter on the satellite generates a col-
limated imperfect Gaussian beam with initial beam
waistW0 and quality factorM2 [63]. The value of the
parameter M2 has been fixed to match the far-field
divergence of the imperfect Gaussian beam to the one
observed for the mission Micius [16, 17, 18, 19]. If we
suppose that smaller values of M2 can be achieved
(better correction of optical aberrations) the value of
the transmittance of the free-space links can easily
go up of a factor {5− 10}.

The atmosphere introduces losses due to absorp-
tion and back-scattering that depend on the eleva-
tion angle θ of the source and the frequency of the
light. We fix the wavelength λ = 580 nm, the oper-
ating wavelength of Eu-doped yttrium orthosilicate
memories [35], also a good compromise considering
atmospheric extinction and diffraction.

The beam waist of a collimated imperfect Gaus-
sian beam will broaden during the propagation in
vacuum, following the relation [64]

W (z) = W0

√
1 + (zM2/zR)2 . (13)

In the far field limit z � zR/M
2, with zR = πW 2

0 /λ
the Rayleigh parameter of the beam with wavelength
λ, Eq. (13) is linear in the distance z. Now we com-
pute the integral of the Gaussian intensity distribu-
tion at the receiver, with beam waist W (z = z̄), in-
side a circular region with radius R, obtaining

ηdiffr(z̄) = 1− exp

[
− 2

R

W 2(z̄)

]
. (14)

This corresponds with the transmittance of the im-
perfect Gaussian beam through the receiving aper-
ture of radius R, when the beam is perfectly aligned
and centred. This formula can be directly employed
for the inter-satellite links of scheme OO, while we
multiply it by the factor χext(θ) = exp[−β sec(θ)] to
take into account atmospheric extinction. β depends
on the site and the atmospheric condition (see [21]
for details).

The instantaneous value of the transmittance of
the double link from the source to the adjacent re-
peater stations is then averaged over the fly-by and
this quantity is used in Eq. (2) of the main text, la-
belled as P0. Scheme OO contains two types of links,
double inter-satellite links and twice an inter-satellite
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+ down-link. For every configuration we compare the
transmittance of the two types of links and used as
P0 the smaller one, that represents the bottleneck in
the chain.

In Tab. 1 we report the values of the most impor-
tant parameters used in the simulations of Sec. 1.

4 Data availability

The data that support the findings of this study are
available from the corresponding author upon rea-
sonable request.
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Parameter Value Brief description Eq./Sec. Ref.

Pdark 10−5 Detector dark click probability Eq. (12) [65, 66]

ηd 0.9 Detector efficiency Eq. (3) [65, 66]

PW 0.9 Memory writing efficiency Eq. (2) [28, 22, 67]

PR 0.9 Memory reading efficiency Eq. (2) [28, 22, 67]

PQND 0.5 QND measurement efficiency Eq. (2) [28, 22, 67]

Rs 20 MHz Repetition rate of the source Sec. 1.1 [22, 67]

Rdirect
s 1 GHz Repetition rate for direct transmission Sec. 1.1 [22, 67]

α 0.17 dB/km Fibre loss coefficient at 1550nm Sec. 1.1 [28]

W0 0.25 m Gaussian beam waist at the transmitter Eq. (13) [16, 21, 22]

ROO 0.5 m Radius receiver telescope, scheme OO Eq. (14) [16, 21, 22]

ROG 0.5 m Radius receiver telescope, scheme OG Eq. (14) [16, 21, 22]

λ 580 nm Wavelength, schemes OO and OG Sec. 3.2 [22, 35]

M2 3 Quality factor of the Gaussian beams Eq. (13) [16, 63]

β 1.1 Atmospheric extinction parameter at 580nm Sec. 3.2 [21]

F0 0.98 Initial pair fidelity Eq. (9) [28]

Hb 1.5 μWm−2 sr−1nm−1 Total brightness of the sky background Eq. (11) [60, 68]

Ωfov (20 10−6)2sr Field of view of the receiver Eq. (11) [60, 68]

Bf 0.5 nm Spectral filter bandwidth Eq. (11) [60, 68]

ΔT 1/Rs Time filter bandwidth Eq. (11) [60, 68]

Table 1: Parameters used in all the simulations in Sec. 1. The parameters have been chosen to represent a reasonable
prediction of what can be achieved in the near future. Superconducting Nanowire Single-Photon Detectors (SNSPDs)
with low dark count rates and efficiencies exceeding 90% have already been realized at different wavelengths [65, 66].
The quantum memory and heralding parameters have been already used in other theoretical studies [28, 22] and
the recent developments in the field make them reasonable [67]. The size of the optical elements imply a significant
improvement over previous experiments [16, 17, 18, 19], but qualitatively similar results on the comparison between
the schemes can be obtained with smaller optics. The parameters regarding the environmental light filtering should
be reasonably easy to achieve and even improve [60, 68].
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