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Abstract

Quantum technologies have the potential to achieve
revolutionary improvements over current classical tech-
nologies. The technical challenges that they introduce,
however, make their translation from laboratories to real-
life applications very arduous. For this reason, a thorough
theoretical analysis of what can be achieved by quantum
technologies, in the ideal case and in applications in the
field, is mandatory.

'This thesis deals with satellite-based quantum key dis-
tribution. In this recently developed research field, op-
tical links between satellites and stations on the ground
are used to share quantum information by means of faint
beams of light. Such information, through specific proto-
cols, can then be turned into a secret key shared between
the communicating parties. This resource is of great value
in today’s world, since most of the information shared
on the internet is encrypted. As we briefly introduce in
the following paragraphs, three main aspects of satellite-
based quantum communication are addressed in this the-
sis, all of great interest for the development of the field.

Satellite-based links, like any other atmospheric op-
tical channel, are heavily influenced by the weather con-
dition. 'This problem is well known since decades in clas-
sical communication but the peculiarities of quantum sig-
nal exchange calls for additional studies. We discuss how
to model such links using modern techniques and study
their performance in different weather conditions.

'The usual assumption of an all-powerful adversary in
quantum cryptography is very general but also unreason-
ably over-pessimistic in some cases. We studied techniques
to bound the efficiency with which an adversary can tam-
per on a satellite-based quantum channel and analysed
how this information can lead to higher rates in a cryp-
tographic protocol.

'The feasibility and effectiveness of satellite-to-ground
quantum key distribution have been experimentally proven,
but the potential of this technology goes far beyond that.



We present and study a satellite-based scheme to distribute
entanglement over global distances, by means of quantum
repeaters, using a small number of intermediate nodes.
Such configurations might be a candidate building block
for a future global quantum network.

'The promising field of satellite quantum communica-
tion is attracting enormous interest in universities and in-
stitutions. The integration of satellite links with metropoli-
tan fibre-based networks can be envisaged to represent the
backbone of the future quantum internet.

il
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Zusammenfassung

Quanten Technologien haben das Potenzial revolu-
tiondre Verbesserungen tber derzeitige klassische Tech-
nologien zu erzielen. Die technischen Herausforderun-
gen, die mit ihnen einher gehen, machen ihre Uberset-
zung aus dem Labor hin zu echten Anwendungen jedoch
sehr mithsam. Aus diesem Grund ist eine griindliche the-
oretische Analyse von dem, was mit Quanten Technolo-
gien erzielt werden kann, sowohl im Idealfall als auch in
Anwendungen vor Ort, zwingend erforderlich.

Diese Doktorarbeit beschiftigt sich mit Satelliten-
basierter Quantenverschlisselung. In diesem kiirzlich en-
twickeltem Forschungsfeld werden optische Verbindun-
gen zwischen Satelliten und Bodenstationen benutzt um
Quanteninformation mittels schwacher Lichtstrahlen zu
verteilen. Solche Information kann, durch spezifische Pro-
tokolle, in einen geheimen und an alle Partien verteilten
Schliissel umgewandelt werden. Diese Resource ist heutzu-
tage sehr wertvoll, da die meiste Information, die tber
das Internet verteilt wird, verschliisselt ist. Wie wir in
den folgenden Paragraphen kurz erldutern, werden drei
Hauptaspekte der Satelliten-basierten Quantenkommu-
nikation in dieser Doktorarbeit angesprochen, alle von
groflem Interesse fiir die Weiterentwicklung des Felds.

Satelliten-basierte Verbindungen werden, wie jeder
andere athmosphirische optische Kanal, stark durch Wet-
terbedingungen beeinflusst. Dieses Problem ist seit Jahr-
zehnten in der klassischen Kommunikation wohlbekannt,
aber die Eigenheiten eines Quantensignalaustauschs fordern
weitere Studien. Wir diskutieren wie solche Verbindun-
gen unter Verwendung moderner Techniken modelliert
werden kénnen, und erforschen ihre Leistung in verschiede-
nen Wetterbedingungen.

Die tblichen Annahme eines allméchtigen Gegen-
spielers in der Quantenverschlisselung ist sehr allgemein,
aber in manchen Fillen auch ungerechtfertigt ibermifig
pessimistisch. Wir studieren Techniken um die Effizienz,



mit der ein Gegenspieler einen Satelliten-basierten Quan-
tenkanal manipulieren kann, abzuschitzen und analysieren
wie diese Information zu hoheren Raten in kryptographis-
chen Protokollen fithren kann.

Die Umsetzbarkeit und Effizienz von Satelliten-zu-
Boden Quantenverschlisselung wurde experimentell demon-
striert, aber das Potential dieser Technologie geht weit
dartber hinaus. Wir prisentieren und studieren einen
Satelliten-basierten Plan, um Verschrinkung mittels Quan-
tenrepeatern tber globale Distanzen zu verteilen, wobei
eine kleine Zahl vermittelnder Knoten benutzt wird. Solche
Konfigurationen kénnten ein Kandidat fir Bausteine eines
zukiinftigen globalen Quantennetzwerks sein.

Dasvielverprechende Feld der Satelliten-basierten Quan-
tenkommunikation zieht enormes Interesse an Universititen
und Institutionen auf sich. Die Integration Satelliten-
basierter Verbindungen mit stiddtischen faserbasierten Net-
zwerken kann als Riickgrat des zukiinftigen Quantenin-
ternets in Betracht gezogen werden.
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Introduction 1

Quantum technologies are attracting more and more interest not
only in the scientific landscape, but also in industry and among
mass-media. They promise to revolutionize the field of computa-
tion [1, 2, 3], with devices able to solve very efficiently problems
which are too complex for standard classical computers. Quan-
tum protocols have the potential to improve the efficiency of our
communication network. True and long-lasting information se-
curity can be achieved by means of the integration of classical and
quantum protocols [4, 5]. More accurate and efficient measure-
ments of any physical quantity can be achieved using quantum
metrology procedures [6, 7, 8]. The potential of quantum tech-
nologies is enormous, given the extremely wide scope of possible
applications.

However, as it constantly happens in the history of humanity,
progress comes at a price. The advancement of our computational
capabilities might endanger the foundations of our global commu-
nication system. As discussed in Chap. 3, nowadays most of our
communications on the internet is based on public key encryp-
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tion. The security of such schemes has its roots in the conjecture
that some mathematical problems are inherently Aard to solve.
More precisely, it has been conjectured that the resources nec-
essary to solve these problems scale exponentially with the size
of the input. While the conjecture apparently holds true in the
classical scenario, since no efficient protocols have been devised
despite the huge commitment, it might not be true anymore in
the realm of quantum computation. The most renown break-
through is the proposal of a quantum algorithm by P. Shor [9],
which solves problems like the factorization of very large numbers
and the discrete logarithm in polynomial time. Such advance-
ments threaten to undermine the validity of the conjecture above
mentioned, so a different approach for proving secrecy and se-
curity need to be devised. One possible path is to modify the
already known public key encryption schemes, exploiting prob-
lems which are conjectured to be computationally hard even in the
quantum case. This is the goal of post-quantum cryprography. Oth-
erwise, an inherently quantum cryptographic primitive can be in-
troduced, namely, Quantum Key Distribution (QKD) [10]. The
protocols in this family allow to distribute among two or more par-
ties a secret key that can be utilized for encryption. As discussed
in more detail in Chap. 3, the security of this key can be proven
in an information-theoretic manner against an all-powerful eaves-
dropper, bounded only by the laws of quantum mechanics. This
is much more general than the assumption of a computationally-
bound adversary used in the classical case with public key encryp-
tion.

Quantum cryptography can be considered the field in quan-
tum technologies that is in the most advanced state right now.
Our grasp on its theoretical foundations and implications is solid
and extensive. Many implementations have already been com-
mercialized and more and more companies are entering the mar-
ket. 'This is in stark contrast with other quantum technologies,
which are still in the development stage and will likely stay in such
state for several years. True quantum computation, for example,



1.1. Motivation of the work and brief overview of the results

has only been achieved on a very small scale, due to the signifi-
cantly harsher technical requirement, despite the important eco-
nomic commitment of many institutions and companies around
the world.

1.1 Motivation of the work and brief overview
of the results

Quantum protocols, on paper, seem to promise revolutionary im-
provements in almost every field of science and technology. The
additional technical difficulties with respect to their classical coun-
terparts, however, totally hinder their real-life applications in many
cases. In this thesis, the main adversary of quantum technologies
that we are going to confront is the loss of signals. Naturally,
this problem is not exclusive to quantum devices: classical sig-
nals, for example in radio-frequency or optical communication,
undergo the same process of loss. Such classical signals, how-
ever, can be amplified and replicated in order to counteract the
effect of losses. It can be proven, on the other hand, that it is im-
possible to clone a generic quantum signal without introducing
noise [11], which eventually destroys its advantage over classical
resources. This problem is further discussed in Chap. 3, where
we also show how this prerogative of quantum information can
be used at our advantage.

'The most natural solution for carrying quantum signals is, like
in the classical case, encoding them into different states of light at
different wavelengths. Nowadays the standard channel for high-
rate optical communication is represented by optical fibres, the
backbone of the global communication system as we experience
it every day. The losses inside such waveguides are due to scat-
tering and absorption and they grow exponentially with the dis-
tance travelled. This scaling makes it very difficult and inefficient
to exchange quantum signals over distances longer than 100km.
As discussed more in detail in Sec. 3.5, the current record dis-
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tance for quantum key distribution in fibre is around 400km in
laboratory, with extremely low key rates. The pursue of higher
key rates over longer distances is one of the motivation for the
introduction of satellite-based links for quantum communication
[12, 13, 14, 15], that are the main topic of this thesis. In this case
the quantum signals are exchanged by means of light beams sent
through free-space from a transmitter telescope and collected by
a receiver aperture. The two terminals can be either on satellites
or on the ground. As thoroughly discussed in Chap. 4, satellite-
based quantum communication has inherent advantages over the
optical fibre implementation. A much more advantageous scaling
of the loss with the distance can be achieved in some cases, since
most of the propagation of the light happens in vacuum, outside
the atmosphere.

However, such free-space atmospheric links are strongly in-
fluenced by the weather. Modelling the propagation of light beams
through turbulent media, such as the atmosphere, is a very com-
plex problem. In the last decades, this topic has been addressed
regarding classical communication in the radio and visible parts of
the electromagnetic spectrum [16]. The propagation of quantum
light in such conditions necessitates additional study and this mo-
tivated our contribution, published as [17], discussed in Chap. 4
and attached to this thesis (Chap. 9). There, a modern model
for quantum light propagation through atmospheric channels is
generalized to the case of a non-uniform link. The results are
then applied to study satellite-to-ground links (downlinks) and
ground-to-satellite links (uplinks). The ability to take into ac-
count absorption in the atmosphere, turbulence effects and scat-
tering on particulate (fog, haze, rain) allows to model the weather
variations. The performance of such channels is then estimated in
terms of the transmittance for different weather conditions. Fi-
nally, this result is used to assess the expected key rate of a QKD
protocol over such channels.

Free-space optical links are physically inherently different from
fibre-based channels. Consequently, some of the assumptions
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that seem so natural in the latter case might need to be re-evaluated
in the former. One example is the standard assumption of an

all-powerful eavesdropper. Such an adversary can interact with

the quantum channel in any way allowed by the laws of quantum

mechanics. In satellite-based channels the adversary, in order to

collect the light sent by the transmitter and interact with the re-
ceiver efficiently, would need very large telescopes, on a very large

spacecraft. 'The parties should be able to spot such a presence

on the line-of-sight between them. In a publication currently

in preparation, we tackle the problem of bounding the efficiency

with which the eavesdropper can tamper with the quantum chan-
nel, using monitoring techniques like RADAR or LIDAR. We

also estimate what advantage in terms of key rate can be obtained

when such bounded eavesdropper is assumed.

We finally address the problem of entanglement distribution
over global distances. As already said, direct fibre links can only
go as far as few hundred kilometres. Quantum repeaters have
been proposed to enlarge the range of the entanglement distribu-
tion [18,19]. A large number of intermediate nodes are necessary
on the ground to achieve global distances, which in turn require
quantum devices of extremely high quality. The use of satellite
links to substitute fibre links may allow to reach global distances
with a smaller number of nodes. In [20] we propose and anal-
yse a scheme based on quantum repeaters and inter-satellite links.
More details can be found in Chap. 7 and the paper is attached in
Chap. 9. We compare the performance of the scheme with other
solutions and discuss its implementation.

'The results are further discussed in the corresponding sections
of this thesis, Sec. 4.3, Sec. 5.1 and Sec. 7.1.

1.2 Structure of the thesis

The thesis is organized as follows. The main concepts regard-
ing quantum states and quantum operations are introduced in
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Chap. 2. There we also discuss some aspects of quantum infor-
mation theory that will have a central role in the remainder of the
thesis. In Chap. 3 we introduce QKD as the prominent Quan-
tum Information application studied in this work. Satellite-based
links for QKD, the main topic of the thesis, are addressed in
Chap. 4. After a short review of the recent experimental efforts
in the field, we tackle the problem of modelling such links and
studying their performance. Chap. 5 is devoted to the study of
realistic threat models tailored around the peculiarities of satellite-
based quantum communication links. In particular we assume
that additional channel monitoring techniques are used to bound
how efficiently the eavesdropper can tamper with the communi-
cation between the trusted parties. In Chap. 6 we introduce the
important concept of Quantum Repeater (QR), that allows to over-
come distance limitations by the use of intermediate nodes able
to perform quantum operations. We show in Chap. 7 how QRs
combined with satellite-based channels could allow to distribute
entanglement over global distances, well beyond what is achiev-
able in ground implementations. The contribution of the author
to the related publications is specified in Chap. 8. Further discus-
sion takes place in Chap. 9, together with an outlook on possible
future developments.



Elements of Quantum Information

'Theory 2

In this chapter we are going to introduce the basic concepts of
Quantum Information Theory (QIT) that are necessary for the re-
mainder of the thesis. What is a quantum state? What is a quan-
tum operation? What is, roughly, the structure of the state space
of a bi-partite quantum system? What is the quantum resource
that goes under the name of entanglement? These are some of
the questions that will be answered in this chapter. More details
can be found in well-known books about quantum information
theory, like [21] and [22]. In particular, we start by presenting
the description of states in quantum mechanics (Sec. 2.1). We
then describe how quantum operations act on them in Sec. 2.2.
Finally, in Sec. 2.3, the concepts of quantum correlations and en-
tanglement are briefly analysed.

7
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2.1 Statesin quantum mechanics

A state of a physical system contains all the information available
about the actual configuration of the system that one has obtained
through measurements. Associated with a quantum system is a
complex Hilbert space with scalar product (-, -) and correspond-
ing norm || - ||. A pure state, associated with a state vector |1))
in the Hilbert space satisfying ||¢)|| = 1, describes a quantum
system for which one has maximal information about its config-
uration. In other words, one has performed a preparation of the
quantum system such that the values of a complete set of observ-
ables have been fixed. The state vector 1)) is uniquely determined
except for a global phase factor and the state itself corresponds to
the associated unity ray {€ [1)) |¢ € R}.

The most elementary quantum system is the two-level system,
associated to a two-dimensional Hilbert space C2. The basis ele-
ments of such vector space can be labelled |0) and |1). Any unit
vector in this Hilbert space is of the form

) = |0) +B11) 2.1)

where o, 8 € C and |a|? + |3]* = 1. According to Eq. 2.1,
the state of the system can correspond to |0) and |1) but it can
also, crucially, occur in a coherent superposition of them. This ex-
tremely simple quantum system is of major importance in quan-
tum information theory, where it is called quantum bit or gubiz.
It represents, in fact, the fundamental carrier of information in a
quantum information processing device.

If one wants to include the possibility of partial information
about the state of a system, unit rays are not a sufficient descrip-
tion any longer. The concept of mixed state incorporates igno-
rance about the preparation stage or as a result of an operation
on the state. For example, in a beam of unpolarized spin-1/2
particles, the quantum state is given by the classical mixture with
uniform distribution of particles in the unit rays of |0) and |1).



2.1. States in quantum mechanics

Another example of a mixed quantum state can be prepared using
a classical random number generator. If it produces the output
1, which happens with probability pi, the experimenter prepares
the pure state [t¢1). If the output is 2, with probability ps (with
p1 + p2 = 1) the state |t)2) is generated. This procedure results
in the production of the mixed state

p = p1 1) (1| + p2[e) (Yol . (2.2)

From now on, the state of a quantum mechanical system with
Hilbert space H will be identified with a bounded operator p.
It must also fulfil three requirements: 1) p is Hermitian or self-
adjoint, p = pf, 2) it is a positive semi-definite operator p >
0 and 3) Tr[p] = 1 due to the condition on the probabilities
S pi = 1. Furthermore, a state p is pure if p* = p and mixed
otherwise. For a given Hilbert space, the associated set of all
possible states is denoted by S(H) and referred to as szate space.
'The example above regarding the random number generator high-
lights a crucial property of the state space: its convexity. If p; and
p2 are elements of S(#), the same is true for all the states on the
segment connecting them, ap; + (1 — a)p2 ,a € [0,1]. The
convex combination corresponds to the mixing of two preparing
procedures, p; with probability a and p2 with probability 1 — a,
ignoring then the information about which preparation was actu-
ally chosen. The extreme points in the convex state space are just
one dimensional projectors [1)) (1| with |[¢|| = 1.

On the other hand, any mixed state p admits a representation
of the form

n
p=">_ pilti) (il (2.3)
i=1
with a probability distribution p, ..., p, and projectors |;) (1],
1=1,...,n.
A very convenient and effective way to describe the state of a
qubit is the so-called Bloch sphere representation. As expressed in
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Eq. 2.1, the coefficient of each of the two basis vector is a com-
plex number. This means that the state is described by four real
numbers. Only the relative phase between the coefhicients of the
two basis vectors has any physical meaning, however, so there is
redundancy in this description. We can take the coeflicient of |0)
to be real and non-negative. This allows the state to be described
by only three real numbers, giving rise to the three dimensions of
the Bloch sphere, pictured in Fig. 2.1. The state of a pure quan-
tum state can be described by just two parameters, for example

the angles 6 and ¢ in Fig. 2.1

1) = cos(6/2) |0) + e“sin(0/2) |1) , (2.4)

with0 < 6 < mand 0 < ¢ < 2. So, the pure states belong
to the surface of the sphere.

Ficure 2.1: Bloch sphere representation of the state of a single
qubit. The angles 6 and ¢ completely describe a pure state, the
modulus of the Bloch vector is also needed to describe a mixed
state.

A more general mixed state is written as
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p== (I + 55) , (2.5)

where 7 is the completely mixed state, at the centre of the
Bloch sphere. The vector @ is the so-called Bloch vector, the po-
sition in the sphere describing the state p. & is the vector of the
three Pauli matrices, described in Sec. 2.2.

We define now the fidelity between two quantum states, that
will find great use in the remainder of the thesis. It is a measure
of how c/ose or indistinguishable they are. For the simple case of
two pure states 1)) and |¢), it can be expressed as the modulus
squared of the overlap between them

F(l9),16) = (¢]¢) * . (2.6)

For mixed states p and o, instead, the expression is the following

F(p,0) = QW) , 2.7)

where, for a positive semidefinite matrix M, VM denotes its
unique positive square root [21].

Many interesting phenomena arise in the case of a composite
quantum system. The Hilbert space corresponding to a system
composed of two parts (named A and B) is appropriately con-
structed as the zensor product of the Hilbert spaces of the subsys-
tems,

H=HAi@Hs. (2.8)

Let us consider finite-dimensional Hilbert spaces of dimen-
sion N = dim[H 4] and M = dim[Hg]. If {|1),,...,|N)4}
is a basis of H 4 and {|1)g,...,|M) gz} is a basis of Hp, then
{4 @ i) gli =1,..,N;5 = 1,...,M} is a basis of H. A
product state vector is a vector in the form

11
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) = 604 9105 = (f:ja i) (ﬁiﬁj s ) @9

with complex coefficients c; and 3; such that ZZ]\LI || =1
and Zjﬂ/il |8j| = 1. We will come back to product states in
section 2.3, where we tackle the concepts of separability and en-
tanglement.

A powerful tool in this context is the Schmidt decomposition
[23] for pure states of bi-partite systems. Let H = H 4 ® Hp,
Ha = Hp = CV and |p) € H be a state vector. There exist an
orthonormal basis {|1) 4, ..., [N) 4} of H 4 and an orthonormal
basis {|1) 5, ..., |IV) g} of H3 such that

N
W) = Vaili)li)g - (2.10)
=1

Here o, = 1,..., N are the so-called Schmidt coefficients of
the decomposition, real positive numbers such that Zf\il o =
1. The number of non-vanishing Schmidt coefficients takes the
name of Schmidt rank.

2.2 Quantum Operations

Isolated quantum systems evolve as described by the Schridinger
equation. The time evolution of a quantum system with associated
Hilbert space H corresponds to the unitary dynamical map

p—o=UpUT, (2.11)

where U : H — H is a time-dependent unitary operator.

Another crucial mechanism that alters the state of a quantum
system is the process of measurement. Leti = 1, ..., K label possi-
ble outcomes of a measurement. Each outcome is associated with
a projector ;
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K

T = 6ij77i s Zﬂ'i =1I. (212)
i=1

The state p of the system is changed by the measurement ac-
cording to

TP

p—0p = (2.13)

Tr[mipmi]
if outcome 7 was measured.

The outcome i is obtained with probability p; = Tr[m;p].
This is what we refer to as selective projective measurement. A non-
selective projective map corresponds to the map

K
p — Z’/Tipﬁi s (2-14)
=1

where the information about which outcome occurred is ne-
glected.

A general definition of quantum operation can be formulated
with the following axiomatic approach. Consider all the possible
maps £ : S(H) — S(H') which are consistent with the statistical
interpretation of quantum mechanics. £ must be linear, to respect
convex combinations of states discussed previously. In order to
preserve the positive semi-definiteness of the quantum states, one
also requires the map & to be completely positive. £ is called com-
pletely positive if £ @ [y is a positive map for all NV € N. All such
operations, that include unitary operations, non-selective projec-
tive measurements, appending of uncorrelated ancillae, dismissal
of parts of a compound system and their combination, can be cast
into the form

K
p—E(p)=> EipE], (2.15)
=1

13
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where the so-called Kraus operators F; : H — H,i =1, ..., K
are not necessarily Hermitian. & is also #race preserving if the
Kraus operators satisfy

K
Y ElE =1, (2.16)
i=1

because it implies that 37 | Tr[E; pE;r | =Txr[p] = 1.

Every trace-preserving quantum operation can be realized by
appending an appropriate ancilla to the system, applying a joint
unitary operation on the composite system and finally tracing
out the ancilla. This concept is formalized in the so-called Stine-
spring dilation theorem.: let H be a Hilbert space with dimension
dim[H] = N and let £ : S(H) — S(H) be a trace-preserving
quantum operation. Then there exists a Hilbert space K with
dim[K] < N? and, for any fixed |¢)) € K, there exists a unitary
operator U : H ® K — H ® K such that

E(p) =Trc[U(p® |¥) (] )UT] . (2.17)

2.2.1 Pauli matrices

'The Pauli matrices are a set of three 2 x 2 complex, Hermitian
and unitary matrices. They are extremely useful in quantum in-
formation theory and can be expressed as

Op = <(1) (1)) oy = <(Z) BZ> o, = <(1] _01> . (2.18)

Together with the identity matrix Z they form a basis for the
real vector space of 2 x 2 Hermitian matrices. Since Hermitian
operators represent observables in quantum mechanics, the Pauli
matrices with the identity span the space of observables on a sin-
gle qubit. The Pauli vector, referred to in Sec. 2.1, is defined as

=02+ 0y +0.%2 (2.19)
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2.3 Quantum correlations and entanglement

Assume a bipartite quantum state composed of subsystems A and
B and that an experimenter can interact with each part. If the sys-
tem is in a pure product state, any local measurements performed
on subsystems A and B is associated to statistically independent
outcomes, i.e., a probability distribution that factorizes. In fact,
such a product state can be prepared by two independent exper-
imenters by means of Local Operation and Classical Communica-
tion (LOCC), see Fig. 2.2. This is not true for pure non-product
states: they can not be prepared locally and will show some degree
of correlation in the measurement outcomes.

In the more complex case of mixed states, the concept of sep-
arability is introduced to distinguish states that exhibit classical
and quantum correlations. The state of a bipartite system is de-
fined classically correlated or separable [24] if it is a convex combi-
nation of product states, i. e., if it can be written in the form

p=> pir @ (2.20)
i=1

where 0 < pi,...,p, < land > ;p; = 1. The states
p(i),i = 1,...,n are elements of S(H 1), while pg) € S(Hp).
'The experimenters can prepare a state in the form of Eq. 2.20 with
LOCC by locally producing one of the product states px) ® pg)
with probability p; and then neglecting the information about
which one of the labelled states has been generated. All the states
than can not be cast in the form of Eq. 2.20 are defined enzangled.
While finding a decomposition as in Eq. 2.20 (that is, judg-
ing if a state is separable or not) may be easy for low-dimension
quantum systems, it is a highly non-trivial problem in the general
case. Included in the set of separable states we find another im-
portant convex subset of S(#), the set P(H) of Positive-Partial-
Transpose (PPT) states. 'The partial transposition with respect to

system B is the transposition operation in Hp. In the matrix
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Classical Communication

.\\\\/ N\ a

Alice Bob

Local Operations

(LO)

F1GURE 2.2: Schematic representation of local operation and clas-
sical communication.

representation of a state in some orthonormal product basis, if
Pmy,ny i a generic matrix element, then the partial transpose of
p with respect to B is

pg{i,mj = Pmvnp - (2.21)

Since the transposition operation is not a completely positive
map, the partial transposition does not necessarily map states into
states, since p’ 7 is not always positive. However, p!Z is positive
if and only if p?* is positive. A state p is then called a PPT state
if pT4 > 0. Crucially, it holds for all states p

pis separable = p4 > 0. (2.22)

The converse has been proven [25] only for the case of bipar-
tite quantum systems of dimension 2 x 2 and 2 x 3, in which
case

pis separable <= p’4 >0 . (2.23)
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2.3.1 'The Bell states

'The Bell states are four maximally entangled quantum states of
two qubits that find enormous use in quantum information the-
ory and also in this thesis (Chap. 6 and Chap. 7 for example). Bi-
partite maximally entangled states have the property that, when
partial trace over one of the subspaces is applied, the reduced den-
sity operator is proportional to the identity matrix. They can be
expressed as follows, where the subscripts 1 and 2 indicate the
two qubits

%) = \gmo>1®ro>2i|1>1®|1>2)
W) = (o @), 1), 20),). @24

V2

They form a maximally entangled basis, known as the Bell
basis, of the four-dimensional Hilbert space for two qubits. In
Chap. 6 and Chap. 7, when we refer to Bel/ state measurement,
we refer to a projective measurement in this basis. A generaliza-
tion of the Bell states to more than 2 qubits is represented by the
Greenberger—Horne—Zeilinger (GHZ) states

0, @ @0y +[1),®--- [Ny
ﬁ 9

where N is the number of entangled qubits.

IGHZ) = (2.25)
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Cryptography and Quantum Key
Distribution 3

Cryptography, the art of creating and breaking codes, played a
fundamental role in the history of mankind. From the ancient
civilizations to modern warfare, the ability to communicate safely
with allies and to crack enemy encoded communications has al-
ways been pivotal. The importance of cryptography outside of
the military world increased exponentially with the introduction
of the internet. Every single piece of information exchanged on
the internet is, in principle, publicly available to anyone. Secu-
rity and confidentiality are obtained through encryption of the
plain text and successive decryption by the authorized party, re-
cipient of the communication. Particular attention must be paid
when really sensible data are transmitted, like bank transaction
authorizations, medical information or military and governmen-
tal communications.

'The Holy Grail of cryptography is to develop an absolutely
secure coding scheme which is secure against eavesdroppers with
unlimited power. This goal has been achieved, at least in prin-
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ciple, by Gilbert Vernam with the invention of the One-Time
Pad (OTP) encryption in 1917 [26]. Like in many other modern
cryptographic systems, a secure key is employed in the OTP dur-
ing the encryption and decryption processes. While the encryp-
tion and decryption algorithms themselves are publicly known,
the security of the cryptographic scheme is guaranteed as long as
the key used is secure. A generic symmetric encryption crypto-
graphic protocol, like the one-time-pad, is represented in Fig. 3.1.

Same secret key

agouehiuhe @
3uzg4uzgbuz
gbuzgduzg33 n
W e Decryption
2iuhliuh3iu
h5iuh6iuh7
€
Plain text Cipher text Plain text

F1cure 3.1: Schematic representation of a symmetric encryption
cryptographic protocol, like the one-time-pad described in the
main text.

OTP is an encryption scheme in which the binary plaintext
is encoded by summing it (modulo 2) to a binary key which has
the same length at the text itself. The same key is also used by
the legitimate receiver, which performs again the sum modulo 2
to obtain the plaintext back. With the assumption that the key is
used only once, the absolute security of OTP can be proven [27].
However, once Alice (A, the sender) and Bob (B, the receiver)
have used up their pre-shared secure key, the secure communica-
tion will be interrupted. The key distribution problem typically in-
volves two tasks which are unachievable in classical physics: truly
random number generation and unconditionally secure key dis-
tribution through an insecure channel (such as the internet). The
first task is made impossible by the deterministic nature of classi-
cal physics, true also for chaotic processes. In contrast, true ran-



dom numbers can be generated from elementary quantum pro-
cesses. The second task,instead, is prevented by the fact that, in
classical physics, information can be copied and duplicated. Al-
ice and Bob have no way to prove that a key established through
an insecure channel has not been copied by an eavesdropper (Eve
or E in the remainder). Otherwise, Alice and Bob could use the
same scheme to send secure messages directly.

In most modern cryptographic systems, such as Advanced En-
cryption Standard (AES), much shorter keys are used to encrypt
long messages, giving up the provable unconditional security of
OTP. This does not fully solve the distribution problem, though.

To circumvent the key distribution problem, public-key cryp-
tographic protocols have been proposed, like the famous Rivesz-
Shamir-Adleman (RSA) scheme. The security of the internet is
nowadays based on solutions similar to such a clever and eftec-
tive idea. Unfortunately, the security of these schemes rests upon
unproven mathematical assumptions. For example, the security
of RSA is established on the assumption that there is (classically)
no efficient way to find the prime factors of a very large integer,
which is still unproven despite the effort of generations of mathe-
maticians. Moreover, in quantum computation an efficient algo-
rithm for factorization already exists [9]. So, the entire global
communication system could instantly collapse as soon as the
first large-scale quantum computer will become available. Even
though this moment might still be decades away, this threat is al-
ready in action. Eve can store public communications today and
decode them when quantum computers will be powerful enough.
'This is a sizeable problem for information that needs long-term
security, such as military communications and health records.

Quantum key distribution, which is the topic of the remain-
der of the chapter, is a possible and effective solution to this prob-
lem. Based on the fundamental principles of quantum mechanics,
QKD provides an unconditionally secure method to distribute
random keys through insecure channels.

We will start introducing some principles useful to under-
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stand where the security of quantum key distribution comes from.
Then, the fundamental stages of a QKD protocol are discussed,
using the famous BB-84 protocol as an example (Sec. 3.1). 'The
problem of proving security in the non-asymptotic case is briefly
addressed in Sec. 3.2. We then analyse the use of weak laser pulses
to substitute single photons and how one can take into account
this modification in the security proofs in Sec.3.3.
(Measurement-)device-independent QKD and multipartite QKD
are briefly introduced in Sec. 3.4. Finally, a short review of recent
experimental results about QKD in fibre is reported in Sec.3.5.

3.1 Basic principles and the BB-84 protocol

Several inherently quantum principles can be invoked to naively
give foundation to the security of different forms of quantum key
distribution, e.g., the no-cloning theorem [11], the uncertainty prin-
ciple through the entropic uncertainty relations [28] or the monogamy
of entanglement [29]. In the following we will focus on the first
one, proving the no-cloning theorem and showing how it can be
exploited to secure quantum communications.

3.1.1 'The no-cloning theorem

Assume two quantum systems p4 and pp associated to the same
Hilbert space H = H 4 = Hp. The task is to find a procedure to
perfectly copy the state |¢) 4 or p4 into the system pp irrespec-
tively of the original state |¢) 4 [11]. We start with the composite
system in the product state

D) a@le)p 3.1)

where |e) 5 is some unknown initial state of pp independent
of |¢) 4. The target is the following product state
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that we want to obtain applying a unitary operation. The theo-
rem states the following. There is no unitary operator U on H@H
such that for all normalised states |p) 4 , |e) 5 € S(H) (we will
omit the ® in the following)

U(lg)sle)p) =€) ) 4 16)5 . (3.3)

where « is real and dependent on |¢) and |e).

To prove the theorem, an arbitrary pair of states |¢) , and
|1) 4 in S(H) is considered. This chain of equalities holds, due
to the unitarity of U

(@) (ele) = (Dl 4 (el [¥) ale) 5 (3.4)
= (¢la (el UTU ) 4le) 5 (3:5)
= e 10D (6] (Bl W) alt) g (3:6)
_ —ila(de)—a(pie)) <¢|¢>2 ] (3.7)

'The quantum state |e) is assumed to be normalized, so we get

| (@1} 2 = [ (glu) |- (3.8)

This implies either | (¢|1)%| = 1 or | (#1h)? | = 0. Invok-
ing the Cauchy-Schwarz inequality, we have that either |¢) =
e'? [4h) or |@) is orthogonal to [1). This is clearly in contrast with
the assumption of having two arbitrary states. Therefore, a sin-
gle universal unitary U cannot perfectly clone a general quantum
state. The assumptions of pure states and unitary operations cause
no loss of generality. The result can be extended to mixed states
and generalized quantum operations by means of purification of
the state and the Stinespring dilation theorem (see Eq. 2.17).

3.1.2 Introduction to the BB-84 protocol

'The impossibility of making perfect copies of unknown quantum
states is indeed a shortcoming in some situations. However, it
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can also be harnessed to achieve unconditionally secure key dis-
tribution: any attempt by the eavesdropper to learn information
encoded in quantum states will disturb them and expose her exis-
tence.

In 1984, Charles H. Bennet and Gilles Brassard, extending
previous ideas by Stephen Wiesner, published the first complete
quantum cryptographic protocol, denominated BB-84 [10]. The
setup is very simple: two parties, Alice and Bob, are inside secure
laboratories and are connected by an insecure quantum channel
and an authenticated classical channel. The eavesdropper Eve has
tull control over the quantum channel and can listen to, but not
interfere with, the classical channel. Alice sends qubits, encoded
in the polarization degree of freedom of photons, to Bob through
the quantum channel. She selects two mutually unbiased bases,
for example the computational basis {|0) , |1)} and the diagonal
basis {|+),|—)}, where |£) = (|0) & |1))/+/2. The states |0)
and |+) will be associated with the bit 0 while |1) and |—) with
1. At every round of the protocol, Alice chooses at random the
bit to send and the encoding basis. A pictorial representation of
the scheme is shown in Fig. 3.2. Without knowledge of Alice’s
basis selection, Bob randomly chooses either computational or
diagonal basis for each incoming photon and register the outcome.
If Alice and Bob happen to use the same basis, their results are
perfectly correlated, while they are uncorrelated otherwise. In the
next stage, called sif¢ing, Alice broadcasts her basis selection and
they discard all the instances in which they prepared/measured in
different bases, that led to uncorrelated results. In the absence of
environmental noise, system imperfections and Eve’s disturbance,
their sifted keys are identical.

The availability of the authenticated classical channel is es-
sential to avoid possible man in the middle attacks, in which Eve
impersonates the other party. The authentication can be assured
if Alice and Bob share a short secure key in advance. This makes
a QKD protocol, more appropriately, a key expansion protocol.

Eve can launch a simple insercept-resend attack: she intercepts
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F1Gure 3.2: Scheme of the BB-84 cryptographic protocol, with
bit and basis selection, measurement result and sifting.

the photons sent by Alice, she performs (like Bob) a measurement
in one of the two bases at random and resends a new photon to
Bob according to her measurement result. In the cases that sur-
vive sifting, if Eve happens to use the correct basis, then both
she and Bob will decode Alice’s bit correctly (she leaves no trace).
On the other hand, when she uses the wrong basis, both she and
Bob will have a measurement result uncorrelated with Alice’s bit.
The legitimate parties now compare a subset of the sifted key on
the public channel. This procedure is the so-called parameter es-
timation stage and it allows them to estimate the Quantum Bit
Error Rate (QBER) of the key distribution run. This parame-
ter is linked to the perturbation introduced by Eve in the quan-
tum channel and so, consequently, to the amount of information
that she extracted about Alice’s key. In the case of the intercept-
resend attack, a QBER of at least 25% is expected on average, so
Eve’s presence can be easily detected. More general attacks can
be performed by Eve and can be taken into account in the security
proofs. However, the basic principle behind the security of QKD
remains valid, namely, that Eve will always introduce disturbance
in the quantum states when she tries to gain information about
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the key.

Errors in the sifted keys, however, will also originate from in-
trinsic noise sources of the QKD system, so even in the absence of
an eavesdropper. Error correction techniques are applied during
the information reconciliation stage, to establish a perfectly corre-
lated key between Alice and Bob. In doing so, they will leak some
information about the key to Eve. She will, in the end, have par-
tial information about the key, coming from her attack during the
exchange of quantum states and from the error correction leakage.
'The parameter estimation is fundamental in this case, since it al-
lows Alice and Bob to estimate the amount of information gained
by Eve. In the event that Eve has too much information, no se-
cure key can be generated, the protocol must abort and Alice and
Bob start over again. If the information leaked is below a cer-
tain threshold, instead, the legitimate parties can perform privacy
amplification algorithms to generate a new secure key. The total
length of the key will be shortened but the information that Eve
has about it will be exponentially small.

For a protocol like BB-84 the secure key-rate, defined as the
ratio between the generated key length and the length of the raw
key, can be expressed as follows, under the assumption of collec-
tive attacks in the asymptotic case (see [30] for details)

ml

r= limm_mog =H(X|E)-H(X[Y). (3.9)

Here H(.|.) is the conditional von Neumann entropy. The
registers X and Y refer to the Alice’s and Bob’s keys respectively
and F represents Eve’s information. Very intuitively, the expres-
sion states that the secure key rate is equal to the uncertainty that
Eve has about the raw key bits X, minus Bob’s uncertainty.

'The protocol above was pictured in the so-called prepare and
measure view. 'The equivalent protocol can be described in the
entanglement-based picture in the following way. At every round,
Alice prepares a bipartite system in a specific entangled state and
sends one half of it to Bob. The parties then measure their half of
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the state, obtaining correlated or uncorrelated results depending
on the state and basis choice, just like in the prepare and mea-
sure picture. This alternative point of view, although generically
more complicated to reproduce experimentally, is often assumed
in security analysis since it can make it easier to deduce general
results.

3.2 Finite-key effects

A common weakness of many security proofs in the first years
of QKD is the asymptotic resource assumption. It corresponds
to assuming that an arbitrarily large number M of signals is ex-
changed between Alice and Bob and utilized to compute the final
key rate. Practical realizations cannot meet this requirement, in
fact, keys are usually computed from a relatively small number of
signals (M < 10°%). Modern security proofs generally take into
account this aspect and try to obtain bounds on the key rate as
tight as possible, to minimize the minimum number of signals
necessary to obtain a secure key.

In addressing this problem, the first step is to give a proper
definition of security of a QKD protocol, which stays valid in the
non-asymptotic regime. Most generally, the security of a key K
can be expressed as its deviation € from a perfect key. The lat-
ter can be defined as a uniformly distributed string of bits which
is completely independent of the eavesdropper’s knowledge. In
the asymptotic scenario, a key K of length m is usually defined
secure if the deviation € tends to 0 when m increases. In the non-
asymptotic regime, however, the deviation remains always finite,
so an operational interpretation to it must be found. It is then
possible to attribute a physically meaningful value to the security
threshold e. A second very relevant aspect is the composability
of the security definition. This condition ensures that the QKD
protocol can be securely composed with other communication ap-

plications. In other words, the key generated by a QKD protocol
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can safely be used, for example as a one-time-pad for encryption.
This requirement is clearly fundamental for any practical use of
QKD.

A standard definition of security that meets both requirements,
namely, it is composable and the parameter € has an operational
interpretation, is the following [31]: for any € > 0, a key K is
defined e-secure if the state py p satisfies this condition

1
Sllore =T @ pplh < €. (3.10)

Here pip is the joint classical-quantum state of the key K
and the quantum system hold by E. 7 is the completely mixed
state on K and pg is the reduced state of E’s system. This defini-
tion says that parameters € is the maximum probability that the
key K differs from a perfect key (a fully random bit string uncor-
related with the adversary). Equivalently, € can be considered as
the maximum failure probability, where a failure corresponds to
the case when the adversary might have gained information about
K. 'The failure probability of any cryptosystem with a perfect key
only increases by at most € when it is replaced by an e-secure key
[31], ensuring composability of the security definition. As an
example, it follows that OTP encryption with an e-secure key
fails to be confidential with probability at most €, since the OTP
scheme has failure probability 0 with a perfect key. Important
differences between the asymptotic and non-asymptotic case are
in the parameter estimation stage. After exchanging M signals,
the parties publicly reveal a random sample consisting of n of the
pairs of values obtained by Alice and Bob measuring the states.
Both parties now hold a string of length m = M — n. For many
schemes, the ratio n/M can be chosen arbitrarily small for suffi-
ciently large M. In other words, an infinitesimally small fraction
of the signals is sufficient to accurately estimate the parameters of
the channel, when M goes to infinity. The above considerations
are clearly no longer valid in the non-asymptotic scenario, when
M is finite. One has to optimize the trade-off between the length
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of the raw key m and the precision of the parameter estimation.
Similar considerations apply to the sifting stage, even for biased
basis choice one has to subtract the discarded signals from the fi-
nal key length. Another deviation from the asymptotic case can
be found in the performance of the error correction procedure,
which is generally lower in non-asymptotic case. Finally, the last
aspect is that, as already mentioned, the security of a key gener-
ated in the non-asymptotic scenario is always finite and the final
length of the secure key depends on the chosen security parameter
€.

An important ingredient in the evaluation of the key rate in
the non-asymptotic scenario is the so-called smooth min-entropy
H¢S. (A|B), a generalization of the von Neumann entropy (used
in Eq. 3.9). For any bipartite state pap and € > 0, the smooth
min-entropy H¢. (A|B) is defined as the maximum, taken over
all the states p4p in an e-ball around p 4, of the following quan-

tity

Hpin(A|B) := —log, (min{)\ >0:dop:pap < )\idA®UB}) )
(3.11)
Here id4 indicates the identity operator on system A and
op is a generic density operator on system B. The smooth min-
entropy specifies the number of uniform bits that can be extracted
during the privacy amplification stage.
Without going into the details of the protocol and the as-
sumptions (more can found e.g. in [31]) the length of an e-secure
key can be bound by an expression of this form

_ 1
"< H (XM E™) — leakpe — 21 — .
m = mm( ’ ) Cakpc Og2(2(6—€—6EC)>
(3.12)
Here X" is the register of Alice’s key and E™ is Eve’s over-

all quantum state. leakgc is the number of bits leaked during
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the error correction, € > 0 and egc > 0 is the security param-
eter connected to the error correction procedure. The problem
is now the computation of the min-entropy, depending on the
class of attacks allowed to Eve and the protocol, details can be
found for example in [31, 32]. The imprecision in the parameter
estimation, inherent to the non-asymptotic scenario, needs to be
suitably handled in computing the min-entropy.

3.3 Weak coherent pulses and the decoy-state
method

Deterministic sources of single photons are still in their first stages
of development. So, alternative solutions have been devised, e.g.,
probabilistic sources of single photons and Weak Coberent Pulses
(WCP). The latter consist in highly attenuated laser pulses. This
substitution, however, has to be taken into account when analysing
the security of the QKD protocol, to avoid the creation of loop-
holes that the adversary can exploit. A heavily attenuated laser
pulse can be identified with a coherent state with a small average
photon number. Coherent states consist in a superposition of dif-
ferent photon number states. No matter how small the average
is, there is always a non-zero probability that the laser pulse con-
tains more than one photon. In this case, the eavesdropper can ex-
ploit the very powerful Photon Number Splitting (PNS) attack [33].
In this attack, Eve performs a Quantum Non-Demolition (QND)
measurement to learn how many photons Alice’s laser pulse con-
tains without disturbing the encoded quantum information. If it
consists of only one photon, the signal is blocked and Bob will
not receive anything. If the laser pulse contains more than one
photon, instead, Eve keeps one photon for herself and sends the
rest to Bob through a lossless channel. Eve stores the intercepted
photons in quantum memories (discussed later in Chap.6) until
Bob announces his measurement bases. Then she measures the
stored photons in the same basis as Bob. In the end, Eve has
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exactly the same outcomes as Bob, so no secure key can be gen-
erated. Only the single-photon pulses can be considered secure,
while all the multi-photon pulses are completely insecure. One
can choose a very small average photon number to suppress the
multi-photon probability, increasing at the same time the prob-
ability of sending a vacuum state, which in turn lowers the effi-
ciency of the communication. The final result is that the secure
key rate scales quadratically with the transmittance of the chan-
nel, while it scales linearly with a true single photon source.

A fundamental breakthrough corresponded with the intro-
duction of the decoy state method [34]. The PNS attack is based
on the idea that the eavesdropper can recognise single-photon
pulses and block them. As a result, the quantum channel between
Alice and Bob (thus including the action of Eve) have a transmit-
tance that depends on the photon number of the signal, so it is
not a passive channel. Testing the quantum channel during the
QKD session, the PNS attack can be detected and the protocol
can be aborted. In decoy-state QKD, the unknown channel is
tested analysing its response to different input signals. Alice and
Bob perform the standard QKD operations with weak laser pulses
with different photon numbers, generally one “signal state” and
one or more “decoy states”, and evaluate separately the transmit-
tance and QBER for every intensity. If Eve performs the PNS
attack, she will inevitably introduce a different amount of losses
for signal and decoy states, that can be detected. It can be proven
that the linear scaling with the transmittance can be recovered
with the decoy state method. The first security proofs relied on
an infinite number of decoy states. It has been shown soon later
that the much simpler vacuum+weak decoy state method achieves
a key rate very close to the infinite decoy state case [35]. A crucial
assumption in the decoy-state protocols is that the signal state and
decoy states are identical except for their average photon numbers.
In this way we ensure that Eve has no way of telling whether what
she receives originated from the signal state or the decoy states.
If this assumption is not verified with good precision by the prac-

31




3. CryproGrarHY AND QuanTuMm KEY DisTRIBUTION

32

tical implementation, the corresponding loophole can be easily
exploited by Eve, breaking the security.

A complete analysis of the security of the asymmetric BB-84
protocol with WCPs and taking into account finite-key effects
can be found in [36], which is also used for the results reported

in [17] and Chap. 9.

3.4 More Quantum Key Distribution schemes

After the success of the BB-84 protocol, especially using WCPs
and the decoy-state method, a plethora of QKD protocols have
been proposed in the literature. We are going to discuss now,
very briefly, different families of QKD protocols, that either relax
some of the assumptions to prove security or achieve more general
results.

'The BB-84 protocol previously discussed is one of the so-
called device-dependent QKD protocols. The security claims to-
tally rely on the assumption that the parties and their devices, like
sources, polarization analysers and detectors, are protected by the
action and control of the eavesdropper. In other words, they are
contained in secure labs that communicate with each other (and
the eavesdropper) only through the authenticated classical chan-
nel and the insecure quantum channel. An additional important
assumption is that these devices are characterized, e.g., Bob’s mea-
suring apparatus actually measures in different basis when he de-
cides to do so. These assumptions can be very complicated or
even impossible to ensure in a practical implementation. That is
why a huge theoretical and experimental effort has been put into
devising new protocols whose security can be proven with relaxed
assumptions.

The receiver’s side of the QKD protocol, state analyser and
detectors, constitute generally the weaker link of the chain. The
eavesdropper can exploit several quite common imperfections to
obtain side-channel information and break the security of the pro-
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tocol. 'This is the reason why Measurement Device Independent
Quantum Key Distribution (MDI-QKD) has been developed. In
this family of protocols, both Alice and Bob are equipped with
QKD transmitters and send their signals to a middle node, gen-
erally called Charlie. In the security analysis, the control of the
middle node is given to the eavesdropper, so all the assumptions
about the QKD receiver are relaxed. The central node performs a
joint measurement on the signals sent by the two parties, project-
ing the joint state in the Bell basis. The measurement performed
in the central node, when done in the legitimate way, will high-
light correlations between the signals sent by Alice and Bob, that
can be used to extract a secure shared key. The full security proof
can be found, for example, in [37].

A family of measurement-device-independent protocols that
has been recently proposed and received enormous attention is
the so-called Twin-Field Quantum Key Distribution (TF-QKD)
[38, 39]. 'This new approach allows to achieve a key rate that
scales as the squared root of the transmittance of the link. This
result is possible thanks to a diftferent way of encoding and retriev-
ing the information in the quantum carriers used for the protocol.
In TF-QKD the information is encoded in the phase of the op-
tical pulses prepared by the two users that want to establish the
secure communication, and the secret key is retrieved via a sin-
gle photon interference measurement made by the middle node.
Theoretical [38] and experimental [39] works proved that these
protocols are able to overcome the so-called Pirandola-Laurenza-
Ottaviani-Banchi (PLOB) bound, the maximum key rate that is
achievable over a certain channel loss without the use of repeaters.

'The pinnacle of cryptography in terms of the number of as-
sumptions is represented by Device Independent Quantum Key Dis-
tribution (DI-QKD). In this case the devices used need not be
characterised, apart from a source of local randomness per party.
Alice and Bob only need to verify that the input-output statistics
of the devices they own violate some Bell-like inequality [40], like
the Clauser-Horne-Shimony-Holt (CHSH) inequality [41]. The
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entangled states measured by such devices can even be provided by
Eve herself. A malicious attempt by the eavesdropper can be de-
tected by analysing the input-output statistics and an information-
theoretically secure key can be extracted [42].
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Ficure 3.3: Schematic representation of a multipartite QKD
scheme, in which the multipartite entangled state is sent by a
central quantum server to the legitimate parties through quan-
tum links (dark green lines). The classical channels are pictured

as black dashed lines.

When a multipartite entangled state is available, multipartite
quantum key distribution can be performed, see Fig. 3.3. A big
fraction of today’s communication systems are not based on point-
to-point links but on complex networks. In the advent of quan-
tum technologies, much effort is devoted to building quantum
networks and creating global quantum states across them. Thus,
the generalisation of quantum key distribution to multipartite sce-
narios is topical. In order to establish a common secret key (the
conference key) among N parties, one can follow two main paths:
building up the multipartite key from bipartite QKD links, or
exploiting correlations of genuinely multipartite entangled states.
Truly multipartite QKD has been proven to be advantageous in
several situations, for example in networks with bottlenecks [43].

'This concept has also been extended to MDI- and TF-QKD [44].
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3.5 State of the art experimental results in fibre

In the fast-growing field of QKD, advancements in security proofs
and design of new protocols went and is going hand in hand with
better and better experimental realizations. In this subsection we
are going to list some of the recent experiments and field applica-
tions that pushed forward the limit of what QKD can achieve.

In 2018, the record distance for prepare and measure QKD
has been set to 421 km. The authors utilised Superconducting
Nanowire Single-Photon
Detectors(SNSPDs) with an extremely low number of dark counts
and ultralow-loss fibres. Using these components combined with
a modification of a loss-tolerant protocol with three-state time-
bin encoding and a one-decoy approach, the team achieved the
best long-distance performance to date for fibre-optic QKD. For
lengths of fibres ranging from 251 to 404 km, the scheme achieved
key rates that were over 100 times higher than previous demon-
strations over the same distances, and they remained positive up
to a record distance of 421 km. The increase in the key rate was
provided by a QKD setup developed recently by the same authors,
featuring one of the highest repetition rates (2.5 GHz) ever used
in QKD experiments. The researchers also proved the stability of
the system by running it for more than 24 hours.

Before this result, the record distance belonged to an imple-
mentation of MDI-QKD. Using a WCP-based MDI-QKD pro-
tocol with the 4-intensity decoy method, the authors achieved
non-zero key rate at a distance of 404km of ultralow-loss fibre
[45]. This result was achieved with a much slower source repeti-
tion rate as the one reported above, 75 MHz, due to the higher
complexity of the detection scheme.

'The MDI-QKD got the record back with several implementa-
tions of TF-QKD in the last 2 years. A very recent result [46] re-
ported a record distance of 511km of ultralow-loss fibre, amount-
ing to over 89dB of loss. To make this result even more valuable,
it was obtained over a deployed long-haul fibre link, between the
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cities of Qingdao (Alice), Jinan (Bob) and Mazhan (Charlie) in
China. The secure key rate obtained is around 3 orders of magni-
tudes greater than what is expected if the previous QKD field test
system over the same length were applied. The eflicient quantum-
state transmission and stable single-photon interference over such
a long distance in a deployed fibre paves the way towards large-
scale fibre quantum networks.



Satellite-based Quantum Key
Distribution +

Despite the enormous advancements of the last years [39, 47],
scaling the maximum distance of quantum communication be-
yond few hundred km is extremely challenging. The exponential
losses experienced by the light sent through optical fibres (the
standard channel used in classical modern communication) be-
comes too hindering beyond that threshold. Quantum repeaters
[18, 48] might be the solution in the future, once the technical
difficulties involved are surpassed. Optical links between satel-
lites and ground stations (an example is pictured in Fig. 4.1) can,
on the other hand, achieve quantum communication at lengths
over 1000km [12, 13]. Free-space optical links consist of two
main components. The transmitter telescope sends a light beam
towards the receiving station. The receiver telescope collects the
light which is then properly analysed.

'The advantage of satellite-based links resides in the quadratic
scaling of the transmittance with the distance inherent to free-
space optical links in vacuum. The losses are due to diffraction
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FicUrE 4.1: Pictorial representation of a double downlink be-
tween a low Earth orbit satellite and two ground stations on the
ground.

of the propagating optical beam and the finiteness of the receiv-
ing area. Such advantageous scaling is generally lost for propaga-
tion in the atmosphere, as described in more detail in Sec. 4.2.
'The simplest satellite-based configurations are given by down-
links and uplinks. The former consist in satellite-to-ground links,
in which the transmitter is onboard the satellite and the receiver
is in an optical ground station. In the latter, instead, the ground
station sends the light towards the satellite, where the receiver is
placed. Downlinks exhibit much higher transmittance then up-
links at fixed parameters, as better discussed in Sec. 4.3. The rea-
son is that in downlinks the atmospheric effects happen only at
the end of the propagation, introducing a small amount of losses.
In uplinks the additional beam broadening that happens at the
beginning of the propagation greatly enlarges the total losses.
Several feasibility studies have analysed the difterent aspects
of the implementation and tried to find the best use cases. In [49]
the authors estimate the expected losses and noise coming from
environmental light and compute the key rate for different QKD
protocols. In [50] a comprehensive design and performance anal-
ysis of Low Earth Orbit (LEO) satellite quantum communication
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is performed. Optimal telescopes sizes and wavelength of the
quantum signals are studied and the possibility to perform long-
distance Bell tests and quantum teleportation is evaluated. A re-
view of recent progress in satellite quantum key distribution can
be found in [51], concerning experimental results and proposals.

In the remainder of this chapter we will, first of all, review
some of the recent experimental results in the field of satellite-
based quantum communication (Sec. 4.1). Afterwards, we focus
on the theoretical problem of modelling the properties of a free-
space optical link, in Sec. 4.2. Finally, we apply this analysis to the
case of satellite-based links and we review some of the results of
our recent publication [17] in Sec. 4.3, concerning satellite quan-
tum links with different weather conditions.

4.1 State of the art experimental satellite
quantum communication and proposals

In the past twenty years there have been significant efforts to de-
velop the basic technologies required for QKD in space. Quan-
tum communication has been accomplished over a 144km-long
terrestrial free-space link at the Canary islands [52]. Demon-
strations with moving terminals have been performed to emulate
the motion of a satellite [53]. Experiments using passive corner-
retroreflector satellites proved for the first time the ability to de-
tect single photons coming from orbiting spacecrafts [54]. Using
the Japanese micro-satellite SOCRATES, with a mass of just 48
kg, scientists were able to achieve quantum-limited communica-
tion in a LEO-to-ground link [55]. The real revolution in the
field was attained with the Chinese research project Quantum Ex-
periments at Space Scale (QUESS) and the mini-satellite Micius,
operated by the Chinese Academy of Science. The results ob-
tained had a substantial impact not only in the academic world,
but also in industry and public opinion.

'The satellite, with a total mass of 640 kg, has been launched

39




4. SATELLITE-BASED QUANTUM KEY D1sTRIBUTION

40

on August 15, 2016, on a Long March 2D vehicle from Jiuquan
Satellite Launch Center in the Gobi desert, Inner Mongolia. It
travels on a Sun-synchronous orbit with an average altitude of
500 km. It transports two Cassegrain telescopes of 30cm and
18cm diameter aperture. It is fitted, along with several other ser-
vice payloads, with a high-bandwidth and high-precision multi-
stage Acquiring, Pointing and Tracking (APT) system. It allowed,
in conjunction with similar systems on the ground, to establish
optical links with several ground stations both inside China (Xin-
glong, Nanshan, Delingha...) and outside (Graz). The diverse
array of scientific payloads onboard allowed the achievement of
several groundbreaking experimental results. Using a decoy-state
QKD transmitter at a wavelength of 850nm with polarization
encoding, satellite-to-ground QKD has been achieved with kHz
key rate over a distance of up to 1200 km [12]. A source of entan-
gled photons at 810nm based on Spontaneous Parametric Down-
Conwversion (SPDC) allowed to distribute entanglement between
two ground stations separated by 1200 km with a fidelity F' ~
0.87 [15]. The photons have been used to obtain a violation of a
CHSH-type Bell inequality by four standard deviations, without
the locality and freedom-of-choice loopholes. The same payload
was also used to implement an entanglement-based QKD pro-
tocol [13]. Ground-to-satellite quantum teleportation has been
executed using the on-board polarization analyser, with fidelity
well above the classical limit [14].

In the following we will give some details about one of the
last experimental runs involving Micius [56]. The authors re-
port the results of an integrated hybrid quantum network based
on trusted nodes. It is composed by the 2000km-long Beijing-
Shanghai quantum communication network [57], local networks
in Beijing, Jinan, Hefei and Shanghai and, finally, the satellite
link connecting Nanshan and Xinglong (the latter linked to Bei-
jing).

The results considering the entirety of the hybrid quantum
network can be found in [56]. Here we focus on the performance
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of the satellite links, since a significant improvement over the first
experimental runs (see [12], for example) has been achieved. We
refer in particular to Fig. 3a of [56]. The QBER is kept below 1%
for almost the entirety of the overpass, showing that during night-
time the environmental light is absolutely marginal. The sifted
key rate goes up to almost 500kbps, a great improvement with re-
spect to what was reported in 2017 in [12] (around 15kbps). The
authors specify that improvements were implemented regarding
the repetition rate of the source, the optical spatial-mode match-
ing and the spectral filtering.

These groundbreaking results have spurred an international
quantum space race. The goals are the establishment of national
and international global quantum communication networks and
the development and deployment of the architecture to merge dif-
terent quantum technologies, such as sensing and computing, to
build the future quantum internet. Besides China, other coun-
tries that are taking part in the race are Japan [55], Canada
(QEYSSat) [58], Luxembourg (QUARTZ) [59], United King-
dom (QKDSat, QUARC) [60], Austria/France (NanoBob) [61],
Germany (QUBE) [62], Singapore (QKD-Qubesat) [63].

4.1.1 Nano-satellites and CubeSats

Several of the proposals nominated at the end of the previous sec-
tion assume the use of nano-satellites, which have by definition a
mass between 1 and 10kg. This allows an enormous reduction of
the cost of the mission, imposing, on the other hand, very strict re-
striction in terms of power budget and space. CubeSat [64, 65, 66,
67, 68, 69] is a standard platform for nano-satellites that allows
to take advantage of a very rich selection of off-the-shelf compo-
nents for both service and scientific payloads. An additional im-
portant cut to the mission cost is related to the launch, since tens
of such small spacecrafts can be launched at once. With proper
design, CubeSats can be equipped with optical elements with di-
ameter of ~20cm [61], which may allow performance compara-
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ble to the much heavier and more expensive Micius.

4.2 Free-space optical links: phenomenology
and modelization

A great effort has been put in the last years into the investigation
of atmospheric quantum links. Such channels might be extremely
handy in some applications. They are mobile, do not require ac-
cess to the optical fibre infrastructure and can potentially estab-
lish global quantum networks via satellites. Some phenomena un-
known in the fibre-based implementation, though, can severely
limit the efficient performance of quantum protocols over free-
space channels. The most important ones are diffraction, turbu-
lence, random scattering and absorption losses in air. The scat-
tering and absorption contributions introduce energy losses and
degradation of the signal intensity. Any optical beam also un-
dergoes amplitude and phase modifications due to the random
fluctuations of the refractive index in the atmosphere. These ran-
dom variations are turbulent in nature and are caused by the dis-
ordered mixing of air layers with different temperature, pressure
and humidity content [70, 71]. Turbulent air motion consists in
air eddies and vortices with various sizes, spanning a wide range
of scales. This aspect significantly complicates the theoretical in-
vestigation of the problem, making a statistical approach practi-
cally necessary. During the propagation through the atmosphere
the optical beam will undergo random deflections as a whole, usu-
ally connected with turbulent eddies of sizes comparable with the
width of the beam. When the vortices are much smaller than the
beam, instead, the main net effects will be random broadening
and deformation of the optical amplitude and phase distribution.
These two phenomena are pictured in Fig. 4.2. 'The aforemen-
tioned effects (broadening, deformation and absorption) become
even more pronounced if the meteorological conditions depart
from what is usually considered clear sky. Additional broaden-
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ing, absorption and back-scattering due to random interaction
with dust particles, aerosols and precipitations can affect the op-
tical beam.

Beam wandering

Beam spreading
=S¢

F1GuRre 4.2: Pictorial representation of the main effects of turbu-
lence on the propagation of a light beam. Large turbulent eddies
induce deflections of the beam as a whole, while smaller ones in-
crease its spreading rate and deform it. The two contributions are
present at the same time in the atmosphere.

Several different approaches have been proposed throughout
the years to study the propagation of light beams in turbulent
atmospheric channels.

In a very popular numerical approach the turbulent medium
is represented by a series of independent random phase screens
[72, 73, 74]. 'The split-step technique is used to propagate the
beam, generally relying on the parabolic or Fresnel approximation
of the wave equation. The screens are generated mainly by using
two different techniques. The first is the Fast Fourier Transform-
based or spectral method, see for example [75]. The second one is
the covariance matrix method, developed in [76], generally more
accurate. Nevertheless, the huge amount of computational effort
required to evaluate large covariance matrices limits the practical
size of the generated screens, thus making necessary the use of
fractal interpolation techniques [76].

A different approach can for example be found in [50]. Here

the pointing errors and the beam broadening introduced by tur-
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bulence are incorporated in the theory by convoluting the corre-
sponding probability distribution with the expected intensity dis-
tribution in the Rayleigh-Sommerfeld diffraction theory. This
approach, however, is only used to obtain the transmittance of the
link when it is averaged over periods of times much longer than
the intrinsic variation times of the atmospheric channel (tens of
ms).

Many works have been devoted to find the analytical probabil-
ity distribution that better mimics the experimentally measured
transmittance of free-space optical links. Mainly used are the log-
normal [77, 78], Gamma-Gamma [79] and Double Weibull [80]
distributions. Each of them appears to be more suitable depend-
ing on the strength of the turbulence, the length of the link and
the configuration of the transmitting and receiving telescopes.

'The last approach that we want to present is based on the
so-called e/liptic beam approximation [81] and is at the basis of
our recent publication [17], discussed in more detail in Sec. 4.3
and attached to this thesis (Chap. 9). As already said, the light
beams will undergo deflection as a whole and broadening when
they propagate in a turbulent medium. If we start with a Gaus-
sian beam, in the TEMgo mode [82], the simplest form of defor-
mation consists in turning the circular profile of the beam into
an ellipse, with the axes suitably rotated. The generic shape of
a light beam after the effect of strong turbulence might be very
complicated and difficult to describe. In the elliptic beam ap-
proximation, instead, this problem is greatly simplified. Five pa-
rameters are enough to describe the state of the beam at the re-
ceiver: the = and y position of the beam centroid, the two axis
of the elliptical profile and the angle of orientation of the ellipse
with respect to the coordinate system. In [83] the solution of the
paraxial wave equation in the form of phase approximation of the
Huygens-Kirchhoff method is written as
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u(p, L) = /R &*p'u(p’,0)Go(p, p'; L, 0)
xexpliS(p, p's2,2)] . (4.1)

Here u(p, L) is the beam envelope at distance L and position
p in the transversal plane, Go(p, p'; L, 0) is the Gaussian integral
kernel describing the propagation in vacuum, while S(p, p'; z, )
contains all the atmospheric effects. The S term can be written
in terms of the relative permittivity de (or, equivalently, the rela-
tive index of refraction). This quantity can be separated into two
contributions

de = 5€turb + 5€scat s (42)

corresponding to turbulence and random scatterers, that model
dust particles, fog or haze. The statistical properties of these two
quantities can be modelled. The authors in [83] show then how to
extract the statistical distribution of the values of the parameters
of the elliptic beam, based on the theory introduced above. One
can then compute the Probability Distribution of the Transmittance
(PDT), the most important figure of merit for atmospheric links.
More details can also be found in [81, 17]

4.3 Satellite-based links for Quantum Key
Distribution: beam effects and weather
dependence

In this section we review the main ideas and results of our recent
publication [17], reported in Chap. 9, in which we model satellite-
based links with different weather conditions. The work is based
on the theory introduced in the previous section about the elliptic
beam model, developed in [81, 83]. We generalize their results
(obtained for a uniform link) to the case of satellite-based links,
which are non-uniform. Regarding this, it is important to notice
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that the computation of the term S(p, p'; z, 2’) in Eq. 4.1 involves
an integration of the atmospheric eftects along the propagation
path.

'The parameter describing the strength of the turbulence is the
so-called refractive index structure constant C2. For the scatter-
ing on particles like fog and haze it is ng, the density of scatterers.
'They allow to take into account the main contributions describing
different weather conditions. These quantities vary as a function
of the height in the atmosphere. We assume a simplified model,
with a uniform atmosphere up to an effective thickness h and vac-
uum afterwards. This corresponds to the following expressions for
down and uplinks

Downlinks C%(z) = C2O(z — (L — h))
no(z) =no O(z — (L — h))
Uplinks C%(z) = C2O(h - 2)
no(z) =no O(h — z), (4.3)

where O(z) is the so-called Heaviside step-function, z is the
longitudinal coordinate, L is the total length of the link and h
is the length travelled inside the atmosphere. To give a sense of
scale, consider that the altitude of a low Earth orbit is between
400 and 2000km, while the thickness of the atmosphere is just
about h = 20km. At that altitude the density of the atmosphere
is so low that the effects on the propagation of light beams can be
considered negligible (more details in Chap. 9).

We then compute the first and second moments of the proba-
bility distributions of the elliptic beam parameters at the receiver,
as discussed in the appendix of [17]. The PDT can then be esti-
mated through random sampling, obtaining substantially differ-
ent results for down and uplinks (Fig. 3 and Fig. 4 of Chap. 9).
We report in Fig. 5 and Fig. 6 of Chap. 9 the mean transmit-
tance as a function of the angle from zenith between the ground
station and the satellite, for downlinks and uplinks. The results
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are computed for day- and night-time and for different weather
conditions, corresponding to different pairs of values of C2 and
ng. We observe the expected behaviour, with uplinks performing
much worse than downlinks (the effect is also pictured in Fig. 4.3).
Also, changing weather conditions has a much greater influence
on uplinks than on downlinks.

Downlink w

Uplink 3&

F1GuRre 4.3: Depiction of the different effects of the atmosphere
on a light beam in the downlink and uplink configurations. In a
downlink, the turbulence acts only at the end of the propagation,
inducing quite small beam broadening. This effect, on the other
hand, happens at the beginning of the propagation for an uplink.
The increased angular divergence that it induces makes the per-
tormance of an uplink much worse than a downlink, as supported
by the results discussed in the text.

'The transmittance shown in Fig. 5 and Fig. 6 of Chap. 9 can
now be used to compute the expected secret key rates of a QKD
protocol. In the following we analyse the performance of the BB-
84 protocol [10] with polarization encoding, implemented using
either a true Single Photons (SP) source or WCP. We use modern
techniques to compute the secret key rates for SP [32] and WCP
with decoy states [84, 85, 86, 36], taking into account finite-key
effects. The key rates are averaged over the PDT computed for
different link lengths and configurations. More details can be
found in the appendix of [17]. 'The key rates and the expected
QBER are reported in Fig. 7 and Fig. 8 of Chap. 9 as a func-
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tion of the angle from zenith between the ground station and the
satellite.

'The results discussed up to this point assume transmitter and
receiver telescopes of 15 and 50cm radius, respectively. This num-
bers are compatible with the hardware used in the experiments
involving Micius (see Sec. 4.1 for details). In Sec. 5 of the paper
(Chap. 9) we also analyse the case of smaller satellites, like Cube-
Sats, equipped with much smaller optical elements, confirming
the feasibility of long-range quantum communication also in this
situation.

4.4 Noise from environmental light

So far in this chapter we have only discussed the problem of esti-
mating the transmittance of an atmospheric optical link. Noise is
also extremely important in communication, so the stray light in
the different situations needs to be estimated. In a free-space link,
environmental photons are usually the most important source of
noise. In order to tag the photons and perform a time filtering
on the incoming signal, accurate time synchronization between
sender and receiver is essential. On top of that, spectral filtering
is applied to further reduce the amount of detected noisy photons.
'The amount of stray light collected also depends generally on the
field of view of the receiver telescope. For up-links, during night-
time and for low artificial light pollution, the biggest fraction of
environmental photons comes from the Sunlight reflected first
by the Moon and then by the Earth [49]. For down-links, the
evaluation of the background photons is strongly site-dependent.
'The power received by the telescope is directly proportional to the
parameter Hj, the total brightness of the sky background, that
depends on the hour of the day and the weather conditions [87].
These effects have been taken into account in the results discussed
in the previous section. More details can be found in the appendix

of [17] and Chap. 9.



Realistic Threat Models for Satellite
Quantum Key Distribution 5

One of the main strengths of Quantum Cryptography is that
the security of the protocols can be proven in an information-
theoretic way, for a generic eavesdropping scenario in which the
adversary is only limited in its attacks by the laws of quantum
physics. This implies that, in some situations, the bounds on the
secret key rate that we compute are extremely pessimistic, given
what a real eavesdropper can do with today’s technology.

Such assumptions are quite difficult to challenge when the
quantum communication is performed over optical fibre. In the
satellite-based case, instead, as in other free-space optical chan-
nels, less pessimistic assumptions might be introduced, without
compromising the practical security of the communication. In
the satellite-based implementation, for example, the light beams
sent by Alice expand significantly during the propagation, forc-
ing Bob and Eve to use very large telescopes to collect the light
efficiently. One can then argue that an air- or space-craft able to
transport such big optical elements should be fairly easy to detect
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along the line-of-sight between the parties. Assuming the use
of some channel monitoring technique, like RAdio Detection And
Ranging (RADAR) or Light Detection And Ranging (LIDAR),
one can bound the amount of light that Eve can collect from Al-
ice and resend to Bob. On this ground, in a realistic threat model
for satellite-based QKD one can consider that Eve has only lim-
ited access to the quantum link. In other words, she has access
only to a lossy version of the signals sent by Alice and she is con-
nected to Bob by a lossy channel as well.

A publication regarding the results of this project is currently
in preparation. In this chapter we first review some of the main
ideas of the work, in Sec. 5.1. Then, in Sec. 5.2, we report a sim-
plified model to bound the transmittance of the quantum chan-
nels between Alice and Eve and between Eve and Bob, assuming
different monitoring techniques. Finally, we address a side prob-
lem in Sec. 5.3, namely, the effect on the total link loss of the
additional diffraction introduced by the presence of Eve’s space-
craft along the line-of-sight.

5.1 Restricted eavesdropping and the effect on
the key rate

'The configuration of a satellite-to-ground optical link with eaves-
dropping is schematically represented in Fig. 5.1. Alice sends
quantum signals towards the ground, where Bob’s station is placed.
Eve tries to tamper with the channel by collecting the light com-
ing from Alice and sending new signals towards Bob. Eve might
also decide to be passive, like in the right panel of Fig. 5.1, where
she can only collect light but not feed her own signals into Bob’s
telescope, since she is on the ground too.

Optical links from low Earth orbit satellites are 500km long
or more, so the correspondent light beams expand to several me-
ters in diameter due to diffraction. In order to efliciently collect
such light, Bob’s and Eve’s receivers must be very large. This im-
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Ficure 5.1: Scheme of satellite-to-ground optical link with
eavesdropping, not to scale. Alice’s transmitter is on the satel-
lite and sends a light beam towards Bob’s receiver aperture on the
ground (green ellipse). Eve is on a spacecraft (blue ellipse) try-
ing to tamper with the channel. The atmosphere, represented by
clouds, only affects the link at the end of the propagation. In the
panel on the left Eve is close to the line-of-sight and she can col-
lect light and send it to Bob. On the right, instead, she is just
passively collecting light from Alice.

plies that, in Fig. 5.1, Eve’s vehicle must be large as well. Simi-
larly, Eve needs a large telescope to send a collimated beam with
a large beam waist and minimize its spreading. The preliminary
estimations reported in Sec. 5.2 suggest that an object of that size
along the line of sight between the parties Alice and Bob should
be detectable by using monitoring techniques like RADAR or
LIDAR. In this way we can bound the efficiency with which
Eve can collect the light coming from Alice and inject light into
Bob’s apparatus. This situation can be modelled by imposing a
lossy channel with transmissivity 774 g between Alice and Eve and
assuming that the eavesdropper has no access to the signals lost.
Similarly, a lossy channel with transmissivity ngp connects Eve
and Bob and again Eve has no access to the lost fraction of the
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signals. 'This situation is portrayed in Fig. 5.2, where the lossy
channels are simple represented as passing through a beam split-
ter with the proper transmissivity. Since the signals lost are not
accessible to Eve, such losses can be considered trusted and incor-
porated into Alice’s transmitter and Bob’s receiver in the security
analysis. This is the meaning of the extended boxes in Fig. 5.2.
This situation is in contrast to the standard assumption in many
QKD security proofs, in which Eve is free to substitute the ac-
tual links between her and the parties with ideal lossless channels,
to implement her attacks. We point out that the simplified visu-
alization given in Fig. 5.2 might not apply in every case, since it
implies that all the signals arriving to Bob pass through Eve. This
means that the cases corresponding to different values of nap,
nEB, N4 (between Alice and Bob) and different protocols must
be treated differently.

Alice’s extended box Bob’s extended box

————————————— ,
1

m I

"

1

1

1

1

1

!

FIGURE 5.2: An eavesdropping model that accounts for a re-
stricted Eve. Here, Eve receives Alice’s signals with loss n4g,
and can send her signals to Bob with loss ngp. Alice’s and Bob’s
modules can be seen as extended encoder/decoder boxes.

We give now some hints on how these ideas influence some
implementations of QKD. We choose as exemplary case the BB-
84 protocol with single photons and weak coherent pulses. As we
have discussed in Chap. 3, generally WCPs are used as approxi-
mation of single photons and tend to perform a bit worse, even
employing the decoy state method. In this restricted eavesdrop-
ping scenario, the situation may be reversed. When using WCPs,
the security of the communication usually requires to send coher-
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ent states with mean photon number around one. In the scheme
of Fig. 5.2, this requirement must be met at the exit of the ex-
tended Alice’s box, because the loss corresponding to nap are
trusted. This means Alice can send much more intense signals,
with a mean photon number bigger than one at the output of her
actual transmitter. This mechanism clearly does not work for sin-
gle photon signals, so the limitation on Eve’s power does not in-
crease the achievable key rate. WCPs instead can achieve higher
key rates, since the link can be made more efficient using signals
with higher intensity.

Similar ideas can be applied to other discrete and continu-
ous variable protocols [88, 89, 90], with very promising results.
'The ability to bound Eve’s access to the QKD link, allowing less
pessimistic assumptions in the security proofs, can improve sig-

nificantly the performance of many QKD protocols.

5.2 Bounds on Eve’s access to a
satellite-to-ground link

As discussed above, traditional QKD assumptions includes the
possibility that the eavesdropper can completely collect the light
coming from the sender, manipulate it and forward it to the re-
ceiver without introducing losses. The two users are able to detect
the presence of the eavesdropper simply by looking at the statisti-
cal properties of the sent and received signals, but this is achieved
at the expense of the efficiency of the communication. While
this can be considered necessary for fibre-based QKD, where the
channel is partially underground and in locations that can be very
difficult to monitor, it is an over-pessimistic assumption when
considering free-space optical links. In such cases, in fact, the
channel can be monitored using direct methods, such as RADAR,
LIDAR or other imaging systems, to ascertain the presence of
possible eavesdropping objects along the line-of-sight. In this
section we bound the efficiency with which an hypothetical eaves-
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dropper can collect and re-send QKD signals, if techniques for
channel monitoring are employed in parallel. Such information
can then be used inside the security analysis for practical satellite-
based QKD.

In Sec. 5.2.1 we present the optical setup of the link with
eavesdropping. Then some techniques for monitoring the chan-
nel are presented in Sec. 5.2.2. Finally bounds on the efficiency
with which the eavesdropper can collect and re-send signals are
showed and discussed in Sec. 5.2.3.

5.2.1 Optical setup of the link with eavesdropping

In this section we specify the optical setup used by the two autho-
rised parties (Alice A and Bob B) for QKD and by the eavesdrop-
per (Eve E) for the intercept-resend attack.

A is placed on a Low Earth Orbit (LEO) satellite, travelling
in a circular orbit at altitude L = 500 km above the ground. It
is equipped with a QKD source and a telescope with aperture
radius 74 = 15 cm (like the Chinese satellite Micius [12]). B
is instead placed on the surface of the Earth and he collects the
light sent by A using a telescope with radius rp = 50 cm. We
address the static situation in which the satellite is at a fixed posi-
tion right above the optical ground station, so that the length of
the link is exactly L. We assume that E is represented by a space-
craft equipped with two telescopes, one for collection (pointed
towards A) and one for transmission (towards B), both of radius
rg. We also assume, as a worst-case scenario, that the aperture of
the telescope represents the whole projected area of E’s spacecraft.
In the following calculation we will allow E to have two distinct
satellites, one for collecting and one for re-sending light, with
appropriate values of the aperture radius and position. However,
it turns out that the configuration of a single satellite is indeed
optimal for her with the model used.

We assume that A’s telescope sends the QKD signals in the

form of a collimated Gaussian beam, with initial beam waist W}
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equal to the radius of the emitter telescope, at wavelength \. For
the light propagation we neglect the action of the atmosphere
and the contribution of pointing errors. We use the standard ex-
pressions for Gaussian optics, corrected through the quality factor
M? in order to replicate the far-field divergence of real optical ele-
ments [82]. E’s telescope is instead perfect, meaning that she can
send Gaussian beams with M? = 1. We point out that the use
of Wy equal to the radius of the emitter (utilized throughout the
section) necessarily introduce truncation of the Gaussian beam,
making it not perfectly Gaussian.

We identify with z the coordinate along the propagation path,
so that A is at z = 0 and B at 2 = L. After a propagation length
z, with z € [0, L] , the beam width can be expressed as

2
ZMQ) , (5.1)

W(z) =W 1+< -

where zp = ﬂ;\VOZ represents the Rayleigh range of the beam. The

comparison between the far-field divergence of a perfect Gaus-
sian beam and the divergence measured for the Micius satellite
suggests a value M? ~ 3. The transmittance of such a beam,
when impinging at the centre of a circular collecting aperture of
radius p can be expressed as

02
n(p,z) =1—exp [— QW] (5.2)

'This expression can be used to compute the transmittance of A’s
beam through B’s telescope, by setting z = L and p =13

2
nap =1—exp {— QWZI]L)Q} , (5.3)

which describes the efficiency of the QKD channel, apart from
additional losses like atmospheric absorption, detection efliciency
and transmittance of the optical elements. The same formula can
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express the efficiency with which E can collect A’s signals, if she
is at position z and has a collecting aperture of radius rg(2)

2
nap(z) =1 —exp [—2%222} . (5.4)
We supposed here that E is positioned exactly at the centre of
the beam. The way we model the dependence of 7z (z) on the
distance from A and B will be specified in the next section.

We can use a similar approach to estimate the ability of E
to re-send the signals that she intercepted towards B. In order
to take full advantage of her optical system, we allow E to send
focused beams. It was not necessary to take this into account in
the case of A, because for this choice of the parameters the to-
tal propagation length L is much bigger than the Rayleigh range
zg ~ T0km, so focusing would not give any advantage. For the
calculation we suppose that E has a lens of focal length f just in
front of her sending aperture. After using the ray transfer matrix
formalism one obtains the following expression for the width of
a focused beam

Wg(2)? = A PY G 2d2+ AR +22| . (5.)
E — 7-[-274% f f R . .
E will optimize her strategy by always setting f = z, because
it minimizes the width of the beam at z and so maximizes the
transmittance through B’s aperture. Notice that here rg has the
role of Wy. This results in a very simple expression for Wg(2)

Az

WE® = )

(5.6)
which corresponds with Eq. 5.1 when z > zg and rg = Wj.
Now, using Eq. 5.2, we can compute the transmittance of E’s
beam through B’s aperture

a2
nep(z) =1 —exp [— ZWE(Z)J ) (5.7)
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We point out that, even in this case, the dependence of 7 (2) over
the distance A-E and E-B is very important and will be modelled
in the next section.

5.2.2 Techniques for channel monitoring

In this section we want to put an upper bound on the size of E’s
spacecraft, depending on the distance from A’s or B’s position,
if some sort of channel monitoring system is employed. Typi-
cal techniques are RADAR [91], LIDAR [92] and direct optical
detection. We won't analyse the last one, as it requires rather
stringent conditions: E’s spacecraft must be illuminated by the
sun while the receiver is in eclipse and the sky must be clear. A
RADAR is very power-consuming, so we will address this tech-
nique as operated only from B, on the ground (even though exam-
ples of RADARs on spacecrafts can be found [93]). LIDARs in-
stead require much less power and share similar optical elements
as the one used for QKD, so may be placed on both A’s and B’s
side.

We point out that the analysis reported in the following, es-
pecially for the LIDAR technique is very simplistic and several
technical and physical details are neglected. So, the results are
preliminary and a more complete analysis is in order. More ad-
vanced techniques, however, already developed in the LIDAR
field, can be employed to improve these results, for example re-
garding background rejection and object recognition.

'The performance of a RADAR is described by the so-called
RADAR equation

2 1/4
Zmax = w ) (58)
Pmm(47r)3k

expressing the maximum distance at which an object with RADAR
cross section o can be detected. We are interested in the inverse
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dependence o (z)

_ P (47)3k24

o(z) = PrGEN (5.9

Here Py, represents the minimum power measurable by the re-
ceiving system, Pr is the total power emitted, G is the gain of
the RADAR antenna, k is a parameter that accounts for all the
sources of additional losses.

The chosen values for the parameters are reported and dis-
cussed here:

c G = 4”0’(/5\# where 0.6 is the antenna efficiency, 74t =

2 mis the rzfdius of the circular parabolic antenna and A\ =
4 cm is the wavelength of the RADAR signals. We chose
Tant = 2 m as a reasonable size for a dish to be put along-
side an optical ground station

* Pr = 10° W, as it is the power usually used in systems of
this size (like the ones used in airports)

* Poin = kpTF,B, with kg the Boltzmann constant, T'
the temperature, F,, = 8 dB is the so-called noise figure
and B = 2.5 10% Hz is the effective noise bandwidth of
the setup.

* k = 7 dB takes into account attenuation from atmospheric
effects, filters and other sources.

In general the RADAR cross section ¢ is not equal to the geo-
metric projected area and it strongly depends on the shape of the
object. Only for spherical objects this two quantities coincide and
this is the case we consider here. In this way, we can set the ra-
dius of E’s telescope to rg=1/0 /7. The function in Eq. 5.9 for
this values of the parameters is plotted in Fig. 5.3. Any value of
rg greater than the one in the graph would lead to a detection.

We anticipate that the performance of the RADAR technique
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are not sufficient to achieve interesting bounds on the transmit-
tances N4g and ngp in Eq. 5.4 and Eq. 5.7. Even assuming that
low-power RADAR or other techniques could be used to mon-
itor the first tens of km around the satellite, a telescope of 3 m
at 100 km from A would be able to intercept and resend with
transmittances very close to 1. RADAR techniques are currently
used to monitor the amount of objects present in low, medium
and geostationary orbits around the Earth [94]. However, much
bigger facilities (antenna radius ~ 10 m) are necessary and the in-
formation is usually not available in real-time, but used to build
and update catalogues of object.

e [m)

e e L - Distance from A (z) [m]
100000 200000 300000 400000 500000

Ficure 5.3: Maximum radius of E’s telescope aperture as

bounded from RADAR measurements.

A much higher performance/resources ratio can be achieved
using LIDARs. The working principle is the same as with RADARs,
but in this case light in the near UV - visible - near IR range is sent
and recorded after reflection on the object under study. In this
case, instead of enormous antennas, we only need telescopes of
reasonable size, for example the same used for exchanging QKD
signals. Instead of powers of tens of kW, lasers with 1 W power
output are sufficient, meaning that this technique can rather eas-
ily be implemented on the satellite, as well as on B’s side. As
expected, the big advantage comes from the much shorter wave-

59




5. Reavistic THREAT MoDELS FOR SATELLITE QUANTUM KEY
DistriBuTiON

60

length of visible light with respect to the microwaves used in the
RADAR technique, resulting in much smaller diffraction of the
electromagnetic beam.

In this case, we can try to use again the standard RADAR
equation of Eq. 5.9, with suitably chosen parameters. We report
here a simple calculation, using again Gaussian optics, that gives
an alternative result qualitatively similar to the RADAR equation.
We use Eq. 5.6 and modify it to take into account the realistic
quality factor M? estimated before

_)\LZ]W2
oWy

Wr(2) (5.10)
'The intensity distribution of such a beam is Gaussian in the transver-
sal plane and can be expressed as

2Py [ 272 ]

I(r,z) = VL) exp TABE

(5.11)

where Pr is the total power carried by the beam and r is the dis-
tance from the beam centre in the plane transversal to the direc-
tion of propagation. We assume that the reflecting object is at the
centre of the beam.

We compute the total power incident on the object integrat-
ing Eq. 5.11 in the area corresponding to E’s spacecraft

272
P(Z):/ I(T,Z)dT’dHZPT<1—eX |:_ E :|>
rl<re PLTwez)
(5.12)
Then we assume that the light is reflected back isotropically by

the object under study, with albedo o

2
Ip(2) = 115:2)2@ — ier;; <1 — exp [— Wifz)]) . (5.13)

We considered here that the LIDAR transmitter and receiver are
at the same coordinate and that the relative distance between
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them and the object remains the same during the measurement.
The total power collected is then Pr(z) = Igr(z)TWZk, where
we introduced the total loss k encountered during transmission
and collection. We can then invert this expression and equate
Pr(z) to the minimum power measurable by the receiving setup,
to obtain the bound on the size of E’s spacecraft

2 _2Pmmkz2 Az M? 2
re(2)? = <1n [1 PV p— (5.14)

We set A\;, = 800 nm. We assume 50% loss in the optical sys-
tem during transmission and collection, so k = 1/(0.5%). The
transmitted power is set to Pr = 1W due to the limit on the
power consumption on the satellite. For the ground-based LI-
DAR, this value could be exceeded easily (with maybe small ad-
vantage, see end of this section). We chose a rather conserva-
tive value for the albedo of the object, @ = 0.1, considering
that for different metals it is usually around o = 0.5 or more.
Coating can be used to lower this value, however, measures at
different wavelengths could maybe limit the effectiveness of this
camouflaging technique. The estimated maximum radius of E’s
spacecraft that doesn’t trigger our monitoring system is reported
in Fig. 5.4. As before, any value of rp greater than the one in
the graph would lead to a detection. The results obtained with
Eq. 5.14 and Eq. 5.9 are both reported. They differ because the
efficiency of the transmitter and the reflectivity of the object are
modelled in a different way. We are going to use Eq. 5.14 in
the remainder of the section. We see that the bound on the size
of undetectable objects is much smaller than what we obtained
with the RADAR technique, giving hope that the transmittances
computed in this case may be low enough to be useful for the en-
hancement of the security analysis.

The minimum measurable power P, is in this case esti-
mated as the background light collected by the satellite in normal
working conditions. For the LIDAR placed on the satellite, the
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F1GuRrE 5.4: Maximum radius of E’s telescope aperture as a func-
tion of z as bounded from LIDAR measurements, performed si-
multaneously from the satellite and from the ground. The bounds
on this quantity obtained with two different techniques are re-
ported: the blue curve corresponds to the LIDAR equation we
deducted (Eq. 5.14), the orange curve to the RADAR equation
(Eq. 5.9) with suitable parameters.

main background during night-time is represented by the light
of the Moon reflected by the Earth [49]. It can be expressed as

follows

Q
= OZEO(MR?W 2 ﬂHsuanilter y (515)

A
P rAdQ
EM

where ao; and «p are the albedo of Earth and Moon, R, is the
radius of the Moon, dgjs is the Earth-Moon distance, Hy,, is
the Sun irradiance at Az, and €, is the field of view of the tele-
scope and B f;jser is the bandwidth of the spectral filters. For the
LIDAR on the ground, we estimate the background light from
the analysis in [87]

PE. = HyQ 0% Brier , (5.16)

where Hj, is the brightness of the sky background. We point out

that the analysis above regarding the minimum received power as-
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sumes the sensitivity and low dark-count noise of a single-photon
detector.

'The previous analysis does not take into account the fact that
the LIDAR detection from the ground will be strongly affected
by the presence of the atmosphere. The air will back-scatter the
light sent by B, especially when the sky is not completely clear,
giving a signal that can cover the one expected from E’s spacecraft.
'This means that, without additional analysis, every time we will
measure a reflected power greater than P,,;,,, we will think that E
is there and we can bound her size. If part of the back-scattered
light is due to the atmosphere, we will end up over-estimating
her size and her collecting efficiency. The ability to detect the
time-of-flight and reject the background, though, might make it
possible to reconstruct E’s presence anyway.

5.2.3 Bounds on Eve’s transmittances

In this section we report the numerical results for E’s collect-
ing and re-sending efficiencies, obtained using the analysis per-
formed in the previous sections.

We report in Fig. 5.5 the values of the transmittances be-
tween A and E and between E and B, computed from Eq. 5.4
and Eq. 5.7, as a function of z. In other words, these are the val-
ues of the transmittances that E can achieve if she positions here
spacecraft at distance z from A. The maximum of both functions
is achieved at the point where E’s telescope can be the biggest.
'This happens because the widths of the beams, during the prop-
agation, vary linearly with z, while the bound on E’s size varies
as 2% (equivalently, the cross-section in Eq. 5.9 is proportional
to z%). We see that nup is kept below 0.1, while ngp grows up
to about 1. There are two main reasons for this behaviour: first,
we allowed E to use perfect optics (M 2 = 1), that is, to gen-
erate Gaussian beams with minimal divergence and second, B’s
telescope aperture is bigger than A’s.

63




5. Reavistic THREAT MoDELS FOR SATELLITE QUANTUM KEY
DistriBuTiON

0.8}
0.6F — N2)a-e

0l n(z)e-s

0.2

h__.______——"\\\_‘_‘4 .
. Distance from A (z) [m]

100000 200000 300000 400000 500000

F1GURE 5.5: Values of nag and ngp as a function of the coordi-
nate z computed using Eq. 5.4 and Eq. 5.7.

We report in Fig. 5.6 the values of some quantities of the setup
as a function of the distance z, useful to understand the behaviour
observed in Fig. 5.5. The blue curve close to the x-axis is the same
as the blue curve in Fig. 5.4, the maximum size of the undetected
E. The green curve represents the width of the beam, sent by E
at distance z with a telescope of radius 7 (z), when it arrives at
B’s receiving plane. The orange curve is, instead, the width of the
beam sent by A. We see that when it arrives at B after 500 km
the beam is about W(L) ~ 2.5 m in radius, giving a transmit-
tance between the legitimate parties of about n4p = 0.05 (only
considering diffraction losses, without collection and detection
losses). We have to compare this values to the minimum of the
green curve, which gives Wg ~ 30 cm at B and a transmittance
of ngp =~ 1, as already pointed out.

'The values in Fig. 5.5 can be lowered by raising the value of

the transmitted power. Notice that rp o P%/ ? ) so if we raise the
power of a factor 4, to 4 W, the bound on E’s size will be halved.
In this case, much smaller values of ag and ngp are expected,
as shown in Fig. 5.7. nag, in particular, reaches a maximum of
about 3 %, giving big room for improvement in the achievable
key rate. This bounds are strongly dependent on the minimum
measurable power Py,;,. Any improvement in the filtering tech-

64



5.2. Bounds on Eve’s access to a satellite-to-ground link

r[m]
3.0

251

20 — r(z):Max radius of Eve's telescope
W(z):Beam width as sent by Alice

—— WE(z):Beam width at Bob as re-sent by Eve

= i : Distance from A (z) [m]
0 100000 200000 300000 400000 500000

F1curE 5.6: Values of some quantities of the setup as a function
of the distance z, useful to understand the behaviour observed in
Fig. 5.5.

niques (defined by the parameters B tjje, and € f,,,) will improve
the performances. In the same way, going to lower wavelength
will reduce the diffraction losses and improve the bounds.

We point out that the monitoring should be repeated with
rather low frequency, let’s say every second, leaving the remaining
time for the QKD signal exchange. This means that the power
actually consumed during this operation should be manageable
even by rather small satellites.

06F
05F
04f — N(2)a-e
0.3F n2)e-8
02f

0.1

- - - Distance from A (z) [m]
100000 200000 300000 400000 500000

F1GUrE 5.7: Values of n4g and ngp computed using Eq. 5.4 and
Eq. 5.7, for a power of 4 W.

The LIDAR technique, with the simplified approach we used

in these calculations, is sensible to the total power reflected by
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objects illuminated by the transmitted light. This means that we
are safe even in the situation where E places more satellites, which
taken alone would be smaller than the detectable size. If we detect
that an object or more are passing between A and B, by measuring
a received power Pp > P, we can suppose that they are all
malicious, estimate their size by replacing P,y with Pg in the
expressions above and bound the transmittances in the real case.

We point out again that the presence of back-reflections from
the atmosphere would give an over-estimation of the size of Eve
when measured from B, which has not been considered here, lead-
ing to higher values of n4r and ngp. More sophisticated tech-
niques should be able to address this problem, using the timing in-
formation obtained when using the LIDAR in the pulsed regime.
'The advantage introduced by sending a beam with higher power,
analysed in Fig. 5.7 would be less effective for B, because it would
correspond to more light back-reflected by the atmosphere, too.
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Transmittance
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0.0k . . . . . . .

Angle from zenith [°]

F1GUre 5.8: Maximum values of N4z and ngp as a function of
the position of the satellite, for a LIDAR transmitted power of 1
W.

Until now we considered the static case where the satellite is
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FiGUurE 5.9: Maximum values of 4 and ngp as a function of
the position of the satellite, for a LIDAR transmitted power of 4
W.

fixed at the position closest to the ground station. We study now
how the maximum values of 74z and ngp (optimal for E) vary
during the passage of the satellite. We show the results in Fig. 5.8
for Pr =1 W transmitted power from the LIDAR setup and in
Fig. 5.9 for Pr=4 W. Both the configurations perform well re-
garding 14 g for high elevation angles (small angles from zenith),
however the higher power level is required to put useful bounds
at low elevation angles. As pointed out before, if the available
power output is limited, one can achieve the same performances
acting on other parameters of the setup.

In the previous analysis we fixed the reflectivity properties of
E’s spacecraft to bound its size. The value chosen at the end of
Sec.5.2.2, a = 0.1, is conservative enough if one considers stan-
dard spacecrafts, however much lower values of reflectivity pa-
rameters can be reached if specific technologies are used. For,
example nano-structured coatings [95] can be laid over opaque
surfaces, which ensure reflectivity values < 1072, Similar values
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can be obtained on transparent surfaces (such as lenses), using
multi-layer interferometric coatings. In Fig.5.10 we report the
minimum value of reflectivity parameter of E’s surfaces to achieve
nag < 0.95, for different positions of the satellite with respect
to the ground station. We mean that, keeping fixed all the other
parameters, any value of reflectivity & < i, will lead to nag
close to 1, so only values & > iy, lead to useful bounds in our
analysis.

Total link length [Km]
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0.00% . . . . . . .
Angle from zenith [°]

F1Gure 5.10: Minimum value of reflectivity parameter of E’s sur-
faces to achieve n4g < 1, as a function of the angle of the satellite
with respect to the zenith of the ground station.

We see from Fig.5.10 that if E uses such high-performances
coatings, the setup is not anymore sensible enough. In this case,
we have to compensate for the lower reflectivity by increasing
the emitted power Pr, increasing the directionality of the beam
(smaller Az, and/or bigger W) or decreasing the minimum mea-
surable power Ppip.

For comparison, we report in Fig.5.11 the behaviour of 745,
from Eq.5.3, as a function of the position of the satellite. The red
curve represents only the diffraction losses, while in the green
curve the other sources of loss are also considered. In particular,
50% detection loss, 80% transmittance of the receiving optics and
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absorption in the atmosphere Xzt = exp [ — Bsec(f)], where
B = 0.7 for A = 800 nm and 6 the angle from zenith (see [50, 17]
for details). The inclusion of pointing errors should have a fairly
small impact, about 2-3 dB. Note that the model used in this
simulation in quite different from the one studied in Sec. 4.3, but
the scaling is qualitatively similar.
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Ficure 5.11: Transmittance of the beam sent by A through B’s
aperture 145, £q.5.3, as a function of the position of the satellite.

5.3 Study of the additional diffraction
introduced by Eve

We studied in the previous section (Sec. 5.2) how monitoring
techniques, for example RADAR and LIDAR, can be introduced
in a QKD setting, in order to put bounds on the efficiency with
which Eve can collect signals from Alice and send signals to Bob.
'The two quantities have been identified with the transmittance of
the channel A-E 74 and of the channel E-B npp. At the end of
the section we also estimated (in a simplistic manner) the trans-
mittance of the total channel between the honest parties, nap,
for comparison with the other two quantities.
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However, the transmittance nap was computed in the ab-
sence of Eve, more precisely assuming a perfect line-of-sight link
between A and B. The presence of an obstacle along the path, like
the spacecraft used by Eve to collect and send the light, would
introduce additional diffraction on top of the amount expected
from just the propagation in free space and block some of the
power of the beam.

In these notes we want to simulate the propagation of the
diffracted beam and compare the results with the case of an un-
obstructed free-space link. In particular we assume that Alice
sends a Gaussian beam with a given angular divergence along the
z axis. Eve’s spacecraft is represented by a disk, orthogonal to the
direction of propagation and with centre on the z axis. Bob is
instead modelled as a circular aperture orthogonal to the z axis
and centred on it.

5.3.1 Fresnel diffraction due to a circular obstacle

The analysis performed here is similar to [96], but for a circular
obstacle instead of an aperture. The scheme and the quantities
involved are reported in Fig. 5.12.

'The complex electric field distribution of a TEMgo Gaussian
beam [82] can be expressed in the following way

/ w r? . , r? 10)
) = 45penp( = Gz Jsn (- gy = )|
(5.17)

The amplitude has radial symmetry and r is the distance from
the z-axis, the propagation direction. The distance from the beam’s
waist (corresponding to the transmitter plane) is indicated by z’.
The amplitude A is connected to the intensity of the beam; w is
the width of the beam and wy is the value at the beam waist, the
narrowest point. The wave number is indicated by k& = 27/),
with A the wavelength of the light. ¢ is a phase factor and R(z)

is the radius of curvature of the wavefront.
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We assume a circular obstacle of radius a with centre on the
z-axis. 'The Huygens-Fresnel diffraction formula in the Fresnel
approximation can be expressed as follows, taking advantage of
the radial symmetry of the problem:

Ulr, 6, 2) = Mlz/oo /_W U (ro, 20) (5.18)

2, .2
exp [zk (z + % - ?cos(@ - gb))} rodrodf .

incoming

/beam

obstacle
7. plane
Yo

. receiver
}“ 7 plane

F1Gure 5.12: Schematic representation of the beam propagation
with an opaque obstacle along the line-of-sight. The variables are
described in the text.

As shown in Fig. 5.12, the variables ry and 6 refer to the plane
of the obstacle, while r and ¢ are in the receiver plane. U(ro, 2o)
is the complex electric field at the obstacle plane, distant 2y from
the transmitter. The receiver plane is distant z from the obstacle
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plane. The beam width and the radius of curvature of the wave-
front can be written in the following way, as a function of the
distance 2’

/N 271/2 2
w(2) = wo [14—(7;\;8) ] R(?) = -~ [H— (@) } .
(5.19)

'The angular integration in Eq. 5.18 yields a Bessel Function
of the first kind of zero order Jy(t), resulting in the following
expression

Ulr,z) = Iexp(iﬁ)/ exp(—rgC)roJ()(k?ZO)dro . (5.20)
where we used these definitions
_ 2mAwg B 2 ¢
I_Z)\ZJ B—k<Z+Zo+2Z—k>, (521)
1 ik 1 1

'The beam width a the obstacle plane has been named w =
w(zp) for clarity. We can now integrate by parts using the fol-
lowing relation for the Bessel functions

dii[r_"Jn(ar)] — —ar "y (ar) . (5.23)

The integral in Eq. 5.20 can be computed as follows, intro-
ducing the quantity v = kr/z and renaming 9 — r
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—exp(—12 & © _exp(—r2
[ pQ(C C)Jo(ar)] —/ pQ(C' C);H[Jo(ar)]dr:

exp(—a?C) exp(—r2C) aJy(ar)]™
= 3¢ olaa) - [_ P ] *
® rexp(—12C) a?Ja(ar)
+ / P dr =
a (2C)? r?
exp(—a?C) exp(—a?C) aJy(aa) o
= —or Jo(aa) — (20)? ! —i—/a .dr

= .. (5.24)

If we keep applying the integration by parts in the same way
we can turn the integral in Eq. 5.20 in an infinite sum containing
Bessel functions of any order J,, (¢)

% Z ( - ;é)nexp(—aQC) Jn((l(:ja) : (5.25)
n=0

In order to compute the intensity from the complex field U (r, 2),
we have to compute its modulus squared. For this reason it is use-
tul to divide the infinite sum into a real and imaginary part. We
perform the following substitutions

C= % + iV = Mexp(—if) (5.26)
where
k[ 11 TN M
V=bla i =) v
B =tan Y (—w?V). (5.27)

We also express the imaginary exponential functions inside
the sum as exp(iy) = cos(y) + ¢sin(7) and obtain
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"2 () oo -] (0)]

n=

LSG) +isin(nf — a®V)exp [ - (Z))Q] J”(j“) } -

a a

_ exgj(\f ) (Re + iIm) : (5.28)

Here we defined the real and imaginary parts of the sum as

b ()] (2]

n=0
_ - a \" a\? Jn(aa)
Im = nzzo < - 2]\4) sin(nf — aQV)exp[— <w> } el
(5.29)

'The intensity can finally be written as
|12
4M?

In Fig. 5.13 we plotted the intensity profile of the beam
diffracted by the obstacle, in blue, compared to the same Gaussian
beam in the absence of E, in orange. In order to make them
comparable we fixed the initial power of the beams to the same
value. In particular, we computed the integral of the intensity
of the beams at the emitter plane and put the result equal to 1
to normalize. In this way we fixed the value of |A|?, contained
inside |7]? in Eq. 5.30.

'The shape of the profile with the obstacle in Fig. 5.13 will
change depending on the size of E (compared to the beam waist)
and the distance between A, E and B. Fringes are clearly visible,
produced by the constructive and destructive interference at the

I(r,z) = (Re? + Im?) (5.30)
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receiver plane. For the range of parameters considered here, even
though the obstacle stops the central spot of the beam, we still
have a bright spot in the centre of the receiver, because of the
constructive interference there.

Intensity
0.10

0.08 |-
0.06
0.04

0.02

L L L - Radial distance r [m]
0.1 0.2 0.3 04 0.5

Ficurke 5.13: Intensity of the beam at the receiver plane (Bob)
with (blue) and without (orange) the obstacle E, as a function of
the radial distance from the z-axis. The radius of the obstacle has
been fixed to 40cm for this example and Wy to 15cm.

5.3.2 Application to the Alice-Eve-Bob satellite

scenario

In this section we use the results about the intensity at the receiver
plane to study the effects of the presence of Eve on the transmit-
tance Alice-Bob n45.

'The transmittance is simply defined as the integral of the in-
tensity inside the aperture corresponding to Bob’s telescope. We
neglect absorption and turbulence in the atmosphere and losses
related to coupling into optical fibres. Turbulence will also scram-
ble the phase profile of the beam, changing the interference pat-
tern observed. However, we point out that such effect will only
be substantial for the final 10-20km of the link, so very close to
the receiver on the ground. The radius of the receiving aperture
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has been fixed to 50cm and the Gaussian beam waist is 15cm in
the following. We assume a distance of z+ 29 = 500km between
Alice and Bob (Low Earth Orbit satellite at zenith). We recall
that in Sec. 5.2 the optimal size and position of Eve has been
estimated using a model based on LIDAR detection. The corre-
sponding values are approximately a ~ 25cm and zp ~ 220km
from the blue curve in Fig. 5.4.

We show in Fig. 5.14 the transmittance as a function of the
radius of the obstacle E (a in Fig. 5.12). 'The distance zp has been
fixed to 220km and the vertical line corresponds to a = 25cm,
the optimal values for Eve (as estimated in Sec. 5.2). We see that
even a quite small obstacle introduces a significant increment in
the total losses. These losses are due to two factors: 1) some of the
power is blocked by the obstacle itself, 2) the additional diffrac-
tion makes the beam broader than without obstacle, increasing
the geometrical losses.

Transmittance

0.07
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0.05 .
0.04
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0.02 -
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® e o o
P S U S SR N SN, N S S S 3 Eve's size [m]

0.2 0.4 0.6 0.8 1.0

FIGURE §5.14: Transmittance through Bob’s circular aperture with
(blue) and without (orange) the obstacle E, as a function of the
radius of the obstacle. The distance A-E has been fixed to 220km
(optimal for Eve, as studied in Sec. 5.2). The vertical line marks
the maximum size of Eve as estimated in Sec. 5.2.

In Fig. 5.15 we do the complementary analysis, fixing the size



5.3. Study of the additional diffraction introduced by Eve

of E to 25 cm and plotting the transmittance as a function of
the distance A-E (zp). The vertical line corresponds to the value
2o = 220km.

Transmittance
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FiGure 5.15: Transmittance through Bob’s circular aperture with
(blue) and without (orange) the obstacle E, as a function of the
distance between Alice and Eve. The radius of E has been fixed
to 25cm (optimal for Eve, as studied in Sec. 5.2). The vertical line
marks the optimal distance A-E (220km) at which Eve achieves
the highest 74, as estimated in Sec. 5.2.

'The behaviour of the orange curve in Fig. 5.15 can be un-
derstood in the following way. The closer the obstacle is to the
sender, the more power it blocks and the more diffraction it in-
troduces, so the transmittance increases with the A-E distance
2. The obstacle E (25c¢m) is smaller than the receiver aperture
(50cm). So, even when it is close to it, a large fraction of the re-
ceiver remains un-obscured by the obstacle. That explains the fact
that the transmittance keeps increasing. We report in Fig. 5.16
the same analysis for an obstacle of radius 50cm, as big as the
receiver aperture. In this case, after the transmittance reaches a
maximum, it starts decreasing, since the spot obscured by E cov-
ers entirely the receiver. The light that "bleeds in” due to diffrac-
tion on the edges is not enough anymore at longer 2 to keep the
transmittance high.
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Ficure 5.16: Transmittance through Bob’s circular aperture in
the presence of the obstacle E, as a function of the distance be-

tween Alice and Eve. The radius of E has been fixed to 50cm.

It’s interesting to note the "bumps”, particularly visible in
Fig. 5.15 and Fig. 5.16 (and slightly visible in Fig. 5.14). They
are due to the fact that, changing the size of E and the distance
20, the positions of the minima and the maxima of the interfer-
ence move. Sometimes they fall inside the receiver aperture and
sometimes outside of it, producing the behaviour pictured in the
graphs.

The case studied here is a very specific one, in which Eve is
represented by a single circular object centered on the axis of prop-
agation. Eve could also use, in principle, a set of smaller space-
crafts to collect the light. Such a configuration would clearly cre-
ate a different diffraction pattern at the receiver plane. The cal-
culation of the transmittance values in Sec. 5.2 are based on the
same assumption.

We point out that these results should be considered in a dif-
ferent perspective with respect to what was found in Sec. 5.2.
There, the quantities 745 and 7pp cannot be measured during
an experiment, so their values have been estimated to give an in-
dication useful for the theoretical work discussed in Sec. 5.1. The
transmittance 14, on the other hand, can be measured during
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the experiment. One can estimate the expected transmittance
with and without Eve. The actual transmittance of the link, how-
ever, is variable and sometimes altered by "invisible” factors (high-
altitude clouds for example). This means that a value of the trans-
mittance lower than expected cannot be directly linked to the
presence of an eavesdropping spacecraft along the line-of-sight.
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Introduction to Quantum Repeaters 6

We have already shown in the previous chapters how we can ex-
ploit satellite-based free-space optical links to achieve better loss-
over-distance scaling with respect to fibre-based links. They allow
to execute several quantum-enabled protocols over much longer
distances than ground-based solutions. As we briefly reviewed at
the end of Chapter 3, a great research effort has been put into
the problem of enlarging the maximum distance of fibre-based
implementations of QKD. A simple solution, based on trusted
nodes, have already been utilised to build a quantum network that
covers more than 2000km [57, 56]. First of all, a secret key is
shared using QKD among the trusted nodes. The nodes perform
a bit-wise XOR operation on the keys and broadcast the result.
The parties can then easily reconstruct a common key. The main
problem is that the nodes have full information about the key and
so introduce weak links in the network that can be attacked by an
adversary. What can be considered the ultimate solution is repre-
sented by the so-called Quantum Repeaters (QRs). The allow, in

principle, to share entanglement over indefinitely long distances.
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Quantum repeaters enable one to create a known entangled
state between the end points of the network by first segmenting
the network into pieces, creating entanglement between the seg-
ments and then finally connecting those entangled pairs to create
the required long range correlation. This resource can then be
used for a wide variety of quantum-enabled protocols. Quantum
teleportation can be employed to transmit an unknown quantum
state using the shared entangled pair. Quantum communication
protocols like dense coding and untrusted-node QKD over very
long distance can be enabled by quantum repeaters. Consuming
entanglement, quantum metrology allows to achieve, in princi-
ple, higher precision in measurements than its classical counter-
part. The same resource can also be used in distributed quantum
computation or when a user wants to access a remote quantum
server.

In this chapter we will, first of all, describe the three main
ingredients necessary for a quantum repeater protocol to work
(Sec. 6.1). An exemplary QR architecture is discussed in Sec. 6.2.
Then, in Sec. 6.3, we will present the standard classification of
quantum repeater protocols into three generations, characterised
by increasing performance and technological difficulty.

In chapter 7 we will discuss how to integrate quantum re-
peaters with satellite-based links in order to achieve reliable entan-
glement distribution over global distances using a small number
of untrusted intermediate nodes.

6.1 'The components of quantum repeaters

'The description of how a quantum repeater chain works in detail
is postponed to Sec. 6.3. In this section we are going to analyse
the three primary operations required to create long-range entan-
gled states, in a generic quantum repeater protocol:

1. Entanglement distribution: the process of creating entan-
gled links between elementary network nodes.
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2. Entanglement purification: the process in which one cre-
ates an entangled state of higher quality from a number of
lower quality ones.

3. Entanglement Swapping (ES): the process in which a Bell-
state measurement is performed in a node on two halves of
two separate Bell states. The Bell measurement allows to
extend the entanglement, now existing between the two re-
maining qubits, by connecting two adjacent repeater links.

We will now briefly describe them independently, since they
can be quite different in nature.

6.1.1 Entanglement distribution

Given two remote parties Alice (A) and Bob (B), entanglement
distribution between them can be achieved in a number of ways,
generally using photons as information carriers. The subject has
already been addressed in the thesis but we mention here some
aspects useful for the subsequent discussion about quantum re-
peaters.

We focus in particular on the mechanisms to entangle two re-
mote matter qubits, for example atoms in a cavity, that we model
as simple two-level systems. The nodes are connected by a quan-
tum channel that we specify later.

The first scheme we address assumes that an optical Bell state
|®F),,» Where

U ) E V) VY
pip2 V2 ’ )
is being distributed to two adjacent nodes from a source located
between them. Here p; and p2 denote the two photons of the
pair. The matter qubits in the nodes have been prepared in a su-
perposition of the ground and excited states |g) and |e)

1900, +l€)a
i \/Q ’

|2%)

+)q (6.2)
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where a; denotes the i-th atom. At the arrival of the photon, a
controlled-phase operation is applied on each atom-photon pair.
The state of the atom inside the cavity is the control. A phase
factor €™ is applied to the |V') component of the correspondent
photon when the atom is in the |e) state. This operation results
in the following overall state

A) 2 ) a10, ®127) ®|27)

aiaz

1 1
_ +
- ﬂ p1p2 + \/§|\Il >a1a2 pip2
(6.3)

with [05), .0 = [19)4, 19)a, £ [€)a, l€)g,)/ V2 and [UF), =
[19)a, |€)a,El€)q, 19)4,]/ V2. Measuring the photons in the basis
|£) = [|H) £|V)]/V/2, the post-measurement state of the atoms
is in one of two Bell states depending on the results

n_ [1®1), ., for++or——
’A>{|\If+>12 for+ —or— +° (6.4)

araz

The measurement results are announced to the other node
and their parity reveal the Bell state shared.

We describe now a scheme that does not require a source of
entangled photons. One of the two nodes, that acts as source,
has prepared the atomic qubit in the state [+) , and a single pho-
ton in |+) . The photon interacts with the atom-cavity system
through a controlled-phase operation (as before) and then sent
over the channel to the adjacent node. There, it interacts in the
same way with a qubit in the state [+) ,_. The total 3-qubit system
is, as a result, in the state

= 1t 1oy _
) = 5 8, @ 4y 5 1070000, ©1, - 63)

\f al1a
Measuring again the photon in the |+) basis, the state of the
matter qubits are projected onto [®F),  for a” +” detection
and ), . fora”—" detection. The result is announced to the
other node.
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Both schemes succeed deterministically, if losses are neglected
and the involved quantum operations are perfect. In general, one
can express the probability of success of the remote entanglement
generation between two nodes connected by an optical fibre of
length L as

Ps = eiaLploca_l ) (66)

where and we notice the exponential loss with attenuation pa-
rameter «, associated with the propagation in fibre, already in-
troduced in Sec. 1.1 and at the beginning of Chap. 4. piycq is
the probability of success of the local part of the protocol. In
particular, poe = pentpgoupget for the first scheme and pjocar =
Dsource Doy Pdet for the second. Here, pene is the probability of emis-
sion of the entangled photons source, peoy the coupling between
the photon and the atom, pge the detector efficiency and psource
the probability of emission of the single photon source.

6.1.2 Entanglement purification/distillation

The entangled states that one generates with a practical entangle-
ment distribution scheme are never perfect, maximally entangled
states. While losses can be overcome by attempting to generate
the links many times, other errors will occur in such systems. Mat-
ter qubits can undergo dephasing even if they are long-lived and
the same thing can happen to photonic qubits. Furthermore, our
state preparation and detection may not be perfect. Such errors
will in the end decrease the quality of the entangled link, or, in
other words, decrease the fidelity £ (defined in Sec. 2.1) with re-
spect to the target Bell state (e.g., |9T)). A generic noise model
that describes well many real-life situations is white noise. 'The
noisy state can then be written as a Werner state with fidelity
F, that corresponds to a mixture of the target and the maximally
mixed state or, equivalently, of all 4 Bell states:

C1-F_  4F -1

W = I O (DT . )
po= gL+ —5—2%) (@] (6.7)
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Alice Bob

Entangled pair 1

CNOT

Entangled pair 2 B

Classical communication

F1GURE 6.1: Schematic representation of a simple entanglement
purification protocol with two imperfect Bell pairs, local CNOT
operations, projective measurements and classical communica-
tion.

The decrease in fidelity means that information existing in
the state has been lost and there is in general no simple way to
recover it. However, since we are trying to generate a known
Bell state, we can distil from multiple imperfect copies a Bell
state with higher fidelity through a process known as quantum
purification [97, 98]. The original scheme proposed by Bennet
et al. [97] starts with two copies of the entangled pairs already
established between the repeater nodes, as in Fig. 6.1. Within
each node a CNOT operation is applied between the two local
qubits. The two parties measure the qubits of one Bell pair in the
computational basis |0) , |1) and the results are broadcast. The re-
sulting state is kept only if the measurement results are the same
and in this case the protocol succeeded. A higher-fidelity state
has been obtained as long as the initial fidelity of the pairs was
above F' = 0.5 and the local operations, CNOT and projective
measurements, are not too noisy. The protocol failed if the re-
sults were different (0,1 or 1,0) and one needs to start over again
distributing two fresh pairs. 'This aspect makes the protocol in-
herently probabilistic but heralded. If the initial entangled pairs
are identical Werner states of fidelity F, the resulting state after
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purification is still a Werner state but with a new fidelity value

Fp

B F?4+ 51— F)?
F24+2F(1-F)+3(1—-F)?’

Fp (6.8)

with a success probability equal to P = F? + 2F(1— F)+5(1—
F)2. The constraint of using two identical states for purification
can be relaxed, as in the so-called entanglement pumping proto-
col [18]. Accessory entangled pairs can be iteratively consumed to
enlarge the amount of entanglement in a target system, however
it is generally not possible to obtain maximally entangled states
in this way.

'The protocols discussed so far are simple examples of a two-
way Error-Detection Code (EDC). A more advanced EDC and
Error-Correction Code (ECC) can use multiple pairs of entangled
states at the same time and can increase the fidelity with fewer
iterations. As an example, a 5-qubit EDC can purify 5 imperfect
pairs with a fidelity of 0.85 into one with fidelity above 0.99 in a
single round with a success probability of 0.44. Significantly more
resources and communication time are generally required if one
uses the recurrence method of [97] or entanglement pumping.

Finally, the schemes detailed so far have assumed perfect lo-
cal operations (CNOT gates and measurements). In any realistic
system this will not be the case and the effect can be twofold: her-
alded errors (e.g., when probabilistic gates fail) and unheralded
errors (e.g., measurements errors, imperfect gates). In the first
case, the purification round failed and we need to start over again.
In the second case, instead, we do not know whether the error
occurred and thus the fidelity of our Bell state will be limited.

6.1.3 Entanglement swapping
After establishing high-quality entangled links between adjacent

nodes, entanglement swapping is used to extend the range of the
entanglement. 'This operation consists in a Bel/ State Measure-
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ment (BSM) (introduced in Sec. 2.3) on a node connecting two
adjacent entangled links. Let’s assume two neighbouring links in
the state |[U'"),, ® |¥),,. The labels indicate the four qubits in-
volved. If a measurement in the Bell state is performed between
the qubits 2 and 3 (belonging to two different pairs), the state
of the qubits 1 and 4 is projected into the state [¥F),, up to a
correction operation. The latter will be one of the four Pauli op-
erations {1, Z, X, ZX } on qubit 1 or 4, depending on the result
of the Bell measurement, communicated by the middle node to
the neighbours together with acknowledgement of the success.

The Bell pairs at the elementary link level are in general not
perfect, for example one can consider a Werner state with fidelity
F with respect to the target Bell state. After the entanglement
swapping we still have a Werner state between qubits 1 and 4,
with fidelity F/ = F2+4 (1—F)?/3. So, if F ~ 1 and we have 2"
elementary links, the fidelity decreases approximately as F” ~ ™.
This is were entanglement purification becomes necessary again.

Let’s consider the example of qubits encoded in the polar-
ization degree of freedom of single photons. In this case a very
simple Bell measurement can be performed by letting the photons
carrying qubit 2 and 3 interfere on a beam splitter. 'The photons at
the two output ports are sent through two polarizing beam split-
ters and four single photon detectors. Two out of the four Bell
states can be distinguished looking at the coincident clicks, so a
maximum success probability of 1/2 for the Bell state measure-
ment is obtained. The scheme is pictured in Fig. 6.2.

6.2 'The Duan-Lukin-Cirac-Zoller protocol

We are going to discuss now the so-called Duan-Lukin-Cirac-
Zoller (DLCZ) protocol [99], based on atomic ensembles. This
is one of the earliest proposals capable of entanglement distribu-
tion and swapping based on light-matter interaction. The i—th
atom of the ensemble is prepared in the ground state |g),. The
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[T )1, [T) 34

D2h DZU D3v D3h

Ficure 6.2: All-optical Bell state measurement. The entangled
states |UT) are encoded in the polarization degree of freedom of
single photons. The optical components used are: Beam splitter
(BS), Polarizing Beam Splitter (BSM) and detectors D. If the
proper coincident click pattern of the detectors is observed, the
entanglement is swapped to modes 1 and 4.

systems also have another non-degenerate ground state |§), and
an excited state |e),. The energy level diagram of these three-level
systems is pictured in Fig. 6.3.

A qubit can be represented by two collective states of the
atomic ensemble, as follows

’0>en5 - |g>1 ’g>2 |g>N ’1>ens = ST ’0>ens ) (69)

where ST = SN 19). (9] /V/N. An off-resonance laser pulse
is used to induce potential Raman transitions from |g) to |§) and
the emission of a photon from the |e) — |g) transition. If the
pulse is weak, with mean photon number n, < 1, the collective
state of the ensemble can be written as
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FIGURE 6.3: Schematic representation of the energy level diagram
of the three-level systems composing the ensemble. It comprises
two non-degenerate ground states |g) and |§) and an excited state

le).

71) = V1= [AR(10) e [0),, + A1)y [1), + O(N?)) , (6.10)

with [A| < 1. Here the state |0),, and [1),, indicate, respec-
tively, zero or one photons emitted. The state of two ensembles
prepared in such a way can be remotely entangled with a simple
procedure. The optical modes emitted from the two ensembles
are let interfere in a 50/50 beam splitter. The overall state can be
written as

72) ~ (1= [A[*){10) 4 [0) 5 [0),,4 [0}, (6.11)
AT 45 11)pa 10),5 + 7)) 45 10),4 [1),5] + ON)},

where U = (1), [0) 5 £1(0) 4 [1) 4)/V2. A and B label the
two ensembles and pA pB the corresponding photonic modes.
The state is projected onto |U*) , » when a single photon is de-
tected. Once such entangled states between remote ensembles are
generated, they can be used in an entanglement swapping proce-
dure. Since there is no direct way to perform a Bell measurement



6.3. Quantum repeater protocols, fundamentals and classification

between the ensemble-encoded qubits, the collective excitation is
first coherently turned into a photonic one. The probabilistic and
heralded Bell state measurement starts by exciting the [§) — |e)
transition in one of the ensembles. The subsequent photon emis-
sion changes the total state into

[UH) ap = 1/V2(11) 4 [0),4 +10) 4 [1),) [0)5 - (6.12)

The process is repeated for the other ensemble and the two
optical modes are interfered on a beam splitter. The state of the
four ensembles (two per entangled pairs) {A, B,C, D} and cor-
respondent photonic modes can be written as

) = (a1 10}, 10,0 (619
+ 2\1/5{‘1>A‘0>D+’0>A’1>D}|1>pB’0>pC
+ 504100 = 1004 1)} 0),5 1),
+ 2\1/5 10041005 {12)y5 10 = 1005 12) 5} -

Upon detection of a single photon at the detectors, the state
of ensembles A and D is projected onto either [¥+) or | ~) (de-
fined before). Some spurious terms would be present in case peou
and pge; are not equal to 1. A classical signal has to be exchanged
between nodes A and D to acknowledge success of this proba-
bilistic procedure.

6.3 Quantum repeater protocols,

fundamentals and classification

Generally, the structure of a quantum repeater chain is built as
follows. The total communication distance L is divided into 2"
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segments of length | = L/(2"). The segments are connected
by means of 2" — 1 repeater stations, placed at the intersection
points, like in the top row of Fig. 6.4. The entangled links can be
built as discussed in Sec. 6.1.1.

QR
station nesting

2 3 4 2"—2 2"—1 level

QPP DLT . POPPO o
PPt . D> 1

Lo~ — — e

Alice L Bob

F1cure 6.4: Schematic representation of a generic quantum re-
peater protocol based on the nested approach discussed in the
main text. The green shapes indicate entangled links, the black
dots the quantum memories and the black boxes the nodes per-

forming the BSM.

In common repeater architectures the stations are equipped
with quantum memories and an apparatus for entanglement swap-
ping. A Quantum Memory (QM) consists in a device that allows
to store the state of a flying quantum system (generally photonic)
into a local static system. Promising platforms for this function
are atoms in optical cavities and NV-centres in diamond [100].

After the entangled pairs are shared at the elementary link
level, entanglement swapping is performed in order to connect
two adjacent pairs. In consecutive nesting levels, the distance over
which the entanglement is shared gets doubled. The end points
of the chain are reached after n successful steps, with n the maxi-
mal nesting level. If the swapping is probabilistic, the procedure
is repeated in a recursive hierarchical way to progressively extend
the range of the entanglement, as shown in Fig. 6.4. If it is de-
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terministic, instead, the swapping operations can be performed
simultaneously. Entanglement purification can in principle be
introduced at every level of the hierarchy. More details can be
found in [101].

Based on the principles used to counteract losses and errors,
three generations of quantum repeaters can be envisaged, each
with specific strengths and technical requirements.

6.3.1 First generation

Let’s assume a DLCZ-like protocol, composed of only entangle-
ment generation and swapping and a network of total length L
divided into 2" elementary links. If losses are the only imperfec-
tion of the setup, the time required to successfully distribute a
Bell state can be estimated as [102]

L fofifn 1

Lot = 5P P P (6.14)
We discuss this expression starting with the term L/(2"¢cF),
with ¢ the speed of light. It corresponds to the time necessary
for an attempt to distribute an entangled state between two suc-
cessive nodes, with success probability /), and acknowledge the
success or failure. The terms f; are related to the fact that before
performing entanglement swapping, two entangled neighbouring
links are necessary. The success probability of the entanglement
swapping at the ith round is represented by P;. P; is the prob-
ability of successful post-selection at the end of the protocol. A
useful approximation can be found as follows. Intuitively, if the
waiting time for a single link is 7', one only has to wait a time
T'/2 for a success in one of two neighbouring links. After that,
one still has to wait a time 7" for a success in the second link. In
this case the terms f; can be approximated with 3/2, as confirmed
by numerical evidence [103]. The above expression can be rewrit-
ten as follows, expressing the terms P and P; on the basis of the

theory introduced in Sec. 6.2
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3 1 (n+1) L
,Ttot = < > 5 —al (615)
2 PdetPcou C|)\| €

with |A\] < 1.

One can consider as additional imperfection, on top of losses,
that a mixed state with fidelity /' < 1 is distributed at the ele-
mentary link level. The fidelity of the resulting entangled link be-
tween the end nodes usually scales a F'2" for a chain of 2" links
[19]. Entanglement purification can help to recover a higher fi-
delity. If this operation is performed between the end nodes, the
time to generate one entangled pair is proportional to the round-
trip time over the entire chain length, since classical signalling is
required to herald the success in the purification protocol. The
performance of practical matter qubits and quantum memories
usually degrades exponentially with the waiting time L /c due to
dephasing. So, the loss in fidelity scales exponentially with L. A
similar reasoning can be applied if a probabilistic entanglement
swapping procedure is used. The acknowledgement time is pro-
portional to the total distance L and the exponential loss in fi-

delity appears again.

6.3.2 Second generation

As mentioned above, probabilistic entanglement purification or
swapping conventionally necessitate two-way messaging. This
fact creates a significant performance bottleneck, because of the
waiting times for the classical messages saying whether the pu-
rification/swapping was successful. Moreover, if we consider the
limited coherence of near-future matter qubits, it can make the
scaling of the communication resources go back to exponential,
as in the no-repeater case. Deterministic operations would allow
to swiftly overcome such inconveniences. In the entanglement
swapping protocol, for instance, one could assume to perform
a deterministic Bell measurement. There exist, in fact, various
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schemes with matter qubits that allow 2-qubit gates to be per-
formed efficiently and faithfully. For entanglement purification,
on the other hand, we have to exploit one-way schemes, that do
not necessitate classical signals to indicate the success of the iter-
ation. One can use error correction schemes to perform the pu-
rification [98], putting, however, significant constraints on the
quality of the entangled links. As an example, the 5-qubit error
correction code described in [104], assuming perfect local gates,
has a threshold initial fidelity value of F' = 0.88, below which the
resulting purified state is more noisy than the initial pairs. The im-
portant advantage of this approach, however, is that the nodes do
not have to wait for any classical message before the qubits can
in the entangled links can be used again. This, in turn, has a mas-
sive impact on the required lifetime for the quantum memories,
which is now of the order of the signalling time between adjacent
nodes, instead of between the end nodes of the chain.

'The overall performance of the chain can be further improved
with the use of multiplexing. This addition also minimizes the
required lifetime of the quantum memories. The number of at-
tempts needed to successfully distribute an entangled pair between
adjacent nodes can be estimated as

B log, (¢)
B 10ge<1 - ps) 7 (616)

a

where pj is the success probability of the entanglement distri-
bution and € < 1 is the maximum failure rate. If this number of
signals is sent in parallel, at least one link will be established with
high probability. Clearly this method requires more resources,
namely, additional sources and quantum memories at every node.

6.3.3 'Third generation

'The second generation quantum repeater schemes are ultimately
limited in their achievable rates by the necessity to wait for the
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classical signal that heralds the successful entanglement distribu-
tion in the elementary links. While this message is on his way,
the qubits in those nodes are not available for further processing.
'Third generation repeater schemes try to significantly improve the
performance of the network by avoiding this nuisance.

Loss-tolerant error correction codes can be used to encode
the quantum signal [105]. In this case, when the full photonic en-
coded state is received by a node, it is transferred to matter qubits
and loss events are heralded. The quantum state is corrected, re-
encoded with the full loss-tolerant code and transferred again to
photons, which are sent further down along the chain. Such a
scheme can tolerate only up to 50% loss in the elementary links,
which corresponds to ~ 15 km of standard telecom optical fi-
bre. This means that hundreds of such repeaters are necessary to
cover intercontinental distances. An important advantage of the
scheme, however, is that the repeater nodes are only used to re-
fresh the loss-tolerant code, so long-lived quantum memories are
not necessary, unlike in the previous schemes. All the sources of
waiting times that we discussed for the first and second genera-
tions are not present here, so the repetition rate is only limited by
the slowest component in the chain.

In order to achieve polynomial scaling quantum repeaters, the
matter qubits should satisfy all DiVincenzo’s criteria for quan-
tum computation [106]. Because of the difficulties inherent in
building matter qubits of such high quality, all-optical alterna-
tive solutions have been devised that only rely on single-photon
sources, detectors, linear optical elements and local active feed-
torward techniques. The time-reversed version of the DLCZ-like
quantum repeater protocol has been used in [107] to develop an
all-optical scheme. In the time reversal technique entanglement
swapping and distribution at the elementary links level is simu-
lated by means of optical cluster states. In a synchronised fash-
ion, the source repeater nodes generate a photonic complete-like
cluster state and then sends the two halves of it to the adjacent
receiver nodes (Fig. 6.5). Then, the entanglement swapping is
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completed by adaptive measurements in the Z and X bases. Sev-
eral protocols have been proposed in which the resources (size of
the cluster state) scale polynomially with the total communica-
tion distance. A very high repetition rates is in principle possible,
as it is only limited by the local operations inside the repeaters.

Alice Ry R, Ry Bob
1stleaf

) | |G)

Bell state 20 leaf

measurement

Ficure 6.5: Simple representation of the all-optical repeater
scheme. The cluster states |G) has m left and right arms, com-
posed of 1st and 2nd leaf qubits. The past application of a con-
trolled phase gate is represented by an edge between the corre-
spondent qubits. The cluster states are then used in the repeater
protocol. Every source node prepares |G) and the left (right) arms
are sent to the correspondent adjacent receiver node R; (R;y1).
Then R; performs linear optical Bell measurements on the m
pairs of 2" leaf qubits received. It then measures in the (Z-basis)
X-basis the 1°* leaf qubits correspondent to (un)successful Bell
measurements. The protocol fails if all the m Bell measurements

fail. More details can be found in [19].
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Integration of satellite-based links and
Quantum Repeaters for quantum
communication on a global scale 7

As discussed in the previous section, quantum repeaters have the
potential to enable quantum communication over very long dis-
tances. 'They generally require, however, extremely high-quality
quantum devices and resources to operate. Such technologies,
like quantum gates with success probability very close to unity
and extremely high-dimensional cluster states, might not be avail-
able for decades. So, a different approach should be devised for
the medium-term future. The integration of quantum repeaters
with satellite links can allow to reach global distances with a small
number of nodes and quantum resources of lesser quality.

This chapter is organized as follows. In Sec. 7.1 we review
some of the results of [20] (also in Sec. 9). We introduce the
terminology and methods that we need for the successive sections,
where we report some additional results not included in the paper.
In Sec. 7.2.1 we specify how the orbits of the satellites have been
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modelled in the simulations. In Sec. 7.2.2, instead, we analyse
the dependence of the key rate on some important parameters of
the setup, in particular the memory efficiencies, the radii of the
telescopes and the height of the orbits.

7.1 Quantum repeaters in space

'The material and the results described in this section are adapted
from [20].

We have already introduced in Chap. 4 satellite-based links
for quantum communication and how they can be utilized to
cover much longer distances than what is currently achievable in
fibre [12, 13, 14, 15]. Through quantum repeaters, few of these
satellite links can be chained together to reach global distances.
In [20] (also in Sec. 9) we proposed and studied the scheme pic-
tured in Fig. 7.1, in which entanglement sources and quantum
repeaters are placed on board of satellites, orbiting around the
Earth in the string of pearls configuration. This allows to connect
two users on the ground via free-space optical links outside the
atmosphere, achieving far superior distance-to-loss ratio with re-
spect to the standard fibre-based implementation. In this way, a
small number of intermediate nodes is enough to achieve entan-
glement distribution over global distances at a reasonable rate.

'The analysis is based on the first generation of quantum re-
peaters. The basic concept is the same already discussed in Chap.6:
the total distance L between two trusted parties A and B is di-
vided into 2" elementary links. Entangled states are shared at the
elementary link level and then entanglement swapping is applied
to enlarge the range of the quantum correlations. The operation
is repeated in a hierarchical way and, upon success in all the nodes
and levels, finally an entangled state can be shared between the
final ends of the chain, A and B. The parameter n is the maximal
nesting level. More details can be found in [101, 20].

The elementary links can then be implemented in different
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Ficure 7.1: Pictorial representation of the scheme proposed in
this paper for long-distance entanglement distribution, based on
orbiting quantum repeater stations.

ways. In [20] we compare three different schemes. Scheme
Orbiting sources Orbiting repeaters (OO) is the one we proposed,
pictured in Fig. 7.1. Scheme Orbiting sources Ground repeaters
(OG) has been proposed in [108] and extended to satellite con-
stellations in [109]. Scheme Ground sources Ground repeaters (GG)
is the standard fibre-based implementation. The three schemes
are pictured in Fig. 2 of Chap. 9, to make the comparison clearer.

The quantum repeater platform considered here is based on
quantum memories (QMs) and Bell state measurements (BSM)
to store the quantum information and operate entanglement swap-
ping. Quantum non-demolition (QND) measurement devices
are used to herald the arrival of a photon at the repeater station.
More details about the setting can be found in [20] (Sec. 9). The
entangled quantum states shared at the end of the hierarchical
entanglement swapping procedure can be used as resources for
any quantum-enabled protocol, for example QKD. The key rate
achievable when performing the BB-84 protocol, independently
of the scheme used, can be expressed as follows

o0

Rng{gD4 - Rrep Piick Rife riBst (7.1)
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In the expression above, Ry, represents the entanglement
distribution rate of the repeater chain, P the double detec-
tion probability, R the sifting ratio (assumed equal to 1 in our
asymmetric and asymptotic protocol) and rZP84 the BB-84 se-
cret fraction:

1 2 n
Rep = - Fo Pinp P <3PES P}%) (7.2)
0
Py =n3 38 =1—h(ez) — hlex) . (7.3)

In Eq. (7.2), the quantity 1/T} represents the intrinsic repe-
tition rate of the repeater architecture. We assume here that the
memories used are highly multi-mode [110, 111] (see [108, 112]
for additional discussion) so that we can avoid to wait acknowl-
edgement from the adjacent stations that the photons have been
received, before proceeding with the protocol or emptying the
memory. This allows us to fix Ty = 1/ R, with R the repetition
rate of the source (check Sec. 1.1 of [20] and footnote therein
for details). The memory bandwidth of the chosen QM platform
limits the maximum repetition rate, that we fix to 20 MHz for
the following simulations [108, 113]. P is the transmittance of
the elementary links which depends on the scheme under study.
We identify with Py the average of the link transmittance over
one fly-by of the satellite for schemes OO and OG. Pgnp is
the efficiency of the QND measurement, Py is the writing ef-
ficiency of the quantum memory, Pg is the reading efhiciency of
the quantum memory. Pgg is the success probability of the single
entanglement swapping process (we refer to Sec. 3.1 of Chap. 9
and [101] for details). The term 2/3 has been already discussed in
Sec. 6.3.1. It arises due to a commonly employed approximation
valid for small P, which is always valid in the cases under study
(we refer to [114] for further details and the exact solution). In
Eq. (7.3), ng is the efficiency of the detectors used for the BB-

84 measurements. The secret fraction 7258 depends, through
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the binary entropy h(p) = —p log,(p) — (1 — p)log,(1 — p),
upon the error rates in the X and Z bases, ex and ez. In our
simulation they are estimated tracking the evolution of the state
of the entangled pairs throughout the ES process. In a practical
experiment these error rates are estimated during the parameter
estimation stage, in which the parties make public a small subset
of their measurement results and compare them.

In Fig. 3 of Chap. 9 we show the secret key rate, see Eq. (7.1),
as a function of the total distance between the parties for sev-
eral interesting configurations of schemes OO, GG and OG, in
the range [1000, 18000] km. We fix the altitude of the orbits
at h = 500 km in schemes OO and OG. For the chosen val-
ues of the parameters n > 4 gives vanishing key rate so, in this
range of distances, maximal ES nesting level n = 2,3 are op-
timal. The newly proposed scheme (OO) performs better than
the other configurations at every distance beyond ~ 1000 km, by
orders of magnitude. A significant boost to the secret key rate
and the maximum achievable distance results from the use of or-
biting repeater stations. They allow to truly take advantage of
the quadratic scaling of the transmittance with the distance that
characterizes free-space optical links in vacuum, minimizing the
negative effects of the atmosphere. In order to achieve non-zero
key rate at the longest distance n = 2 is enough or, in other words,
four source and 3 repeater satellites.

In [20] and Chap. 9 we also study the secret key rate for
shorter distances (Fig. 4), compute the overpass duration for dif-
ferent configurations (Fig. 5) and analyse the performance on a
24-hours basis, to clarify the comparison with the ground-based
implementation (Fig. 6 and Fig. 7). Furthermore, we also argue
about the feasibility in the mid-term future (Sec. 1.2) and possi-
ble orbital configurations to fully utilize the potential of scheme
OO (Sec. 1.3).

'The results make it a promising candidate building block for
a global quantum network, once such links are deployed using a
satellite constellation and ground stations in suitable spots. Ad-
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ditional studies are required, however, to examine the feasibility,
cost and actual performance in concrete implementations.

7.2 Additional results

In this section we are going to describe additional results regard-
ing the scheme described in this chapter, that were not included
in [20].

First of all, in Sec. 7.2.1, we show how the orbits of the satel-
lites were modelled and how the dynamical nature of the problem
was handled. We compute the quantities used in the simulations
presented in the paper, like the relative angles and distances be-
tween the satellites and the ground stations. Then, in Sec. 7.2.2
we analyse the dependence of the key rate on some important pa-
rameters, e.g., the memory efficiencies, the altitude of the orbits
and the radii of the telescopes, for different choices of L and n.

7.2.1 Simulation of the orbits

In this subsection we will describe in detail how the orbits of the
satellites were simulated to obtain the results in [20]. We also
discuss how we computed the length of the different optical links
and the elevation angles, that enter in the computation of the
transmittance of the channels (Appendix of [20]).

'The orbital configuration with the parameters necessary for
the computation is schematically represented in Fig. 7.2. We con-
sider circular orbits with altitude h above the surface of the Earth.
'The position of the satellite on the orbit is described by the vector
74 while the two ground stations correspond to B and C.

We focus first on a single downlink, used in scheme OO. The
double downlink of scheme OG is analysed afterwards.

We name ¢ the angle between the y axis and the vector 74.
0, instead, corresponds to the angle between the y axis and the
vector 77, corresponding to the elevation of satellite A with respect
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RE+h

Ficure 7.2: Schematic representation of the orbital configura-
tion. The orbital plane corresponds to the x — y plane. This is
the nomenclature used: R, radius of the Earth, A altitude of the
circular orbits, ¢ the angle between the y axis and the vector 74
(which is the position of satellite A), 6 the angle between the y
axis and the vector 7.

to ground station B. The first step is to compute the relationship
between the angular variables ¢ and 6. To do so, we express the
quantity x in Fig. 7.2 as a function of ¢ and 6 separately

z = (Rg + h)sin(¢) x = |F]sin(0) . (7.4)

Now, we compute the modulus of the vector 7, the distance
between the satellite and the ground station B. 'This is also one
of the important quantities that enter in the computation of the
transmittance of the downlink.
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174 — 75| = Va2 + 42 =
= { |:(RE + h)Sin(éb)} 2 + [(RE + h)cos(d) — RE:| 2} _

=
Il

— {(RE + h)?sin®(¢) + (RE + h)cos®(¢) +
1/2
+ R%Z —2Rp(Rp + h)c08(¢>)} =

1/2
= {(RE +h)?+ R% —2Rp(Rp + h)cos(gb)} . (7.5)

We can then equate the two expressions of x and solve for
sin(#), obtaining

sin(6) = A (Rg + h)sin(¢)

71 (R + h)2 + B3, — 2Rp(Rp + h)cos(@)] />
(7.6)
We finally obtain the expression of § as a function of ¢

o(t) = arcsin{ (R + h)sin(¢) } .

(R + h)2 + R% — 2Rp (R + h)cos(¢)] /2
(7.7)
We now introduce the dynamical aspect of the problem, as-
suming the following time dependence for the angle ¢(t)

ot 2
T with Ty = ———

O(t) = o+ Ts wt2n/Tp

(7.8)

Here ¢ is just the initial value of the angle, T’s is the period
of the revolution of the satellite, w is the angular frequency of
the orbit and T is the period of the rotation of the Earth. The
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angular frequency can be computed as follows for stable circular

. . GMp . . o B
orbitsw = 4/ R th)® where G is the universal gravitational con
stant and Mp is the mass of the Earth. This relation is valid for

circular orbits right above the equator and the +/— sign corre-
spond to orbits that co/anti-rotate with the Earth. For different
orbital configurations the expression is slightly different but the
numerical value is similar, since generally w > %—’;

We define a fly-by of the satellite as the time it spends in con-
tact with the ground station. We fix a minimum angle of 15° over
the horizon, since more grazing angles are usually connected with
too high loss and noise levels. The initial angle ¢q is defined to
be the one corresponding to the minimum angle 6., = 0(¢p).
Then, the time evolution lead both angles to change, until we
reach 0(t) = —6in. The elapsed time corresponds to the dura-
tion of the fly-by, for a single downlink. The values of § and |7
are computed for every ¢ to estimate the transmittance of the link
(see Appendix of [20] for details).

For a double downlink we have to consider that both ground
stations B and C need to be connected at the same time with the
satellite A. This means that the satellite must have an elevation
angle higher than 6,,;, with respect to both ground stations. In
the next step we rotate the system by the angle & = Ipc/RE,
where [pc is the distance between the two ground stations on
the surface of the Earth, as in Fig. 7.3.

The relation between the angular variables 6’ and ¢’ is the
same found before, with the additional conditions ¢/ = ¢ — «
and so 0 = 0(¢’) = 0(¢ — ). For the definition of the fly-by
we proceed as before, with the difference that in this case both
the angles 0 and 6’ must be in the interval [~ Omin]-

For scheme OO an important quantity is the distance be-
tween two adjacent satellites, along the line of sight. It can be
easily computed as

L =2(Rg+ h)sin(B) , (7.9)
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F1cure 7.3: Schematic representation of the orbital configura-
tion, after a rotation of the system by the angle . ¢’ represents
the angle between the y axis and the vector i, 6’ the angle be-
tween the y axis and the vector 7.

where (3 is the angular distance between the satellites. It depends
on the altitude A, the total distance L and the maximal nesting
level n.

We finally have the expression for all the quantities as a func-
tion of time. They are passed on to the function that computes the
transmittance values for the different links. These quantities are
then averaged over the time interval corresponding to the fly-by
(as discussed in [20]).

7.2.2 Additional analysis of the key rate

In this subsection we further analyse the expression of the key rate
formulas presented in the paper [20] and in Chap. 9. We focus in
particular on its dependence on the memory writing and reading
efficiencies, the telescopes radii and the altitude of the orbits.
First of all, we inspect the dependence of the key rate expres-
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Secret Key Rate [bits/s]

01 02 04 06 0.8 1
Memory writing efficiency Py

Scheme OO n=2

Scheme OO n=3

------ Scheme OG n=2

------ Scheme OG n=3

--------- Scheme GG n=3

Ficure 7.4: Key rate as a function of the memory writing ef-
ficiency Pyy. We fixed the total distance to L = 1000km. The
vertical line corresponds to the value of the writing efficiency used
in the simulations in the paper [20] Py = 0.9. The other param-
eters are kept fixed as reported in Tab.1 of [20].

sion (Eq. 7.1 and Eq. 7.2) on the memory writing efficiency Pyy .
We point out that exactly the same behaviour will be expected
when varying the parameter Ponyp. In Fig. 7.4 we report the
key rate as a function of the writing efliciency Py fixing the total
distance to L = 1000km. The quadratic dependence is clearly
visible and it is due to the fact that both qubits of the elementary
entangled pairs must be successfully loaded into the memory for
the protocol to proceed.

'The same analysis is performed at a longer total distance L =
8000km and the results are reported in Fig. 7.5. In this case the
GG scheme is not included since it gives zero key rate. As ex-
pected the behaviour is the same but the order of the curves is
different, since scheme OG with n = 2 is getting close to the its
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maximum range.
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Secret Key Rate [bits/s]
=S

01 02 0.4 0.6 0.8 1
Memory writing efficiency Py

Scheme OO n=2

Scheme OO n=3

------ Scheme OG n=2

______ Scheme OG n=3

Ficure 7.5: Key rate as a function of the memory writing effi-
ciency nr. We fixed the total distance to L = 8000km. The ver-
tical line corresponds to the value of the writing efficiency used
in the simulations in the paper [20] Py = 0.9. The other param-
eters are kept fixed as reported in Tab.1 of [20].

'The behaviour as a function of the memory reading efficiency
Pp is more interesting, since it depends on n. As before, we study
the key rate as a function of Pg in Fig. 7.6 fixing the total distance
to L = 1000km. The different shape of the curves for different
n is clearly visible and we also observe a crossing between the
scheme OG with n = 2 and OO with n = 3. Lower values on n
are favoured for memories with less efficient writing mechanisms.

We repeat the analysis for L = 8000km, out of the range
of the ground implementation. The crossing this time happens
between scheme OG with n = 2 and n = 3, even though, given
the quite long distance, the implementation with n = 2 is better
only for very inefficient memories.

Now we study how the key rate changes when the radii of
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Ficure 7.6: Key rate as a function of the memory reading effi-
ciency Pr. We fixed the total distance to L = 1000km. The ver-
tical line corresponds to the value of the reading efficiency used
in the simulations in the paper [20] Pr = 0.9. The other param-
eters are kept fixed as reported in Tab.1 of [20].

the receiver telescope is varied. The results are showed in Fig. 7.8,
for a total distance of L = 8000km. The key rate is reported as
a function of the receiver radius for schemes OO and OG and
for n = 2,3. We point out that the same size of the receiver
telescopes is considered everywhere, in the ground stations for
scheme OG and OO and on the repeater satellites for scheme
OO. The dependence of the single-link transmittance on the ra-
dius would be exactly quadratic if the receiver was illuminated by
a uniform distribution of light. Since it receives roughly Gaussian
beams with width much bigger than the aperture, the dependence
is only roughly quadratic.

In Fig. 7.9 we report instead the key rate as a function of
the Gaussian beam waist W), corresponding to the beam width
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Ficure 7.7: Key rate as a function of the memory reading effi-
ciency Pr. We fixed the total distance to L = 8000km. The ver-
tical line corresponds to the value of the reading efficiency used
in the simulations in the paper [20] Pr = 0.9. The other param-
eters are kept fixed as reported in Tab.1 of [20].

at the transmitter. A very similar behaviour to the case studied
above can be observed, even if the range of values on the z axis
is different. We can conclude that telescopes much smaller than
the ones assumed in the simulations in the main paper would still
give a usable key rate and a significant advantage over the GG
scheme.

The altitude of the circular orbits, as also discussed in [20],
has two main effects on the performance of the repeater chain.
On one hand, higher orbits ensure longer fly-by duration. They
also allow, when using double downlinks, to connect much more
distant ground stations, avoiding the negative effects of grazing
incidence in the atmosphere. On the other hand, higher altitudes
mean longer links, with additional losses. In this case we choose
to show the total amount of secret key shared in a day, instead of
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Ficure 7.8: Key rate as a function of the radius of the receiver
telescopes, in the ground stations and on the repeater satellites
(for scheme OO). The vertical line corresponds to the value R =
50cm, used in the other graphs and in [20]. The other parameters
are kept fixed as reported in Tab.1 of [20].

the key rate per second. It is simply computed, as also discussed
in [20], by multiplying the average key rate by the duration of
the fly-by, assuming a single pass per day. It’s clear now how the
conflicting effects listed above regarding the height of the orbits
produce opposite results on this figure of merit.

In Fig. 7.10 the results for scheme OG are presented. It is
clear how higher orbits lead to less key exchanged per day at short
distances, since the longer fly-by duration can not make up for the
much lower transmittance. At medium and long distances, how-
ever, the longer connection time and the higher elevation angles
ensured by higher orbits allow to reach much longer distances. In
particular, the maximum distance roughly doubles when going

from h = 500km to A = 2000km.
The situation is quite different for scheme OO. Going to
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Ficure 7.9: Key rate as a function of the Gaussian beam waist
Wy, the beam width at the transmitter. The vertical line corre-
sponds to the value Wy = 25cm, used in the other graphs and in
[20]. The other parameters are kept fixed as reported in Tab.1 of
[20].

higher orbits has little to no advantage in this case. As expected,
the lowest value of the altitude h that we examine (500km) is
the best-performing one for a wide range of distances. Values
around h = 1000km perform slightly better for distances longer
than 14000km, thanks to the longer fly-by duration.
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case. We remind that h = 500km was the standard value used in
all the other graphs.
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Contributions of the author 8

In this chapter we will specify the contribution of the author (CL)
to the publications discussed in this thesis.

8.1 Satellite-based links for Quantum Key
Distribution: beam effects and weather
dependence

For this publication CL conceived the work and performed the
analytical computations. CL also performed the numerical analy-
sis and produced the figures. The author also discussed the results
and wrote the draft.
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8.2 Realistic threat models for satellite
Quantum Key Distribution (in
preparation)

'The author computed the bounds on the efficiency of the free-
space links between the parties and the eavesdropper. CL also
performed the estimation of the effectiveness of different moni-
toring techniques. He also contributed to the discussions regard-
ing the foundations of the work and its results. CL helped in the
drafting of the paper and the final revision.

8.3 Quantum repeaters in space

'The author proposed the scheme and analysed the pros and cons
of it. CL executed the simulations of the orbits and the other
physical parameters of the link. The author performed the analy-
sis of the quantum repeater architecture and the computation of
the secret key rate. CL produced the figures, drafted the paper

and discussed the results.



Discussion and outlook 9

In this thesis we addressed different aspects of satellite-based quan-
tum communication, with two main goals in mind. First of all,
the development of tools to model such setups in a comprehen-
sive and accurate way. A communication infrastructure based on
a new paradigm will be expensive and challenging to build, so
the expected performance of all the different components must
be meticulously analysed in advance. Second of all, the study of
innovative ways to take advantage of the new technology. Re-
purposing the already-existing global communication network to
make room for quantum protocols might be the best solution in
near future. In the long term, however, a more thorough reshap-
ing of our global communication network might be necessary or
at least advantageous. We don’t have to wait a breakthrough in
quantum communication to see this situation materialize, though.
This topic, to a certain extent, is of great interest already right now.
Companies like SpaceX have already started to use constellations
of low Earth orbit satellites to bring broadband internet connec-
tion around the world, especially in isolated locations. Quantum
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communication based on satellite constellations will end up shar-
ing problems and criticism with such enterprises. Some concerns
are: the effect of large satellite constellations on astronomic ob-
servations, collisions and the avalanche eftect, space debris and its
effect on future space exploration. Several countermeasures have
been proposed but additional studies are necessary to ensure the
viability of such solutions.

'The analysis of the effects of turbulence on quantum light
propagating in the atmosphere has been studied quite thoroughly,
but the same cannot be said for the effect of other weather-related
phenomena. The results discussed in this thesis in Chap. 4 repre-
sent a step in the correct direction, but extensive additional analy-
sis is necessary to prove the viability of quantum communication
in different atmospheric conditions. Innovative protocols might
allow to overcome many of the difficulties introduced by the at-
mosphere. In this regard, studies specifically oriented towards
particular implementations and encodings are necessary (e.g., po-
larization, time-bin or orbital angular momentum). A different
route to solve the problem related to weather can be taken when
networks are considered. The signals can be re-routed in the net-
work to avoid the links affected by such issues, as considered for
example in [115, 116].

When moving to new schemes and configurations, a critical
re-evaluation of standard assumptions in quantum key distribu-
tion is always positive, like we did in Chap. 5. Another example
is given by the development of hybrid protocols (e.g., [117]) that,
giving up the information-theoretic security of standard QKD,
achieve better performance by introducing assumptions based on
computational hardness. This aspect is of particular interest if we
consider that, in many practical cases, it is very difficult to en-
sure that all the assumptions of a QKD protocol are verified. In
this perspective, imposing realistic restrictions on the eavesdrop-
per looks more reasonable than in the ideal case. To turn QKD
into a practically viable solution for long-range cryptography, this
direction needs to be explored in detail.



'The study of global communication networks based on satel-
lite constellations have flourished in the last years (examples can
be found in [115, 109, 116]). The scheme proposed in [20] ad
discussed in Chap. 6 and Chap. 9 seems very promising for the
building of a global quantum network but further analysis is re-
quired, to assess the performance in the field when a full constel-
lation is deployed. The feasibility of such scheme also needs to
be scrutinized in detail, since significant technical improvements
over state-of-the-art experiments are necessary for its implemen-
tation. There is still much work to do to understand the potential
of satellite-based quantum communication in applications in the
field. In particular, the ability to distribute entanglement using
double downlinks has been experimentally confirmed [13], but
turther development is necessary to make such operation more
efficient. A cohesive study about hybrid quantum networks, built
on the integration between satellite links and fibre networks on
the ground is still to be attempted. Such a configuration seems
complex and futuristic, but actually it has already been developed
with trusted nodes [56] on a pretty large scale. The optimization
of networks with such complex topologies is a central problem for
the development of the future quantum internet.
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Abstract. The establishment of a world-wide quantum communication network re-
lies on the synergistic integration of satellite-based links and fiber-based networks. The
first are helpful for long-distance communication, as the photon losses introduced by
the optical fibers are too detrimental for lengths greater than about 200 km. This
work aims at giving, on the one hand, a comprehensive and fundamental model for the
losses suffered by the quantum signals during the propagation along an atmospheric
free-space link. On the other hand, a performance analysis of different Quantum Key
Distribution (QKD) implementations is performed, including finite-key effects, focus-
ing on different interesting practical scenarios. The specific approach that we chose
allows to precisely model the contribution due to different weather conditions, paving
the way towards more accurate feasibility studies of satellite-based QKD missions.

Keywords: Satellite links, Quantum Key Distribution, Atmospheric effects
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1. Introduction

Quantum Key Distribution (QKD) and Quantum Communications in general have the
potential to revolutionise the way we communicate confidential information over the
internet. The natural carriers for quantum information are photons, that are already
widely used in classical networks of optical fibers to achieve high communication rates.
Unfortunately, even though enormous improvements have been obtained in the last
years [1, 2], scaling quantum communication protocols over long distances is very
challenging, due to the losses experienced during the propagation inside the optical
fibers. Several schemes for the realization of quantum repeaters have been proposed in
recent years, that could allow to bridge long distances and naturally be implemented
inside a quantum communication network [3, 4, 5, 6, 7]. Considering the important
technological hurdles that quantum repeaters should overcome before becoming useful,
satellite-based free-space links look like the most practical way to achieve long-distance
QKD in the short term [8]. They can take advantage of the satellite technology and
the optical communication methods developed in the last decades in the classical case.
Various feasibility studies had addressed this topic in the last twenty years [9, 10, 8, 11]
and several experiments have definitely proved that the technology involved is ready for
deployment [12, 13, 14, 15, 16].

Optical satellite-based links have the important drawback of being strongly
dependent on the weather conditions [17, 18, 19, 20]. The presence of turbulent
eddies and scattering particles like haze or fog generates random fluctuations of the
relative permittivity of the air, on different length- and time-scales. This phenomenon
affects the light propagation in a complicated way, inducing random deviations and
deformations of any optical beam sent through the atmosphere. It results in reduced
transmittance, because of geometrical losses due to the finite collection aperture, and
random modifications of the phase front. A comprehensive model of these effects is
then necessary, in order to precisely evaluate the performance of the link when used for
quantum communication protocols.

In this work we generalize the approach proposed in [21, 22] to satellite-based
links and we evaluate their losses in several practical cases, under different weather
conditions. This information is then used to assess the performance of the link in terms
of the achievable key rates using different implementations of QKD. The case of Low
Earth Orbit (LEO) satellites is addressed, assuming different payloads and sizes of the
optical elements.

This work is organized as follows. In Sec. 2 we introduce the problem of free-space
optical links and an analytical method to study them. The discussion continues in
Appendix A. In Sec. 3 a detailed description of the model used to simulate the satellite-
based link is presented. Then, the main results are shown and discussed, together with
pros and cons of our approach. In Sec. 4 we use the analysis of the transmittance of the
channel conducted in the previous section to study the key rate achievable by different
QKD implementations, in some interesting real-life scenarios. The analysis concerning
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the use of smaller and more affordable satellites is performed in Sec. 5. Finally, the
results are summarized and discussed in Sec. 6. The appendix starts with a recap
of the results of [21, 22] (Appendix A) and their application to the problem at hand
(Appendix B). Then two models for the estimation of the stray light satellite links
[11, 23] are presented in Appendix C. Appendix D is devoted to the definition of the
QKD protocols we use in Sec. 4 and the expression of the correspondent key rates. In
Appendix E we report the parameters chosen for the simulations and we discuss their
pertinence.

2. Free-space optical links and the Elliptic Beam Approximation

The problem that we address in the first part of the work is the following. A Gaussian
beam is sent, either from an orbiting transmitter or from a ground station, through
a non-uniform link partially inside the atmosphere and partially in vacuum. We are
interested in the transmittance of the received beam through a circular aperture of
radius a (the receiving telescope)

y = /| e DR (1)
o|2=a?

which is a random variable, because of the intrinsic randomness of the fluctuations in
the medium. Here u(p, L) is the beam envelope at the receiver plane (at distance L
from the transmitter, with p the position in the transverse plane).

The so-called Elliptic Beam Approzimation [21] greatly simplifies the analysis: the
atmosphere is assumed to generate only

o deflection of the beam as a whole (Beam Wandering)
e clliptic deformations of the beam profile

e cxtinction losses due to back-scattering and absorption.

In this case the state of the beam at the receiver plane is completely described by the
vector of parameters (refer to Fig 1)

v = (%0, Yo, W1, Wa, ¢0) (2)
representing the beam-centroid coordinates, the principal semi-axes of the elliptic profile
and the angle of orientation of the ellipse. The transmittance is then a function of these
beam parameters and the radius of the receiving aperture.

The fluctuations of the relative permittivity of the atmospheric air can be
statistically modeled [24, 25, 26, 27, 28, 29, 30, 31, 32]. The probability distribution of
the parameters in Eq. (2) can then be analytically estimated, as shown in [21, 22]. A brief
recap of the derivation and the main results is presented in Appendix A. This allows,
through random sampling, to obtain the Probability Distribution of the Transmittance
(PDT), an important figure of merit for fluctuating links. This approach gives no
information about the phase of the wavefront, but this is not a problem when phase-

insensitive measurements are considered (e.g., the BB-84 QKD protocol that we analyze
in Sec. 4).
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Po = (x0,¥0)

Figure 1. Schematic representation of the received beam and receiving aperture. L
is the length along the propagation direction, a the radius of the receiving aperture,
pPo = (x0,Y0) is the beam-centroid position, W; and W the two axes of the elliptical
profile, ¢ the angle of orientation of the ellipse.

3. Satellite-based links: model and results

The atmosphere can in general be divided into several layers, depending on the properties
of different physical parameters, like density of the air, pressure, temperature, density
of ionized particles, and so on. This structure is site-dependent, especially regarding
the thickness of the different layers. For this reason, in this work we assume a simplified
version of a satellite-based optical link: a uniform atmosphere up to a certain altitude h,
then vacuum all the way up to the satellite (at altitude L), as pictured in Fig.2. Instead
of a continuum of values describing the physical quantities as a function of the altitude,
we now have only two parameters, namely the value of the quantity inside the uniform
atmosphere and the effective thickness h. This is likely to be a good approximation,
because the atmospheric effects are prominent only in the first 10 to 20 km from the
ground, while usual orbit height for LEO satellites are above 400 km. For the remainder
of the paper we choose a minimum altitude of the satellite L = 500 km, achieved exactly
above the ground station. In this case, the extension of the orbit of the satellite which
can be usable for key distribution corresponds roughly to the interval L € [500, 2000] km,
corresponding to angles from the zenith in the interval [0,80°]. The effective thickness
of the atmosphere h is fixed here to 20 km, for the considerations above.

As introduced in Sec.2, we want to generalize the model proposed in [21, 22] to
the just described case of a non-uniform link between the ground and a satellite. The
computation follows the same steps and is described in Appendix A and Appendix B.
First of all we need to evaluate Eqs. (A.13), (A.14) and (A.15) in order to compute
the moments of the distributions of the elliptic beam parameters (Eq. (2)). To do
so, an integration along the propagation path must be performed (Egs. (A.19) and
(A.20)). Here we introduce the considerations of the previous paragraph, imposing that
the parameters measuring the strength of the atmospheric effects are constant (greater
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X ]

ALk
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Nh

Figure 2. The non-uniform free-space link between the satellite and the ground
station is depicted here (not in scale). The main parameters shown are the thickness
of the atmosphere h, the height of the satellite L, the total distance between sender
and receiver L and the length of the propagation inside the atmosphere h.

than 0) inside the atmosphere and 0 outside. In particular we assume
Down — links C32)=C?0O(z— (L —h))
no(z) =ne ©(z — (L — h))
Up — links C2(2)=C2O(h - 2)
no(z) =ng O(h — 2) , (3)

where C? is the value of the refractive index structure constant and ny is the density of
scattering particles. ©(z) is the so-called Heaviside step-function, z is the longitudinal
coordinate, L is the total length of the link and A is the length traveled inside the
atmosphere, as shown in Fig. 2. A down-link corresponds to the situation of satellite-
to-ground communication, so the atmospheric effects kick-in only for z > (L — h) (final
section of the propagation), while for up-links it is limited to z < h. We remark that
some models for the altitude-dependence of the optical quantities, like C2, are available
in the literature [33, 34, 35, 36, 37|, but they are correct only in the geographical site
and in the atmospheric conditions in which they had been experimentally extracted
(more details in Appendix E). Additional extinction losses due to back-scattering and
absorption in the atmosphere are modeled by a parameter y.y, as described in Appendix
A. Tts value is adjusted from the analysis performed in [10] based on the MODTRANS
software [38]. In this model, the values of C? and ngy completely describe the atmospheric
conditions together with the thickness h and the extinction factor Yeg.

Following the analysis of Appendix A (in particular equations Eq. (A.13), (A.14),
(A.15)), we compute the first and second moments of the beam parameters in Eq. (2)
for the link described in Eq. (3). The distribution of the angle of orientation of the
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elliptical profile ¢y is assumed uniform in [0,7/2] as in [21, 22]. The mean value and
variance of the beam centroid position are the same for x and y directions and equal to

(Eq. (A.13))

7 h
o) = (i) =0, () = () = 0.419 R WE Q7E (W
where the quantity 0% = 1.23 C? ks L% is the so-called Rytov parameter and 2 = k;‘gg

is the Fresnel number. The condition (xy) = 0 is achieved by proper pointing. The
first two moments of the semi-axes of the ellipse squared, W2 with ¢ = 1,2, are instead
estimated from Eq. (A.14) and (A.15)

We h 5 h
2 2 2 5
W) = o5 <1+8L Woz+2.60RQGZ> (5)
Wy h h
2 2 20 2 2
(AWPAW) = (26, - 08) (1 +5Ln WOE)URz . (6)
Similar expressions hold for down-links, for the beam centroid position
(wo) = (yo) =0 (ag) = (o) =a L (7)
and for the semi-axes of the elliptical profile
We hy\3 s h\35
W) = o 21+ o7 Lo W§<Z> 416 0% OF (Z) ) ®)

4 3 8
(AW2AW?2) = (26, — 0. 8):;[/6 (1 + o7 Lo Wi (%) )az(%) P
where o ~ 2 prad is the angular pointing error.

There are two main differences between the expressions related to the up-link
and down-link configurations. First, they depend on a different power of the ratio
%. As % < 1, we deduce, as expected, that the atmospheric effects are much stronger
for up-links than for down-links. The phenomena involved here (beam deflection and
broadening) are angular effects, whose contribution on the final size of the beam (and
thus, on the losses of the channel) are proportional to the distance traveled after the
"kick in” of the effect. For up-links, these effects happen very close to the transmitter,
and then the beam broadens for hundreds of km before being detected. In the down-link
scenario, instead, the beam travels in vacuum for the largest portion of the distance, and
the atmospheric effects take place only at the end of the propagation, in the last tens
of km before the receiver. The second difference resides in the origin of the fluctuations
of the beam centroid position xy. For up-links, in fact, the deflections induced by the
atmospheric effects are usually much stronger than the pointing error, which we neglect.
For down-links, instead, at the top of the atmosphere the beam dimensions are already
much larger than any turbulent inhomogeneity. In this case the induced beam wandering
can be neglected and the pointing error becomes the main contribution.

The knowledge of the probability distribution of the elliptic beam parameters is
then used to compute the PDT, through Eq. (A.22) and random sampling. Two
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Figure 3. The Probability Distribution of the Transmittance (PDT) P(n)
reconstructed by means of the method presented in Sec.3 and Appendix A. The
situation under study is a down-link at high elevation angles (L = 500 km) and the
histogram has been obtained on the basis of 10000 events. The parameters of the setup
are reported in Appendix E.
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Figure 4. The Probability Distribution of the Transmittance (PDT) P(n)
reconstructed by means of the method presented in Sec.3 and Appendix A. The
situation under study is an up-link at high elevation angles (L = 500 km) and the
histogram has been obtained on the basis of 10000 events. The parameters of the
setup are reported in Appendix E.

examples are shown in Fig. 3 and Fig. 4 for a down-link and an up-link, respectively.
The considerations of the previous paragraph can naturally be used to explain the
difference in the shape of these two distributions. For down-links, especially at high
elevation angles, like the case shown in Fig. 3, the value of the beam width at the
receiver is comparable to the wandering induced by pointing errors. This means that it
can happen that the beam wanders completely off the receiving aperture, giving values
of transmittance close to 0. In the up-link case, instead, the beam broadening gets the
upper hand: the beam at the receiver is so large that the wandering induced by the
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atmosphere cannot change the total transmittance very much. It results in a rather
narrow distribution, peaked at much lower values of transmittance with respect to the
down-link case.

Now we want to study the expected loss introduced by the link as a function of the
total link length. We show in figures 5 and 6 the mean value of the PDT as a function of
the angle from the zenith and the total link length, for down-links and up-links, under
different weather conditions. Every point in the graph has been obtained, just like in
Fig. 3 and Fig. 4, from 1000 samples of the parameters in Eq. (2) and using Eq. (A.22).
The asymmetric nature of the PDT for some configurations of the link can make the
use of the mean value partially misleading, however, the full PDT will be used in the
next section to compute the secret key rates.

Down-link
Total link length [Km]

500 510 550 600 700 900 1200 2000
T T T T

— Night 1
g —— Night 2
o — Night 3
c
_‘::f e Day1
% « Day2
2 e Day3

_30 1 1 1 1 1 1 1 1
0

10 20 30 40 50 60 70 80

Angle from zenith [°]

Figure 5. Mean value of the Probability Distribution of the Transmittance (PDT)
as a function of the zenith angle and total link length for the down-link configuration,
under various weather conditions during night- and day-time. Situation 3 corresponds
to worse weather conditions with respect to 2, that is in turn worse than 1. From a
quantitative point of view, this means that the values of the parameters C2 and ng
grow going from 1 to 3. See Tab. E2 in Appendix E for details about the choice of the
parameters. From a qualitative point of view, they correspond to clear, slightly foggy
and moderately foggy nights (Night 1-2-3) and to not windy, moderately windy and
windy day (Day 1-2-3). Note that worse weather conditions generally correspond to
higher extinction in the atmosphere. However, in order to highlight the contribution
of the beam effects (broadening, wandering and shape distortion), we kept the value
of xext fixed in this analysis, as well as in figure 6. The non-uniformities are due to
the finite statistics, every point corresponds to 1000 samples.

The critical parameters here are, apart from the ones related to the atmospheric
effects, the diameter of the sending and receiving telescopes and the signal wavelength.
We chose Dgyy = 30 cm for the orbiting one, Dgng = 1 m for the ground station
telescope and A = 800nm. These are demanding values, consistent with the Chinese
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Figure 6. Mean value of the Probability Distribution of the Transmittance (PDT) as
a function of the zenith angle and total link length for the up-link configuration, under
various weather conditions during night- and day-time. Same considerations as Fig. 5
apply.

mission Micius (see [12, 13, 14, 15] for details). Further analysis are reported in Sec.5.
We notice here that the assumption of perfect Gaussian beams sent by the transmitter
is not very realistic. Standard telescopes generate beams with intensity distributions
rather close to a circular Gaussian profile but with some imperfections, introduced for
example by the truncation at the border of the optical elements. The main downside
is that such beams will exhibit larger intrinsic beam broadening due to diffraction. In
our model this effect can be taken into account by adjusting the value of the initial
beam waist Wy, in order to match the far-field divergence expected from the imperfect
quasi-Gaussian beam.

Our analysis confirms that, at least for the parameters chosen for the simulation,
down-links are much preferable over up-links for quantum communication due to the
smaller losses. However, up-links can still achieve losses below the threshold for
the accomplishment of quantum communication tasks, QKD included. Particularly
interesting is the comparison between night- and day-time operation. During the
day, the higher temperatures bring stronger wind and more active mixing between
the different layers of the atmosphere, leading to more pronounced turbulence effects.
However, on average, during clear days the moisture content of the lower atmosphere is
smaller than at night, resulting in weaker beam spreading due to scattering particles. At
night, instead, the lower temperature results, on one hand, in a less turbulent atmosphere
and, on the other, in the formation of haze and mist. In this situation, the contribution
of scattering over such particulate can be stronger than the turbulence-induced effects.

We point out that in this analysis the path elongation due to refraction in the
atmosphere has not been taken into account, as it gives substantial effects only at low
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elevation angles (< 10°). This and other zenith-angle-dependent effects have been
thoroughly studied in [39].

Many different models for atmospheric channels and satellite-based links had
already been proposed in the literature, due to the increasing interest in free-space
optical communication. A comparison with them can highlight the strengths of the
approach we reported in this section. Many feasibility studies [40] rely on models that
average the intensity over sufficiently long times, so that the only atmospheric effect is
overall a broadening of the beam. This approach gives no information on the PDT of
the channel, that can be useful in many instances (for example, to apply post-selection
techniques). A different approach has been chosen by [10], based on convolution between
the beam envelope and the time-averaged pointing errors and beam broadening, leading
again to no information about the PDT. A popular technique, that involves heavy
numerical computations, is based on simulating the effect of the atmosphere by random
phase screens regularly distributed along the propagation path in vacuum [41, 42, 43].
Many theoretical works have been devoted to find the analytical probability distribution
that better fits the experimentally measured transmittance of free-space optical links.
Mainly used are the log-normal [44, 45], Gamma-Gamma [46] and Double Weibull [47]
distributions. Each of them appears to be more suitable depending on the strength
of the turbulence, the length of the link and the configuration of the transmitting and
receiving telescopes. On the contrary, the approach used here is a constructive method
that allows to determine the PDT starting from the characteristics of the beam and the
atmospheric conditions.

It has been shown that a post-selection of the time-intervals with greater
transmittance can help to increase the secret key rates [48, 49, 50]: in this context, the
ability of our approach to simulate not only the expected value of the transmittance,
but its probability distribution too, may prove to be of great interest. In [51] the
authors showed that the detrimental effects of asymmetric and fluctuating losses in
Measurement-Device-Independent (MDI) QKD with decoy states can be counteracted
by means of additional losses introduced by the central node. In this context, when the
quantum links used are free-space, the information about the PDT allows to optimize
such compensation losses to maximize the key rate.

Finally, we effectively take into account the contribution due to scattering particles,
like fog or haze, making possible to model the effect of different weather conditions, a
problem usually not addressed in previous works. It is particularly important during
night-time operation, where a substantial amount of beam deformations can be imputed
to scattering on moisture particles.

4. Performance of QKD implementations

The transmittance shown in Fig. 5 and 6 can now be used to compute the expected secret
key rates of a QKD protocol. In the following we analyze the performance of the BB-84
protocol [52] with polarization encoding, implemented using either a true Single Photon
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(SP) source or Weak Coherent Pulses (WCPs). We use modern techniques to compute
the secret key rates for SPs [53] and WCPs with decoy states [54, 55, 56, 57|, taking
into account finite-key effects. The key rates are averaged over the PDT computed for
different link lengths and configurations

Nbins

R [ Ry P dn= > B P (10

Here R is the averaged key rate, R(n) the key rate at the specific value of the
transmittance, P(n) is the PDT. The integral average is approximated dividing the
range [0, 1] in Ny, bins, centered in 7; for i = 1, Ny, and taking the weighted sum
of the rates. P(n;) is estimated through random sampling, as pointed out in Sec. 3.
The expressions for the key rates R(n) for the different implementations are given in
Appendix D, see Eq. (D.1) for SPs and Eq. (D.2) for WCPs.

The biggest source of noise in free-space optical links is represented by
environmental light entering in the receiver telescope together with the signal photons.
Simple models to estimate the amount of stray light [11, 23] are given in Appendix
C for down-links and up-links. In the following analysis we consider the number of
stray photons to be independent of the position of the satellite. Particular situations
concerning light pollution, like the presence of a city close to the ground station, may
require a more specific model for low elevation angles.

The secret key rate resulting from a down-link and an up-link are reported in Fig. 7
and Fig. 8, for both night-time and day-time operation, under good weather conditions,
corresponding to situation 1 in Fig. 5. We also report in the graphs the correspondent
Quantum Bit Error Rate (QBER), defined in Eq. C.4 in Appendix C, averaged over the
PDT. In the following we set the block sizes at 10° for SPs and at 10® for WCPs in down-
link. This difference is justified by the higher repetition rates obtainable by modern
WCP sources with respect to (still under development) true SP sources. Consider that
the total link duration is around 300 s, corresponding to the complete passage of a LEO
satellite over the ground station. In this time span, assuming a repetition rate of 10 MHz
for SP sources and 1 GHz for WCP sources, several blocks of the size specified above
can be exchanged in the down-link configuration. Due to the higher losses encountered
in an up-link, the block size is lowered to 10° for SPs and at 107 for WCPs.

At night it is possible to establish a non-zero key rate in down-link during the whole
passage of the satellite in the SP implementation. Using WCPs, instead, the key rate
drops to 0 when the satellite is around 20° over the horizon. In the daytime, instead,
due to the stronger background light, the key rate vanishes at higher elevation angles,
even considering improved spatial, spectral and temporal filtering. According to [23],
the typical brightness of the sky background (see also Sec. Appendix C) in a clear day
is about 3 orders of magnitude higher than during a full-moon night. We found that, in
order to achieve a non-zero key rate for a reasonable portion of the transit, the filtering
of the stray light must be tighter than during the night of a factor = 100, obtained
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acting on the field of view of the telescope and the width of the spectral filters (refer to
Tab. E3 in Appendix E for details).
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Figure 7. The key rate generated by the BB-84 protocol with SP and WCP
implementations is reported as a function of the zenith angle and the total link length,
for a down-link, together with the QBER. We assume here good weather conditions,
corresponding to situation 1 in Fig. 5.

Up-links have poorer performance due to higher losses, but we are still able to
distill a secret key with non-zero rates during the night, with slightly improved filtering
(Tab. E3 in Appendix E). The SP implementation reaches almost the same range
(in elevation angle) as the down-link configuration, while the difference with WCPs
is greater because of the smaller block size. For day-time operation the stronger
background light makes the quantum bit error rate too high and the key rate vanishes,
therefore we omit the corresponding graph. We stress that here (we refer to Appendix
C for details) we did not consider artificial light pollution. So these results reliably
simulate only ground stations which are isolated and far from big cities.

Up-link: Night
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Figure 8. The key rate generated by the BB-84 protocol with SP and WCP
implementations is reported as a function of the zenith angle and the total link length,
for an up-link, together with the QBER. We assume here good weather conditions,
corresponding to situation 1 in Fig. 5.

Note that the finite key effects can be very detrimental when the number of
exchanged signals becomes too small. Particular attention must be payed when up-
links are considered. In order to reproduce the results reported in Fig. 8, the block
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length used in the security analysis is of the same order of magnitude of the number
of signals exchanged during the whole passage of the satellite. This means that all the
signals exchanged in a QKD session are processed in a single block in this case.

5. Cube-sat performance analysis

The simulations reported in Sec. 3 and Sec. 4 assume a quite demanding value of the
optical aperture of the orbiting telescope. It is compatible with the Micius satellite
[12, 13, 14, 15], operated by the Chinese Academy of Science, as part of the Quantum
Ezperiments at Space Scale (QUESS) research project. The complexity and high cost
of the mission make the use of such big satellites unfeasible for the establishment of a
world-wide quantum communication network. Many recent proposals foresee the use of
nano-satellites (e.g., CubeSats [58, 59, 60]) for QKD implementation [9, 61, 62, 63, 64].
The possibility to deploy many of such satellites in a single mission, to share the vector
with other payloads and the modular nature lowers considerably the launch and building
cost of these devices. They are usually loaded with smaller optics, of diameter < 10
cm, even if larger apertures can be achieved with the use of deployable optics or bigger
CubeSats (like the 12-Units satellite proposed in [63]). When used as transmitter, in the
down-link configuration, the smaller aperture creates beams with much higher intrinsic
divergence than the case studied in Sec. 3. In the up-link configuration, instead, smaller
transmittance is due to the smaller collecting area. We show in Fig. 9 the results of the
link simulation for down-links and up-links, in good weather conditions.
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Figure 9. Mean value of the Probability Distribution of the Transmittance (PDT)
as a function of the zenith angle and total link length for up-link and down-link
configurations, using a Cube-sat with a 10 cm telescope. The weather conditions
correspond to situation 1 in Fig. 5 and Fig. 6.

We see that the effect of the smaller optics diameter amounts to a difference in
transmittance of about 5 dB for down-link and to 10 dB for up-links. Even though this
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result favors the down-link configuration even more, we have to take into account that
a smaller aperture will collect not only less signal light, but also less stray light. The
resulting QBER for up-links, then, will be almost independent of the diameter of the
receiving telescope (compare Fig. 8 and Fig. 11), if other parameters, such as the Field
of View (FOV) of the telescope, are kept fixed (see Eq. C.1 in Appendix C for details).

The key rates achievable for nano-satellites in the down-link and up-link
configurations are reported in Fig. 10 and Fig. 11. As expected, the range of angles
over which a non-zero key rate can be exchanged shrinks with respect to the case of
Sec. 4. We point out that we kept the block length fixed at the values reported in 4 even
if, especially in the up-link configuration, that number of signals can’t be exchanged in
a single transit of the Cube-sat.
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Figure 10. The key rate generated by the BB-84 protocol with SP and WCP
implementations is reported as a function of the zenith angle and the total link length,
for a down-link using a Cube-Sat, together with the QBER. We assume here good
weather conditions, corresponding to situation 1 in Fig. 5

Up-link: Night
Total link length [Km]
10_@00 510 550 600 700 900 1200 2000

Key rate
QBER

0 10 20 30 40 50 60 70 80

Angle from zenith [°]

Figure 11. The key rate generated by the BB-84 protocol with SP and WCP
implementations is reported as a function of the zenith angle and the total link length,
for an up-link using a Cube-Sat, together with the QBER. We assume here good
weather conditions, corresponding to situation 1 in Fig. 5
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6. Conclusion

We provide a general and fundamental model to simulate the losses introduced by a
satellite-based optical link, useful for feasibility and performance analysis of future free-
space QKD experiments. The ability to precisely evaluate the contribution due to
different weather conditions will be crucial in many situations. The geographical sites
with better conditions can be more precisely mapped, in order to optimize the structure
of future global quantum networks [65, 66, 67, 68, 69]. Through the use of this model, the
data from meteorological predictions can directly be linked to the key rate achievable by
the QKD link, allowing more accurate statistical studies of the number of operative days
per year. The characterization of the transmittance of the channel has then be used to
evaluate the performance of the link in terms of achievable secret key rates. We focused
on two implementations of the BB-84 cryptographic protocol, using single photons and
weak coherent pulses. The noise expected in interesting real-life scenarios, during night-
time and day-time, has been modeled and taken into account. We also pointed out
the importance of finite-key effects, which can be very detrimental due to the short
duration of the link between ground station and satellite. The simulations confirm that
long-distance quantum communications can be achieved not only using medium-sized
satellites, like the Chinese Micius, but also nano-satellites, allowing to considerably cut
the cost of a space-based global quantum network. Ultimately, such links are expected
to be integrated with a repeater-based quantum network on the ground, to complement
it and enhance the key rate when long distances need to be bridged. The analysis of
such a configuration and the optimization of its topology and structure are still under
study and represent a crucial milestone towards the realization of the dreamt quantum
internet.
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Appendix A. Free-space links with turbulence and scatterers

In this section we summarize the analysis of atmospheric optical channels proposed in
[21, 22]. We will discuss the background, show the main steps of the derivation and
recap some results, that will be used as starting point for the simulations described in
Sec. 3.

We start from the introduction to the problem given in Sec. 1. The solution of the
paraxial wave equation, with phase-approximation using the Huygens-Kirchhoff method
[70], can be written in the following way

u(p, L) = /]R d*p'ue(p")Go(p, p'; L, 0)
x expliS(p, p';2,2")] . (A.1)

Since the losses due to back-scattering and absorption can’t be included in the
paraxial approximation of the Helmholtz equation, we treat them phenomenologically
multiplying the beam envelope u(p, L) by /Xext- The extinction factor Xex € [0,1]
accounts for absorption and back-scattering losses and can be considered as a non-
fluctuating quantity (see [22]). In Eq. (A.1) ug(p’) is the Gaussian envelope at the
transmitter plane (z = 0, z is the longitudinal coordinate)

2

1 ik
w(p) =\ 772 exp| - el - SHlel] (A.2)

with Wy the beam spot radius at the transmitter, k& the optical wavenumber and F the
focal length of the beam. G is a Gaussian integral kernel

k iklp —p'I?
G ’ / . , / — |: —j| A.3
olp P2 %) 2mi(z — 2') exp 2(z—2") (A.3)
while S contains all the atmospheric effects
k [? ¢—7 z—C
‘. A / . A4
S(p.p'i2,7) Q/Z/ dcée(pz_zﬁrpz_z,,c) (A.4)

Here S(p, p’; z,2') gives the phase contribution due to inhomogeneities of the relative

ermittivity of the air Je(p” from z’ to z. Note that dc can be separated in two
p Yy P, p
contributions, related to turbulence and scattering

0 = 0Cturb + OCscat - (A.5)

Assuming the two contributions to be statistically independent, the same factorization
holds for the permittivity fluctuation spectrum

. (K) = o (K) + X (K) (A.6)

defined as the Fourier transform of the correlation function of de(r)

(0e(ry)de(re)) = /d3K P (K) exp[iK - (r; —ry)] . (A.7)
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In the previous equations K denotes the momentum and is a 3-dimensional vector. The
Markov approximation (that in our case corresponds to assume delta-correlation in the
z direction) simplify this expression [25, 27]

(0e(r1)de(re)) = 2mH(21 — 22) /d2k . (k) explik - (p; — py)] (A.8)

where k represents the momentum in the plane transverse to the propagation direction.
p; and p, are the components of the vectors r; and ry in the transversal plane, while
d(z) is the Dirac-delta. The Kolmogorov model allows us to write the turbulence-related
part of the relative permittivity fluctuation spectrum as [24, 25, 26, 27]

P (k) = 0.132 C2 k|7 . (A.9)

The refractive index structure constant C? characterizes the strength of turbulence in
the optical domain and is an important parameter of the model. The scattering term
in Eq. (A.6) can be approximated as a Gaussian function [28, 29, 30, 31, 32]
scat noCo 211,12
3 (1) = 200 expl — G (A.10)
with (y correlation length of the fluctuations due to scattering particles. Here ng is

the mean number of scatterers per unit volume and represents the main parameter in
describing the strength of the scattering contribution.

Now we want to use these ingredients to calculate the probability distribution of
the parameters in the elliptic beam approximation, introduced in Sec. 1

V= (xO)y()leaWQ?SOO) . (A11>
First of all we define normalized variables from the ellipse semi-axes
W2y
O, =In (Wg) i=1,2, (A.12)

where W) is the beam spot radius at the transmitter. Now we assume that, in the case of
uniform turbulence and scatterers density, the probability distribution of xg, 39, ©1, ©2
is Gaussian, while the angle of orientation g is uniformly distributed in [0, 7/2] (see
Appendix of [22] for details). The mean value and the variance of these distributions can
be analytically computed. We recall the main steps of the derivation in the following
paragraphs.

Starting from the beam centroid position (xg, y), we can choose the reference frame
such that (x¢) = (yo) = 0 and [25, 71]

(22) = (2) = / Py pyrzaTa(py, pyi L) (A.13)
R4

Here [y(py, ps;z) = (u*(py, 2)ulpy, 2)u*(py, 2)u(py, z)) is the fourth-order field
correlation function.

The means and covariances of the squared ellipse semi-axes W7 have the following
form (see Appendix of [21] for details)

Wia) =] [ @0 Talpil) ~ ()] (A14)
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(AWZAW?) = —8{2(/

R2

2
d’p 2* Ta(p; L))
- / Pp, dpy [1222(40,; — 1) — 222 (48 — 3)]
R4

X Tal(py, oy L)} = 16[40; — 1){ad)? (A.15)

where the second-order field correlation function I's(p;z) = (u*(p, z)u(p, z)) has been
used.

The next step is the calculation of the field correlation function, for which we use
the expression of the beam envelope given in Eq. (A.1). We report the calculations only
for T's(p; L), the equivalent but more cumbersome expressions for I'y(p;, py; L) can be
found in [22], Appendix B. Substituting Eq. (A.1) in the definition of I'y(p; z) yields

Ly(p: L) = / & P2 plyuo(p,)us(9) Golp, Pl L,0)
R4

* / 1 / /
X Gi(p. phi L,0) exp| — 5Ds(0, 05 — p)] (A.16)

with the last term embodying the phase fluctuations due to the atmosphere (remember
the definition of S(p, p; 2z, 2') in Eq. (A.4))

Ds(px — p1, Pl — P1)
= ([S(pr i 2) = Slprpii = 2 ) (A17)

Substituting Eq. (A.4) and exploiting again the Markov approximation, the factorization
in Eq. (A.5) and (A.6) can be carried over

Dg = DL + D™ . (A.18)

We can now introduce the models for the permittivity fluctuations spectrum related to
turbulence (Eq. (A.9)) and scatterers (Eq. (A.10)), obtaining

1
DL (p,p) =295 1 L [ de C26) €+ p/(1 - O (A.19)
0
1
e
D5 (p.p) = 5L [ dé ml€) o€ + /(1 - O (4.20)
0
where we introduced the rescaled longitudinal coordinate & € [0, 1], where £ = 1

corresponds to z = L. We allowed for a dependence on longitudinal coordinate in
C2(€) and ng(€) for later use. We recall the definition of the so-called Rytov parameter
0% =123C? k6 L's . Substituting in Eq. (A.16) the definition of the Gaussian envelope
uo(p) (Eq. (A.2)) and the integral kernel Go(p, p' : L,0) (Eq. (A.3)), the second-order
field correlation function reads

02 — 252215 pop!
Io(p;L) = ——— | &*pe 2" kG
2(p’ ) 7211761 /]RZ P

1 1
exp| — 51)2"1’(0,,)’)} exp[— SDE(0.0)] (A.21)
2

Here a =1+ Q*(1 — %)2 with the Fresnel number defined as 2 = %
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Integrating Eq. (A.21) (and the equivalent one for I'y) and then Eqs. (A.14), we
obtain the first and second moments of the probability distribution of W?2. Then, the
moments for the variables ©; are easily obtained from Eq. (A.12).

We consider now the transmittance, defined in Eq. (1), of an elliptic beam impinging
on a circular aperture of radius a. It can be written as

n(any(J;WlaWQaSOO (A22)

2w
o 2 Xext / / d6 e—2A1(p cosf—pp)?
7TW1W2

—2A2p? s1n206—2A5(p cosO—po)r sinf

X e )
with
cos?(po — bp)  sin®(po — o)
Ay = ( ot ) (A.23)
Sin2(900 —b) COSQ(@O —6p)
Az = ( w3 * w2 >
1 1 .
A3 = (le - @) S111 2(@0 — 90) .

In the previous equations (p, f) are the integration variables in the area of the circular
aperture, while (xq,y0) = (po cos by, po sinby) is the beam-centroid position.

The Probability Distribution of the Transmittance (PDT) is then easily
reconstructed. Extract at random M 5-tuples of values for (xg, 30, ©1, O, o), according
to the correct probability distribution. Compute first the values of the ellipse semi-axes
W; from ©; and then the value of the transmittance for every tuple. Collect the statistics
in an histogram and compute statistical estimators (e.g., the median). Two examples
of the simulated PDT are shown in Sec. 3 of the main text (Fig. 3 and Fig. 4).

Appendix B. Application of the model to a satellite-based link

In this section we are going to apply the model described in the previous section to
a satellite-based link, as described in Sec. 3 of the main text. We will discuss some
details about the calculations involved and show an example of how to proceed with the
integration of the expressions in Appendix A. In particular, we will focus on the first
term of the quantity (Wf/2> defined in equation Eq. (A.14), which only contains the
second order correlation function I'y(p; L). The computations involving the integration
of the fourth order correlation function I'y(py, py; L) are much more cumbersome and
will not be reported here.

Inserting Eq. (A.21) in the first term of Eq. (A.14) we obtain the following
integration, where all the quantities are defined in the previous section Appendix A

9% .y
/2 d2p 172 Fg(p; L) = —y7 / d2 d2p/ 22 e 2W2 |p’|*—2i szp
R 0

1 1
exp| = D0, 0)|exo - 5DE0,0)] . (BY)
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We assume that the beam is focused (F = L) so that o = 1. First of all we can
compute the terms DY (0, p’) and DE*(0, p') defined in Eq. (A.19) and (A.20)

(B.2)

1
D (0, ) = 2.95 K2 L / d C2(€) /(1 — €)
1

D5 (0.0) = 5L [ de na(e) 151 =) (B.3)

In the rescaled longitudinal coordinate &, the conditions in Eq. (3) in the main text
become

Down — links C2&)=C?0(¢—(1—-h/L))
no(§) =no O(§ — (1 —h/L))
Up — links C2&)=C?O(h/L —€)
nol€) = no O(h/L —€) (B.4)

Inserting Eq. (B.4) (we consider down-link in this example) into Eq. (B.2) and (B.3)
we can solve the integration and obtain

1

wlu

1-h/L
. 8/3
—94 012% k5/6 L—5/6 |p/|5[§ (ﬁ) } (B.5)
S8\L
1
T
D (0.0) = SInlp [ de lp1-9F
1-h/L
. 1/h\3
_ _L "9 |:_<_> :| B

where 0% has been defined in Sec. 3. From this passage we clearly see where the
dependency on £ in Eq. (4) to Eq. (9) originates from. When we introduce Eq. (B.5)
and Eq. (B.6) in Eq. (B.1), we recognize that it only contains Gaussian integrals of the
form

/ dr ¢ expla 2° +1i b 2] , (B.7)
with ¢ = {0,2} and that can be readily solved. The only exception is the turbulence
term, which contains |p |§ We can simplify the computation introducing the
approximation [22, 71] |p’/ Wo|g ~ |p'/Wy|?. Then, one just has to solve the multiple
Gaussian integrals and insert it in Eq. (A.14) to obtain the value of <W12/2> for down-
links, as in Eq. (8). Similar techniques can be used to compute all the other moments
of the beam variables.

Eq. (4), (5), (7) and (8) have been computed specifically for the problem at hand,
the non-uniform link described at the beginning of Sec. 3. Eq. (6) and (9), on the
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other hand, have been deduced from the equivalent results obtained in [22] for a
uniform link. We see that in Eq. (4), (5), (7) and (8) the corrections due to the non-
uniformity of the link (of the form A(h/L)?, where A is a constant and 3 = {1,8/3,3})
act like multiplicative factors on the parameters o% and ng. So, we started from
the calculation of the quantity (AWZ?AW?) in [22] and attached the multiplicative
corrections found above, in order to obtain Eq. (6) and (9). This inconsistency should
not be considered too detrimental regarding the reliability of the model. We checked
through the simulation that the mean value and the shape of the PDT are not very
sensitive to variations of the value of the quantities in Eq. (6) and (9), as the interplay
between beam wandering (Eq. (4) and (7)) and beam spreading (Eq. (5) and (8)) is
much more significant in this context. Finally, we point out that the computation of the
quantities in Eq. (4), (5), (7) and (8) have been carried out without the introduction of
the weak turbulence approximation used in [21, 22]. For Eq. (6) and (9), instead, we
used the results obtained in [22] in the weak turbulence regime, which we verified to be
still valid in the case of satellite-based links.

Appendix C. Error model and environmental photons

In a free-space link, environmental photons are usually the most important source of
noise. In this section we summarize the analysis of [11, 23] regarding the amount of
environmental photons that hit the detector for down-links and up-links, that we use
to calculate the Quantum Bit Error Rate (QBER). We suppose that an accurate time
synchronization had been operated between sender and receiver, in order to tag the
photons and perform a time filtering on the incoming signal. On top of that, wavelength
filtering is applied to further reduce the amount of detected noisy photons.

For up-links, we only consider the case of night-time operation. If the ground
station site has a low level of light pollution, the biggest fraction of environmental
photons comes from the Sunlight reflected first by the Moon and then by the Earth [11]

Q ov

N2 = ApAy R} a? d; By At Hyy, . (C.1)
EM

Here Ay; and R, are the albedo and the radius of the Moon, while Ag is the albedo of

the Earth and dgj, is the Earth-Moon distance. Hg,, is the solar spectral irradiance in

'nm~'m~? at the wavelength of interest. €, and a are angular field of view

photons s~
and radius of the receiving telescope. By is the width of the spectral filtering and At
is the detection time-window. We assumed Lambertian diffusion on the Moon and the
Earth.

For down-links, the evaluation of the background photons is strongly site-

dependent. The power received by the telescope can be expressed as follows [23]
P, = HQ,ma*By (C.2)

The parameter Hy is the total brightness of the sky background and it depends on the
hour of the day and the weather conditions. From Eq. (C.2) we derive the number of
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photons per time window
Ndown — %wam?Bf At (C.3)

where h is the Planck constant and v is the frequency of the background photons (after
filtering). Typical values of the brightness of the sky are H, = 1072 W m™2 sr pum
during a full-Moon night and H, = 1 W m~2 sr um for a clear sky in day-time. This
analysis assumes that neither the Moon during the night nor the Sun during the day
are included in the field of view of the collecting aperture.

The Quantum bit error rate is computed assuming the noisy photons to be
completely unpolarized

1 Nioise

BER = . A4
Q . QO+ 2]Vnoise—f—]\[sig (C )

Here ()¢ corresponds to the error rate associated with depolarization in the encoding
degree of freedom or imperfection of the preparation or detection stage leading to
incorrect state discrimination. We chose a conservative value of Qo = 2%. Nyoise and
Nsig are, respectively, the number of photons per time window associated to noise and
signal. As expected, the number of collected environmental photons are proportional to
the area of the receiving aperture, but so is the intensity of the signal. To reduce the
noise and at the same time raise the signal to noise ratio, we can act on €, By and
At. Reducing the field of view involves a better pointing and tracking system, while a
very good time synchronization allows the use of short time windows.

Appendix D. Rates for BB-84 with single photons and Weak Coherent
Pulses

We report here the expression of the secret key rates we used in the performance study
of section 4. The set-up is the usual one for QKD: two parties, A and B, are connected
through a completely insecure quantum channel and an authenticated classical channel.
After many uses of the links, their goal is to share an identical key, which is secret
regardless of the attack strategy that an hypothetical eavesdropper could implement.
For the single-photon implementation of the BB-84 protocol (using, e.g., polarization
encoding), party A sends qubits in the basis X = {|0),[1)} or Z = {|+),]|—)} at
random, with |+) = (|0) & |1))/v/2. B measures the received qubits in the bases X or
Z, at random. The results of [53] state that a secret key of length [ can be shared, if

l S ”(q - hQ(Qtol + M)) - leakEC - a(gseca gcor)
2 \/n +kk+1. 2

a(gsecy Z':cor) = 10g2 o H= nk L In c ) <D1>

out of n successfully exchanged single photon signals, where the function hy denotes
the binary entropy. Here ¢ is a parameter describing the preparation quality of the initial
states of the signal sent by A. In the qubit case it is connected to the maximum fidelity
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allowed between states prepared in the X and Z bases. In a perfect implementation of
the BB-84 protocol, like the one considered here, the two bases are mutually unbiased,
for which the maximum ¢ = 1 is achieved. @, is the channel error tolerance and k
is the number of bits of the raw key used for parameter estimation. The achievable
key rate is obtained by maximizing over these two parameters. The term leakgc gives
the amount of information in bits that the parties had to exchange during the error
correction phase. The desired security and correctness thresholds are specified by the
parameters g, and g

An alternative protocol based on decoy states [54, 56] is used when the source emits
Weak Coherent Pulses instead of real single photons. We follow the analysis of [55, 57],
where two decoy states are used. The bases used for the encoding are X and Z as in
the single photon implementation. A secret key of length [ can be extracted, with

2

{ < SX,0 + SX71(1 — h2(¢X>) — leakEc —6 10g2 — 10g2 (DZ)

sec cor

sxo and sx; represent the number of bits in the raw key generated by vacuum
events and single photon events, respectively. ¢y instead is the phase error rate
measured in the channel during parameter estimation. The subscript X means that
these estimations are valid for the events in which both A and B chose the basis X and
they include the corrections due to finite key effects (for the actual expressions we refer
to [57]). In this case the maximization is over the portion of signals used for parameter
estimation, the intensity of the signal and decoy states and the probability of sending
different intensities.

In both cases, the key rates are obtained taking the ratio between the length in bit
of the final secret key [ and total number of signals sent n.

Appendix E. Choice of parameters for the satellite-based link

In this section we show the values oft the parameters utilized throughout the paper
and we discuss about their pertinence. They are reported in Tab. E1, Tab. E2 and
Tab. E3, together with a brief explanatory description, where necessary. More detailed
explanations about particular parameters are in the remainder of this section.

The parameters C2, ng and h should in general be fixed by fitting the experimental
data. However, in order to have a predictive model, we want to estimate these
parameters in a reasonable way. First of all, in order to estimate the effective thickness
of the atmosphere, we start from the variation of density of the air as a function of the
altitude. We chose h = 20 km, as a layer around the Earth with this thickness contains
on average 95% of the total mass of the atmosphere. As already stated in the main
text, some models for the altitude dependence of the refractive index structure constant
C? are available in the literature [34, 35, 36, 37]. The widely used parametric fit due
to Hufnagel and Valley [34, 35] reliably replicates the behaviour of C? in mid-latitude
climate
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Parameter Value Brief description
Wo 15 cm, 50 cm down-links, up-links
Wy 5 c¢m, 50 cm CubeSat down-links, up-links
a 50 cm, 15 cm down-links, up-links
a 50 cm, 5 cm CubeSat down-links, up-links
A 785 nm Wavelength of the signal light
15} 0.7 Parameter in yex(6)
a 1.2 1075 rad Pointing error
Ndet 0.5 Detector efficiency
Topt 0.8 Transmittance of the optical system

Table E1. Parameters related to the optical and technical properties of the link.

Parameter Value Brief description
h 20 km Atmosphere thickness
L 500 km Minimum altitude (zenith)
C? 1.12 107 m=2/3 | Night-time, condition 1
C? 1.64 1071 m=2/3 | Day-time, condition 1
C? 5.50 1071 m~2/3 | Night-time, condition 2
C? 8.00 10716 m=2/3 Day-time, condition 2
C? 1.10 107 m=2/3 | Night-time, condition 3
C? 1.60 1071 m=2/3 Day-time, condition 3
no 0.61 m—3 Night-time, condition 1
un 0.01 m—3 Day-time, condition 1
ng 3.00 m—3 Night-time, condition 2
ng 0.05 m—3 Day-time, condition 2
no 6.10 m—3 Night-time, condition 3
no 0.10 m—3 Day-time, condition 3

Table E2. Parameters related to the atmospheric weather conditions.

v

2
C%(z) = 5.94 1075?’(27) 210 exp[—2/1000] +

+ 2.7 107'% exp[2/1500] + A exp[z/100] . (E.1)

Here z is the altitude coordinate, v is a parameter related to high-altitude wind
speed and A describes the relative strength of the turbulence near the ground level.
Typical values are A = 1.7 107 m~%% and v = 21 m/s, although v = 57m/s is
sometimes used for stronger wind conditions. The value of C? inside the atmosphere in
our model is estimated by the integral average of this function in [0, o], rescaled by the
fixed thickness h

2 = % / C2(2) d= . (E.2)
0
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Parameter Value Brief description
Sky brightness H, 1.5107¢ W m™2 st~ 'lnm™! | Night, clear sky, full Moon [23]
Sky brightness H, 151072 Wm 2 srlnm™! Day, clear sky [23]
Field of view Qo (100 1076)2 sr Night-time down-link
Field of view Qo (10 1076)2 sr Day-time down-link
Field of view Qsoy (30 107%)2 sr Night-time up-link
Time-window At 1 ns Night- and day-time
Spectral filter width By 1 nm Night-time down-link
Spectral filter width By 0.2 nm Day-time down-link
Spectral filter width By 1 nm Night-time up-link
Hom 4.610 10*® phot s~ 'nm~tm—2 Solar spectral irradiance
A, 0.300 Earth’s albedo
A, 0.136 Moon’s albedo
Ry 1.737 10° m Moon’s radius
dem 3.600 10® m Earth-Moon distance

Table E3. Parameters related to stray photons and environmental light.

The parameter v is kept fixed to the recommended value of 21 m/s. A is chosen
to match the values of C2(0) measured in [22], 4, = 1.10 107* m~2/% at night and
Ay = 2.75 107" m~?/3 during the day. Through Eq. (E.1), the first corresponds to
C2? =1.12 107 m~2/% and the latter to C2 = 1.64 10716 m=%/3.

The scattering particles described by the density ny mainly consist of water droplets,
so, in order to estimate the value of ngy, we start from the profile of the water vapour
content in the atmosphere. The absolute humidity vertical profile 7(z) in the range
[0,10 km]| can be written as a double exponential [72, 73]

7(z) = 7(0) exp|—z/H1] for 0 <z <5km (E.3)
= 7(Hy) exp|—(z — 5 km)/Hy| for 5 km < z <10 km

with the two scale heights H; and H,. The contribution of the region with
z > 10 km is rather low and we neglect it here. The parameters H; and H; can
on average vary in the range [1.53,2.8] and [1.19, 1.82], respectively, depending on the
geographical position and the season. We choose in the following the values stated in
the U. S. Standard Atmosphere (1962) [74], H; = 2.243 and H, = 1.414. We obtain a
rescaling factor w in the same way as we did in the previous case

1

W= m/@ 7(z) dz . (E.4)

Then, the value of the parameter nj in our case is obtained multiplying by the
factor w the value found in [22] for night- and day-time, nf = w ny. For the given values
of the scale heights w ~ 0.107.
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The extinction factor yey(f) varies as a function of the elevation angle in the
following way

Xext(0) = exp[ — [ sec(0)] (E.5)

The value of the parameter 5 reported in Tab. E1 has been chosen to match the
amount of extinction used in [10], based on the MODTRANS software [38].
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Abstract

Long-distance entanglement is a very precious resource, but its distribution is very difficult due to
the exponential losses of light in optical fibres. A possible solution consists in the use of quantum
repeaters, based on entanglement swapping or quantum error correction. Alternatively, satellite-based
free-space optical links can be exploited, achieving better loss-distance scaling. We propose to combine
these two ingredients, quantum repeaters and satellite-based links, into a scheme that allows to achieve
entanglement distribution over global distances with a small number of intermediate untrusted nodes.
The entanglement sources, placed on satellites, send quantum states encoded in photons towards orbiting
quantum repeater stations, where entanglement swapping is performed. The performance of this repeater
chain is assessed in terms of the secret key rate achievable by the BB-84 cryptographic protocol. We
perform a comparison with other repeater chain architectures and show that our scheme, even though
more technically demanding, is superior in many situations of interest. Finally, we analyse strengths
and weaknesses of the proposed scheme and discuss exemplary orbital configurations. The integration
of satellite-based links with ground repeater networks can be envisaged to represent the backbone of the
future Quantum Internet.

Keywords: Satellite links, Quantum repeaters, Quantum networks, Quantum Key Distribution, Quantum
Internet



Entanglement distribution between very distant
parties allows several interesting quantum-enabled
protocols to be performed, in the fields of quan-
tum communication [1, 2], metrology [3, 4, 5] and
distributed computation [6, 7]. However, achieving
this task over global distances (thousands of km) is
very daunting. The standard carrier of quantum in-
formation is light, sent through optical fibres. The
exponential losses experienced during the propaga-
tion limit the achievable distances to ~ 200 km in
practice. The concept of a Quantum Repeater (QR)
[8, 9, 10, 11, 12, 13] has been introduced to counter
this problem. Such a device allows, using Quantum
Memories (QMs) [14] and protocols based on Entan-
glement Swapping (ES) or quantum error correction
[15], to connect several elementary links and enlarge
the achievable distance.

An alternative solution is represented by satellite-
relayed free-space channels. Satellite-to-ground opti-
cal links for quantum communication have already
been proven to be feasible with current technology
[16, 17, 18, 19] and have been the object of a plethora
of theoretical studies [20, 21, 22, 23, 24, 25, 26, 27].
They allow, in the double down-link configuration, to
share entanglement between two ground stations, at
distances that far exceed what can be achieved with
direct fibre transmission. Low Earth Orbit (LEO,
altitude < 2000 km) satellites are preferred, because
of the lower cost and the shorter distance between
the satellite and the ground stations, which reduces
the overall loss in the channel. However, the maxi-
mum distance between the ground stations is limited
to {1500 — 2000} km, due to the additional losses en-
countered at low elevation angles. This aspect makes
intercontinental quantum communication not feasi-
ble with such a scheme.

Figure 1: Pictorial representation of the scheme pro-
posed in this paper for long-distance entanglement distri-
bution, based on orbiting quantum repeater stations.
Through quantum repeaters, few of these satel-
lite links can be chained together to reach global dis-
tances. In this work we propose and study the scheme
pictured in Fig. 1, in which entanglement sources and
quantum repeaters are placed on board of satellites,
orbiting around the Earth in the string of pearls con-
figuration. This allows to connect two users on the

ground via free-space optical links outside the atmo-
sphere, achieving far superior distance-to-loss ratio
with respect to the standard fibre-based implemen-
tation. In this way, a small number of intermediate
nodes is enough to achieve entanglement distribution
over global distances at a reasonable rate.

We focus in the following on a specific application
of entanglement distribution, namely Quantum Key
Distribution (QKD). The secret key rate turns out to
be a good measure of the effectiveness of the quantum
repeater link [28]. We compare the performance of
the newly-proposed scheme with two other quantum
repeater configurations based on entanglement swap-
ping. The nomenclature used in the remainder of the
paper is the following, also schematically represented
in Fig. 2: scheme OO (Orbiting sources Orbiting re-
peaters) is our proposal, scheme GG (Ground sources
Ground repeaters) is the fibre-based one and scheme
OG (Orbiting sources Ground repeaters) is the solu-
tion proposed in [22] (and expanded in [26]), where
the quantum repeater stations are on the ground. We
show that the configuration proposed and analysed
here might represent a useful building block for the
future global quantum network, once the additional
technical requirements are met. A full satellite con-
stellation study will be necessary, however, in order
to fully grasp the potential of this scheme for real-life
applications.
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Figure 2: Schematic comparison between the satellite-
based scheme OO (green arrows), the standard fibre-based
implementation (GG, in black) and the scheme studied in
[22] (OG, in red). Here S represent entanglement sources
and R quantum repeater stations. The incoming pho-
tons are heralded by Quantum Non-Demolition meau-
rement devices (QND) and the quantum information is
loaded into Quantum Memories (QM). Finally, the quan-
tum states are read and a Bell State Measurement (BSM)
is performed, as part of the entanglement swapping pro-
tocol.

In Sec. 1.1 we quantitatively estimate the perfor-
mance of the different schemes in terms of achievable
secret key rate and compare them. Afterwards, in
Sec. 1.2, we discuss pros and cons of the proposed



satellite-based scheme and then analyse exemplary
orbital configurations in Sec. 1.3. The results are
briefly summarized and discussed in the conclusion,
Sec. 2. Additional details on the simulations can be
found in Sec. 3, regarding the error model and the
contribution of environmental photons, the analysis
of the orbits, the estimation of the satellite link trans-
mittance and the values of the parameters used.

1 Results

1.1 Secret key rate and comparison

The quantum repeater architecture is designed as fol-
lows [29]. The total link of length L between the
two communicating parties A and B is divided into
2" elementary links of length [p = L/2". Quantum
repeaters are placed at the connections between ad-
jacent elementary links, while entanglement sources
are in their central points (Fig. 2). The latter pro-
duce bipartite entangled states (in the following we
will consider qubit pairs), encoded in some degree
of freedom of a pair of photons, that are then in-
jected in the adjacent elementary links. The quan-
tum repeaters consist of 3 main devices. First of
all Quantum Non-Demolition (QND) measurement
devices herald the arrival of a photon from the el-
ementary link. The quantum state encoded in the
heralded photons is then loaded and stored in quan-
tum memories. When both memories are full, a joint
Bell State Measurement (BSM) is performed and the
result broadcast. This entanglement swapping proce-
dure allows to connect two adjacent entangled pairs
and, repeated in a recursive and hierarchical way, to
gradually extend the entanglement (see [28] for de-
tails). In consecutive nesting levels, the distance be-
tween the subsystems composing the entangled pairs
will be doubled, with n the maximal nesting level.
After n successful steps the entanglement is shared
between the end points of the chain, the parties A
and B.

In the case of scheme OO, the elementary links
consist of double inter-satellite links and hybrid inter-
satellite/down-link at the end points. In scheme
GG, instead, they consist of optical fibres, whose
transmittance 77(1) = 107*/10 decreases exponen-
tially with the length [, where the attenuation pa-
rameter is a = 0.17 dB/km at 1550nm. Scheme OG
on the other hand comprises double down-links from
the satellites towards two adjacent receiving stations
on the ground (as in Fig. 2). We discuss the losses
introduced by such satellite links in Sec. 3.2. After
an entangled pair is successfully shared between the
parties A and B, it can be used for any quantum in-
formation protocol, in particular QKD. In this cryp-
tographic primitive the two parties are connected by

an insecure quantum link, the repeater chain, and by
an authenticated classical channel. An eavesdropper
can tamper on the classical channel and freely inter-
act with the states sent over the quantum channel.
The parties have to devise a protocol that either cre-
ates a private key or aborts. A generic protocol usu-
ally comprises the exchange of quantum states with
successive measurements in random bases, base sift-
ing, parameter estimation, error correction and pri-
vacy amplification. In the following we apply the well
known asymmetric BB84 protocol (see [30] for the
first proposal, [31] for the efficient asymmetric ver-
sion and [32] for the entanglement-based scheme, also
referred to as BBM92). In this protocol the quantum
states are measured in the bases defined by the eigen-
states of the X and Z Pauli operators on qubits. For
the security analysis [28] we assume that the whole
quantum repeater chain is untrusted, so, not only the
quantum channels, but also the sources on the satel-
lites and the repeater stations can be in the eaves-
dropper’s hands. Our analysis of the repeater chain
is not linked to any specific implementation regarding
the encoding of the quantum information in the sin-
gle photons. The choice of the encoding also depends
on the chosen quantum memory architecture and ma-
terial. For the satellite-based schemes polarization
encoding is feasible [16, 17, 18, 19] and promising,
so we base the error model on this assumption. Fur-
thermore, we fix the wavelength of the photons to
A = 580nm, as discussed in Appendix Sec. 3.2. The
secret key rate depends on both the repeater rate and
the quality of the final shared entangled state. It is
estimated in the limit of an infinitely long key, based
on the considerations in [28], by:

BBs4 BBs4
ROKD = Rrep Petick Rsitt oo -

(1)

In the expression above, R, represents the en-
tanglement distribution rate of the repeater chain,
P.jick the double detection probability, Rgg the sift-
ing ratio (assumed equal to 1 in our asymmetric and
asymptotic protocol) and 7’52384 the BB-84 secret
fraction:
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In Eq. (2), the quantity 1/7y represents the in-
trinsic repetition rate of the repeater architecture.
We assume here that the memories used are highly
multi-mode [33, 35] (see [22, 27] for additional discus-
sions) so that we can avoid to wait acknowledgement
from the adjacent stations that the photons have



been received, before proceeding with the protocol
or emptying the memory. This allows us to fix Ty =
1/Rs, with Ry the repetition rate of the source. The
memories must have a sufficiently large number of
modes to be able to store the signals that are received
before the acknowledgement arrives. This number
can be estimated [22] as N,, = 'yRSnmaXPQNDPW%,
where npax i the maximum single-photon transmit-
tance during the overpass, Ponp is the efficiency of
the QND measurement, Py is the writing efficiency
of the quantum memory, % is the waiting time if
all the local operations are instantaneous and + is a
constant close to 1 [34]. N,, amounts to few thou-
sand modes for the distances analysed in this section,
which is a demanding but plausible condition [35].
The memory bandwidth of the chosen QM platform
limits the maximum repetition rate, that we fix to 20
MHz for the following simulations [22, 36]. Py is the
transmittance of the elementary links for the entan-
gled pair, which depends on the scheme under study.
We identify with Py the average of the link trans-
mittance over one fly-by of the satellite for schemes
OG (double downlink) and OO (double inter-satellite
link or inter-satellite + downlink). Ppg is the read-
ing efficiency of the quantum memory. Pgg is the
success probability of the single entanglement swap-
ping process (we refer to Sec. 3.1 and [28] for de-
tails). The term 2/3 is connected with the average
amount of time that one has to wait until entangled
pairs in adjacent segments of the repeater chain are
successfully generated. It arises due to a commonly
employed approximation valid for small Py, which is
always valid in the cases under study (we refer to
[37] for further details and the exact solution). In
Eq. (3), ng is the efficiency of the detectors used for
the final measurement of the photons. The secret
BB84 depends, through the binary entropy

o)

h(p) = —p logy(p) — (1 — p)logy(1 — p), upon the error
rates in the X and Z bases, ex and ez. In our sim-
ulations they are estimated tracking the evolution of
the state of the entangled pairs throughout the ES
process, starting from noisy elementary pairs. In a
practical experiment these error rates are the result
of the parameter estimation stage, in which the par-
ties make public a small subset of their measurement
results and compare them. In our analysis we neglect
decoherence in the QMs, even though such long dis-
tances would require coherence times of the order of
tens of ms. We refer to the Appendix 3.1 for addi-
tional discussion.

In the following we assume two-qubit systems and
we consider, without loss of generality, an entangled
state pap diagonal in the Bell basis

paB = Do+ |67) (0T |+ py-|07) (¢
g+ [0T) (W] + py— [ 7) (7|

fraction r

(4)

with pg+ + pg- + py+ + py- = 1 and the Bell states
65 = ([11)%]00))/v/2 and [15%) = (|10)£01))/V2.
It is possible to apply appropriate local twirling op-
erations that transform an arbitrary two-qubit quan-
tum state in a Bell diagonal state, without compro-
mising the security of the protocol [38]. This struc-
ture of the state simplifies the analysis because it
can be shown that starting from two Bell-diagonal
pairs, the resulting state after entanglement swap-
ping between two sub-systems is still Bell diagonal
and the new coefficients p’w,piﬁ_,piﬁ,p;p_ can be
readily computed [28]. Then, the error rates along
the X and Z directions can be simply written as

()

The Bell-diagonal state received by the adjacent
repeater stations is assumed to be, without loss of
generality, a depolarized state of fidelity F' with re-
spect to |¢™)

p= P(F) = F16%) ("]

P W 197) (714 167 (67D
The fidelity F' accounts for the initial fidelity of the
entanglement sources on the satellites and for the
noise model that describes the channel. A depo-
larized state is a natural choice as it corresponds
to a common and generic noise that well suits the
problem under study and, moreover, any two-qubit
mixed quantum state can be reduced to this form
using some (previously mentioned) local twirling op-
erations [39].

In the presence of environmental photons enter-
ing the receiver, the probability that the detection
was due to a signal photon from the adjacent satel-
lite can be estimated as

EX = Py— +Py— €z = Py+ + Dy~ -

(6)

N

Pi= —"—
s N5+Nn,

(7)
where N, represents the number of signal photons
per time window that we expect to observe (propor-
tional to the transmittance of the channel) and N,
is the expected number of environmental photons in
the same time window. Now, with the assumption
that environmental photons are unpolarized and un-
correlated to the signal photons, the final state the
repeater stations receive is modelled as a mixture of
the initial state sent by the sources py with the com-
pletely mixed state

I

P31P52)*

p:P31P52/00+(1_ 4

(8)
where T is the 4 x 4 identity matrix and P, and Pso
refer to the receiving telescopes of the adjacent re-
peater stations.



Introducing the definition of the initial state
po = p°P(Fy) with the initial fidelity Fy and writ-
ing the completely mixed state in the Bell basis we
obtain, after comparison with Eq. (6),

1
F = Py PsoFy + (1 — P51 Pso)—

G
In Sec. 3.1 we show how to estimate the probabili-
ties P51 and P in the different cases and which are
the most important sources of environmental pho-
tons. The fibre-based implementation is substan-
tially immune to this problem and we neglected fur-
ther sources of error like basis misalignment, so the
state that the repeater stations received is actually
Po-

We point out that no entanglement distillation
[40] is performed in the protocol analysed here. If
high quality gates for the implementation of entan-
glement distillation are available, this operation may
allow to get higher key rates and reduce the thresh-
old on the initial fidelity of the pairs and the noise
filtering.

Now we discuss the results of the comparison be-
tween scheme OO and the other configurations. The
parameters employed for the simulations are given
in Tab. 1 of the Appendix section. In particular, for
schemes OO and OG, we assume the radii of the main
optical elements to be 25 cm for the emitters (source
satellites) and 50 cm for the receivers (repeater satel-
lites and ground stations). The transmittance of the
free-space links is estimated assuming an imperfect
Gaussian beam and a simple model for the atmo-
spheric extinction (more details in Sec. 3.2). Regard-
ing detector and quantum memory efficiencies, we
assumed rather conservative values, that either have
already been achieved separately in different imple-
mentations or are expected to be reached in the near
future [22]. We also assume that all the satellites are
in Earth’s shadow and the ground stations are at lo-
cal night (details about the orbital configurations to
achieve this condition are examined in Sec. 1.3). We
consider full Moon condition for the estimation of the
environmental light (3.1 for details). An important
aspect to point out is that in these simulations we
consider the satellites passing exactly over the ground
stations. In practice most passes will not be close to
zenith and a more detailed analysis is necessary. The
newly proposed scheme OO will, generally, be more
resilient than scheme OG to this problem, since in
the latter every link in the chain will be affected,
depending on the relative position of satellites and
ground stations.

In Fig. 3 we show the secret key rate, see Eq. (1),
as a function of the total distance between the par-
ties for several interesting configurations of schemes
00, GG and OG, in the range [1000, 18000] km.

For this range of distances, maximal ES nesting
level n = 2, 3 are optimal, because for the chosen val-
ues of the parameters n > 4 gives vanishing key rate.
We fix the altitude of the orbits at h = 500 km in
schemes OO and OG. For the latter, at the cost of
introducing additional losses, choosing higher orbits
has two positive effects: it allows to cover longer dis-
tances avoiding the detrimental effect of grazing an-
gle incidence in the atmosphere and makes the fly-by
duration longer (see Sec. 3.2 for details). In scheme
0O, instead, going to higher altitudes does not have
substantial net positive effects.
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Figure 3: Secret key rate, see Eq. (1), averaged over a
fly-by time-window, as a function of the total length of the
link for the three schemes analysed in this section. Here,
n is the maximal ES nesting level. We refer to Tab. 1
in the Appendix section for details about the choice of
parameters.

The use of orbiting quantum repeater stations
clearly gives an important boost to the secret key
rate, enlarging at the same time the maximum reach-
able distance, see Fig. 3. Avoiding the effect of the
atmosphere allows to truly take advantage of the
quadratic scaling of the losses with the distance that
characterizes free-space optical channels in vacuum.
The proposed scheme OO outperforms schemes GG
and OG at every distance beyond ~ 1000 km, by
orders of magnitude. In this case, n = 2 is enough
to achieve non-zero key rate at the longest distance
studied. In Fig. 4 we focus instead on shorter dis-
tances, in which scheme OO performs again very well.
For the satellite implementations n = 0, 1 are optimal
in this case. With n = 0 schemes OO and OG are
identical, as there is just a double down-link to the re-
ceiving stations of A and B on the ground [19]. In this
case, since there are no quantum memories that limit
the usable repetition rate, we fix Ry = 1 GHz. This



is the source of the advantage at L < 2000 km with
respect to the other implementations. With n = 1,
scheme OO beats OG by a factor ~ 10 in this range
of distances. These key rates have been derived from
the average transmittance during an overpass (Fp).
The error rate is also computed from FPy. We checked
numerically for some cases the result obtained com-
puting the instantaneous error rate and then averag-
ing it over the pass. The relative difference between
the two results is less than 1%.

-
()
[«2)

10°

—_—
o

>
g

Secret Key Rate [bits/s]

=
o
w

15‘00 20‘00 30‘00
L [km]

Scheme OO (OG) n=0

Scheme OO n=1

------ Scheme OG n=1

--------- Scheme GG n=2

--------- Scheme GG n=3

200 500 1000 2500

Figure 4: The same considerations as in Fig. 3 apply,
but in this case we focus on short-to-medium distances.

It is important to notice that, while for the
ground implementation the link is available all day
long, the satellite fly-by duration lasts several min-
utes at most (see Sec. 3.2 for details). Details about
the computation of the fly-by duration can be found
in the Appendix and the results are shown in Fig. 5.
It is evident how, for scheme OG, the fly-by dura-
tion goes to 0 when the distance between the ground
stations becomes too large, as will be discussed in
Sec. 1.2. This is not true for scheme OO, where it
only depends on the altitude and it is independent of
the distance L for n > 1.

We study the expected number of secure key bits
exchanged in a day in Fig. 6 and Fig. 7. The key rate
of Fig. 3 and Fig. 4 has been multiplied by the fly-by
duration, considering a single over-pass per day, for
schemes OO and OG. In the case of scheme GG we as-
sumed continuous 24h-operation. This comparison,
as expected, advantages the ground implementation
a bit more, but distances beyond 3000km are still
completely impracticable in scheme GG. The advan-
tage of scheme OO over OG gets even bigger, espe-
cially at longer distances, since the fly-by duration is
longer for scheme OO.
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Figure 5: Fly-by duration as a function of the total dis-
tance between A and B, for different values of the maximal
ES nesting level n and altitude (500km where not specified
and 1000km). Notice that for scheme OO the duration is
independent of L and n > 1.

As discussed later in Sec. 1.3, the satellites give
coverage to many regions on Earth at every orbit,
allowing to operate links between different pairs of
users in a single orbit (and there are several orbits
in one day). More passes over the same location are
also possible, depending on the geography and the or-
bital configuration. The results shown in Fig. 6 and
Fig. 7, that assume one pass per day, are therefore
underestimating the actual key exchange per day in
many cases, especially at short distances. In other
cases, however, one usable pass per day might not
be guaranteed, especially when the distance between
the parties becomes so large that they are simulta-
neously at night only for short periods of time. So,
we overestimate the average key per day in Fig. 6
for long distances. The deployment of a more com-
plex constellation based on this setup will ease the
problem.

Finite size effects can be very significant for
satellite-based QKD due to limited satellite overpass
duration, leading to small blocks and large statisti-
cal uncertainties. If we set a threshold to 30% of the
asymptotic value as a satisfactory efficiency, we need
a block length of at least ~ 105 [41]. We then as-
sume the use of ~ 10% coincident counts at the end
nodes to have ample margin for the bits lost during
sifting and parameter estimation. This requirement
can be met in a single fly-by for distances up to ap-
proximately L ~ 6000km by scheme OO. This means
that for longer distances more overpasses need to be



combined and processed together to avoid the loss of
precious secure bits. Even more overpasses need to
be combined to achieve the requirement with scheme
OG. For scheme GG several days of collection time
will be necessary already for distances L > 2000km.
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Figure 6: Secret key bits exchanged in 24 hours as a func-
tion of the total length of the link for the three schemes
analysed in this section. Here, n is the maximal ES nest-
ing level. We refer to Tab. 1 in the Appendix section for
details about the choice of parameters.
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Figure 7: The same considerations as in Fig. 6 apply,
but in this case we focus on short-to-medium distances.
We point out that unlike schemes GG and OG, in
scheme OO we find links with different transmittance
along the repeater chain, in particular double inter-
satellite links and twice an inter-satellite + down-
link. The bottleneck given by the link with the lowest
transmittance determines the overall entanglement

distribution rate. For this reason, some parameters
need to be fixed in a smart way. For short distances,
the inter-satellite links have high transmittance, so
the bottle neck is given by the down-links. In this
case, increasing the size of the optics on the repeater
satellites is not helpful. For longer distances, instead,
the inter-satellite links become longer and lossier, so
enlarging the correspondent optics allows to improve
the bottleneck.

1.2 Pros and cons of orbiting quantum re-
peater stations

We showed in the previous section how scheme OO of
Fig. 1 reaches the highest key rate in many situations
of interest. In this section we will list several addi-
tional advantages of this configuration over the other
two and discuss some of the technical advancements
necessary for its deployment.

First of all, it takes full advantage of inter-
satellite-links, which allow to completely avoid the
degrading effect of the atmosphere. Even if for down-
links the additional diffraction and beam deflections
introduced by the atmosphere are generally small
[21, 23, 24], the inevitable losses due to absorption
and backscattering in the air amount to 5-10 dB. In
scheme OG, in order for all the links to be active at
the same time, good weather conditions must hold
in all the intermediate repeater stations. This prob-
lem is almost completely solved by scheme OO, for
which only the geographical sites of the two parties
need to have clear sky conditions. If the channel is
divided in 2" elementary links, clear sky conditions
must hold in all the 2" 4 1 sites on the ground (A,
B and the intermediate repeater stations) for scheme
OG. Let us assume that the probability of clear sky
in all the locations is pes (uniform and independent).
In USA, for example, the sunniest city has pes ~ 0.7
[42], so we assume this value as worst-case scenario
for scheme OO when compared with OG. In this case,
for n = 3, scheme OO gives an additional advan-
tage over scheme OG equal to pc_s(2"+1_2) ~ 12. The
assumption of no correlation in the spatial distribu-
tion of cloud coverage is clearly incorrect over short
distances. However, the correlation factor generally
decreases exponentially with the distance [43] and
becomes small (~ 0.2) at around 500km, making our
brief analysis reasonable for L > 4000km. When
one is interested in intercontinental communication,
in many cases scheme OG becomes practically unus-
able, since it would require optical ground stations
in the middle of the ocean. The fact that, in scheme
0O, all the components apart from the parties’ sta-
tions are orbiting gives it the advantage. If we anal-
yse Fig.1, we see that in scheme OO the satellites
need to communicate with a single ground station at



a time, unlike scheme OG. For this reason, the fly-
by time, that corresponds to the maximum time over
which exchange of quantum information is possible,
is much longer in scheme OO and independent of the
distance between the parties (see Fig. 5 in Sec. 1.1
for details). Finally, while in scheme OO the sys-
tem is able to link only one pair of parties at a time,
the chain of satellites can cover the entire world, de-
pending on the choice of the orbit. In this way, a
small number of satellites can potentially establish
world-wide entanglement distribution, as discussed
more thoroughly in Sec. 1.3.

The implementation of a full-fledged quantum
repeater on a satellite introduces several addi-
tional technical challenges with respect to the other
schemes. QM technology is still under development
and an architecture ensuring high efficiency, long co-
herence times and multi-mode functionality is still
to be found. However, some of the main necessary
technologies have been already individually devel-
oped and in some cases tested in the space environ-
ment. Needless to say, the implementation of all of
them on a single platform will prove difficult and ex-
pensive. The low temperature usually needed for the
operation of a quantum memory has already been
achieved in different experiments. Sub-nK tempera-
tures are expected to be achieved in a trapped atom
experiment onboard the International Space Station
[44, 45]. The same experiment also tests the ability
to reach ultra high vacuum, stable operation of lasers
and microwave-radio sources and sizeable artificial
magnetic fields. Dilution refrigerators have been im-
plemented already in micro-gravity conditions [46]
but solutions with long life-time are still in develop-
ment [47, 48]. With temperatures around 50mK they
would meet the requirements of, for example, quan-
tum memories based on silicon vacancy centres in
diamond [36, 49]. The first stages of the refrigerator,
at ~ 1K, can also be shared with Superconducting
Nanowire Single-Photon Detectors (SNSPDs).

It should be noted that even without consider-
ing the quantum devices, the satellites required will
be expensive and technically challenging to develop.
The choice of 50cm radius telescopes on the repeater
satellites, made to have a fair comparison with the
OG scheme in terms of parameters, is beyond stan-
dard for satellite optical communication. Consider,
however, that only the two final satellites of the chain
need to independently steer the two telescopes con-
siderably. In scheme OO the middle satellites (in-
cluding all the repeater satellites) have to point at
the adjacent ones, which occupy always the same rel-
ative position, requiring very limited steering, that
simplifies the design of the satellites. Using smaller
receiver telescopes (e.g. 25cm radius) the comparison

between the satellite-based schemes will not change
and the configuration proposed here will still out-
perform the fibre-based implementation for a wide
range of distances. A more detailed analysis is neces-
sary to assess the cost and the engineering feasibility
of satellites with such large independently steerable
telescopes. The pointing precision necessary for cou-
pling into single-mode fibre at the receiver is also
unprecedented on such platforms.

Optical inter-satellite links, like the ones used in
scheme OO, have already been experimentally real-
ized (e.g., during the SILEX mission of the Euro-
pean Space Agency [50, 51, 52]). However, the size
of the optical elements, the independent steerabil-
ity and the pointing precision required will introduce
challenges that require further investigation.

In scheme OG the quantum repeater components
on the ground could easily be updated over time
with newer technology, which is clearly unfeasible in
scheme OO. However, we point out that the life-time
of LEO satellites is quite short, few tens of years at
most, making it necessary to update the hardware in
any case.

1.3 Analysis of possible orbital configura-
tions

In this section we qualitatively analyse several types
of orbits that may be useful for long-distance entan-
glement distribution and exemplify the potential of
the satellite-based scheme we proposed before. Many
recent works analysed the optimal satellite constella-
tions for quantum communication with different pro-
tocols [25, 26]. We will focus, instead, on simple con-
figurations of few satellites, to highlight the different
possibilities, that can then be used for larger setups.

The 3 different orbital configurations that we are
going to analyse are represented schematically in
Fig. 8.



Figure 8: Schematical representation of the orbital con-
figurations analysed in the main text. Sun and Earth syn-
chronous orbits for north-south (east-west) links in green
(red), non-polar orbits for east-west links in yellow.

The first example consists in Sun and Earth syn-
chronous orbits, almost polar low Earth orbits that
are engineered to pass over a given location always
at the same time of the day. These orbits have al-
ready been extensively used for all kinds of satellites,
from basic research to Earth imaging and proposals
for quantum satellite constellations [53]. In order to
achieve Earth and Sun synchronism, specific altitude
and orbit inclination choices and a propulsion orbit
station-keeping system are mandatory. Using such
orbital configuration, if we assume that the satellites
move one after the other in the already mentioned
string of pearls configuration, scheme OO allows to
connect parties on the ground in the north-south di-
rection (in green in Fig.8). One can, on the other
hand, imagine to put satellites on equidistant Sun
and Earth synchronous orbits, forming an arc, as
shown in red in Fig. 8. This configuration is very con-
venient since it allows east-west links with the con-
siderable advantages of Sun and Earth synchronous
orbits. In this way we can ensure that the entire
satellite chain passes over the target pairs of parties
consistently. In order to achieve communication in
the east-west direction with the string of pearls con-
figuration one can also use circular orbits with suit-
able inclination with respect to the equatorial plane
(yellow trajectory in Fig. 8), the most promising ones
being between 0° and 50°. Such orbits can link loca-
tions in the temperate, subtropical and equatorial re-
gions which have roughly the same latitude. If the or-
bital plane is not actively rotated, the satellite chain
will be in a different position at night depending on
the time of the year. More satellite chains could be
deployed on rotated orbital planes to achieve year-
round coverage. This problem does not arise if the

orbits are right above the equator. In this case, ev-
ery pair of users will have several usable fly-bys every
night, year-round.

One might be interested in establishing links be-
tween different pairs of parties with a single satellite
chain. In this case, the number of elementary links
2", their length and the orbital configuration need to
be optimized depending on the set of locations.

2 Discussion

In this paper we presented a scheme based on the
integration between satellite-based optical links and
quantum repeaters to achieve long-distance entangle-
ment distribution and untrusted-node quantum key
distribution. Several LEO satellites, carrying quan-
tum sources and quantum repeaters, are linked to-
gether by means of inter-satellite optical channels.
The end-points of the chain are instead linked to two
parties on the ground by downlinks. We carefully
analyse the repeater rate of the chain and the fidelity
of the final shared states, taking into account the ef-
fect of different sources of noise. In the end, we com-
pute the asymptotic secret key rate achievable using
the BB-84 cryptographic protocol. The parameters
used in the simulations have been fixed to reasonably
conservative values, that should be achievable in the
mid-term future. The asymptotic key rate is com-
pared with the rate achievable by an equivalent fibre-
based implementation and a different satellite-based
configuration [22], showing that the proposed scheme
significantly outperforms the other approaches for a
wide range of distances. These results potentially
make it a promising candidate building block for a
global quantum network, but additional studies are
required to examine the feasibility, cost and actual
performance in concrete implementations. Our anal-
ysis highlights how for this conservative choice of
memory parameters and fidelity the satellite-based
configurations with maximal nesting level n = 2 look
more promising than n = 3 for mid-term implemen-
tation. For better memories and sources the addi-
tional round of entanglement swapping would be less
costly and the reduced losses in the elementary pairs
would allow for higher rates. QM architectures with
satisfactory performance in all the fields (efficiency,
coherence times, multi-mode capability) are still in
the development stage and won’t be available for use
in the field for many years. However, once such tech-
nology will be consolidated, the implementation into
satellites seams, in principle, feasible, since many of
the technical requirements have been already accom-
plished in-orbit, as discussed in Sec. 1.2. The design
of such platforms, though, will still be very challeng-
ing.



The study of quantum-memory-assisted satellite
communication has flourished recently [25, 26, 27,
54]. In reference [25] the authors focus on a near-
future solution based on a constellation of quantum
satellites that operate as trusted nodes. The ability
to share entanglement and perform untrusted-node
QKD differentiate our findings from theirs. Refer-
ence [26] offers a very detailed study of the protocol
in [22] in case of a full satellite constellation based
on polar orbits, including the optimization of the
orbital parameters for a set of major cities around
the world. In [27] the authors consider an architec-
ture similar to the one studied here, they analyse
pros and cons of different quantum memory plat-
forms and also examine the potential of satellite-
based memory-assisted measurement device indepen-
dent QKD. However, they do not discuss the optimal
maximal nesting level n for entanglement swapping,
depending on the target distance. Also, the problem
of finding useful orbital configurations for the satel-
lite chain is not addressed. In [54] the authors focus
on 1- and 2-satellite configurations and analyse the
robustness of teleportation protocols, but do not dis-
cuss practical implementations.

In summary, the global quantum channels anal-
ysed in this work, built through the integration of
satellite-based links and repeater nodes, can be en-
visaged to represent a candidate building block for
the future Quantum Internet [55, 56, 57, 58, 59].

3 Appendix

3.1 Error model and environmental pho-
tons

In this section we will discuss additional aspects re-
garding the noise model used for the simulations of
Sec. 1. In order to compute the probabilities Ps; and
Py of Eq. (9) we need an estimate of the number of
environmental photons per time window at the re-
ceiver. In the case of scheme OG all the receivers are
on the ground and we can consider the same back-
ground light for every site. We assume that the re-
ceiving telescope has radius r, field of view ¢, and
that we apply spectral and temporal filtering with
widths By and At. If the artificial light pollution is
negligible, the power received by the telescope can be
expressed as follows [60]

Pnoise = Hbeovﬂ-r2Bf . (10)

The parameter Hy is the total brightness of the sky
background and it depends on the hour of the day
and the weather conditions. From Eq. (10) we derive
the number of photons per time window

H,
Nnoise = ﬁQfOVWGQBf At ) (11)

where h is the Planck constant and v is the frequency
of the background photons. Typical values of the
brightness of the sky at the wavelength under study
(580nm) are Hy = 1073 W m~2 sr ym during a full-
Moon night (this value has been used in the simula-
tions in the main text) and Hy = 1 W m~2 sr um for a
clear sky in day-time. We point out here that when L
is close to the end of the range studied (18000km) the
two end ground stations are at nautical twilight, so
the assumption used in the simulations of full-Moon
night is not valid any more. Much shorter values of
At than the one used in the simulations (Tab.1) can
be chosen to keep the noise under control. Consider-
ing the synchronization capability demonstrated by
Micius [16], values of At ~ 1ns seem totally viable.

In scheme OO we have receivers on the ground (at
the parties A and B) and in LEO. The latter ones are
used in inter-satellite links, so they are pointing to-
wards the adjacent satellites, in a direction more or
less tangent to the Earth’s surface and atmosphere.
Due to the narrow field of view, they will receive prac-
tically no light reflected or diffused from the Earth
and the atmosphere. The background light from ce-
lestial objects should be negligible and so should be
any reflection coming from the sending satellite [60].
This means that the intermediate repeater nodes will
be affected by almost no additional noise and only the
photons that are sent towards parties A and B at the
two ends of the chain will mix with environmental
light. However, in order to simplify the analysis, we
assume in the simulations that all the photon pairs
have the same noise level as the ones comprising the
down-link, getting a lower bound on the final secret
key rate. When the end ground stations are near
dawn/dusk, however, the satellites might be directly
hit by Sun light and the assumption above needs to
be reconsidered. We assume that the countermea-
sures proposed in [61], for example building satellites
with low albedo, are enough to tackle the problem,
but additional analysis might be required.

Another source of errors is represented by dark
counts in the detectors used for the BSM. We assume
here the standard linear optics setup for polarization-
entanglement, in which the photons read from the
memories are let interfere on a beam splitter. The
light coming out of the two output ports is then
analysed using two polarizing beam splitters and 4
single photon detectors. The different click patterns
allow to distinguish two out of the four possible Bell
states in input. In this case the success probability
of the entanglement swapping procedure Pgg, used
in Eq. (2) of the main text, can be expressed as [28]

Ppg = %{[1 — Pdark][7d + 2 Paark(1 — 1)1}, (12)

where pgark is the detector dark count probability
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and 7y their efficiency.

In the main text we considered the imperfections
of the quantum memories limited to non-unity writ-
ing and reading efficiencies. Decoherence in the mem-
ories should be addressed too, especially because very
long distances beyond 10000 km correspond to long
communication times of tens of ms. As discussed in
[22], such long coherence times should be achievable
by transferring the optical memory excitations to the
ground spin states, for example in systems based
on Eu-doped yttrium orthosilicate. Electronic spin
states can be transferred to long-lived nuclear spin
states in silicon-vacancy centres in diamond. In our
simulation, such a modification would correspond to
a lower value of the writing efficiency Py and would
act in the same way on the different implementations,
not changing the comparison between them.

3.2 Modelling the orbits and the trans-

mittance of the satellite links

In this section we will give some details about the or-
bit model and how the transmittance of the satellite-
based optical links has been computed. We assume
circular orbits at altitude h above the ground and
that, for simplicity, they lie in the equatorial plane.
The ground stations are likewise put along the equa-
tor. The results of the paper can be extended to
repeater chains in different sites of the globe by us-
ing suitable orbits (e.g., Sun and Earth synchronous
LEO). The law of motion of the satellites and the
relative position with respect to the ground stations
have then been computed using simple geometrical
considerations and the law of gravitational force,
without any relativistic correction. In scheme OG,
we define the fly-by as the period of time during
which the satellite is in line-of-sight contact with
both the adjacent ground stations. To be in contact,
we suppose that it must be at an elevation angle,
in the local coordinate frame of the ground stations,
greater than a threshold that we set to 15° [16]. The
duration of the fly-by depends on the altitude of the
satellite (that also fixes the angular speed), on the
orbital direction (the same or opposite to the rota-
tion of the Earth) and on the distance between the
ground stations, fixed by the total distance L and n.
The effect is shown in Fig. 5 of the main text,
where one can see how the fly-by duration for scheme
OG goes to 0 when the distance between the ground
stations becomes too large. This is not true for
scheme OO, where it only depends on the altitude
and it is independent of the distance L for n > 1.
Numerical studies suggest that a full optimization
that would include trimming the edges of the pass,
analogously to [62], would only change the final key
by a few percent and for simplicity it is omitted here.
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In the remainder of this section we will out-
line the methodology used to estimate the instan-
taneous value of the transmittance of the free-space
links. The beam effects introduced by the atmo-
sphere [24, 21, 23], like additional beam wandering
and broadening, are neglected in this work, as their
effect is small compared to the strong geometrical
losses due to the intrinsic diffraction. Same holds
for losses related to pointing inaccuracy. We assume
that the transmitter on the satellite generates a col-
limated imperfect Gaussian beam with initial beam
waist Wy and quality factor M? [63]. The value of the
parameter M? has been fixed to match the far-field
divergence of the imperfect Gaussian beam to the one
observed for the mission Micius [16, 17, 18, 19]. If we
suppose that smaller values of M? can be achieved
(better correction of optical aberrations) the value of
the transmittance of the free-space links can easily
go up of a factor {5 — 10}.

The atmosphere introduces losses due to absorp-
tion and back-scattering that depend on the eleva-
tion angle 6 of the source and the frequency of the
light. We fix the wavelength A = 580 nm, the oper-
ating wavelength of Eu-doped yttrium orthosilicate
memories [35], also a good compromise considering
atmospheric extinction and diffraction.

The beam waist of a collimated imperfect Gaus-
sian beam will broaden during the propagation in
vacuum, following the relation [64]

W(z) = Wo/1+ (2M2/zR)2 . (13)

In the far field limit 2 > zp/M?, with zg = TW3/\
the Rayleigh parameter of the beam with wavelength
A, Eq. (13) is linear in the distance z. Now we com-
pute the integral of the Gaussian intensity distribu-
tion at the receiver, with beam waist W(z = z), in-
side a circular region with radius R, obtaining

|

This corresponds with the transmittance of the im-
perfect Gaussian beam through the receiving aper-
ture of radius R, when the beam is perfectly aligned
and centred. This formula can be directly employed
for the inter-satellite links of scheme OO, while we
multiply it by the factor yext(0) = exp[—fsec(d)] to
take into account atmospheric extinction. [ depends
on the site and the atmospheric condition (see [21]
for details).

The instantaneous value of the transmittance of
the double link from the source to the adjacent re-
peater stations is then averaged over the fly-by and
this quantity is used in Eq. (2) of the main text, la-
belled as Py. Scheme OO contains two types of links,
double inter-satellite links and twice an inter-satellite

R

ndiﬁr(,?) =1—exp |: — 2W27(§) (14)



+ down-link. For every configuration we compare the
transmittance of the two types of links and used as
Py the smaller one, that represents the bottleneck in
the chain.

In Tab. 1 we report the values of the most impor-
tant parameters used in the simulations of Sec. 1.

4 Data availability

The data that support the findings of this study are
available from the corresponding author upon rea-
sonable request.
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Parameter Value Brief description Eq./Sec. Ref.
Paark 10-° Detector dark click probability Eq. (12) [65, 66]
N4 0.9 Detector efficiency Eq. (3) [65, 66]
Pw 0.9 Memory writing efficiency Eq. (2) | [28, 22, 67]
Pr 0.9 Memory reading efficiency Eq. (2) | [28, 22, 67]
Ponp 0.5 QND measurement efficiency Eq. (2) | [28, 22, 67]
R, 20 MHz Repetition rate of the source Sec. 1.1 [22, 67]
Rdirect 1 GHz Repetition rate for direct transmission Sec. 1.1 [22, 67]
! 0.17 dB/km Fibre loss coefficient at 1550nm Sec. 1.1 [28]
Wo 0.25 m Gaussian beam waist at the transmitter Eq. (13) | [16, 21, 22]
Roo 0.5 m Radius receiver telescope, scheme OO Eq. (14) | [16, 21, 22]
Roa 0.5 m Radius receiver telescope, scheme OG Eq. (14) | [16, 21, 22]
A 580 nm Wavelength, schemes OO and OG Sec. 3.2 [22, 35]
M? 3 Quality factor of the Gaussian beams Eq. (13) [16, 63]
B 1.1 Atmospheric extinction parameter at 580nm | Sec. 3.2 [21]
Fy 0.98 Initial pair fidelity Eq. (9) [28]
H, 1.5 uWm=2 st 'nm~! Total brightness of the sky background Eq. (11) [60, 68]
Qtov (20 1075)2sr Field of view of the receiver Eq. (11) [60, 68]
By 0.5 nm Spectral filter bandwidth Eq. (11) [60, 68]
AT 1/ Ry Time filter bandwidth Eq. (11) [60, 68]

Table 1: Parameters used in all the simulations in Sec. 1. The parameters have been chosen to represent a reasonable
prediction of what can be achieved in the near future. Superconducting Nanowire Single-Photon Detectors (SNSPDs)
with low dark count rates and efficiencies exceeding 90% have already been realized at different wavelengths [65, 66].
The quantum memory and heralding parameters have been already used in other theoretical studies [28, 22] and
the recent developments in the field make them reasonable [67]. The size of the optical elements imply a significant
improvement over previous experiments [16, 17, 18, 19], but qualitatively similar results on the comparison between
the schemes can be obtained with smaller optics. The parameters regarding the environmental light filtering should
be reasonably easy to achieve and even improve [60, 68].
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