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Abstract

Recent years have seen major advancements in the field of quantum cryptography
and particularly in quantum key distribution (QKD). A QKD protocol enables two
parties to generate a shared secret key via an insecure quantum channel and an
authenticated public classical channel. The security of QKD relies on intrinsic
properties of quantum theory, such as quantum entanglement.

The primary aim of this thesis is the generalization of QKD to multiple parties with
quantum conference key agreement (CKA). By exploiting multipartite entanglement,
a CKA protocol establishes a secret conference key among a group of parties that
can be later used to securely broadcast a message within the group.

To this aim, we first generalize the composable security framework of QKD to
account for CKA and we introduce a multipartite version of the popular BB84
protocol. Hence, we prove the security of our multipartite BB84 protocol and of the
multipartite six-state protocol in the finite-key regime and under the most powerful
adversarial attacks. We further compare the performances of the two CKA protocols
and demonstrate the feasibility of our new CKA protocol by collaborating to its
experimental implementation.

Despite our focus on CKA, we also address a promising QKD scheme called
twin-field (TF) QKD. TF-QKD allows two parties to establish a secret key over
long distances with single-photon interferometric measurements occurring in an
intermediate relay. We consider an improved TF-QKD protocol whose security is
based on the estimation of certain detection probabilities. By deriving analytical
bounds on these quantities, we optimize the protocol’s performance and show that
it can tolerate highly asymmetric losses and independent intensity fluctuations of
the parties’ lasers.

Inspired by the working principle of TF-QKD, we devise a novel CKA protocol
where multiple users distil a conference key through single-photon interference,
and prove its security. Thanks to this feature, the protocol significantly outperforms
previous CKA schemes in high-loss scenarios and it employs a W-class state as its
entanglement resource, in place of the conventional GHZ state.

Device-independent (DI) cryptographic protocols offer the ultimate level of se-
curity. Their security holds independently of the employed devices and relies on
the observation of non-local correlations certified by a Bell inequality violation. We
develop new theoretical tools for obtaining tight security analyses of multiparty
DI protocols, with potential application to DI-CKA. We also apply our tools to the
security of a specific tripartite DI scenario and improve previously obtained results.
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Zusammenfassung

In den letzten Jahren wurden bedeutende Fortschritte im Bereich der Quantenkryp-
tografie und insbesondere im Quantenschliisselaustausch (QKD) erzielt. Ein QKD-
Protokoll ermoglicht es zwei Parteien einen sicheren Schliissel iiber einen unsicheren
Quantenkanal und einen authentifizierten und 6ffentlichen, klassischen Kanal zu
teilen. Die Sicherheit des QKDs beruht auf intrinsischen Eigenschaften der Quanten-
theorie wie zum Beispiel Quantenverschrankung.

Das primaére Ziel dieser Thesis ist die Verallgemeinerung des QKDs auf mehrere
Parteien mittels der Quantenkonferenzschliisselvereinbarung (CKA). Unter Aus-
nutzung von Mehrparteienverschrankung wird ein sicherer Konferenzschliissel zwis-
chen einer Gruppe von Parteien etabliert welcher spater genutzt werden kann, um
sicher Nachrichten innerhalb der Gruppe zu versenden.

Dazu erweitern wir den zusammensetzbaren Sicherheitsformalismus von QKD
auf CKA und fiihren eine Mehrparteienversion des berithmten BB84-Protokolls ein.
Wir beweisen also die Sicherheit unseres Mehrparteien BB84 und des Mehrparteien
Sechs-Zustand-Protokolls in einem Regime mit endlichem Schliissel unter Bertick-
sichtigung der allgemeinsten Lauschangriffe. Anschliel3end vergleichen wir die
Performance beider CKA-Protokolle miteinander und demonstrieren die Durch-
fithrbarkeit unserer neuen CKA-Protokolle, indem wir bei der experimentellen Im-
plementierung kollaborieren.

Ungeachtet unseres Fokus auf CKA befassen wir uns ebenfalls mit einem vielver-
sprechenden QKD Schema, dem sogenannten Zwillingsfeld (TF-) QKD. TF-QKD er-
laubt es zwei Parteien einen sicheren Schliissel iiber grof3e Distanzen zu etablieren.
Dies geschieht mittels interferometrischen Einzel-Photonen Messungen welche in
Zwischenrelais auftreten. Wir betrachten ein verbessertes TF-QKD Protokoll dessen
Sicherheit auf der Schiatzung bestimmter Detektionswahrscheinlichkeiten beruht.
Durch das Herleiten analytischer Schranken fiir diese Gro3en optimieren wir die
Performance des Protokolls und konnen zeigen, dass es hohe asymmetrische Verluste
und voneinander unabhéngige Intensitatsschwankungen der Laser einzelner Parteien
tolerieren kann.

Durch das Funktionsprinzip des TF-QKDs inspiriert, entwickeln wir ein neues
CKA-Protokoll in welchem mehrere Nutzer mittels Einzel-Photonen Interferenz
einen Konferenzschliissel destillieren und beweisen dessen Sicherheit. Dank dieser
Eigenschaft tibertrifft das Protokoll frithere CKA-Schemata in Szenarios mit grofsen



Verlusten unter Verwendung eines Zustands der W-Klasse anstelle des allgegenwér-
tigen GHZ Zustandes.

Apparateunabhéngige (DI-) Protokolle bieten den hoéchsten Grad kryptografis-
cher Sicherheit. Thre Sicherheit gilt unabhingig von der internen Funktionsweise
eines spezifischen Apparats und beruht auf der Beobachtung nicht-lokaler Korre-
lationen, welche durch die Verletzung einer Bell-Ungleichung zertifiziert werden.
Wir entwickeln neue theoretische Methoden fiir stringente Sicherheitsanalysen von
Mehrparteien DI-Protokollen mit potentiellen Anwendungen auf DI-CKA. Auf3erdem
wenden wir unsere Methoden auf ein spezifisches Dreiparteien DI-Szenario an und
verbessern zuvor erzielte Resultate.
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Introduction

[...] God had meant photons to travel rather
than to stay put! This was the insight that made
us think of using a quantum channel to transmit
confidential information.

— Gilles Brassard

Quantum cryptography exploits distinctive quantum properties of nature in order to
perform a given cryptographic task. Most quantum cryptographic protocols are —at
least in principle- information-theoretically secure, which is a very strong notion of
security as it is deduced purely from information theory.

Early ideas to use quantum properties for security purposes date back to the ’70s
[Bra05; Ben+83], when Wiesner aimed to create unfalsifiable bank notes [Wie83].
These ideas seemed however very unpractical as they required to store a single
polarized photon for days without losses (at the time, photon polarization was the
only conceived carrier of quantum information).

The breakthrough occurred in 1983, when Bennett and Brassard realized that
photons are best used to transmit quantum information rather than to store it. In
particular, they could be used to transmit a random secret key from a sender to
a receiver, who can then use the key to encrypt and decrypt sensitive messages.
Shortly after, Bennett and Brassard published the first quantum key distribution
(QKD) protocol in 1984 [BB84], hence named BB84 protocol. Since then, many new
protocols have been proposed [Eke91; Bru98; Sca+09] and implemented [Dia+16],
allowing QKD to become the major application of quantum information science.

Furthermore, pushed by increasing concerns on data security and by the prospect
of commercialization, the research on QKD has spread beyond the walls of academia
and attracted the attention of several companies, private institutions and govern-
ments [Com; Tec]. In fact, a growing number of companies and startups worldwide
are offering QKD solutions.

In the long term scientists envision the creation of large-scale quantum networks
where, thanks to quantum entanglement, QKD-enabled secure communication is
possible among any subset of users in the network. With a broader perspective, such
networks could be linked together in a quantum internet [Kim08; WEH18] that
would serve much more scopes than just secure communication, e.g. secure access
to remote quantum computers [BFK09; Fit17].



1.1

Motivation and Results

The research on QKD beautifully combines ideas and contributions coming from
various fields of study, ranging from quantum information and quantum communi-
cation, to computer science and cryptography. The interplay between these diverse
disciplines leads to theoretical advancements that can be of broad interest and
applicable to other research fields.

Nonetheless, because of the significant commercial appeal of QKD, the on-going
research is also guided by more practical purposes. For instance, combined theo-
retical and experimental efforts are devoted to stretching the maximum distance at
which QKD can be performed, while guaranteeing high key-generation rates with
simple experimental setups.

To this aim, part of our doctoral research addressed a novel QKD protocol which
has recently received a lot of attention from the scientific community. The proto-
col, named twin-field (TF) QKD [Luc+18; CAL19], has quickly become the new
benchmark for long-distance QKD while maintaining high security standards.

In this context, we derive theoretical expressions that allow us to assess the
performance of the TF-QKD protocol devised in [CAL19] for a realistic implementa-
tion of the protocol. From our results [GC19; GNC19] (appendices C and D), we
can conclude that the TF-QKD protocol in [CAL19] can achieve at the same time
long distances and high performance even in conditions previously considered very
unfavourable, as later confirmed experimentally.

The major part of our doctoral research, however, focuses on the development,
security analysis and simulation of the generalization of QKD to multiple users:
multipartite QKD, also known as quantum conference key agreement (CKA). A CKA
protocol is employed when a confidential message needs to be securely broadcast
within a group of users. The users, upon performing a CKA protocol, share a common
secret key —the conference key— with which they can encrypt and decrypt the secret
message. Quantum conference key agreement also represents one of the first natural
applications of the emerging quantum networks.

In our first publication on this topic [GKB18] (appendix B), we introduce a
multipartite generalization of the BB84 protocol. We provide a complete proof of
its security in the most adversarial scenario and benchmark its performance with
another multipartite QKD protocol, under realistic conditions. We also collaborate
to the experimental realization of our protocol [Pro+20] (appendix F), taking care
of the security aspects of its implementation.

Inspired by our work on TE-QKD, we devise a new CKA protocol [GKB19] (ap-
pendix E) which can be regarded as a multiparty generalization of the TF-QKD
protocol in [CAL19]. We prove the protocol’s security in very general circumstances

Chapter 1 Introduction



1.2

and show that, similarly to its bipartite counterpart, it can substantially outperform
other multipartite QKD protocols over long distances.

Among quantum cryptographic protocols, those offering the highest level of secu-
rity are the so-called device-independent (DI) protocols, such as DIQKD protocols
and DI randomness generation (DIRG) protocols. Indeed, the security of these
protocols holds independently of the actual functioning of the devices used to im-
plement them. This remarkable feature relies on the non-local nature of quantum
correlations.

In our latest work [Gra+20] (appendix H), we develop important theoretical tools
that enable more accurate security proofs of multiparty DI protocols. We also apply
these tools to improve the security of specific protocols, with potential application to
DI conference key agreement (DICKA).

Finally, we produce an exhaustive review of the existing CKA protocols [Mur+20]
(appendix G), which represents the first review on this blossoming research topic.

For a more detailed list of our results, we refer the reader to chapter 7.

Thesis Structure

The contents of the thesis are organized as follows.

* In chapter 2 we set the theoretical framework by introducing all the concepts
of quantum information theory that are necessary for the understanding of the
remainder of the thesis. We place particular emphasis on the various entropy
definitions that capture different measures of information.

* We introduce quantum key distribution (QKD) in chapter 3. After discussing
the purely quantum features on which the security of QKD is based, we describe
the paradigmatic BB84 protocol. We then consider a generic QKD protocol
and prove its security under the most general circumstances. Subsequently
we provide insights on the generalization of QKD to quantum conference key
agreement (CKA) and briefly describe the functioning of our multipartite BB84
protocol. We conclude the chapter by listing some important state-of-the-art
QKD experiments.

* In chapter 4 we draw attention to the security threats posed by performing
QKD with imperfect quantum devices and discuss the solutions proposed so far.
Specifically, we present the decoy-state method to deal with sources emitting
multiple photons. We also introduce the concept of measurement-device-
independent QKD, whose security is independent of the trustworthiness of the
measurement devices.

1.2 Thesis Structure



* The subject of chapter 5 is the novel TF-QKD protocol, which applies the
solutions to the security threats discussed in the previous chapter. In this
chapter we also present recent fundamental bounds on the performance of
any point-to-point QKD protocol. We introduce TF-QKD by describing its first
version and the improved version that we investigate. We summarize the
results of our investigation with the support of plots simulating the protocol’s
performance in realistic conditions. Insight is provided on the theoretical
results that enable a practical performance assessment of TF-QKD. The last
part of the chapter is devoted to the presentation and discussion of our new
CKA protocol based on the founding idea of TF-QKD.

* We start chapter 6 by proving Bell’s theorem and introducing the concept
of Bell inequality. We show that quantum correlations can violate Bell in-
equalities and clarify the relations between local, quantum, no-signaling and
causal correlations. We then elucidate the link between the violation of a Bell
inequality and the security of a device-independent (DI) QKD protocol. From
there, we introduce the archetypal DIQKD protocol based on the violation of
the Clauser-Horne-Shimony-Holt inequality, and prove its security. We then
present our theoretical results enabling similar security proofs for multipar-
tite DI protocols. We conclude the chapter by presenting a multipartite Bell
inequality specifically designed to be applied in a DICKA protocol.

* We provide a concise overview of the results of our doctoral research in
chapter 7.

* Chapter 8 concludes the thesis and gives an outlook on future research direc-
tions that stem from the results of our doctoral research.

The original publications of our research manuscripts are provided in appendices B
to H, while appendix A contains the proofs of statements made in the main body of
the thesis.

Chapter 1 Introduction



2.1

Elements of Quantum
Information Theory

Fundamental measures of information arise as
the answers to fundamental questions about the
physical resources required to solve some
information processing problem.

— Nielsen & Chuang

In this thesis, we assume the reader to be familiar with the fundamental concepts
of quantum mechanics and linear algebra. Nonetheless, in this chapter we will
briefly review some of those concepts using the Dirac notation and the density
operator formalism (sections 2.1-2.5). We also introduce the entropies characterizing
information-processing tasks which commonly occur in quantum cryptography
(sections 2.6 and 2.7). The content of this chapter is mostly inspired by the following
literature: [KLMO07; NC10; Ros11; Ren08].

Dirac Notation and Linear Algebra

The state of a quantum mechanical system, with d degrees of freedom, is represented
by a normalized vector [¢)) in a d-dimensional Hilbert space H over the complex
numbers C, called the state space of the system. A Hilbert space is an inner product
space, which is also complete with respect to the norm induced by the inner product
if the space is infinite-dimensional.

The vector symbol |¢) is called a ket. To every vector |¢) in H corresponds a
unique dual vector (¢| in the dual Hilbert space H*, i.e. the space of linear maps
from # to C. The symbol (¢| of a dual vector is called a bra. Note that the dual of a
linear combination of vectors « |a) + 3 |b) is defined as o (a| + 8* (b], where o* is
the complex conjugate of o € C.

The action of a linear map (¢| € H* on a vector |¢)) € H is written as a “bra-ket”:
|) — (¢|)) € C and defines the inner product of vectors |¢)) and |¢) in H. Two
vectors are said to be orthogonal if their inner product is zero. The norm induced by
the inner product is given by: |||¢)| = /(¥ |¢). A vector |¢) is said to be normalized,
or called a unit vector, if |||¢))|| = 1. An orthonormal set of vectors {|v;) } is exclusively



composed of normalized and mutually orthogonal vectors: (v;|1);) = 6; ;, where 0; ;
is the Kronecker delta.

The Dirac notation provides a useful way to represent the action of linear operators
on H, through the outer product. The outer product of |¢)) € H and (¢| € H* is
represented by |¢)(¢| and acts as follows on |y) € H: |y) — (¢|7y) [¢). The outer
product of a vector |¢)) by itself defines a linear operator that projects a vector
|¢) € H in the one-dimensional subspace spanned by [1): [¢)(||¢) = (¥|@) |).

From this definition, it immediately follows that any orthonormal basis {|b;)}Z_; of
the d-dimensional Hilbert space # satisfies the completeness relation: >>% , |b;)(b;|=
id, where id is the identity operator. With the completeness relation, it is possible to
represent the action of any linear operator A in the outer product notation:

d
A=id Aid = Y (bi|Alb;) [bs)(b;], (2.1)
ij=1
where the element (b;|A|b;) can be regarded as the matrix entry in the i-th row and
j-th column of the matrix representation of A with respect to the basis {|b;)}%_;.
We define the adjoint or Hermitian conjugate of an operator A on H, the operator
AT on H* such that:

(V| AT|o))* = (p|Alw) VY [¥),]8) € H. (2.2)

This implies that the matrix representing Af is obtained from that of A by applying
transposition and complex conjugation. It also follows that (|1)(¢|)" = |¢)(2].

The evolution of a closed quantum system is determined by a unitary operator U,
that is an operator for which Ut = U~!, where U~! is the inverse of U. A unitary
transformation also links any two bases {b;}¢_, and {b}_, in H: |b}) = U |b;). Two
bases are called mutually unbiased if (b;|b;) = 1/d for every i and j.

The observable quantities in quantum mechanics are represented by Hermitian
operators. An operator A is called Hermitian if A = A'. An important class of
Hermitian operators is the orthogonal projectors.

An operator P is called a projector if P> = P. If P is also Hermitian, then it
is called an orthogonal projector. An example is given by the following rank-one
orthogonal projector |)(1|. Note that any orthogonal projector can be written as:

P=>1b){bi|, SCA{1,...,d}, (2.3)

€S

i.e. as a sum of rank-one projectors on some elements of an orthonormal basis
{Ibid}yy C H.

Chapter 2 Elements of Quantum Information Theory
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Importantly, the eigenvalues a; of an Hermitian operator A = Af on the d-
dimensional Hilbert space H are real and the eigenvectors form an orthonormal
basis {|a;)}%_, (if d is finite), called the eigenbasis of A. Then, the operator A can be
written in its spectral decomposition as follows:

d
i=1
Finally, we define the trace of an operator A on H as follows:

d
Tr[A] = > (bil Albs) (2.5)

=1

where {|b;)}¢_; is any orthonormal basis for H. We remark that the trace definition is
independent of the chosen basis thanks to the cyclic property of the trace Tr[AB] =
Tr[BA] and to the fact that a change of orthonormal basis is represented by a unitary
operator.

Density Operator Formalism

We have so far identified the state of a quantum system by its wave function [¢),
implicitly assuming that it can be completely determined. However, from a practical
point of view, this is not always feasible. Consider, for instance, an electron-target
scattering experiment where the electron beam is prepared without the use of
polarizers. The electron spin will probably be oriented in a random direction for
each electron of the beam. Thus, the spin of the beam cannot be described by a pure
state of the form:

) =alt), +B1)., (2.6)

since the latter describes a spin oriented in a specific direction, fixed by the polar
angles § = 2arccos |a| and ¢ = arg § — arg a. Rather, the state of the beam spin
is described by an ensemble of spins oriented in all directions, weighted by their
probability of occurrence: a mixed state.

In cases like this, where the lack of information on an ensemble of single states
prevents us from describing them one by one completely, we can still study such a
collection of states statistically by means of the density operator, introduced by von
Neumann in 1927.

2.2 Density Operator Formalism



Definition 2.1 (Density Operator). Consider a quantum system that is found in one
of the pure states {|;)} with probabilities p; < 1, where )", p; = 1. Then, the state of
the system is called a mixed state and is described by the density operator

p= ZPiWi)WH- 2.7)

The matrix representation of p is called density matrix, which is often used to indicate
the operator itself.

If a quantum system is in a pure state |¢)) with certainty, then its density operator
reads: p = |1)(¢|. A criterion to determine whether a state p is pure or mixed is
given by the computation of its purity: Tr[p?]. A state is pure if Tr[p?] = 1, while it’s
mixed if Tr[p?] < 1.

Density operators offer an alternative formulation of quantum mechanics, which
is particularly useful in quantum information. Here we provide an intrinsic charac-
terization of density operators, which allows us to abandon their interpretation in
terms of an ensemble of pure states.

Theorem 2.1 (Characterization of density operators). An operator p is the density
operator of a mixed state p =, pi|vi) (1| if and only if it is normalized (Tr[p] = 1)
and positive (p > 0, i.e. Hermitian with non-negative eigenvalues).

The proof of this Theorem can be found in [NC10].
We can now reformulate the postulates of quantum mechanics in the density
operator picture.

Postulate 2.1. The state of a quantum system is completely determined by a normalized
positive operator, denoted density operator; acting on a Hilbert space H named the state
space of the system.

Postulate 2.2. The evolution of a closed quantum system is determined by a unitary
transformation U. Specifically, the evolved state of the system p' is obtained from the
initial state p as follows:

o =UpUT. (2.8)

Postulate 2.3. The measurement of a quantum system is defined by a collection of
measurement operators { M,,} acting on H and satisfying the completeness relation:
S, M M, = id. If p is the state of the system prior to measurement, the probability
of observing the measurement outcome m is given by:

Pr(m) = Te[M] M,,p] (2.9)

Chapter 2 Elements of Quantum Information Theory



2.2.1

and the state of the system after the measurement reads

M, pM],
Pm =

—_—mPm (2.10)
Tr[ M, My p]

Postulate 2.4. The state space H of a composite quantum system, with subsystems
numbered from 1 to n, is given by the tensor product of the state spaces H; composing
thesystem: H=H1QH2® ... Hy.

Thanks to Postulates 2.1 and 2.4, we can describe the state of a composite system
commonly encountered in quantum information. Consider a quantum system @
whose state depends on the value z of a classical random variable X, with probability
distribution Pr(z). For an observer who ignores the value of X, the global state of
the quantum system and of the classical variable is given by:

pxq =Y Pr(z)|z){z|x ® pj, (2.11)

where the random variable X is represented by orthogonal pure states |x), since its
classical outcomes can be perfectly distinguished. The quantum system is instead
found in one of the conditional states pg). Moreover, we say that px is classical on
X or is a classical-quantum (c.q) state if it can be written in the form (2.11).

POVMs and Projective Measurements

Postulate 2.3 provides the most general description of a quantum measurement.
There are two special cases of quantum measurements which are of particular
interest in quantum information. The first one is the positive operator-valued
measure (POVM), which simplifies the formalism when only the measurement
statistics matters.

Definition 2.2 (POVM). A POVM is defined by a set of positive operators {E,,}, the
POVM elements, acting on the state space, such that )", E,, = id. Then the probability
of obtaining outcome m when measuring the system in state p is given by:

Pr(m) = Tr[E,,p]. (2.12)

One can readily see that POVMs are a special case of Postulate 2.3, when the
measurement operators are given by M,,, = /E,,, which implies M, M,, = E,,.

The only case in which the measurement operators and the POVM elements
coincide is for projective measurements, i.e. when they are orthogonal projectors:
E,, = M,,, = P,,. By combining the general expression of an orthogonal projector
(2.3) with the constraint given by the completeness relation: ), P,, = id, one

2.2 Density Operator Formalism
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verifies that the projectors { P,,,} are mutually orthogonal: P, P,, = ,, ,F,. From
the measurement outcomes and the projectors it is possible to define an Hermitian
operator M, called observable, through its spectral decomposition:

M =Y mPy. (2.13)

Often, a projective measurement is equivalently defined as the measurement of an
observable M, meaning that the projectors are those appearing in its spectral decom-
position (2.13). If the projectors are all rank-one P,, = |m)(m/|, the measurement is
called a von Neumann measurement.

Identifying a projective measurement with the observable M is useful when, for
instance, one wants to compute the average outcome, since it can be directly written
in terms of the observable M:

(M) = ZmPr(m) = ZmTr[Pmp} = Tr[Mp]. (2.14)

Finally we remark that, although projective measurements are particular cases
of POVMs, the statistics of any POVM on a d-dimensional Hilbert space can be
reproduced by combining a projective measurement on a Hilbert space of dimension
d" > d with a unitary operation. This result is known as the Naimark theorem
[DJRO5; Per06].

Qubits and Pauli Operators

In many quantum information applications, the fundamental quantum system is a
two-level system called quantum bit or qubit. Physical realizations of qubits are, for
example: a photon that can be found in one of two distinct paths, two orthogonal
polarizations of a photon, the spin state of spin-1 particles, or the two lowest energy
levels of an electron orbiting a nucleus.

The state of a qubit is described by a density operator acting on a two-dimensional
Hilbert space, H,. The commonly used basis for #, is the computational basis
{]0),]1)}. Thus, any pure qubit state is represented by a superposition of the form:
) = a[0) + B|1), where |a|* + [8[* = 1.

Conversely, any general (possibly mixed) qubit state p on #H, can be expressed
as a combination of the identity operator id and the Pauli operators o,, 0, and o,
[Pau27]:

id+7-¢7

p=—g— TE R : |r| <1, (2.15)
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where ¢ = (04,0,,0,)7. The matrix representation of the Pauli operators with
respect to the computational basis reads:

0 1 0 —i 10
U‘”:LL 0} ;Uy:lﬁ 0] ;02:[0 —1] (2-16)

Note that, depending on the context, we also indicate the Pauli operators as o, =
o1 =X, 0y =092 =Y and 0, = 03 = Z. The Pauli operators are Hermitian with
eigenvalues +1, traceless, and satisfy the following relation:

3
oioj = Sijid + > eijror, (2.17)
k=1
where ¢, is the Levi-Civita symbol, which is equal to +1 (or —1) if the triple (i, j, k)
is a cyclic (or anti-cyclic) permutation of (1,2, 3), and zero if any two indices are
repeated.

The representation (2.15) of a qubit state, together with (2.17), is particularly
useful in many computations. For instance, the purity of a qubit state can be readily
computed as: Tr[p?] = (1+|r||*)/2. Thus, the norm of the vector 7 indicates whether
the state is pure (||r|| = 1) or mixed (||r|| < 1). When ||r|| = 0, the state is said to be
maximally mixed.

Moreover, the vector 7 individuates a point inside a unit sphere, called the Bloch
sphere, where the three Cartesian coordinates are associated with the eigenstates of
the Pauli operators. Often, in the quantum information jargon one can measure “in
the z direction of the Bloch sphere”, meaning that one is performing a projective
measurement in the eigenbasis of o,, which is conventionally associated with the
computational basis.

Finally, the Pauli operators have a prominent role in quantum error correction,
since they represent all the possible errors that can occur when processing a qubit.
In particular, o, produces bit flips, o, yields phase flips and o, both phase and bit

flips:
or|a) = |a) (2.18)
o, la) = (=1)%]a) (2.19)
oyla) =i(-1)"la), a=0,1 (2.20)

wherea =1 —a.

2.3 Qubits and Pauli Operators
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Composite Systems and Entanglement

Postulate 2.4 allows us to introduce one of the most astonishing features of quan-
tum mechanics, entanglement, which plays a crucial role in quantum information
protocols.

Suppose that two parties, Alice and Bob, locally prepare their own quantum
system in the state p4 and pp, respectively. Then, the global state of the composite
quantum system, pap = pa ® pp, is called a product state. If the prepared states
are pure: py(p) = |Ya(B))(¥a(p) |, even the global state is pure and represented by
the following product state: |¥) = |104) ® |1 ). Note that a compact notation for
[ha) ® [¢B) 18 |4, 9B) OF [Yahp).

Alice and Bob could also agree on locally preparing the states p4, and pp,,
according to a shared random variable with distribution {p;}. This task only requires
local operations and classical communication (LOCC) . In this case, the state on
H 4 is described by:

PAB = sz’ pA; @ PB;- (2.21)

)

However, not every composite quantum system is prepared with LOCC, hence it
cannot be expressed as the state in (2.21) [GT09].

Definition 2.3 (Separability, Entanglement). A quantum state pag on Ha ® Hp is
called separable if there exists a convex combination of pure product states |1;, ¢i) (i, ¢il,
with |1;) € H4 and |¢;) € Hp, such that:

PAB = Zpi [%0i, &) (s ds |- (2.22)

Otherwise, pap is called entangled.

Note that every state of the form (2.21) can be reduced to a state like (2.22).
Classifying whether a state is entangled or not is challenging. Consider for example
the following pure states, known as Bell states:
~]00) £ [11)

+
|®F) = N (2.23)

whose density operators are clearly entangled:

|BF)(®F|= = []00)(00]=]00) (11 |4|11)(00|+|11)(11]]. (2.24)

DN |

Surprisingly, their convex combination is not entangled:

1

[ 9F)(@F [+197)(@7 || = 5 [100)00[+|11)(11]. (2.25)

N
O |
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The definition of entanglement can be extended to a multipartite scenario.

Definition 2.4 (Multipartite Entanglement). Consider a set of parties labelled by the
indices Z = {1,2,...,n} and a partition {Z } of Z, where Zj, are disjoint subsets of
such that Ui Zy, = Z. Then a state p is separable with respect to the partition {Z } if it
can be written as:

P= pipri® @ pri- (2.26)
)

If every Tj, comprises only one index, then the state (2.26) is called fully-separable. If a
state is not fully-separable, then it is entangled. If the partition is only composed of two
subsets 71 and I, the state (2.26) is called biseparable. If a state cannot be expressed
as a convex combination of biseparable states, then it is called genuine multipartite
entangled (GME).

An example of a pure GME state which plays a major role in multipartite quantum
cryptographic protocols is the Greenberger-Horne-Zeilinger (GHZ) state [GHZ89]:

1
V2

A remarkable application of the density operator formalism is the ability to

(GHZ,) = —= [[0)°" + [1)°"] (2.27)

describe subsystems of composite systems through the reduced density operator.
This is particularly useful when the global state is entangled and the states of its
subsystems are not immediately intelligible.

Definition 2.5 (Reduced density operator). Let pap be the state of a bipartite quan-
tum system. Then the reduced density operator representing the state on subsystem A is
given by:

pa = Trp[pasl, (2.28)

where Trp is the partial trace on subsystem B.

The partial trace is defined as the regular trace (2.5) but only acts on the subsys-
tems indicated in the subscript. Thus, for instance:

Trp[lar)(az|®[b1)(b2|] = |a1){az|Tr[|b1)(ba|] = |a1)(az|(ba|b1) - (2.29)

Definition 2.5 is justified by the fact that the reduced density operator p4 provides
the correct measurement statistics for measurements made on subsystem A.

2.4 Composite Systems and Entanglement
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The Schmidt Decomposition and Purifications

We observed that entanglement detection is not an easy task. A bipartite pure state is
entangled if it cannot be expressed as a product state (Definition 2.3). A useful tool
to detect entanglement in bipartite pure states is given by the Schmidt decomposition.

Theorem 2.2 (Schmidt decomposition). Let |t ap) € Ha @ Hp be the pure state of
a bipartite system. Then there exists an orthonormal basis {|«;) f‘:“l of Ha and an
orthonormal basis {|f;) ?21 of Hp such that:

R
[WaB) =D Ak lok, Br) (2.30)

k=1

where )y, are positive real coefficients called Schmidt coefficients and R < min(d 4, dp)
is the Schmidt rank.

Proof. Let {|ai>}§l;‘1 and {|bj>}§l£1 two orthonormal bases of 4 and # g, respec-
tively. Then the state |1/ 45) can be expressed as:

da,dp

[YaB) = Z cij |ag, bj) (2.31)

,j=1

for some complex coefficients ¢;; which define the complex matrix C' € C44*d5,
From the singular value decomposition of C' we obtain: C = UDV, where U €
Cdaxda and V e C98*98 are unitary matrices and D € R%4*95 is a rectangular
diagonal matrix of non-negative numbers. By substituting the expression for C in
(2.31) we get:

min(da,dB) da,dp

Wag) = D > updrvrjlai,bs), (2.32)

k=1  ij=1

where u;y, dy;, and vy; are the matrix elements of U, D and V, respectively. We now

define new basis elements |ay) = Zfﬁl wip, |a;) and |By) = 298

521 vk |bj). The newly

defined bases {cy}{4, and {8;}{? are orthonormal since the starting ones were
so. By substituting the bases in (2.32) and by discarding the terms in the sum over
k where dj;, = 0, we obtain the claim in (2.30). O

Note that the Schmidt coefficients are given by the square roots of the nonzero
eigenvalues of CCT, hence they can be easily determined.
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The Schmidt decomposition allows us to immediately compute the reduced state
of the two subsystems according to Definition 2.5:

R R
pa= > MNlag)larl 3 pp=>_ N|Bk)(Bsl (2.33)

k=1 k=1
We observe that p4 and ppg are written in their spectral decomposition and have the
same eigenvalues! Since many properties in quantum information are determined
by the eigenvalues of a state (e.g. the von Neumann entropy, see section 2.6), they
will be the same for the two subsystems of a composite quantum system in a pure
state.

Moreover, if the Schmidt rank is R = 1, the global state is separable and the two
subsystems are pure. Otherwise, for R > 1 the global state is entangled and the two
subsystems are mixed. In this case, we can completely determine the (pure) state of
the combined system (2.30), but we lack information when we focus on its single
constituents (2.33) —the reduced states are mixed. This bizarre fact is one of the
hallmarks of entanglement.

The missing information on system A is represented by its classical randomness,
which is correlated to system B as visualized in (2.30). Only a global description of
systems A and B, provided by the pure state (2.30), presents no classical randomness
and hence cannot be correlated with any other system. Therefore, everything that
might possibly be correlated with system A is contained in system B.

This fact is widely used in quantum cryptography. Here, a group of honest parties
holds a quantum system A. One then assumes the worst-case scenario where
the eavesdropper, Eve, holds the quantum system F that contains all the possible
correlations with A, i.e. the composite system AFE is in a pure state. We say that Eve
holds the purifying system, which can be identified as follows.

Proposition 2.3. Let ps on H 4 be the state of a quantum system A. Then there exists
an auxiliary system E with state space H g and a pure state | ag) € Ha @ Hp, called
a purification of pa, such that:

Tre([vYae)(Vael] = pa. (2.34)

Proof. Consider the spectral decomposition of p4: 3%, \i|\;)()\;| and a Hilbert
space Hp of the same dimension d of H 4, with orthonormal basis {|e;)}. The
purification of p4 is given by:

d
Wae) =Y VAilA) @ le) . (2.35)
=1

2.4 Composite Systems and Entanglement
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Indeed, we have that:

d
Tenllvar) @apl = >0 MMM 1 Trlleq) (e ]

1,7=1

d
= M) (Ail= pa. (2.36)
i=1

as claimed. O

Note that all purifications [y 4r) of p4 are related by unitaries on E.

Quantum Operations

A quantum operation &, also called quantum channel, provides the most general
description of a physical process acting on a system in state p. The final state of
the system, after the process occurs, is given by £(p) up to some normalization
factor. Both the unitary evolution of a closed system (Postulate 2.2) and quantum
measurements (Postulate 2.3) are examples of quantum operations.

Quantum operations are defined by the following three axiomatic properties,
based on physical grounds.

Axiom 2.1. The probability that the process represented by £ occurs is given by
Tr[E(p)] € [0, 1], when p is the initial state.

Axiom 2.2. The map & is convex-linear on the set of density operators, i.e.

& (ZMM) = Zpig(pz')-

Axiom 2.3. The map £ is completely positive (CP). That is, £(p) is a positive operator
for every input state p. Additionally, for every composite state pap on Ha ® Hp, the
operator (idy ® £)(pap) is positive on Ha ® Hp.

The axioms are chosen such that quantum operations map density operators
to density operators. Axiom 2.1 includes quantum measurements (where each
outcome occurs with a certain probability) as a possible quantum operation. The
normalized state after the process in this case reads £(p)/Tr[E(p)]. The second
axiom states a desirable property, namely that if a system is in one of the states {p;}
with distribution {p;}, after applying £ it will be in one of the states {£(p;)} with
the same probability distribution. Finally, Axiom 2.3 ensures that the output of a
quantum operation is still a density operator, even when it acts on a subsystem of a
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composite system. Note that this requirement is non-trivial, as there are maps which
are positive but not CP.

Kraus’ theorem is a beautiful result which characterizes quantum operations with
an elegant notation.

Theorem 2.4 (Kraus). A map & is a quantum operation satisfying Axioms 2.1, 2.2
and 2.3 if and only if it can be represented by a Kraus decomposition:

Elp) = ZKiij, (2.37)

for some set of Kraus operators {K;} such that ), KZTKZ < id. Moreover, being d the
dimension of the Hilbert space of the system on which £ acts, the number of Kraus
operators is not larger than d>.

The proof of this theorem can be found in [NC10; Par12]. We point out that
the Kraus decomposition of a quantum operation is not unique, but all the possible
decompositions are linked by unitary transformations.

Unitaries and measurements are two particular cases of quantum operations with
one Kraus operator each, given by: K = U and K = M,,, respectively. However,
while unitaries are trace-preserving operations, Tr[UpU'] = Tr[pUTU] = 1, quantum
measurements in general are not.

An equivalent description of quantum operations interprets them as the result
of the interaction between the system of interest (S) and an environment (F).
Conversely, in absence of interactions with an environment, the system would evolve
according to a unitary transformation (Postulate 2.2). Suppose that the system and
the environment are initially in a product state, where the environment is described
by a pure state |ep) and the system’s state is p. Note that assuming an initial pure
state for the environment is not restrictive as we did not fix its dimension, thus
we could always take its purification. The composite system (S + E) is closed and
evolves according to a unitary U. Then, the final state of system .S reads:

E(p) = Trp [U(p @ |eo)(eo NUT] = D~ (esl Up @ leo)(eo)UT e}, (2:38)

(2

for some orthonormal basis {|e;)} of the environment. By comparing (2.38) with
(2.37), we deduce an explicit expression for the Kraus operators:

K; = (eilUleo) . (2.39)

Since the operators (2.39) satisfy the completeness relation ), KZT K; = id, they de-
scribe trace-preserving quantum operations. Instead, non-trace-preserving quantum

2.5 Quantum Operations
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operations can be viewed as just described with an additional projective measure-
ment on the combined system, following the unitary U.

Depolarizing Channel

An important example of quantum operation is the depolarizing channel:

3

E(p) = (1=p)p+ 5 > oipo]. (2.40)

i=1
with Kraus operators Kg = /T — pid and K; = \/p/3 ;. Recall from section 2.3
that every qubit error can be reproduced by applying a Pauli operator ;. Thus, the
resulting state in (2.40) is unchanged with probability 1 — p or is affected by one
of the qubit errors with probability p/3 each. By applying the depolarizing channel
on the qubits used in a quantum information protocol, one can test the protocol’s
robustness against noise.
Note that, under the substitution p = 3¢/4, the map in (2.40) can be recast as:

£p)=(—a)p+dy. (241

i.e. it depolarizes a qubit with probability ¢ by replacing it with the completely
mixed state id/2.

Entropies

The uncertainty that an observer has about a physical system, i.e. the amount
of randomness characterizing the system from her perspective, is quantified by a
certain entropy measure. Here we review the principal entropy measures used in
the remainder of this thesis.

Definition 2.6 (Shannon entropy). Let X be a random variable whose outcomes follow
the probability distribution {p,}. The Shannon entropy of X (or of the distribution
{p=}) is given by:

H(X)=H({p.}) ==Y _ palogps. (2.42)

Remark 2.1. The logarithm symbol in this thesis is always intended in base 2 and by
convention it holds: 0log0 = 0.

The Shannon entropy quantifies the uncertainty about X before we learn its value.
Equivalently, H(X) are the bits of information gained after reading the outcome of
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X. If X has only two possible outcomes, the Shannon entropy is often called binary
entropy and reads:

h(p) := —plogp — (1 — p)log(1 — p) (2.43)

Given two random variables X and Y jointly distributed according to {p(x,y)}, the
joint Shannon entropy reads:

H(X,Y)=—p(z,y Zp:cy (2.44)

while the conditional entropy is defined as:
H(X|Y)=H(X,Y)— H(Y). (2.45)

The conditional entropy of X given Y quantifies how uncertain we are about X,
given that we learned the value of Y. Finally, the mutual information H(X : Y)
measures the amount of information we gain on X by observing the value of Y.
This is given by the total amount of information of X, H(X), minus the uncertainty
that we still have on X after learning Y, i.e. H(X|Y'). Thus we have:

H(X:Y)=HX)-HX|Y)=HX)+HY) - H(X,Y). (2.46)

Of the many properties satisfied by the above-defined entropies, we highlight in
particular that: H(X|Y) = H(X,Y) — H(Y) > 0. We could intuitively expect this,
since the uncertainty on both random variables X and Y must be greater than
the uncertainty on Y. Conversely, this does not hold for quantum states, whose
uncertainty is quantified by the von Neumann entropy.

Definition 2.7 (von Neumman entropy). The von Neumann entropy of a quantum
state p, with eigenvalues {)\;}, is defined as:

H(p) = —Trlplogp| = Z)\ log A;. (2.47)

One can interpret the von Neumann entropy of p as the Shannon entropy of the
probability distribution defined by its eigenvalues, hence we use the same symbol.
Often, the von Neumann entropy of a system A in state p is indicated as: H(A),.

For the above analogy, the previous definitions of joint entropy (2.44), conditional
entropy (2.45) and mutual information (2.46) can be extended to the von Neumann
entropy.

We observe that 0 < H(p) < logd for every state p on a d-dimensional Hilbert
space. Moreover H(p) = 0 if p is pure and H (p) = logd if the state is maximally
mixed.

2.6 Entropies

19



2.6.1

20

Suppose that the state p4p of a composite system is given by the pure entan-
gled state in (2.23), already written in its Schmidt decomposition. Then, the von
Neumann entropy of the composite system is: H(AB), = 0. From the Schmidt
decomposition (c.f. section 2.4) we learned that the eigenvalues of p4 and pgp
are equal and given by the squares of the Schmidt coefficients. This leads to:
H(A), = H(B), = 1. Clearly, in the quantum case the entropy of a subsystem can
be larger than the entropy of the composite system and the conditional entropy
becomes negative.

Other important properties of the von Neumann entropy are the strong subaddi-
tivity:

H(A|B,C) < H(A|B), (2.48)

and the conditional entropy of a c.q. state. Let pap = >, Pr(a) |a){a|®p% be a
c.q. state, where the state on B depends on the value a. Then the entropy of B
conditioned on A can be expressed as:

H(B|A), = Y Pr(a) H(p%). (2.49)

Operational Meaning

We conclude this section by briefly providing an operational meaning of the Shannon
and von Neumann entropies, which helps us motivate the introduction of smooth
entropies in the next section.

Consider a source emitting a sequence of random symbols represented by random
variables X1, Xo,...,X,, each of them distributed according to Py and independent
from each other. They are said to be independent and identically distributed (i.i.d.)
random variables. The goal is to store the data by encoding it in a bitstring without
losing information, so that it can be later retrieved. Then Shannon’s noiseless coding
theorem affirms that asymptotically —i.e. for diverging n— the amount of bits needed
per source symbol is given by H(X).

More formally, if £, (X) is the minimum amount of bits needed to compress X
without losing information, except for probability ¢, then the compression rate of the
example above is given by:

Teompr (X ) := lim lim Eoompr (X1 X2 - Xn) = H(X). (2.50)

e—0n—o0 n

Similarly, we consider the quantum i.i.d. source defined by the state p, with
spectral decomposition p = >, \;|¥;) (1] In other words, the source emits a
sequence of quantum states drawn from {¢; }, according to the distribution {p;}.
For Schumacher’s noiseless coding theorem, the fraction of qubits needed to reliably
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encode and decode each state in the sequence is given by the von Neumann entropy
H(p).

Unfortunately, if one removes the asymptotic or the i.i.d. assumption, the Shannon
and von Neumann entropies no longer describe operational quantities.

Smooth Entropies

Here we define two generalizations of the entropies introduced in the last section,
which present an operational meaning in non-i.i.d. and non-asymptotic scenarios
and play a fundamental role in the security of quantum cryptographic schemes.

Definition 2.8 (Min-entropy, [Tom16; KRS09]). Let pap be a bipartite density oper-
ator. The min-entropy of A conditioned on B of the state pp is defined as:

Huin(A|B), = —logmin{Tr(opg) : op >0, (ida ® o) — pap > 0}. (2.51)

A very useful operational interpretation of the min-entropy in (2.51) is given
in [KRS09]. Consider an agent with access to a quantum system B whose state
depends on a classical random variable X. This scenario is represented by the c.q.
state:

pxp =y bz lz)(z|®pk, (2.52)
X

where {|z)} is a orthonormal set of vectors and {p,} is a probability distribution.
Let pguess(X|B) be the probability that the agent correctly guesses X when using an
optimal measurement strategy, i.e.:

pguess(X‘B) = ?gﬁ}f pr TI'[EmpIB]’ (2.53)

where {E,} are POVM elements of a generic quantum measurement on system B.
Then, the min-entropy of X conditioned on B is related to the guessing probability
Pguess(X |B) by:

Huin(X|B), = —10g pguess (X | B). (2.54)

Definition 2.9 (Max-entropy, [Tom16; KRS09]). Let pap be a bipartite density
operator and let popc be a purification of pap. The max-entropy of A conditioned on
B of the state pp is defined as:

Honax (A|B), = — Hyin (A|C) . (2.55)

Min- and max-entropy are also defined on a probability distribution Px by evalu-
ating them on the state: px =Y, Px(z)|x)(z|, where {|x)} is an orthonormal basis.

2.7 Smooth Entropies

21



22

In general, they are related as follows to the von Neumann entropy of a bipartite
density operator pap [TCR09]:

Hpnin(A|B) < H(A|B) < Hpax(A|B). (2.56)

In order to account for an error probability € in the information-processing tasks
related to min- and max-entropy, we introduce the e-smooth versions of the en-
tropies. First, we need to provide a suitable definition of distance between states.

Definition 2.10 (Purified distance, [Tom+11a]). The purified distance between two
positive operators p and T is given by:

P(p,7) =1/1—F(p, )2, (2.57)

where F(p, 7) is the generalized fidelity:

F(p,m) = |Vrya| + /(1 - Trp)(1 — Tro) (2.58)

and the norm of an operator O is defined as: |O| = Tr[vVOOT].

An important property of the purified distance is that if two states are separated
by a distance P(p, ), there exist purifications of p and 7 with the same purified
distance.

We can now define the smooth entropies.

Definition 2.11 (Smooth entropies, [Tom16; KRS09]). Let p 45 be a bipartite density
operator. The e-smooth min- and max-entropy of A conditioned on B of the state pap
are given by:

H: . (A|B), = max Huin(A|B)s (2.59)
o€B(p)

H: .« (A|B), = min Huyax(A|B)s, (2.60)
o€B(p)

where B%(p) is a ball of e-close states centered in p:
B(p) ={r>0:Tr(r) <1, P(p,7) < e} (2.61)

The asymptotic equipartition property (AEP) links the smooth entropies to the
Shannon/von Neumann entropy [TCRO9]:

: : 1 € n n
H(A|B), —;1_1}(1)”113%0 ﬁHmm(A |B™) pen (2.62)
1
H(A|B), = lim lim —H (A"|B"),en, (2.63)

e—»0n—oon
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where the smooth entropies are evaluated on the i.i.d. state p®". Another important
property of the smooth entropies is the data-processing inequality [Tom16]:

Hrc;nn(A‘B)P < Hfrlin(A’B/)(id®8)p (2.64)
H&ax(A‘B)p < HrEnaX(A|B/)(id®€)p- (2.65)

The data-processing inequality basically states that if we process the quantum
side information B through a CP trace-preserving map £, we always increase our
uncertainty on A.

Operational Meaning

The smooth entropies are well suited to characterize operational quantities in
realistic scenarios (e.g. finite resources and errors), which often appear in quantum
cryptographic schemes.

Data compression and error correction (EC). Recall that /7., (X) is the minimum

amount of bits encoding a single realization of the random variable X, from which

the value of X can be recovered with probability at least 1 — . This quantity is
essentially equal to the e-smooth max-entropy of the distribution Py [KRS09]:

Compr(X) = Hargr (X) + O(log 1 /), (2.66)
for some ¢’ € [§,2¢]. This result generalizes Shannon’s noiseless coding theorem
(2.50) to a scenario where the number of realizations of X is finite. Shannon’s
theorem is recovered by employing (2.66) in (2.50) and by using the AEP (2.63).
The result in (2.66) can be applied to the cryptographic scenario where two parties,
Alice and Bob, establish a shared secret key (bitstring) over a noisy channel. Due
to the noise, Bob only has a probability distribution Py|y of the possible keys X
held by Alice, conditioned on his side information Y. Alice then sends to Bob the
minimal amount of information that allows him to correctly guess her key, except
for probability . This information is equal to the smallest reliable data compression
of X, when Y is known, i.e. /5 (X|Y).

compr

Privacy amplification (PA). Consider the same cryptographic scenario described

above and suppose that an eavesdropper, Eve, has access to quantum side in-
formation F correlated with Alice’s key X. This can be described by a c.q. state
of the form (2.52). The goal of PA is to extract a secure key f(X), i.e. one that is
distributed uniformly from the point of view of the eavesdropper holding E. By

2.7 Smooth Entropies
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calling /5. (X |E) the maximum length of f(X), computed from X and which is

extr

e-close to a bitstring Z uniform and independent of F, it holds [KRS09]:
lir(X|E) = Hiyo(X|E) + Olog 1/¢). (2.67)

Both EC and PA are fundamental tasks in any quantum key distribution (QKD)
protocol. Indeed, as we shall see in the next chapter, the final secret key length
of a generic QKD protocol is determined by a combination of smooth min- and
max-entropies.
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Introducing Quantum Key
Distribution

As the need for unbreakable encryption looms in
networks around the world, quantum
cryptography is the solution that will safeguard
and future-proof sensitive information.

— Commercial QKD company

The security of classical cryptographic schemes relies on assumptions on the adver-
sary’s computational capabilities and on the fact that certain mathematical problems
are considered “hard” to solve. This makes classical cryptography vulnerable to
retroactive attacks. That is, an adversary could store the encrypted data while
it is communicated and wait to have sufficient computational power, or smarter
algorithms, in order to decrypt it. Conversely, the security of quantum cryptography
relies on intrinsic principles of nature, as described by quantum mechanics. There-
fore, assuming that quantum mechanics is correct, the security offered by quantum
cryptography is everlasting, in the sense that it is independent of future theoretical
or experimental advances of the adversary.

Quantum key distribution (QKD) is arguably the most developed task of quantum
cryptography, both from a theoretical and experimental point of view.

In this chapter we first present some of the security principles of QKD in section 3.1.
We then describe the BB84 protocol as an example of QKD protocol and compute its
key rate (section 3.2). Section 3.3 is bit more technical, here we define and prove the
security of a generic QKD protocol in the finite-key scenario. Quantum conference
key agreement (CKA) extends the notion of QKD to the multipartite scenario. We
introduce CKA in section 3.4 and present our multipartite generalization of the
BB84 protocol (appendix B). An exhaustive review of quantum CKA protocols can
be found in appendix G. We conclude the chapter by listing some state-of-the-art
QKD experiments (section 3.5), including the first implementation of a CKA protocol
to which we contributed (appendix F).
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The Origins of Security

QKD is a specific task of quantum cryptography where two honest parties, tradi-
tionally called Alice and Bob, establish a shared secret key when connected by
an insecure quantum channel and an authenticated public classical channel. The
combination of QKD with the Vernam cipher [Mil82; Ver26], also called one-time
pad, allows for ever-lasting secure communication.

Indeed, suppose that Alice wants to send a secret message 711, composed of n bits,
to Bob. According to the Vernam cipher, Alice encrypts her message by adding it
modulo two! with a n-bit key k she shares with Bob, thanks to a prior execution of
a QKD protocol: i, = m & k. She then sends the encrypted message . to Bob,
who decrypts it by again adding the encryption key: . ®k = m ® k ® k = .
The Vernam cipher is provably secure as long as the number of key bits matches
the number of message bits, and the key (or parts of it) is not reused [NC10]. The
security of the communication thus depends on the security of the QKD protocol.

Many QKD protocols are based on the transmission of quantum states from Alice
to Bob, through the quantum channel. The crucial fact which makes QKD secure is
that a potential eavesdropper, Eve, cannot gain any information from the transmitted
states without disturbing them.

For instance, an obvious attack by Eve would be to create perfect copies of the
transmitted states before they reach Bob, as in classical wiretapping. However,
quantum mechanics prevents this, as shown by the no-cloning theorem.

Theorem 3.1 (no-cloning, [WZ82]). It is not possible to perfectly clone an unknown
quantum state.

Proof. Suppose by contradiction that we have a cloning machine and that we apply
it on two distinct quantum states |¢)) # |¢) which are also non-orthogonal (¢|)) # 0.
The action of the cloning machine is represented by a unitary operation U, which
copies the input state on some auxiliary system initially in a normalized state |s):

U(ly) @ 1s)) = [¥) @ |4) (.1
Ulg) @1s)) = o) @ |¢) - (3.2)

By taking the inner product of equations (3.1) and (3.2) we obtain:

(Blv) = ((pl1))?, (3.3)

which is only true when the states |¢)) and |¢) are either the same state or are
orthogonal, thus a general cloning machine is not possible. O

!The “@” symbol always indicates the XOR operation on bits or bitstrings, unless otherwise stated.

Chapter 3 Introducing Quantum Key Distribution



3.2

We remark that this theorem does not contradict our common sense that classical
information can be copied, since the latter is always stored in physical systems (e.g.
a piece of written paper) described by orthogonal quantum states. As the proof
showed, quantum mechanics does not prevent to build a machine which clones
orthogonal quantum states.

Considered that Eve cannot copy non-orthogonal transmitted states, at least she
would like to be able to partially distinguish them, without being noticed. However,
this is also forbidden by quantum mechanics.

Proposition 3.2 (Information gain entails disturbance, [NC10]). In the attempt to
distinguish non-orthogonal quantum states in a quantum signal, any information gain
is accompanied by a disturbance of the signal.

Proof. Let |¢) and |¢) be two non-orthogonal quantum states in the quantum signal
sent by Alice to Bob. Eve’s action on the signal is represented by a generic quantum
operation, which can be viewed as a unitary acting on a larger Hilbert space (c.f.
section 2.5). In particular, the unitary acts on the state |¢) (or |¢)) and on an ancilla
|u). We assume that Eve’s action leaves the signal states unchanged:

U([9) @ u)) = |1) @ [v) (3.4)
U(l¢) ® [u) = |¢) @ V). (3.5)

Eve would like |v) and |v') to be different states, so she could partially distinguish the
corresponding signal states. However, by computing the inner product of equations
(3.4) and (3.5) we obtain that:

(¢lv)y = (Bly) (v'|v), (3.6)

implying that [v) = |v’). Thus, distinguishing two non-orthogonal states implies the
disturbance of at least one of them. O

The above results suggest how quantum mechanical properties can be exploited in
a key distribution scheme. Alice can encode the key bits in non-orthogonal quantum
states and send them to Bob. By checking the disturbance of the signal, the parties
can quantitatively upper bound Eve’s knowledge on the exchanged key.

The BB84 Protocol

The BB84 protocol [BB84], named after its inventors Bennett and Brassard, is
commonly considered to be the first ever QKD protocol, but it is also the simplest

3.2 The BB84 Protocol
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and variations of it are investigated and implemented even today. For the protocol’s
description, we follow the references [Sca+09; Pir+19].

Suppose Alice possesses a source of single photons, whose spectral properties are
well defined so that the only remaining degree of freedom is the photon’s polar-
ization. Alice and Bob align their polarizers and agree to employ two polarization
bases, one defined by the horizontal/vertical directions and the other defined by
the +45°/—45° directions. The polarization state of a photon is thus represented
by a qubit in H2. We associate the eigenbasis {|0), |1)} of Pauli operator Z to the
horizontal/vertical basis and the eigenbasis {|+),|—)} of X to the +45°/—45° basis,
where |£) = (|0) + |1))/+/2. The BB84 protocol comprises the following steps:

1. Alice sends to Bob a sequence of M photons randomly prepared in one of the
four states |0), 1), |+) and |—), via the quantum channel. The parties identify
the bit value 0 (1) with the non-orthogonal states |0) and |+) (|1) and |—)).
The non-orthogonality condition ensures that any tampering with the quantum
channel by Eve, in order to gain information on the transmitted key, leads to a
disturbance of the signal and can be later detected by the parties.

2. Upon receiving a photon, Bob measures randomly in either the Z or the X
basis. If Bob measures in the same basis Alice used to prepare the photon, he
learns the bit she encoded on that photon, provided that the signal has not
been altered. If instead Bob measures in the complementary basis, he obtains
a random bit since the two bases are mutually unbiased (c.f. section 2.1).

3. Sifting: Once the quantum communication is over, Alice and Bob publicly
compare the bases they used on each photon and discard the bits correspond-
ing to unmatching bases. This process leaves Alice and Bob with strings of
approximately M /2 bits. In absence of errors due to noise or eavesdropping,
the bitstrings of Alice and Bob would coincide.

4. Parameter estimation (PE): Alice and Bob reveal a random sample of their
bits in order to estimate the error rate in the quantum channel and thus the
information gained by Eve?. In particular, the parties estimate the quantum
bit error rate (QBER) in the Z (X) basis, i.e. the fraction E; (Ex) of bits
generated by measuring in the Z (X) basis that disagree. The computed
QBERs are the input parameters of the following steps. The parties are now
left with two partially-correlated and partially-secret bitstrings, called the raw
keys. We denote a generic raw key bit of Alice (Bob) by the random variable
R4 (RpB).

For security reasons one needs to consider the worst-case scenario, i.e. that all the noise in the
channel is due to Eve.
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5. Error correction (EC): Alice and Bob run a one-way error correction algorithm
to correct Bob’s raw key to match Alice’s. Alice sends the required information
over a classical public channel to Bob. Other EC schemes are possible.

6. Privacy amplification (PA): The parties remove the information that Eve gained
on their error-corrected keys by compressing them to a shorter secret key via a
randomness extractor (e.g. two-universal hashing).

The figure of merit of every QKD protocol is the secret key rate, i.e. the fraction of
secure key bits produced per protocol round?. A round is commonly regarded as the
transmission of a quantum state through the quantum channel. The secret key rate
generally depends on the total number of rounds M performed.

In the following we compute the secret key rate of the BB84 protocol in the
asymptotic scenario of infinitely many rounds: M — oo. This is, of course, an
unrealistic assumption, but it greatly simplifies the math. Moreover, the asymptotic
key rate is often used as a benchmark for the performance of a newly-developed
QKD protocol.

The protocol above is presented in prepare-and-measure form, since one party
prepares and sends quantum states while the other measures them. This is typically
what happens in real-life implementations of many QKD protocols. However, when
proving the security of a QKD protocol or computing its key rate, an equivalent
entanglement-based description is much more convenient.

Ideally, in every round of the entanglement-based BB84 protocol the two-qubit
Bell state

_ 00y +111) ) +[=—)

+
T )up = NG 7% (3.7)

is generated, and the two qubits are distributed to Alice and Bob through the

quantum channel. Alice and Bob then measure the received qubit in either the Z or
X basis, obtaining the same outcome if they chose the same basis. This scenario is
equivalent to the prepare-and-measure one since the state Bob receives, conditioned
on Alice measuring e.g. X and obtaining outcome z, is exactly |xz) where x € {4, —}.

However, in reality Eve could be in total in control of the quantum channel,
distributing a mixed state pap to the parties in every protocol round. We assign to
Eve all the information that can be correlated with the mixed state p4p by assuming
that she holds the purifying system FE (recall subsection 2.4.1). That is, the state on
A, B and F is pure: |papg). In this scenario we say that Eve performs a collective
attack and the quantum state representing Alice and Bob’s qubits in the M protocol

3In experiments, the secret key rate is often given by secure key bits per second. This is obtained by
multiplying the secret key rate defined here by the repetition rate of the protocol, i.e. the number
of protocol rounds per second.

3.2 The BB84 Protocol
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rounds is the i.i.d. state p%g . The parties detect the presence of Eve from the errors

(Ez and EYx) in the outcomes generated by measuring p 45 at every round.

There is even a more general scenario where Eve directly distributes the state p,
describing all the M qubit pairs to be measured, of which she holds the purifying
system E, i.e. pi; is pure. In this case Eve is performing a coherent attack, which
is generally more powerful than collective attacks since the states shared by Alice
and Bob in each round can be correlated with past and future rounds —formally, it
holds: plfy # P33

We address the case of coherent attacks in the next section, where we investigate
the security of QKD when the number of protocol rounds is finite. Conversely, in the
asymptotic regime discussed here, the two attacks are proven to be equivalent (c.f.
subsection 3.3.3), hence we restrict to collective attacks and focus on one specific
protocol round.

Secret Key Rate

The asymptotic secret key rate of any QKD protocol with one-way EC is given by the
Devetak-Winter rate [DWO05]:

row = H(Ra: Rg) — H(Ra : E), (3.8)
which can be recast in the more familiar form [Ren08; SR08a; SRO8b]:
r=H(RaA|E) — H(Ra|RB), (3.9

by using the definition of mutual information (c.f. section 2.6). Recall that R4 and
Rp are the random variables representing Alice’s and Bob’s raw key bit.

An intuitive explanation of the key rate expression (3.8) is the following. The
fraction of secret bits shared by Alice and Bob per round is quantified by the amount
of information that their raw key bits have in common H(R4 : Rp) minus the
information that Eve gained on Alice’s key bit H(R4 : E).

We now compute explicitly the key rate in (3.9) for the BB84 protocol, in terms of
the observed quantities £z and Ex. For simplicity, in the computation we consider
an asymmetric version of the BB84 protocol where the raw key is only extracted
from Z basis measurements, while the X outcomes are used for PE (together with a
fraction of Z outcomes).

The entropies in the key rate expression are computed on the c.c.q. state pr,r,E
resulting after Alice and Bob measured their qubit in the Z basis to generate the
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raw key bits R4 and Rp, respectively. Alice and Bob’s projective measurements are
represented by the quantum maps £r, and £r, such that the state pr , r, r reads:

PrRARRE = (Er, @ Ery ®idE)|PaBE) (PABE]
1

= (Play ® Py ®1dg)|9paBe){(9aBE|(Pa ® Py ®@idg),  (3.10)
a,b=0

where P, = |a)(a| and similarly P are rank-one projectors on the Z basis, i.e.
la),|b) € {]0),|1)}. We remark that we restricted without loss of generality to
collective attacks where |¢4pg) represents the global state in a generic round of the
protocol.

We start the key rate computation by assuming without loss of generality (w.l.0.g.)
that, before distributing the state p4p to the parties, Eve applies to it the maps D;
and D, defined by:

1 1 .
Dipap) = a5 + 3 DipapD!  i=1,2, (3.11)

where the operators D; read:
Di=X®X ; Dy=2Z®Z. (3.12)

One can easily verify that the resulting state p4p received by Alice and Bob:

~ 1
pag = (D10D2) pap = 1 [paB +(Z ® 2)pap(Z @ Z)

+(X @ X)pap(X @ X)+ (Y ®@Y)pap(Y ®Y)] (3.13)

is diagonal in the Bell basis {|v;;) }J:O of two qubits, with the same diagonal

coefficients of the original state p45. We can thus express j4p in the Bell basis as:
1
paB = Y Nij [tij) (i (3.14)
i,j=0

for some eigenvalues 0 < \;; < 1 such that >i; Nij = 1, where the Bell basis states
read:

0,5 141,15 .
Iwij>=| ]>+(\[)2| ‘7>, i,j € {0,1}. (3.15)

The assumption that Alice and Bob are given the Bell-diagonal state (3.14) is not

restrictive due to two reasons. First, since the state p4p is prepared by Eve, she
also holds its purification and one can show that her uncertainty on Alice’s key is
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not increased when she distributes jp4p in place of pap: H(RA|E), > H(Ra|E);.
The interested reader can find the proof of this fact in appendix A.1. The second
reason is that from the point of view of the parties, the action of D; o D, corresponds
to a simultaneous flip of both Alice’s and Bob’s bits, which occurs with probability
1/2. This implies that both the marginal distributions of Alice’s and Bob’s raw key
bits are symmetrized. However, the observed QBERs are unaffected* as well as the
correlation of the raw keys of Alice and Bob. Therefore, the only visible effect is the
symmetrization of the marginals. This could be directly enforced by the parties by
agreeing on flipping their outcomes with probability 1/2, while communicating over
the public channel. Thus Eve would be aware of the flipping.

For the above arguments, Eve distributes w.l.o.g. the state (3.14) to Alice and
Bob.

Recall the definitions of the QBERs E; and Ex in terms of probabilities: The
QBER FEz (FEY) is the probability that the Z (X) measurement outcomes of Alice
and Bob differ. Given that the parties share the state g4 p in (3.14), it holds:

Ez = Tr[(Poy @ Py + Py @ Poy)pas] = Aot + A1 (3.16)
Ex =Tr[(Pyy ® Py + Py ® Pyy)paB] = Ao + Ai1- (3.17)

Moreover, Eve holds the purifying system of p4p such that the global pure state
reads:

1
\ar) = > \/Aij Vi) ap @ leij) g » (3.18)
i,j=0
where {|e;;) }] j_o is an orthonormal basis in H .
In order to compute the conditional entropy H (R4|E), we express it as follows:

H(Ru|E) = H(E|R4) + H(Ra) — H(E). (3.19)

The first term is computed on the state pr, p derived from (3.10) by tracing out
Bob’s subsystem:

1
prap = Y _la)(a|r,@ Trap [(la){a|®idpp)|papE)(danEl]
a=0

1

1
=Y la)alr,® D/ Aiji Trap [(|a)(a|®idp)|vij) (Y] leij) (e e
a=0 ij kel =0

1
=: Z Pr(a)|a)(a|r, ®p%, (3.20)
a=0

“This is due to the fact that either both Alice’s and Bob’s bits are flipped, or none is.
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where the probability of Alice observing outcome a is Pr(a) = 1/2 due to the sym-
metrized distribution of R4, whereas Eve’s state p%,, conditioned on Alice observing
a, simplifies to:

AijAkg (= 1) i) (exs . (3.21)

i,5,k=0

The non-zero eigenvalues of (3.21) are independent of a and given by: {Ago +
A10, Ao1 + A11}. By recalling the expression (2.49) of the conditional entropy of a
c.q. state, we can compute the first term in (3.19) as follows:

1
H(E|Ra) =) Pr(a)H(p%) = H({ Moo + Mo, do1 + Aun}) = h(Ez),  (3.22)
a=0

where we used the binary entropy h(p) expression (2.43) and the fact that the
coefficients \;; sum to one. Symmetrized marginals imply that H(R4) = 1 and since
the state on ABFE is pure, the entropies of the subsystems E and AB are equal:
H(FE) = H(AB) = H({\i;}). Substituting everything in (3.19) we obtain:

H(RAIE) = 1+ h(Ez) — H({\i;}). (3.23)

Note that the eigenvalues {);;} are not completely fixed by the observed error rates
E; and Ex through (3.16) and (3.17). Thus we must consider the worst-case
scenario and minimize (3.23) over {);;}, with the constraints given by (3.16) and
(3.17). The minimization leads to the following result [Sca+09]:

H(RA|E) = 1+ h(Ez) — (h(Ex) + h(Ez)) = 1 — h(Ex). (3.24)

We remark that we could minimize H(R4|F) independently of H(R4|Rp) since
the latter is fixed by the QBER E;. Indeed, the conditional Shannon entropy
H(R4|Rp) is computed on the probability distribution Pr(a,b) of Alice and Bob’s
Z outcomes. Due to the symmetrization of the marginals, it is easy to express the
entropy exclusively in terms of £ as follows:

H(Ra|Rp) = h(Ey). (3.25)

By employing (3.24) and (3.25) in (3.9), we obtain the asymptotic key rate of the
BB84 protocol in terms of the observed error rates:

rBRsa = 1 — h(Ex) — h(Ez). (3.26)
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Finite-key Security

The asymptotic secret key rate given in (3.9) is only valid in the limit of infinitely
many protocol rounds. Here, we generalize that result by presenting the secret
key length achieved by a general QKD protocol with finite resources and prove its
security. In doing so, we mainly follow the reference [Tom+12].

General QKD Protocol

Eve
insecure quantum
channel
Alice Bob
00101100 1001110... m@

f7\ P2 \d

\ J

authenticated public channel

Fig. 3.1.: Schematic representation of the setup of an entanglement-based QKD protocol.
In each round, Eve distributes a quantum signal to Alice and Bob through the
quantum channel. Alice and Bob locally measure the incoming signal with a
randomly-chosen measurement setting and record the classical output. After the
transmission of quantum signals is over, the parties communicate via the classical
public channel to perform error correction and privacy amplification.

Consider two parties, Alice and Bob, who have access to fresh randomness and
are linked by an insecure quantum channel and an authenticated classical public
channel (see figure 3.1). A potential eavesdropper, Eve, is assumed to have full
control over the quantum channel and access to the messages sent via the public
channel.

The parties run a QKD protocol, whose goal is to output a pair of identical keys
(sa,sp) for Alice and Bob, respectively, completely unknown to Eve. The protocol
could also abort and output the symbol: s4 = sp =1. We describe the general QKD
protocol in the entanglement-based view.

1. The protocol starts with the distribution of M quantum signals through the
quantum channel. The joint state of the signals is represented by p’l; and
Eve holds its purifying system (we allow for coherent attacks). Alice and Bob
perform local measurements on each signal received and collect the classical
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outcomes. Depending on the protocol, Alice and Bob can randomly choose
among certain measurement settings. Typically, one setting is chosen with
higher probability and is used for key generation, while the other(s) form the
test rounds.

2. In PE, the parties reveal the settings and the outcomes of the test rounds,
as well as the outcomes of a random sample of key-generation rounds. This
information is used to estimate the noise in the quantum channel (and thus
Eve’s knowledge). If the noise is above a certain threshold, the protocol aborts.

3. At this point, both Alice and Bob hold a string of n < M partially correlated
key bits forming their raw key, denoted R’; and R';, respectively. The parties
perform an EC procedure in order for Bob to compute a guess RAZ‘ of Alice’s
raw key. In doing so, they reveal leakgc bits of information over the public
channel. In order to verify if EC was successful, Alice computes a hash h 4
(bitstring) of length [log(1/egc)| from her raw key R’j by applying a two-
universal hash function® [CW79; Ren08]. She publicly announces the function
and h 4. Bob uses the same function to compute the hash /5 from his guess Pﬁ}‘.
If h4 # hp, the protocol aborts. The total amount of information about Alice’s
raw key R"; revealed during EC is thus given by: leakpc + [log(1/erc)] <
leakgc + log(2/erc).

4. In PA, Alice and Bob both apply the same two-universal hash function to their
error-corrected keys R’; and R:’fl and obtain shorter, secret keys s4 and sp of
length /. The final key length / is chosen such that:

2
¢ < Hi; (R4 E) — leakpc — log — — 2log , (3.27)
€EC

2¢epa

for some ¢, egc, epa > 0 which depend on the required level of security (see
below). Intuitively, the length of the secret key cannot be larger than Eve’s
uncertainty on Alice’s raw key (quantified by the min-entropy term) from
which we subtracted the information revealed during EC.

The (non-asymptotic) secret key rate of the described protocol is given by:

(3.28)

where 7 is the repetition rate of the experimental setup, i.e. the inverse of the time
needed to perform one round of the protocol (distribution of quantum signal and
measurements). In this thesis we always consider 7 = 1.

>The probability that the outputs corresponding to two different inputs of a two-universal has function
coincide, is smaller or equal than 27!, where [, is the bit-length of the outputs.
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Remark 3.1 (Min-entropy estimation). We emphasize that the secret key length in
(3.27) is valid for an arbitrary QKD protocol. However, the smooth min-entropy term
appearing in its expression cannot be directly computed since Eve’s action is unknown,
Le. the state pl, , i representing Alice’s raw key and Eve’s quantum side information is
not known. Hence, the challenge of every QKD protocol is to estimate the min-entropy
term in the tightest way possible, by relying on the observed data employed for PE.

Security Definition and Proof

We now define what it means for a QKD protocol to be “secure” and subsequently
prove the security of the general QKD protocol outlined above.

Definition 3.1 (Correctness). A QKD protocol is said to be ecq,-correct if:
Pr[sa # sB] < ecor- (3.29)

Definition 3.2 (Secrecy). A QKD protocol is said to be egec-secret if, for 2 being the
event that the protocol does not abort,

1
Pr[Q]§ HpSAEtot|Q — WS, @ PEioe|| < Esec; (3.30)

where pg, g, | IS the state that describes the correlation between Alice’s final secret
key S4 and the total information available to Eve E given that the protocol did not
abort, while wg, = Tél > s.es|si)(si| is the maximally mixed state over all the possible
realizations of Alice’s key s 4.

The correctness definition implies that the protocol always outputs identical
keys for Alice and Bob, except for probability at most ... The secrecy statement
guarantees that Alice’s key s 4 is drawn randomly from the the set S of all possible
keys and Eve has no information about it, or the protocol aborted, except for
probability egcc.

The secrecy of Alice’s key s 4 alone does not guarantee that even Bob’s key sp is
secret, unless we combine it with a statement on the correctness of the protocol.
Therefore we define the security of a QKD protocol as follows.

Definition 3.3 (Security). A QKD protocol is said to be eyot-secure if it is &cop-cOrrect
and egec-secret, With €yo1 > €cor + Esec

Note that a trivial protocol that always aborts and outputs sy = sg = is secure
according to the above definitions. Thus, another important feature of a QKD
protocol is its completeness, i.e. the existence of an honest implementation of the
protocol such that the probability of not aborting is Pr[2] > 1 — ¢., for some small

[
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We also remark that the Defs. 3.1, 3.2 and 3.3 are composable. This means that
when a QKD protocol —proven secure according to these definitions— is composed
with another cryptographic task, the security of their combination can be inferred
based on their individual security proofs and does not require a separate new proof.
This is particularly relevant for QKD, which is often composed with one-time pads
as seen in section 3.1.

Lemma 3.1 (Security of QKD). The general QKD protocol of subsection 3.3.1 is

Etot-SecUre, With eiot > epc + € + €pA-

In order to prove this statement, one first shows that the general QKD protocol
described earlier is egc-correct. This is guaranteed by the fact that Alice and Bob
verify the success of EC by computing and comparing hashes of length [log(1/cgc)].
The second step is to show that the protocol is at least (¢ + epa )-secret by employing
the quantum leftover hash lemma [Ren08; Tom+11b], which is at the core of
finite-key QKD security. We provide the full proof of Lemma 3.1 in appendix A.2.

Reduction to Asymptotic Key Rate

We emphasize that the non-asymptotic secret key rate in (3.28), computed with
the key length in (3.27) of a generic QKD protocol, reduces to the asymptotic key
rate given in (3.9) in the limit M — oo of infinitely many rounds. This fact shows
that the results presented in this section properly generalize QKD key rates to the
scenario of finite resources.

In order to prove the reduction of (3.28) to (3.9), we make use of an important
tool called the postselection technique (PST) [CKR09], valid for discrete-variable
QKD protocols where the dimension d = dim(H 4 ® Hp) of the quantum systems
held by Alice and Bob can be characterized. The PST states that if a QKD protocol
of M rounds is ey-secure against collective attacks, then it is also (M + 1)d2*15t0t—
secure against coherent attacks if the secret key length (3.27) (the output of PA) is
shortened by 2(d? — 1) log(M + 1) bits.

Recall that in case of collective attacks, the state shared by the parties in the M
rounds is the i.i.d. state p%% , while for coherent attacks —as we consider in this
finite-key analysis— the shared state is the more general p;.

Since in the asymptotic limit (M — oo, and eyt — 0 exponentially fast) the
corrections to the secret key rate introduced by the PST are negligible, proving the
security of a generic QKD protocol against coherent attacks reduces to proving the
security of the same protocol against collective attacks [Ren07; Sca+09; CKR09]. In

other words, we can assume without loss of generality that the state distributed to

3.3 Finite-key Security
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the parties by Eve is an i.i.d. state p%% . As a consequence, the smooth min-entropy
term in (3.27) is now computed on the state p%;‘ gt Hin (RY|E)

min p%ZE

Moreover, by recalling the operational meaning of the smooth max-entropy (c.f.
section 2.6), the minimum amount of leakage in (3.27) is quantified by leakgc ~
HE., (R%|R%), where we neglected terms that tend to zero in the asymptotic limit.
In case of collective attacks, the smooth-max entropy is evaluated on the i.i.d. state
(RY|RE) on -

Finally, by applying the AEP (2.62) and (2.63) on the smooth entropy terms

P g, and reads: HE,,,
appearing in (3.27), we reduce them to the correspondent von Neumann entropies:
H(Ra|E) and H(R4|Rp). In this way (3.9) is recovered.

Note that the PST has been fundamental for the application of the AEP, since the
latter only holds for i.i.d. quantum states.

Quantum Conference Key Agreement

The rapid development of quantum technologies allows us to foresee quantum
networks [EKB16a; EKB16b; PWD18; HPE19] as one of its near-future applications.
Quantum networks could be composed of matter-based quantum nodes where
quantum information can be processed and stored, linked together by quantum
channels where light distributes entangled states. Successful experiments on matter-
latter entanglement [Kru+19; Tch+19] bring us closer to realizing such networks.
The ultimate vision for quantum networks is building the quantum internet [KimOS8;
WEH18].

A more accessible application of quantum networks is the generalization of the
task of QKD to a multiparty scenario, in what is called multipartite QKD or quantum
conference key agreement (CKA). Here, N parties in a quantum network wish to
establish a common secret key —a conference key— and use it to securely broadcast
messages within the network. We recently produced the first complete review on
this topic [Mur+20], which can be found in appendix G.

A CKA could be carried out by simply performing bipartite QKD schemes between
pairs of parties, and then employing the established keys to securely distribute the
conference key to all involved parties. However, such a solution would not exploit
the possibility offered by quantum networks of distributing multipartite entangled
states across several network nodes.

Conversely, it is possible to devise CKA protocols which make use of the correla-
tions arising in multipartite entangled states in order to establish a conference key
among several users [Wu+16; Epp+17; ZSG18; GKB18; GKB19; CP19]. This type
of truly multipartite schemes can outperform the solution based on the iteration
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of bipartite schemes in certain network configurations (e.g. networks with bottle-
necks) [Epp+17] and noise regimes [RMW19]. It is worth mentioning that the
conference key rates achievable in a given network configuration are upper bounded
by recently-derived fundamental limits, which depend on the network topology
[Pir19a; Das+19; Pir19b; Tak+19].

We emphasize that CKA based on multipartite entanglement is one of the main
research topics of this thesis. In the remainder of this section we outline the path
that led to the development of the first (discrete-variable) CKA protocols [Epp+17;
GKB18], where the second one is a result of our doctoral research and is reported in
appendix B.

Multipartite BB84 Protocol

Consider a scenario where Alice and N — 1 Bobs, denoted B;, Bo up to By_1,
want to establish a secret conference key with a generalization of the BB84 protocol
presented in section 3.2. In this multipartite scenario, the conference key is extracted
from Alice’s raw key, hence during EC every Bob attempts to correct his raw key
to match Alice’s. As a consequence, even in CKA protocols the main quantity to be
estimated is the smooth min-entropy H:;, (R’ |E) of Alice’s raw key conditioned on
Eve’s information (see Remark 3.1).

A naive approach to generalize the BB84 protocol would be to reproduce its
prepare-and-measure description, where Alice now sends a state |¢y) (kK =1,...,4)
out of the four states {|0), |1),|+),|—)} to every Bob (|+) = (|0) & |1))/+v/2). This

>®(N—1)

means that in each round of the protocol the product state | ¢y is sent through

the quantum channel. Since Eve is in control of the whole quantum channel, she

®(N—1)’ whose overlap (scalar

can attempt to distinguish the four product states |¢y)
product) is either 0 or (1/v/2)V~1. As N increases, the four states become more
distinguishable thus allowing Eve to retrieve more information about the key without
being noticed. This leads to a dramatic decrease of the secret key rate and eventually
makes the protocol useless, even assuming a flawless implementation.

The described CKA does not rely on entangled states (as the original BB84 proto-
col) and has actually been investigated for N = 3 in [Mat07]. However, the idea is
clearly not scalable to larger numbers of parties.

In order to devise a generalization of the BB84 protocol which would work with
an arbitrary number of parties, we resort to its entanglement-based description. In
the ideal implementation of the BB84 protocol, Alice and Bob measure their qubit
in either the Z or X basis and obtain perfectly correlated and random outcomes
since their qubits have been prepared in the Bell state given in (3.7). Typically, the

3.4 Quantum Conference Key Agreement
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outcomes of the Z basis are used for key generation and those of the X basis are
used to estimate the noise E'y in the channel and thus Eve’s knowledge.

In generalizing this idea to N > 3 parties we encounter a fundamental problem.
The only N-qubit state which leads to perfectly correlated and random outcomes
in one measurement basis —necessary condition for generating a shared key- is the
N-party GHZ state:

IGHZy) = \2 [10)® + )= ], (3.31)
when measured in the Z basis. However, the authors in [Epp+17] prove that even
bipartite perfect correlations are forbidden in any other basis, contrary to what
happens with the Bell state (3.7) for N = 2.

Therefore, in an ideal N-party BB84 protocol Alice and the Bobs share an N-party
GHZ state and measure in the Z basis for key generation. However, they cannot
estimate the channel’s noise by a pairwise comparison of the X outcomes (or any
other basis), since they would be uncorrelated even in the ideal scenario. How can
we still estimate Eve’s knowledge in the multipartite scenario?

Recall that the goal is to find a lower bound on the min-entropy H;; (R|E) in
the secret key length (3.27), or, in the asymptotic scenario, a bound on the von
Neumann entropy H(R4|F) of the asymptotic secret key rate (3.9).

One possible solution is provided in [Epp+17] for the asymptotic scenario. It
basically consists in requiring the parties to measure their qubit in one of three bases,
namely the X, Y or Z basis. In doing so, the parties can sufficiently characterize the
state pp, p describing Alice’s raw key and Eve’s quantum side information, to the
extent that H(R4|FE) is completely fixed by the measurement statistics. This solution
can be interpreted as the N-party generalization of the six-state QKD protocol
[Bru98], where Alice and Bob are required to measure in the same three bases.

Alternatively, the security of a multipartite QKD scheme based on the GHZ state
can also be ensured with just two measurement bases, making the protocol a
multipartite version of the BB84 protocol. We introduce such a scheme in our work
[GKB18], which can also be found in appendix B.

The main idea is to view all the Bobs as one single Bob and define E'x as the error
rate between the X outcomes of Alice (X 4) and the product of the X outcomes
of all Bobs (Xyp := [[V;' XB,): Ex = Pr[X4 # Xpp]. Indeed, in an ideal
implementation where the parties share the GHZ state (3.31), X4 and Xpp are
perfectly correlated like in the bipartite scenario and the channel noise would be
zero: Fx = 0.

In [GKB18] we directly bound the min-entropy term H;; (Z’|E) as a function

of E'x, where we emphasized the fact that the raw keys are obtained from Z-basis
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measurements. This is possible thanks to the uncertainty relation for smooth entropies
[TR11]. The uncertainty relation states that, given the state plip g,  p of the
n rounds yielding the raw keys and assuming that Alice measures her n qubits in
either the Z or X basis, it holds:
min(Z4|E) = q — Hy

min max

(X%|By ... Bn_1), (3.32)

where X'} represents the outcomes Alice would obtain had she measured the n raw-
key rounds in the X basis. The term ¢ is the quality factor of the two measurements
of Alice (see [TR11] for a formal definition). In our case, since Alice measures each
qubit either in the Z or X basis, it reads: ¢ = n. Thanks to the data-processing
inequality (2.65), we can lower bound the r.h.s. of (3.32) by letting every Bob
measure his qubit in the X basis and by multiplying the outcomes:

min(Z41E) > n — H,

min max

(XTIXE ). (3.33)

Finally we remark that the max-entropy on the r.h.s. of the last expression can
always be upper-bounded by (n times) the binary entropy of the error rate Ex
affecting the strings X’} and X{;;, with a correction A due to statistical fluctuations
(which also depends on n):

H€

max

(XT|XT,) < nh(Ex + A). (3.34)

One can interpret the inequality (3.34) as the finite version of the equality (3.25)
linking the conditional von Neumann entropy of two random variables to their error
probability. In conclusion we obtain:
cin(ZA1E) > n(l — h(Ex + A)). (3.35)
An important aspect in any CKA is the information leakage during EC. As antici-
pated, in our protocol we require every Bob to correct his raw key to match Alice’s.
By employing one-way EC, Alice needs to publicly broadcast enough information
such that even the Bob with the largest amount of errors can correct his key. Since the
information leak; she would send to each B; only depends on the estimated Z-basis
error rate E'4p, but otherwise it’s independent of B;, by broadcasting max; leak; we
ensure that every Bob will be able to correct his raw key. In other words, the leakage
of one-way EC in a multipartite QKD protocol is equivalent to that of a bipartite
protocol performed with the worst-case Bob.
In [GKB18] we prove the finite-key security of both the novel multipartite BB84
protocol and the multipartite six-state protocol of [Epp+17], by introducing security

3.4 Quantum Conference Key Agreement
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definitions analogous to those presented in section 3.3. We also compare the
performance of the two protocols.

The asymptotic secret key rate of the N-partite BB84 protocol can be heuristically
inferred starting from the secret key length of a bipartite QKD protocol in (3.27). We
use Eq. (3.35) to bound the min-entropy term, while we replace the leakage term
with max; leak; according to the argument above. Analogously to section 3.3.3, we
(Ri|R},) and bound
the max-entropy with a version of the bound (3.34) where the relevant error rate is

estimate the minimum leakage relative to B; as leak; ~ HE,
the Z-basis error rate F 4p,. Finally, by taking the limit M — co we remove all the
corrections due to statistical fluctuations and obtain:

rn-BBsa = 1 — h(Ex) — Jhax hEaB;)- (3.36)
Notably, the resulting key rate reads exactly like the BB84 one in (3.26), except for
a maximization on the QBERs in the Z basis and a more general definition of Ex.

Remark 3.2 (Entanglement is necessary). We emphasize that both multiparty QKD
protocols discussed in this section require the generation of entangled states even in their
prepare-and-measure version, opposed to the bipartite BB84 protocol where Alice sends
simple qubits to Bob. Indeed, in the entanglement-based view of the two multipartite
QKD protocols, the parties are given the N-partite GHZ state (3.31). Now note that
the conditional state of the Bobs, given that Alice measured X on the GHZ state and
obtained outcome a, reads:
_ 1 ®(N-1) a ®(N-1)

Vo) oy..yr = 75 (10 +(—1)* 1)) (3.37)
which is an entangled state. Therefore, in an equivalent prepare-and-measure version
of the protocol, Alice would need to prepare the entangled state (3.37) and send it to
the Bobs in the rounds where she chooses the X basis. However, the X-basis rounds
are test rounds and are much less frequent than the key-generation rounds. In the key-
generation rounds the conditional state of the Bobs, upon Alice measuring Z, is given
by one of the two product states |0>®(N_1) and \1>®(N_1). Hence for key generation
Alice can just prepare the same qubit state N — 1 times and send each of them to the
corresponding Bob.

State-of-the-art Experiments

Before continuing our theoretical analysis of QKD schemes, we provide a brief and
incomplete overview of the most recent experimental achievements involving QKD
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and CKA. More complete and elaborated reviews can be found in [Sca+09; Dia+16;
Pir+19].

In October 1989 Bennett, Brassard and other scientists implemented for the first
time a QKD protocol, specifically a version of the BB84 protocol [BB89; Ben+92].
The experiment was carried out in a laboratory and was characterized by the
transmission of polarized light over (just) 32.5 cm.

Since then much progress has been made, also thanks to the interest and invest-
ments of governments and companies [Com; Tec]. Current QKD implementations
can reach secret key rates of the order of Mbits~! over about 50km of telecom
fiber [Dix+08; Pat+14; Hua+15]. Moreover, QKD has also successfully undergone
field tests on commercial telecom fibers [Zha+19b] in view of its implementation in
existing urban networks.

Thanks to novel architectures and security proofs, it has been possible to extend
the longest achieved distance of QKD to over 400 km using optical fibers [Yin+16;
Boa+18; Wan+19; Liu+19].

In 2017, Chinese and Japanese research groups independently realized the first
QKD protocols in free-space using low-Earth-orbit satellites. In particular, the Chinese
group led by Prof. Pan implemented QKD over 1000km with satellite-to-ground links
[Lia+17; Tak+17], including a quantum-secured video call between Beijing and
Vienna [Lia+18].

The experimental implementations listed so far involve just two parties estab-
lishing a secure key. Recently, thanks to the collaboration with the EMQL research
group led by Prof. Fedrizzi in Edinburgh, we performed the first experimental
demonstration of a four-party CKA protocol [Pro+20] (appendix F). The experiment
implements the multiparty BB84 protocol [GKB18] mentioned in the previous section
and presented in appendix B. It is characterized by the generation of polarization-
encoded GHZ states at telecom wavelength and by their distribution to the four
parties over up to a total of 50 km of optical fibers.

3.5 State-of-the-art Experiments
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4.1

Quantum Key Distribution
with Imperfect Devices

The unconditional security which is, in principle, promised by QKD, is undermined
by the difficulty of ensuring that the assumptions on its implementation (quantum
sources or measurement devices) are met in practice.

In this chapter we outline some of the experimental flaws that allow a potential
eavesdropper to successfully breach the security of a QKD protocol. We then focus
on the solutions to such problems, which are given by a combination of theoretical
advances and clever experimental design. In particular, in sections 4.1 and 4.2
we discuss how security can be proven when the BB84 protocol is implemented
with weak coherent pulses instead of single-photon sources. We then introduce
measurement-device-independent QKD in section 4.3 and consider a practical im-
plementation of it in section 4.4.

BB84 with Weak Coherent Pulses

The majority of the sources used in QKD experiments are highly attenuated lasers
producing weak coherent pulses (WCPs), whose state is of the form:

@) =e 55 % Iny, “@.1)

where |n) is called a Fock state and represents n identical photons, while |a|? is the
intensity of the pulse and represents the average number of photon in the pulse.
Indeed, the probability of finding n photons in the coherent state (4.1) follows a
Poisson distribution and is given by:

‘a|2n

Pr(n) = |(nfa)[* = e~*" =1

(4.2)

Clearly the number of photons in a WCP is not well defined, opposed to the as-
sumption made in the previous chapter of Alice sending a single photon to Bob in
each round of the protocol. The multiphoton signals allow Eve to perform new
eavesdropping attacks which severely compromise security, like the photon number
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splitting attack (PNS) [Hut+95; Bra+00]. Here Eve blocks all single-photon signals
and splits one photon off each multiphoton signal, allowing the remaining photons
to reach Bob. In this way, she has a copy of what Bob receives without being noticed,
thus compromising the security of those protocols not accounting for multiphoton
signals.

From the above example, we learn that only the single-photon signals emitted
by Alice are still secure. The security proof by Gottesman-Lo-Liitkenhaus-Preskill
(GLLP) [Got+04] states that a BB84 protocol implemented with WCPs is still secure,
provided that one extracts the key only from single-photon signals. The resulting
asymptotic secret key rate, for an asymmetric BB84 protocol where the Z basis is
used for key generation and the X basis for PE, reads [LMCO5; Wei+13]:

raue = pg [Q% + QL(1 = h(ek)) — Qzh(Ez)| . (4.3)

where py is the probability that Alice (Bob) chooses the Z basis (asymptotically
it can be chosen p; — 1). In the GLLP rate (4.3), we recognize the contribution
coming from the estimation of Eve’s uncertainty from single-photon signals Q% +
Q% (1—h(ek)) from which we subtract the information leaked during error correction
(EC) Qzh(E7z), similarly to the asymptotic BB84 rate in (3.26). In particular, Q7
(n = 0, 1) is the probability that Alice sent n photons in the Z basis and Bob had
a detection event, while @)z is the gain in the Z basis, i.e. the probability that Bob
had a detection given that Alice sent a WCP in that basis. Analogous quantities are
defined for the X basis. We have that:

Qzx) = Y Q% x)- (4.4)
n=0

We note that Q% = Q% = Q° is independent of the basis, since in this case Bob’s
detection is caused by dark counts or stray light in his detectors. Hence, the data
Bob collected in these instances is secure and added to Eve’s uncertainty, as there is
no way for Eve to know it.

Finally £, y) is the QBER in the Z (X) basis given that Bob had a detection, and
eg( X) is the error rate in the Z (X) basis given that Alice sent n photons and Bob
had a detection. It thus holds:

Ez(x)Qz(x) = ) Qz(x)€z(x)- (4.5)
n=0
In a real experiment, the observed quantities are the gains 7, @ x and the QBERs

Ez, Ex, while pz is an input parameter and Q°, Q% and e% must be estimated. In
particular, one can lower bound the achievable key rate (4.3) by upper bounding
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el and by lower bounding Q° and Q%. The decoy-state method [Hwa03; Wan05;
LMCO5] provides an excellent way to obtain such bounds, thus guaranteeing high
key rates for QKD protocols implemented with WCPs.

Decoy-state Method

We start by requiring Alice to prepare and send a phase-randomized WCP in each
round, whose state is a mixture of Fock states:

1 27 . . i _out
pu=5 | A1V = S el (46
0 o n:

This can be viewed as Alice preparing one of the Fock states |n)(n| according to a
Poisson distribution like (4.2) with mean photon number x. Thus the probability
of Alice sending exactly n photons in the Z (X) basis and Bob having a detection,

Q%(X), is given by:

where the n-photon yield Y7ix) is the conditional probability that Bob had a detec-
tion, given that Alice sent n photons. Again, while the intensity x of the WCP is an
input parameter, the yields are not directly observable.

According to the decoy-state method [Hwa03; Wan05; LMCO05], Alice will inter-
sperse her states p, used for key generation —called signal states— with decoy states
pu; with the same characteristics of the signal states except for their intensity, which
is randomly drawn from a set {y;}; (typically p; < w). This can be achieved with
intensity modulators such as variable optical modulators (VOAs). In doing so, the
parties observe the gains Q‘g’( X) and QBERs Eg( X)-

The central idea is that, from Eve’s viewpoint, in every round a Fock state |n)(n|
is picked according to a probability distribution that is unknown to her and sent
through the quantum channel. In other words, Eve cannot distinguish a signal state
from a decoy state. This means that Eve’s action can only depend on the photon
number and on the basis (e.g. photon polarization), but not on the probability
distribution that generated the photons.

Therefore the yields Y7ix) and the error rates €7(x) which are a reflection of
Eve’s action on the quantum channel, are independent of the intensity determining
the photons’ distribution. This fact allows us to derive a set of linear constraints

4.2 Decoy-state Method

47



48

on the yields and error rates, in terms of the observed gains Qz, @ x and QBERs
Ey, Ex. Indeed, by combining (4.7) with (4.4) and (4.5), we obtain:

o0

Q7 = 67‘“%3/5 o i € {piti (4.8)

n=0

oo n
i - Z/’L
K= et TrYR s € {pidi (4.9)

n=0

oo n
ERQY =3 e‘“i%Yx”e& o i € {pati (4.10)

n=0 :
Every equality above represents a system of equations determined by different decoy
intensities ;. The larger the number of decoy intensities, the more constrained are
the yields and error rates. By combining the different equations in a system with
Gaussian elimination techniques, one can derive bounds on the yields and error
rates of interest in terms of the observed gains and QBERs. Importantly, since the
employed decoy intensities are typically small (e.g. p; ~ 0.1), the higher order terms
in each sum can be crudely approximated without heavily affecting the bounds.
Moreover, we remark that already two decoy intensities are enough to find good
bounds [Wan05; Wei+13; Lim+14] and that recently it was shown that the BB84

protocol can also be implemented with just one decoy intensity setting [Rus+18].

From the first set of equations (4.8) one derives lower bounds Y% and YZu which
correspond to lower bounds on the quantities Q° and Q}, appearing in the key rate
(4.3). From the second set (4.9), one derives bounds on the yields that are then
employed in the third set (4.10) to derive the upper bound e?.

Let us briefly sum up the implementation of the asymmetric BB84 protocol with
the integration of the decoy-state method. Alice prepares phase-randomized WCPs
polarized in the Z (X) basis with probability p; (1 — pz). Upon choosing the
Z basis, she modulates the pulse intensity to p with probability ¢ to generate a
signal state, or to one of the decoy intensities {x;} to generate a decoy state with
probability 1 — ¢. If Alice picks the X basis instead, she only generates decoy states.
Bob chooses to measure the incoming pulse in the Z (X) basis with probability p»

(1 —pz).

At the end of the transmission, Alice reveals the intensity setting and the basis she
used in every round. Bob instead reveals all the X outcomes to estimate E%' and
some of the Z outcomes of the signal state to estimate E’.

The asymptotic secret key rate of an asymmetric BB84 protocol with decoy states
is obtained with the GLLP analysis and reads [Wei+13]:

Faceoy > P3¢ | Q™ + Q1 (1= h(e}))) — Q4h(EL)], (4.11)
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where @, and EY, are the gain and QBER of the signal state, while QY (lei) isa
lower bound on the probability that Alice sent 0 (1) photon and Bob had a detection
event, given that Alice sent a signal state: Q° = e=#Y% and Q5" = e~+uY ",

Finally, we mention that the key rate could be optimized by using the decoy-state
rounds in the Z basis even for key generation [Lim+14].

Introduction to Measurement-device-independent
QKD

The security proof of the general QKD protocol presented in section 3.3 is based on
the assumption that the measurement devices held by the parties are trusted, while
the source of quantum states can be untrusted. Indeed, we assume that Eve dis-
tributes uncharacterised quantum states, on which the parties perform characterised
measurements? (e.g. in the Z or X basis). All the information that Eve can gain
on the measurement outcomes comes from her quantum side information E (apart
from the information leaked in the classical public channel).

However, measurement detectors can suffer from imperfections causing them to
operate differently from their theoretical models used to prove security. Eve could
exploit such imperfections to launch powerful eavesdropping attacks [Zha+08;
Lyd+10; Ger+11] that go under the name of detector side channels. An example is
the detector blinding attack [Lyd+10], where Eve first sends bright light to Bob’s
single-photon detectors to “blind” them and make them operate in linear-mode. This
means that his detectors are now unable to detect single photons and produce a click
only above a certain intensity threshold. Eve then sends tailored light pulses to Bob
which yield a click only when Bob chooses the same basis in which Eve prepared the
pulse. Hence Eve knows the outcome of each detection observed by Bob, without
introducing noticeable disturbance.

Measurement-device-independent QKD (MDI-QKD) [LCQ12; Xu+15] provides
a solution which removes all possible detector side channels with a new QKD
paradigm. Here, the honest parties send quantum signals to an intermediate re-
lay which applies some measurement and publicly announces the outcome. The
founding idea is to remove all trust from the measurement apparatus, which can
be operated by Eve, and place it on the sources, held by Alice and Bob. Typically,
QKD sources are attenuated lasers which can be easily characterized in a controlled
environment represented by Alice’s and Bob’s laboratory. Note that this scenario is
opposite to the previous one, where the source was untrusted and the measurement
devices were trusted.

!Note that specifying the measurement operators of a party effectively fixes the dimension of the
quantum system on which they are performed.

4.3 |Introduction to Measurement-device-independent QKD
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Despite the fact that Eve has potentially full control on the relay and on the
connecting quantum channels, Alice and Bob can still establish a secret key. This is
possible if the measurement outcome publicly announced by the relay, in an honest
implementation, is informative for Alice and Bob but is not informative —i.e. it does
not reveal information on the key- for anyone else, including Eve.

To make things more concrete, let us consider an idealized MDI-QKD protocol
[Pir+19] where Alice and Bob independently encode their bits in the rectilinear or
diagonal polarization of single-photon states, represented by the bases {|0), |1)} and
{4),]=)} (with |+) = (|0) + |1))/+/2), respectively. The quantum signals are then
sent to the relay. Here a Bell-state measurement, i.e. a projection on one of the four
Bell states |1;;) given in (3.15), is applied on the incoming signals and its outcome
(1,7) is announced. Upon sifting, Alice and Bob are only left with bits corresponding
to rounds in which they used the same basis. If both parties used the rectilinear
basis, the outcomes (i,0) (for i = 0,1) inform them that their bit values coincide,
while the outcomes (i, 1) indicate that they encoded opposite bit values. Similarly, if
Alice and Bob used the diagonal basis, the outcomes (0, j) indicate they have same
bit values while (1, j) indicate opposite bit values. Bob can thus flip his bit according
to the measurement outcome and recover Alice’s bit.

In simple terms, the outcome of the Bell-state measurement reveals the parity of
the parties’ bits but not their values. Therefore, it provides useful information only
if one of the two bit values is known (i.e. to Alice and Bob), while being useless
otherwise.

Of course, Eve could implement any other operation on the incoming pulses but
she is still required to announce an outcome of the form (i, j) at every round. Thus,
by comparing a fraction of their sifted bits, Alice and Bob can verify the deviation of
the actual measurement apparatus from the ideal one and quantify the amount of
information gained by Eve.

Practical Measurement-device-independent QKD

The first practical version of an MDI-QKD protocol was introduced by Lo and
co-workers in [LCQ12] with a fully optical setup. The single-photon pulses are
replaced by phase-randomized WCPs in combination with the decoy-state method to
guarantee security, while the Bell-state measurement is implemented using linear
optics. Unfortunately, with linear optics only two out of four Bell-state projectors can
be realized. This, however, does not undermine security as it only introduces some
inconclusive measurement outcomes, which reduce the key rate. The protocol’s
setup is reported in figure 4.1.
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Fig. 4.1.: Schematic setup of the MDI-QKD protocol in [LCQ12]. Each party prepares a
phase-randomized weak coherent pulse (WCP). With a polarization modulator
(Pol-M), the party encodes a random bit in the polarization of the pulse. The
intensity of the pulse is attenuated with an amplitude modulator (Amp-M) to
implement the decoy state method. The parties send their pulses to the central
relay, which in principle applies a 50:50 beam splitter (BS) followed by two
polarizing beam splitters (PBS) at each output port, which project the incoming
pulses on the horizontal or vertical polarization states. The resulting pulses are
detected by four single-photon detectors (D¢, , Dey, Dp,, s Dp,, ). The detection
pattern is publicly revealed.

In every round of the protocol, Alice (Bob) prepares a phase-randomized WCP.
Upon randomly selecting the rectilinear (horizontal, vertical) or diagonal (45°,
—45°) polarization basis, Alice (Bob) encodes a random bit in the polarization state
of the pulse with a polarization modulator. The amplitude of the pulse is randomly
tuned through an amplitude modulator, generating signal or decoy states. The two
pulses are then sent to the central relay where they interfere at a 50:50 beam splitter
(BS). At each output port of the BS, a polarizing beam splitter (PBS) projects the
incoming pulses onto the horizontal (H) or vertical (V') polarization states, which
are then detected by the corresponding single-photon detectors (SPDs): D¢,,, Dp,,
(horizontal) and D¢, Dp, (vertical). The outcome of the detections is publicly
announced.

The click of exactly two detectors corresponding to orthogonal polarizations indi-
cates a successful Bell-state measurement. In particular if D¢, D¢y, or Dp,,, Dp,,
clicked, the pulses have been projected on the Bell state |¢¢;). If a click occurs in
D¢y, ,Dp, or Dp,,, D¢, , the projection is on the Bell state |;;). All other detection
events are inconclusive and the corresponding bits get discarded. The parties also
discard the bits for which they used different bases. Bob flips all his remaining bits,
except for those generated in rounds where he selected the diagonal basis and the
pulses were projected on |11 ).

4.4 Practical Measurement-device-independent QKD
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In order to grasp how the optical setup depicted in figure 4.1 corresponds to a
Bell-state measurement, we imagine a virtual scenario where the state preparation
goes as follows. We assume for simplicity that the parties can prepare single-photon
states. Alice (and similarly Bob) prepares an entangled state between a virtual qubit
she (he) holds and a single photon polarized either horizontally or vertically:

1

[®5) = =5 [[H)a W)y + Va ) ay | = [[H)aal + V)aal]0) 412
@) = \}i UH>B Dg, T1V)g |1>Bv] = UH>B bL + ’V>BbH 0). (4.13)

The kets |H) 4 ,|V) 4, define the qubit’s computational basis (Z basis) indicating the
polarization state the single photon, while the Fock states [1) 4, [1) 4, describe a
single photon polarized horizontally or vertically, and can be expressed in terms of
the corresponding creation operators a;{, aL acting on the vacuum |0). Analogous
definitions hold for Bob’s state.

If now Alice (Bob) measures the virtual qubit in the Z or X basis, this is equivalent
to Alice (Bob) preparing the single-photon in a random polarization state of the
corresponding basis, which is the protocol’s state preparation described above.
However, since Alice and Bob’s operations on their qubits commute with the detection
at the relay, they can delay their qubit measurements until the photon detection has
occurred.

Therefore, after preparing the entangled states (4.12) and (4.13), the parties send
their photons to the relay. The global quantum state before the photons enter the
50:50 BS reads:

@%) ®|%) =
1 iy P o  pt bl
3 UHHMB agby +HV) gpapby +|VH) gpayby +|VV) 45 Cvav} 0). (4.14)

At the BS, every photon has a 50% chance of being transmitted or being reflected.
By labelling ¢! (d') the creation operator of the photons exiting the BS from the left
(right) output port (c.f. figure 4.1), the unitary action of the BS can be summarized

as follows:
to gt
o jid (4.15)
t gt
bt s Cﬂd. (4.16)

Chapter 4 Quantum Key Distribution with Imperfect Devices



By inserting the relations (4.15) and (4.16) in the state (4.14) and by using the fact
that creation operators relative to different optical paths or different polarization
states commute, we obtain the following global state at the exit of the BS:

|®Bs) =

Dey M, = Mp, 11 Dy [ — 1) |1
: l‘%”w (! R >Dv> ) as (\ eulo e >DH>
+|HH) 45 (W) +1VV) g (‘2>CV;|2>DV>] . (4.17)

In the last expression |v1) 45 and |¢11) 45 are Bell states written in the compu-
tational basis {|H) , |V}, so for example [¢1) .5 = (|HV) + |VH))/V/2, and e.g.
D¢, »12)¢,, are the Fock states of one and two photons polarized horizontally in
the left output port of the BS.

From (4.17) we immediately deduce that if the detectors D¢, , D¢y, or Dp,,, Dp,,
click, then the qubits have been projected on the Bell state [¢1) 5. If the clicks
occur in D¢,,, Dp,, or D¢, Dp,,, the qubits are projected on |¢11) ,5. Since the
qubits indicate the polarization state of the photons, this confirms that the optical
setup performs the mentioned Bell state measurement. Moreover, we observe that
even in an ideal scenario (single-photons and no losses), this implementation of
a Bell state measurement cannot succeed with probability higher than 1/2, thus
reducing the key rate.

Note that the click of only one detector would reveal the polarization of both
photons (in absence of losses), hence this event cannot be used for MDI-QKD.
The same thing would happen if both detectors D¢,,, Dp,, or D¢, ,Dp, clicked.
However, this event cannot happen (c.f. (4.17)) due to the Hong-Ou-Mandel (HOM)
effect. The HOM effect occurs when two identical photons (like Alice’s and Bob’s
photons when prepared with the same polarization) enter the input ports of a 50:50
BS. Due to the unitary nature of the BS, the two photons always exit the same output
port of the BS. If the HOM interference would not occur, the possible detection
patterns at the relay would increase, making the Bell state measurement less likely
and thus harming the key rate.

Consequently, preparing indistinguishable photons from independent light sources
and obtaining good HOM interference is an important requirement for a successful
implementation of the described protocol. For this, the authors in [LCQ12] also
show that such a requirement can be fulfilled with current technology.

The virtual qubit approach also plays a fundamental role in proving the security of
the MDI-QKD protocol here presented. Indeed, in the virtual scenario and after the
photon detection has occurred, the protocol can be interpreted as an entanglement-

4.4 Practical Measurement-device-independent QKD
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based BB84 protocol where Alice and Bob are given a pair of qubits in an entangled
state, which ideally is either |v9;) or |¢11). The parties then independently measure
their qubit in the Z or X basis and compute the QBERs. In this way, one can prove
the security of the MDI scheme by relying on the security proof of the BB84 protocol
with WCPs [Got+04; LCQ12] (c.f. section 4.1). Note that in this case the secure
bits generated by the MDI-QKD protocol are those where both Alice and Bob sent
a single photon to the relay. Moreover, a detection event is successful only when
exactly two detectors clicked in the combinations described above.

The authors in [LCQ12] provide the asymptotic secret key rate achieved by their
MDI-QKD protocol. They consider a version of the protocol where the rectilinear
basis is used for key generation and the diagonal basis (selected in a small fraction
of rounds) is used for estimating Eve’s knowledge (PE). The resulting secret key rate
reads:

rupt = Qréer (1= hl€ging)) — Qrecth(Firect), (4.18)

where Qcct and E,.. are the gain and QBER of the signal state in the rectilinear
basis. That is, Q¢ is the probability of a successful detection given that both Alice
and Bob sent a signal state in the rectilinear basis. Instead, Q1. is the probability
that both parties sent one photon and the relay had a successful detection, given
that they both prepared a signal state in the rectilinear basis. Finally e(li’i;g is the
error rate in the diagonal basis given that Alice and Bob sent one photon each and
the detection was successful.

As expected, the secret key rate in (4.18) resembles the one in (4.11) of an
asymmetric BB84 protocol with decoy states. Similarly to that case, the quantities
QL and e(ll’i;g can be bounded with the decoy state method presented in the previous
section.
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5.1

Beyond Point-to-point
Quantum Key Distribution

By definition, point-to-point QKD protocols are implemented with a single quantum
channel which directly connects the two parties establishing the key, e.g. the BB84
protocol introduced in chapter 3.

In this chapter we present the recently-derived theoretical limits on the secret key
rate that can be extracted by any point-to-point QKD protocol (section 5.1). Subse-
quently, we present in detail the (arguably) simplest solution found by researchers
to overcome such limitations, which is twin-field (TF) QKD (sections 5.2 and 5.3).
This is followed by a detailed investigation of the performance of TF-QKD in realistic
conditions (section 5.4), based on our works in appendices C and D. In section 5.5
we describe the generalization of the TF-QKD idea to more parties which is at the
core of our work reported in appendix E.

Fundamental Limits of Point-to-point QKD

The secret key rate of any QKD protocol is limited by the losses that inevitably occur
in the quantum channel(s) linking the end users. In most QKD implementations, the
information is encoded in one of the degrees of freedom of photons. The photons
are then transmitted over lossy quantum channels, whose transmittance n represents
the probability that a photon is successfully transmitted. For instance, the optical
attenuation in standard telecom fibers is about v = 0.2 dBkm ™!, which leads to an
overall loss of vL over L kilometers of fiber. The transmittance of an L-kilometer
telecom fiber is thus given by: 1 = 10~7%/10, This shows that the probability of a
photon being transmitted decreases exponentially with the length of the channel,
thus severely affecting the key rate.

The exact relation between the key rate and the channel transmittance depends on
the protocol. Nevertheless, researchers have recently derived fundamental bounds
[TGW14; Pir+17] on the secret key rate of any point-to-point QKD protocol, which
only depend on the channel transmittance 7. In particular, the secret key rate of any
QKD protocol performed over a lossy channel of transmittance 7 is upper bounded
by the Pirandola-Laurenza-Ottaviani-Banchi (PLOB) bound [Pir+17]:

rproB = — log(1 —7), (5.1)
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where the logarithm is intended in base 2, as usual. In the high-loss regime (n < 1),
we can expand the logarithm in (5.1):

TPLOB ~ 1.44 n, (5.2)

and observe that the key rate cannot scale better than linearly with the transmittance
of the channel, thus decreasing exponentially with the channel length.

The only way to overcome such severe limitations on the achievable key rate is
to employ one or more intermediate nodes in the quantum channel connecting the
users. However, this fact alone is not sufficient in general to yield key rates with an
improved scaling compared to the PLOB bound.

Consider for instance the MDI-QKD protocol presented in the section 4. Despite
featuring an intermediate measuring station that splits the channel between Alice
and Bob of transmittance 7 in two channels of transmittance /7] each’, the key rate
does not scale better than the PLOB bound. Indeed, in order to have a successful
detection, both photons sent by Alice and Bob need to arrive at the central relay,
which occurs with probability /7 - \/ = 1. Thus, the gain and hence the key rate
cannot scale better than linearly with the transmittance 7 of the whole channel.

A possible solution is instead represented by quantum repeaters [Bri+98; San+11],
which guarantee a polynomial scaling of the communication efficiency with the
distance. However, such devices are still very challenging to implement as they
require either quantum memories [San+11; Dua+01; Maz+14] or quantum error
correction [Mun+12; ATL15].

Other viable options are evolutions of the original MDI-QKD scheme, like memory-
assisted MDI-QKD featuring quantum memories [Pan+14; AKB14] or adaptive MDI-
QKD with quantum non-demolition measurements [ATM15]. In both cases, the
protocol adapts to the photon losses ensuring that the Bell-state measurement is
performed between pulses from Alice and Bob that actually arrived, even combining
pulses sent in different rounds. In this way, only one photon per round is required
to arrive, thus yielding a key rate proportional to /7. Despite the square-root
improvement in the key rate scaling, the evolved MDI schemes still rely on two-
photon interference events and their implementation is far from being practical.

In the next section we introduce a novel QKD protocol which represents the
simplest solution, found so far, to improve the key rate scaling of QKD beyond the
PLOB bound and to reach further distances.

!Each channel has length L /2, if L is the total channel length between Alice and Bob. The transmit-
tance of each channel is thus e~ 7%/(2'10) = V-
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5.2 Twin-field QKD: Original Protocol

In 2018, Lucamarini et al. [Luc+18] proposed a new QKD scheme which is based
on the same working principle of MDI-QKD: a central untrusted relay measures the
pulses sent by Alice and Bob. The measurement outcome reveals the parity of Alice
and Bob’s bits, but not their values. However, opposed to MDI-QKD, it is based
on single-photon interference events. Thanks to this feature, it naturally retains
the square-root improvement in the key rate scaling since the successful events are
exactly those where only one photon arrived, sent either from Alice or Bob. This
removes the necessity of sophisticated systems to adapt the Bell-state measurements
to photon losses.

The protocol in [Luc+18] takes the name of twin-field (TF) QKD and its original
formulation goes as follows. Alice (Bob) generates phase-randomized WCPs by
picking a random phase value p, (pp) in the interval [0, 27). The phase interval is
split into M phase slices Ay, = 27k/M (k=0,..., M — 1) and the selected random
phase necessarily falls into one of them: Ay QArp)- Alice (Bob) then encodes a
secret bit and a secret basis in another phase ¢, () which is added to the phase of
the pulse. The pulses are then sent to a central station where they are combined
in a 50:50 beam splitter with single-photon detectors at its output ports. After the
detection outcome is announced, the parties publicly reveal the slices Ay, Ay
and the encoded bases, and keep only the rounds with matching values. Indeed,
the optical fields whose random phase falls in the same slice are “twins” and can be
used to generate a secret key. The detection outcome combined with the revealed
information indicate to Bob whether he needs to flip his bit or not, in order to match
it with Alice’s.

Since the first TF-QKD protocol has been published, an intense research activity led
to several variants of the original scheme [CAL19; Cui+19; LL18; MZZ18; WYH18]
and to many experimental demonstrations [Wan+19; Liu+19; Zho+19; Min+19].
In particular, experimentalists managed to obtain secret key rates surpassing the
limit imposed by the PLOB bound, thus proving the improved scaling of TF-QKD.

In the following, we are going to focus on the TF-QKD protocol proposed by Curty
et al. [CAL19], which is simpler and arguably better-performing than many other
TF-QKD variants. Before moving on, we briefly mention a couple of drawbacks of
the original TF scheme in [Luc+18].

Firstly, the random phases of a pair of twin fields are not identical and differ by
less than 27/M. This induces an intrinsic QBER that tends to zero for M — oc.
However, the probability of having matching slices scales as 1/M, thus increasing
M leads to more discarded rounds. There exists an optimal value for M that can be
determined by appropriately modelling the experimental setup and optimizing the
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key rate. The authors in [Luc+18] obtained an optimal value of M, = 16. In any
case, the use of locally randomized phases by Alice and Bob and the post-selection
of the matching ones causes a consistent amount of rounds to be discarded.

The main challenge in implementing the TF-QKD protocol of [Luc+18] is con-
trolling the phase drifts of the twin fields. Indeed, the differential phase fluctuation
between the two signals sent by Alice and Bob can be quantified as follows:

2

(AvL + vAL), (5.3)
Cr

Oab =
where ¢ is the speed of light in the fiber, while Av is the frequency difference
between the users’ lasers and AL is the difference of path lengths travelled by the
two signals. While Ar can be compensated with phase-locking techniques already
used in optical communications, the contribution due to AL is a more serious
drawback. Indeed, even if the two fibers have nominally the same length, the
distance travelled by each signal can fluctuate in time due for instance to thermal
expansions of the fibers, resulting in a phase drift at the output of the fiber. This
issue could be mitigated with active stabilization techniques.

Twin-field QKD without Phase Post-selection

The TF-QKD protocol introduced in [CAL19] removes the need to post-select match-
ing global phases p, and p, for Alice and Bob, thus sensibly increasing the protocol’s
performance. It instead relies on a preselected global phase shared by Alice and
Bob. We remark that a very similar scheme has been independently developed in
[Cui+19], but it is equipped with an alternative security proof.

Idealized Protocol

In order to elucidate the protocol’s functioning, we start by presenting an idealized
version of it, which also has the merit to show where the inspiration came from,
namely entanglement-generation protocols in quantum repeaters.

The idealized TF-QKD protocol in [CAL19] is composed of the following steps.

1. Alice (and analogously Bob) prepares an optical signal entangled with a qubit
she holds:

[®) a0 = V@|0)410), + VI—q[l)4[1), 0<g<1, (5.4)
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where |0),, , |1), are the Fock states of the photon representing the vacuum and
a single-photon state, while {|0) 4, |1) 4 } is the qubit’s computational basis (Z
basis).

2. Both parties send their optical pulses to a central relay through optical chan-
nels, each with transmittance /7 (the overall transmittance between Alice and
Bob is 7).

3. The central relay applies a 50:50 beam splitter to the incoming pulses followed
by two threshold detectors D. and D, (i.e. unable to distinguish the detection
of one or more photons).

4. The relay broadcasts the outcomes k. and k; of detector D, and D,, where
k. =0and k. = 1 (kg = 0 and k4 = 1) correspond to a no-click and a click
event, respectively.

5. With probability px Alice (Bob) measures her (his) qubit in the X basis given
by {|%£) 45) = (10) a(3) = 1) 4())/V/2}, While with probability 1 — px she (he)
measures the qubit in the Z basis. Upon obtaining the outcome x, where
x = +1 are the eigenvalues of the X and Z operators, Alice (Bob) records the
bit value b4 (bg) with (—1)%4 =z ((—1)’8 = x).

6. The bits b4 and bp P kg4, collected by Alice and Bob in the rounds where they
measured in the X basis and where the relay announced k. @ k; = 1 (i.e. only
one detector clicked), form their raw keys. The bits collected in the Z-basis
rounds where k. ® kg = 1 are instead used for PE. All the other rounds are
discarded.

To understand why the protocol enables the parties to distil a secret key, imagine
that we choose 1 — ¢ < 1 in the state preparation. This means that both parties
prepare their signals strongly unbalanced towards the vacuum. For this reason,
in the relevant events where only one detector clicked, the detection is likely to
be caused by the sending and arrival of just one photon coming from either Alice
or Bob. However, the beam splitter creates a coherent superposition of these two
possibilities, implying that either Alice’s or Bob’s qubit are in state |1), but not both
of them. The conditional state of the parties’ qubits is thus well approximated by
the Bell states: |¢y,1) 45 = (|01) + (—1)*¢|10))/v/2 (kq = 0,1). The parties then
measure their respective qubit in either the X or Z basis. From here, the protocol
can be regarded as an entanglement-based BB84 protocol whose security we proved
in the previous chapter. Any deviation from the described picture can be detected by
computing appropriate error rates.

5.3 Twin-field QKD without Phase Post-selection
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The states |4, 1) prompt us to define the following error rates in the X and Z
basis:

Ex =pxx[ba # bp @ kqlke ® kq = 1] (5.5)
Ez =pzz[ba = bplke ® kg = 1], (5.6)

where px x(72)[€2] is the probability that the event {2 occurred given that both Alice
and Bob measured in the X (Z) basis. The two error rates are zero if the parties
share one of the Bell states |1, 1).

According to the above explanation, ideally the relevant detections are caused by
the sending and arrival of just one photon. This shows that the protocol is based on
single-photon interference events, thus producing a key rate that scales with /7 (the
transmittance of one of the two channels) as the original TF-QKD scheme.

We can support this statement with more analytical grounds, by first computing
the conditional state of the parties’ qubits, given that only detector D, (k4 = 0) or
only detector Dy (kg = 1) clicked:

kg D1 q
Pas _pclick g+ (1—q)(1— \/ﬁ) Wkd 1><¢kd1|AB
(1—q)(1—/mn) .
+q +(1—-q)(1—n) [11)(11|ap | + pchck|11><11\AB, (5.7)

where puicc = p1 + po is the probability that only detector D, (Dy) clicked, while p;
(p2) corresponds to the event where the detection was caused by a single-photon
(two-photon) pulse:

p1 =Nl —q)qg+ (1 —q)*yn(l—/n) (5.8)
p2 = %(1 —q)*n. (5.9)

In (5.7) we recognize the contribution due to the Bell states ¢, 1), however we
also have other spurious contributions which lead to intrinsic errors in the protocol.
The resulting error rates, for the state (5.7), read:

pr (I—q)(1— M) L P

2Ex = E7 = .
Delick ¢ + (1 - Q)(l - \/ﬁ) Dclick

(5.10)
The asymptotic secret key rate of the described protocol is simply given by the

BB84 protocol key rate (3.26), rescaled by the probability 2p.;.x that a successful
detection occurred. We thus get:

Tideal TF = 2pclick(1 - h(EZ) - h(EX)) (511)
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5.3.2

By optimizing the key rate over the input parameter ¢, one obtains an optimal value
in the range: ¢ € [0.88,0.94] for every value of 5. This increases the weight of the
desired contribution |4, 1)(¢k,1|ap in the parties’ shared state (5.7), as explained
above.

The overall scaling of the key rate (5.11) with respect to 1 can be immediately
visualized by neglecting the terms of second order in (1 — ¢) (which are small
when g is optimized). In this approximation we have that Ex ~ F, =~ 0 and that
2palick ~ 2q(1 — q)/n, hence the key rate scales with /7, as anticipated.

Actual Protocol

Here we present the actual TF-QKD protocol introduced in [CAL19], which is inspired
by the idealized protocol above but it is much more practical to implement. First
of all, note that the measurements performed by Alice and Bob commute with
the operations of the relay. This means that the measurements in step 5 can be
performed right after step 1, i.e. the parties can directly measure their qubit after
generating the entangled state (5.4). In doing so, we turn the protocol into a
prepare-and-measure scheme where Alice, upon choosing the X basis, prepares an
optical pulse a in the state:

1 Xb,)q =V 10), + (=) /T —q|1),, (5.12)

depending on the value of a bit b4, chosen at random. Instead, when Alice chooses
the Z basis, she prepares the pulse in the Fock state:

Zba) = [ba), (5.13)

where the vacuum |0), (ba = 0) is selected with probability ¢ and the single-photon
state |1), (ba = 1) is selected with probability 1 — ¢. Bob prepares his optical signal
in analogous states. The other steps of the protocol remain unchanged.

We remark that this prepare-and-measure scheme is equivalent to the entanglement-
based idealized protocol from the point of view of the security and achieved key
rate. However, it does not require the generation of entanglement between a local
qubit and an optical signal, which might be experimentally demanding. We now
replace the states prepared in the current prepare-and-measure scheme with more
practical ones, while leaving all the other protocol steps unchanged. In this way we
come to the final TF-QKD protocol of [CAL19], which is summed up in figure 5.1.

The form of the states (5.12) prepared when the X basis is chosen, combined
with the fact that the optimal value for ¢ is close to one, suggest much more
practical states to prepare an optical pulse in, namely coherent states |(—1)°4a) of

5.3 Twin-field QKD without Phase Post-selection
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low intensity |«|?. Indeed, by recalling that a coherent state can be expressed as a
superposition of Fock states (4.1), one notices that the states in (5.12) can be well
approximated by the WCP:

X basis:  |(=1)"4ay), (5.14)

with an appropriate amplitude a4 and where b, is a random bit. Bob prepares a
coherent state analogous to (5.14) whose amplitude ap can differ from Alice’s.

The Z-basis states (5.13) are Fock states of fixed photon number. Thus, the
corresponding error rate E is linked to the probabilities that Alice and Bob send a
certain number of photons to the relay and the detection is successful. We have seen
(c.f. section 4.2) that such probabilities can be estimated by using the decoy-state
method. Now, since the Z-basis rounds do not contribute to key generation, the
states prepared in these rounds have the only purpose of quantifying E,. Therefore,
we can replace them with the more practical phase-randomized WCPs, and estimate
Ez with the decoy-state method. Thus, upon choosing the Z basis, Alice prepares a
phase-randomized WCP:

7 basis: Z et “l (nl, (5.15)

whose intensity p; is randomly drawn from a set {x; }. Analogously, Bob prepares a
phase-randomized WCP p,, with intensity v; randomly drawn from the set {v;}. The
two sets of intensities can be different for Alice and Bob.

Remark 5.1. We stress the fact that the TF-QKD protocol of [CAL19], instead of
requiring a global phase post-selection like the original TF-QKD scheme [Luc+18],
requires a global phase pre-selection which fixes the phases of the coherent states in
the X-basis rounds. This can be achieved if the parties share a phase-reference that
can also be controlled by Eve. The feasibility of this solution was recently proved in
some experiments [Wan+19; Liu+19; Min+19]. Conversely, in the Z-basis rounds the
phase-reference is not needed as the parties prepare locally phase-randomized WCPs.
This makes the TF-QKD protocol of [CAL19] quite robust against potential phase
misalignments, since they only affect the X-basis rounds.

Error Rates Estimation

When performing the practical TF-QKD protocol outlined above, the quantities that
Alice and Bob observe, after revealing their inputs in a fraction of the rounds, are the
gains px x (ke, kq|ba,br) and pzz(kc, kq|ps, v;). The former is the probability that
the relay announces the detection pattern k., k; given that Alice (Bob) prepared
[(—=1)%4a4) (|(=1)®2ap)), while the latter is the probability that the relay announces
the detection pattern k., k4 given that Alice (Bob) prepared p,, (py;)-
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Fig. 5.1.: Schematic setup of the practical TF-QKD protocol introduced in [CAL19]. In
every round, each party selects the X (Z) basis with probability px (1 — px).
When selecting the X basis, Alice (Bob) prepares a WCP whose phase encodes
her (his) random key bit b4 (bp). When the Z basis is selected, she (he) prepares
a phase-randomized WCP to implement the decoy state method. Both parties
send their pulses to the central relay through channels of transmittance /7 for
Alice and /1 for Bob. Here, the incoming pulses are combined into a 50:50 BS
followed by two threshold detectors at its output ports. The relay announces the
results of the detection k., k. The parties only keep those rounds in which they
chose the same basis and k. @ k4 = 1, all the other rounds are discarded. The bits
ba and bg @ k4 form the parties’ raw keys.

From the observed gains, the parties can estimate the error rates Ex and E as
follows. In the following, we assume that the detection pattern k., k, is such that
ke ® kg = 1.

Ex estimation: From Bayes’ theorem [SO94] we obtain:

1 pxx (ke, kalba, bp)

ba. b ke, kig) = , 5.16
pxx(ba,bplke, kq) F— (5.16)
where:
;2
pxx(ke,ka) = > pxx(ke, kalba,bp). (5.17)
ba.bp=0

We can then compute the error rate E'x in (5.5), for the detection pattern k., kg, as
follows: .
E;f(gkd :ZPXX(bA :j7bB :j®kc|kwk'd); (518)
j=0
where the probabilities px x (b, bplke, kq) are given in (5.16).
E; estimation: What we want is an estimation of the error rate E that characterizes
the rounds where Alice and Bob chose the X basis. Suppose that, upon choosing
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the X basis, Alice (Bob) implements and entanglement-based version of the TF-QKD
protocol, i.e. she (he) prepares the entangled state |®) ,, (|®)5,) defined as:

_ Halaa), +1=)al-aa),

|q)>Aa - \/E ’

(5.19)

and she (he) delays the X measurement on the qubit until the detection at the
relay has occurred. Note that Eve cannot distinguish this scenario from the actual
scenario in (5.14). The global state of the parties’ qubits and signals, after the relay
announced outcome k., kg4, reads:

Ko k
o M5 ®) 40 |P) 1 (5.20)
' pxx (ke ka) '

X" ) At BY

where Mf“bkd is the Kraus operator describing the action of the relay on the signals
of Alice and Bob, corresponding to outcome k., k4. The Z-basis error, as defined in
(5.6), affecting the X -basis rounds is thus given by:

2
(5.21)

1
ke k e keyk
E; ¢ = Z HAB (jilx d>Aa’Bb’
j=0

Now, one can derive an upper bound on (5.21) in terms of the yields Y,*<*a in the Z
basis, i.e. the probability that the relay announces k., k; given that Alice and Bob
sent n and m photons, respectively, after choosing the Z basis. The upper bound on
E 5 reads [CAL19]:

o 2
keka 1 A B [y ke kq
EZC i ( Z ConCom }/'27;2m

pXX(kc’ kd) n,m=0
- 2
Kook
n,m=0
_a?q(B)
where i ®) is defined as: ¢i®) = e i py/ v/n!. Then, the yields appearing

in the bound (5.22) can be estimated with the decoy-state method, by relying on
the gains observed in the Z basis: pzz(k., ka|pi,v;). Specifically, the yields are
constrained by the following set of equations, each corresponding to a particular
pair of decoy intensities (u;, v;):

0 unym
e —1s M
pZZ(k07 kd‘,ui)yj) = E e M VJT’,’)"]L'YfT%kd i € {M'L}, Vj € {Vj}, (5.23)
n,m=0 .
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similarly to what we have seen for the decoy-state method applied to the BB84
protocol (4.8). Note that in this case, differently from the usual decoy-state method,
one needs to derive upper bounds on the yields in (5.22), which correspond to a
lower bound on the key rate. Furthermore, typically one can only bound a subset
of the infinite amount of yields appearing in (5.22), while the remaining yields are
trivially upper bounded by one.

Secret Key Rate

The asymptotic secret key rate of the practical TF-QKD protocol introduced in
[CAL19] is given by:
TTF 2 r%g + ?"%1}1, (5.24)

where r%&kd is the contribution due to the detection event k., kg with k. © kg = 1,

defined as:
P = pcx (ke ha) [1 = h(E™) — (B )] (5.25)

with px x (ke, kq), E;?kd and E;c’kd given in (5.17), (5.18) and (5.22), respectively.
In figure 5.2 we plot the asymptotic key rate (5.24) of the practical TF-QKD protocol

— TF-QKD 1
— symm. BB84 | 1!

100

g — PLOB bound

10°
g
B .
5 107
)]
w

107°

107 : : :

0 100 200 300 400

Alice-Bob distance (km)

Fig. 5.2.: Logarithmic plot of the asymptotic secret key rates of the TF-QKD scheme in
[CAL19] (Eq. 5.24, blue) and of the symmetric BB84 protocol with a single-
photon source (Eq. 5.26, green), as a function of the distance between Alice and
Bob. We assume that the quantum channels are telecom fibers with 0.2 dB km ™"
of loss. Apart from this, the implementation of both protocols is error-free.
We also plot the PLOB bound (Eq. 5.1, magenta). We observe the square-root
improvement in the scaling of the TF key rate with the transmittance, compared to
the BB84 protocol and to the PLOB bound. Note that a square-root improvement
results in an increased slope in this logarithmic plot.
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in [CAL19] as a function of the total distance L between Alice and Bob, assuming
that they are both linked to the central relay by equally-long telecom fibers with
0.2dBkm ™! of loss. Hence the transmittances of their channels are: VA = /B =:
V1= 10~%0". In the figure we also report the PLOB bound (5.1) and the asymptotic
key rate of a symmetric BB84 protocol (c.f. section 3.2) implemented with a single-
photon source:

T'symBB84 = 77/2 (526)

For both protocols, we assume an ideal implementation where the only source of
errors is the loss in the quantum channel(s) (simulations including other sources of
error can be found in [CAL19]). In the case of the TF scheme, we also assumed an
infinite number of decoy intensity settings, which basically means that the parties
know the exact values of all the yields appearing in the upper bound E;kd Finally,
we optimized the TF key rate (5.24) over the signal intensities o and o% of the
WCPs prepared by Alice and Bob in the X-basis rounds (for simplicity a4, ap € R).
Note that, for identical losses /1 = /7B, the optimal signal intensities are equal:
o2 = al.

From figure 5.2 we observe the improved scaling of the TF key rate compared to
the BB84 protocol and to the upper bound on the key rate of any point-to-point QKD
protocol, i.e. the PLOB bound. Indeed, while the TF key rate scales with ~ /7, the
BB84 protocol and the PLOB bound scale with ~ 7. In particular, there exists a loss
threshold/distance after which TF-QKD performs better than any point-to-point QKD
scheme, i.e. when the PLOB bound is surpassed. We emphasize that this theoretical
prediction has been recently confirmed experimentally [Wan+19; Liu+19; Zho+19;
Min+19].

Twin-field QKD with Finite Decoys and Asymmetric
Channels

In the reference [CAL19] that introduced the TF-QKD protocol without phase post-
selection, the key rate performance is mainly investigated in the unrealistic scenario
where Alice and Bob can use an infinite number of decoy intensity settings.

In order to investigate the real performance of the proposed TF scheme, in our
paper [GC19] (also reported in appendix C) we derive analytical bounds on several
yields appearing in the upper bound (5.22) on the error rate E;, when the parties
have at their disposal either two, three, or four decoy intensity settings.

Note that, since to every pair of decoy intensities corresponds a linear constraint
on the yields (see (5.23)), increasing the number of decoy intensities enables us to
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bound a larger number of yields and more tightly. In the limit of infinitely many
decoy intensity settings, the parties can correctly estimate all the infinite yields
appearing in (5.22). Moreover, the larger the number of yields with an analytical
bound, the smaller the number of yields trivially bounded by one in (5.22). This has
the obvious effect of increasing the protocol’s key rate.

Equipped with the derived bounds on the yields, we show that two decoy settings
are enough to beat the PLOB bound (5.1) and that four decoy settings are close to
optimal, i.e. the resulting key rate is almost indistinguishable from that where Alice
and Bob have infinite decoy settings.

Furthermore, in the performance analysis in [CAL19] it is assumed that the losses
affecting the quantum channels of Alice and Bob are equal and so are the optimal
signal and decoy intensities. However, this does not reflect realistic scenarios where
two parties establishing a secret key, e.g. in the context of a quantum network, are
likely to be at different distances from the untrusted relay which processes their
signals according to the TE-QKD protocol in [CAL19]. Moreover, potential intensity
fluctuations affecting the parties’ lasers are likely to be uncorrelated, causing the
parties to effectively employ different signal and decoy intensities.
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Fig. 5.3.: Contour lines for the asymptotic secret key rate of the TF-QKD scheme in [CAL19],
evaluated with the yields bounds derived in [GNC19] relative to three decoy
intensity settings. The key rate is optimized over the signal o2, % and decoy
intensities {y; }, {v;} of Alice and Bob, respectively. In (a) we additionally imposed
the constraints: «4 = ap and {u;} = {v;}. We observe that, when the parties can
use asymmetric intensities (b), the key rate is never enhanced by adding noise
in one of the channels in order to symmetrize the losses. The black dotted lines
enclose the region where the key rate beats the PLOB bound (5.1). We employed
a realistic channel model with 2% polarization and phase misalignments and a
dark count probability in each detector of 10~7.
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In order to address these issues, in another paper [GNC19] (also reported in
appendix D) we investigate the performance of the TF-QKD protocol of [CAL19]
in asymmetric-loss scenarios and in the presence of independent laser intensity
fluctuations. To this aim, we derive new analytical bounds on the relevant yields
appearing in (5.22), when the parties use two independent sets of decoy intensities
({wi} and {v;}). In particular, inspired by the results of the previous work [GC19],
we consider the cases of two, three and four decoy intensity settings for each party.
We then numerically optimize the key rate over the (potentially) different signal and
decoy intensities.

An example of the advantage gained by allowing Alice and Bob to independently
select their signal and decoy intensities is given in figure 5.3. Here, we provide two
contour plots of the secret key rate optimized over the signal and decoy intensities,
as a function of the loss (measured in dB) in the quantum channels linking Alice
and Bob to the untrusted relay. For instance, if Loss 4 is the loss in Alice’s channel,
then the transmittance of her channel is given by: /s = 1071oss4/10,

The plot in figure 5.3a is optimized with the constraint that Alice and Bob use
the same set of decoy intensities and the same signal intensity, while the plot in
figure 5.3b is optimized without that constraint —i.e. Alice and Bob are free to
independently optimize their intensities. We observe a drastic improvement of the
key rate when the parties can independently select the signal and decoy intensities,
especially when the losses in two channels are highly asymmetric. Surprisingly,
when the parties are forced to employ the same intensities and their losses are
significantly asymmetric, it is convenient for them to artificially increase the loss
in one of their channels (e.g. by adding fiber) in order to maximize the key rate
(see figure 5.3a). Further plots and analyses can be found in the paper [GNC19]
reported in appendix D.

Finally we illustrate, in the simplest case of two decoy intensities per party, the
procedure we adopt in [GC19; GNC19] to derive good bounds on the relevant
yields in (5.22). In particular, as an example we derive the upper bound on Ylkf’kd.
We assume that Alice (Bob) can choose among the decoy intensities {1, i1 } with
po > p1 ({vo, v1} with vy > v1). To keep the notation simple, we define the following
rescaled gains in the Z basis (where we omit the detection pattern k., kq):

QL — e“i+”fpzz(kc,kd|um/j)7 (5.27)

and we rewrite the linear constraints on the yields (5.23) as follows:

o0
YTL m

D S (5.28)

n,m=0
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Consider the following combination of gains:

S S S S - Ynm n n m m
Gi=Q"+ QM = QM = QY = > My — u) g — ), (5.29)

n,m=0

and note that the coefficients of the yields Y, and Yj,, are null for every n and m.
We can then recast the last expression as follows:

Ynm
n!m!

G =Y (po — p1)(vo —v1) + i

n,m=1s.t.
n+m>2

(W — i) " =) . (5.30)

We emphasize that Y} is now the yield with the largest coefficient? in (5.30), thus
trivially bounding the other yields is not as harmful as it would be if they had the
largest coefficients.

An upper bound on Y7; is then obtained by considering the worst-case scenario
for the other yields, taking into account that they are probabilities, i.e. 0 < Yj,,,, < 1.
Since all the yields’ coefficients have the same sign in (5.30), the yield Y7; is maximal
when all the other yields are minimal. Hence, the upper bound on Y7, is obtained
by setting all the other yields to zero in (5.30):

G
1;. 5.31
(o — p1)(vo —v1) } (5.31)

YY = min{

Note that by taking the minimum in the above expression we make sure that Y}y is
a meaningful bound on a probability. The upper bound in (5.31) is only expressed
in terms of input parameters (the decoy intensities) and observed gains contained in
G (see (5.29)).

Conference Key Agreement with Single Photon
Interference

The founding idea of TF-QKD, elucidated in subsection 5.3.1, can also be generalized
with some adjustments to the multiparty scenario. Indeed, in our work [GKB19] (also
found in appendix E) we devise a conference key agreement (CKA) where N parties
simultaneously distil a secret conference key through single-photon interference
occurring at an untrusted relay.

In particular, parties Alice;, Alice,, ..., Alicey establish the conference key by
sending optical pulses to the relay and by performing suitable measurements on their

20ptimal decoy intensity values are typically smaller than one, and one of the decoy intensities of
each party is always as small as allowed by the experimental equipment [GC19; GNC19].
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Fig. 5.4.: In the CKA we introduce in [GKB19], every party initially prepares an entangled
state between a qubit she holds and an optical signal given by (5.32). The state is
unbalanced towards the vacuum: 1 — ¢ < 1. The signals are then sent to the un-
trusted relay through optical channels with transmittance /7. The relay combines
the pulses in a balanced multiport BS featuring a detector at every output port,
and then announces the outcome of the detection of each detector. The events in
which only one detector clicked are most likely caused by the detection of just one
photon, sent by one of the parties with equal probability (single-photon interfer-
ence). Hence, the conditional state of the qubits Ay, ..., Ay is well approximated
by a W state, which can be used by the parties to distil a conference key.

qubits. The resulting CKA is sketched in figure 5.4 and each round is characterized
by the following steps.

1. Alice; (: = 1,..., N) prepares an optical pulse a; entangled with a qubit A;
she holds:

1) 4.0, = V/@10) 4, 10),, + VT —q1) 1), 0<qg<1 (5.32)

where |0), ,[1),. are the photon’s vacuum and single-photon state, while
{10) 4, »11) 4, } is the computational basis of qubit A; (Z basis).

2. Every party sends her optical pulse a; to the relay via optical channels of
transmittance /7). The transmittance between any two parties is thus 7.

3. The relay applies a Bell-multiport beam splitter [ZZH97; LB05; Per+11;
Spa+13] with M input and M output ports (where M > N) to the incoming
pulses and is followed by a threshold detector D; (i = 1, ..., M) at each output
port. If M > N, some inputs ports receive the vacuum. The action of the
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multiport beam splitter (BS) is defined by the following unitary transformation
which reduces to the standard 50:50 BS for M = 2:

M
“iTn,z' = Uija:r)ut,j’ (5.33)
7=1

where afmi (aluw) are the creation operators of the incoming (outgoing)

photons and Uj; are the coefficients of a unitary matrix defined as:

&eﬁi’ﬂi—lﬂj—ﬂ i,je{l,..., M} (5.34)

Uij =

4. The relay broadcasts the outcome k; of every detector D;, with k; = 0 (k; =

1) corresponding to a no-click (click) event. The round is discarded when

Zj]‘il k; # 1, i.e. whenever single-photon interference did not occur. The

probability that only detector D; clicked is pp and is independent of the
detector due to the symmetric action of the multiport BS.

5. The round is classified either as a parameter-estimation (PE) round with
probability p, or as a key-generation (KG) round with probability 1 — p,.. In
case of a PE round, every party measures her qubit in the Z-basis. In case of
a KG round, conditioned on detector D; clicking, Alice; measures her qubit
in the basis of the operator Oxy (¢i) = cos(¢;)X + sin(p;)Y (where X and Y
are the Pauli operators), with ¢; = arg(U;;). Upon observing the outcome z;
(where zz = +1 are the eigenvalues of Z and Oxy (;)), Alice; records the bit
value b; with (—1)% = x;.

6. The bits b; measured in KG rounds form Alice;’s raw key, while those obtained
in PE are used to detect Eve’s action and quantify the information she gained
on Alice,’s raw key.

After performing a suitable number of rounds, all the parties perform one-way
error correction to match their raw keys to Alice;’s raw key. The parties then
perform privacy amplification on their error-corrected keys to distil a shorter, secret,
conference key.

The error rates Ez and E4, 4, devoted to quantify Eve’s knowledge and the
information that Alice; needs to send for error correction are defined as follows:

Ez = ppE {b1 = @O, bil >0 by = 1} (5.35)
Ea, 4, = Pxa [bl # bi| )L by = 1} : (5.36)
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where pprkq)[€2] is the probability that the event €2 occurred in a PE (KG) round.
The asymptotic secret conference key rate achieved by the described CKA protocol
based on single-photon interference events reads:

TspCKA = MpD (1 — h(Ez) — 2I<IIZE£](V h(EAlAi)> (537)

Notably, the above CKA scheme and the relative asymptotic key rate reduce to the
idealized TF-QKD protocol presented in subsection 5.3.1 when N = M = 2.

Remark 5.2 (Preshared key). The parties can know beforehand the nature of each
round of the protocol thanks to a preshared secret key they hold. For instance, they
could share a key with as many bits as rounds, where the bit value 1 (0) indicates a
PE (KG) round. Since p, is typically small, the key is composed mainly of zeroes and
can thus be highly compressed. In particular, if R is the total number of rounds, the
parties need a preshared secret key of R h(p,) bits, where h(x) is the binary entropy.
The length of the preshared key must be subtracted from the final secret key length in
order to quantify the amount of fresh secret bits produced by the protocol. However;
in the asymptotic regime (R — o) considered here, the penalty introduced by the
preshared key on the asymptotic conference key rate is given by h(p,) and is negligible,
e.g. by choosing p, ~ 1/R.

Multipartite QKD with a IV state

Here we would like to provide, as in the case of the idealized TF-QKD protocol, a bit
of intuition on why the above CKA protocol works.

When optimizing the conference key rate in (5.37) over ¢, we obtain values such
that 1 — ¢ < 1, that is the initial entangled states (5.32) are strongly unbalanced
towards the vacuum. Therefore, the rounds where only one detector clicked are
mainly caused by the sending and detection of just one photon. The photon could
be sent by any Alice;, implying that her qubit would be in state [1),, while the
qubits of the other parties would be in state |0) A Since the multiport BS creates a
coherent superposition of all these possibilities, by post-selecting the rounds where
e.g. detector D; clicked, the state of the parties’ qubits is approximately given by
the following W -class state®> [DVCO0O0]:

1 Y .
Wida,. oy = N > VMU; |5, (5.38)
=1

3 . . . . 1 N —
The W state usually considered in the literature reads: ed Doy ).
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where the bitstring @; € {0,1}" is composed of all zeroes except for the i-th bit
which has value one and where Uj; is defined in (5.34). We remark that the qubits’
state in (5.38) is only an approximation in the limit 1 — ¢ <« 1 where terms of second
or higher order in 1 — ¢ have been neglected and in the ideal scenario of no losses
(v/n1 = 1) and no other sources of noise.

Although it is proven [Epp+17] that no N-qubit state other than the GHZ state
(3.31) can lead to perfectly correlated outcomes in one measurement basis (for
N > 3), the parties can still distil a secret conference key by properly measuring
their qubits in state (5.38).

Indeed, the measurements that the parties perform in KG rounds (see protocol
description) are chosen to minimize the key-bit error rate E4, 4, between Alice;
and any other party. In particular, one could view the measurement of Alice; in the
eigenbasis of cos[arg(U;;)| X + sin[arg(U;;)]Y as composed of two steps. First she
rotates her X operator in the (z, y)-plane of the Bloch sphere by an angle arg(U;;),
in order to remove the effect of the complex phase /M Ui; introduced by the BS
when D; clicked. Then she measures in the eigenbasis of the rotated operator.

The resulting error rate E4, 4, (5.36) the parties would observe if their qubits
were exactly in the state (5.38) is given by:

1 1

This intrinsic error rate affecting the parties’ raw key bits is unavoidable due to the
fact that they are measuring a WW-class state, instead of a GHZ state. Conversely, the
error rate £z (5.35) computed in PE is null on the state (5.38), confirming that in
ideal conditions Eve does not gain any information.

We have thus argued that multipartite QKD can also be implemented on a W
state, instead of the conventional GHZ state used in the majority of cases, e.g. with
the multiparty BB84 and six-state protocols (c.f. section 3.4). Despite presenting the
drawback of the intrinsic error rate (5.39), the CKA based on the W state becomes
dramatically advantageous in high-loss scenarios.

Indeed, the W state is post-selected when single-photon interference occurred at
the relay. This implies that the resulting conference key rate (5.37) scales linearly
with the transmittance /7 of one of the channels linking the parties to the relay.

Let us now consider a generic optical implementation of a CKA based on an
N-qubit GHZ state, where the qubit state is encoded in one of the photon’s degrees
of freedom (e.g. the polarization). The N photons described by an N-qubit GHZ
state are distributed from a central untrusted node to the N parties through the
same quantum channels with transmittance /5. The conference key rate of this
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N since all the photons are required to

protocol cannot scale better than ~ (,/7)
arrive in order to have a successful round.

Clearly, in a high-loss scenario (/7 — 0) the conference key rate of our CKA based
on single-photon interference will outperform any CKA based on GHZ states and

implemented as described above.

Remark 5.3 (Impossibility of prepare-and-measure CKA). We emphasize that the
measurements performed by the parties in the KG rounds do not commute with the
operations of the relay, inasmuch as they depend on which detector clicked. This means
that the CKA cannot be turned into a prepare-and-measure scheme where each party
prepares some optical signal depending on a random bit and on the basis choice. For
this reason, it cannot be regarded as an MDI-QKD protocol since the parties still need
to perform trusted measurements on their qubits.

This contrasts with the TF-QKD idealized protocol presented in subsection 5.3.1,
which is recovered here for N = M = 2. The bipartite case is special since the complex
phase introduced by the BS in the shared state (5.38) reduces to a minus sign, which
can be reabsorbed by asking Alices to flip her classical outcome by when detector Do
clicks, as described in subsection 5.3.1. This removes the need to adjust the parties’
measurements depending on the result of the detection, hence making these two steps
commute.

Nevertheless, the quantum operations required by our CKA seem to be feasible with
present-day technology [Ber+13; Roz+19; Abo+18].

Performance assessment

In [GKB19], we prove the CKA security in the finite-key scenario for the most
general attacks the eavesdropper can perform. We also investigate the protocol’s
performance for a realistic channel model that accounts for polarization and phase
misalignments and dark counts in the detectors.

In order to benchmark the performance of our CKA based on a central untrusted
relay, we consider a scenario where the relay is removed and the parties are all
connected in a star network where the transmittance between any two parties is
n. In this configuration, we consider the conference key rate generated by the
following strategy and compare it with the CKA key rate (5.37). One special party,
say Alice;, performs the best possible bipartite QKD protocol with every other party,
thus establishing V — 1 secret keys whose key rate is given by the PLOB bound (5.1).
Alice; then uses the established keys to distribute the conference key to the other
parties with one-time pad encryption. The resulting conference key rate is thus
given by the rate at which the bipartite keys were generated, rescaled by the factor
1/(N — 1) which accounts for the fact that Alice; repeated the bipartite scheme
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Fig. 5.5.: Conference key rates yielded by the CKA based on single-photon interference
(solid lines, Eq. 5.37 optimized over ¢ with M = N) and by the N-party BB84
protocol (dashed lines, Eq. 5.41) as a function of the channel length between
one party and the untrusted relay, for different numbers of parties N. The solid
magenta lines are the direct-transmission bound (V = 2 top, N = 4 middle,
N = 10 bottom; Eq. 5.40). The experimental setup is assumed to be ideal except
for the lossy quantum channels with 0.2dBkm ™' of loss. The improved key rate
scaling of the single-photon-based CKA enables it to outperform both the N-BB84
protocol and the direct-transmission bound on longer distances.

N — 1 times. The conference key rate resulting from the above strategy implemented
on the star network reads:
—logy(1 — 17

T'dir.tr. = NQ(—I) (5.40)
and we call it the direct-transmission bound. This is similar to what is done for
TF-QKD when benchmarked against the PLOB bound (c.f. figure 5.2), which bounds
the highest possible key rate achieved between Alice and Bob if the untrusted relay
is removed.

In figure 5.5 we plot the CKA key rate in (5.37) (solid lines) and the conference
key rate of the N-partite BB84 protocol (dashed lines), as a function of the distance
between one party and the relay and for different numbers of parties (N = 2,4, 10).
In the same figure, we also plot the direct-transmission bound (5.40) (solid magenta
lines; the top line corresponds to N = 2, the middle to N = 4 and the bottom to
N =10).

The conference key rates are obtained in an ideal experimental setup where the
only source of errors is the photon loss in the quantum channels. We assumed as
usual 0.2dBkm ™! of loss in each quantum channel, the typical loss of standard
telecom fiber. In [GKB19] (appendix E) we account for more realistic channel
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models, which include dark counts in the detectors and misalignments of the phase
and polarization.

The considered N-BB84 protocol is such that the relay has the function of dis-
tributing the entangled photon state to the N parties. In the chosen ideal setting,
the conference key rate of the N-BB84 protocol is just given by the probability that
each photon reaches the corresponding party:

TNBB84 = 77N/2- (5.41)

The CKA key rate (5.37) has been optimized over the parameter ¢ and we fixed
the number of BS ports to match the number of parties: M = N. We remark that the
optimal number of BS ports —and thus detectors— is M ~ N but it actually depends
on the loss. Indeed, a larger number of BS ports decreases the possibility of detecting
two photons in the same detector, which is a source of error especially at low losses.
However, when accounting for dark counts in the detectors, increasing the number
of detectors implies a higher probability of dark counts, which is another source of
error manifesting itself at high losses with a drop of the key rate.

As anticipated, figure 5.5 clearly shows the significant improvement in the con-
ference key rate when employing our CKA based on single-photon interference,
as opposed to employing a GHZ-state-based CKA like the N-party BB84 protocol.
Moreover, due to the improved scaling with the loss, the CKA key rate (5.37) also sur-
passes the direct-transmission bound (5.40) for sufficiently long distances, similarly
to what happens with the TF-QKD protocol and the PLOB bound (see figure 5.2).
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Device-independent
Cryptography

Bell’s theorem, formulated in 1964, is one of the
profound scientific discoveries of the century.

— Alain Aspect

We have already seen in chapters 4 and 5 how imperfections in the quantum devices
employed in a QKD protocol, when not accounted for in the security proof, can be
exploited by an eavesdropper to spoil the protocol’s security. In this context, MDI-
QKD and TF-QKD protocols represent possible solutions as they do not require to trust
the measurement devices, which can be completely controlled by the eavesdropper,
and yet derive a secret key. However, both MDI-QKD and TF-QKD still require to
trust the sources held by the parties.

Until now we presented QKD protocols where at least some devices in the experi-
mental apparatus need to be trusted. Of course, we could place our trust in such
devices more lightheartedly upon deeply characterizing their functioning. However,
the characterization process is often challenging and we might not be capable or
willing to do it. Indeed, in most cases QKD users are laymen who simply want to
purchase a service which guarantees a high level of security, without bothering to
verify the claimed security.

Quite astonishingly, secure QKD is still possible even when the whole experimen-
tal apparatus is untrusted and potentially under the control of the eavesdropper!.
Indeed, by exploiting the non-local properties of quantum correlations, device-
independent (DI) QKD protocols [YM98; AGMO06; Pir+09; MPA11; VV14; Arn+18]
and DI conference key agreement (DICKA) protocols [SGOla; SGO1b; RMW19;
HKB19] deliver the same secret key to a group of two or more parties, respec-
tively, where the security of the key is independent of the actual functioning of the
employed devices.

In a similar fashion, in DI randomness generation (DIRG) protocols [Col07;
Pir+10; CK11; Nie+18; PM13; FGS13], the intrinsic randomness generated by
quantum mechanical processes is proven to be private upon the observation of

Minimal requirements on the devices are still in place, such as the isolation of the trusted parties’
labs. Without this requirement, the devices could simply broadcast the established secret key upon
completing the protocol.
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certain non-local correlations. Note that secret true randomness is one of the
prerequisites of most quantum cryptographic protocols.

The chapter is organized as follows. In section 6.1 we introduce the concept
of non-local correlations and show how they can be witnessed through a Bell
inequality violation. We formalize the definitions of different kinds of correlations in
section 6.2. Then, we link the observation of a Bell violation to the security proof
of DI protocols in section 6.3. In section 6.4 we provide an explicit example of
DIQKD protocol and prove its security in section 6.5. In section 6.6 we illustrate our
recent results which enable tight security proofs of certain multiparty DI protocols
(paper in appendix H). We conclude by discussing the suitability of full-correlator
Bell inequalities for DICKA and present a multipartite Bell inequality specifically
built for the task of DICKA (section 6.7).

Bell's Theorem

Bell’s theorem [Bel64; Bel04] states that there exist predictions of quantum theory
that cannot be explained by any local theory, i.e. a theory based on the assumption of
locality. In this section we clarify our definition of locality and prove Bell’s theorem.
The proof critically relies on the introduction of a Bell inequality [Bel04], that is an
inequality involving a linear combination of correlators which is satisfied by every
local theory but is violated by quantum mechanics.

In the literature one can find several versions of Bell’s theorem’s proof, leveraging
on different assumptions. Here, we mainly follow the proofs presented in [Val02;
Gol+11; Bru+14; HR19] that make use of the Clauser-Horne-Shimony-Holt (CHSH)
inequality [Cla+69], arguably the most popular Bell inequality.

Let us consider the following Bell experiment, depicted in figure 6.1. Two physical
systems, which could have interacted in the past, are now far apart and are indi-
vidually measured by two parties, Alice and Bob. No information is given on the
systems, which are thus treated as black boxes. Each box (system) is equipped with
two inputs corresponding to the measurement choices of the parties, and generates
a binary output upon selecting an input. Hence, the measurement process consists
in Alice (Bob) selecting an input x € {0,1} (y € {0,1}) on her (his) system and
collecting the output a € {—1,1} (b € {—1,1}). We assume that the measurement
processes of Alice and Bob are spacelike separated events.

By repeating the experiment several times, the parties can roughly estimate the
probability distribution p(a, bz, y) governing the occurrence of the outcomes a and
b, given the inputs x and y. In general, the outcomes recorded by Alice and Bob
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Fig. 6.1.: In a bipartite Bell experiment, two unknown systems are given to Alice and Bob.
The systems might have interacted in the past, in the spacetime region where
their past light cones overlap. Alice (Bob) can only interact with her (his) system
by selecting an input x (y) and collecting an output a (b). The interactions of the
two parties with the respective systems are assumed to be spacelike separated
events.

> space

may not be statistically independent, which means that the probability distribution
p(a, blx,y) is not factorized:

p(a,blz,y) # plalz,y)p(blz,y). (6.1)

This fact could be caused by the previous interaction of the two systems and does
not necessarily imply any kind of direct influence of one system on the other. Let us
denote with X the set of underlying (or hidden) variables that completely describe
the two systems under consideration. By fixing the value of A\, we fix the microstate
of the Bell experiment. Hence, A can account for any dependence relation between
the two systems due to their previous interaction. Since the value of \ could vary
in different runs of the experiment, the probability distribution p(a, b|x,y) can be
expressed as:

p(a,blz,y) = /dAp(a, blz,y, \p(A|z,y). (6.2)

We remark that so far we did make any assumption on the theory we employ
to describe the Bell experiment, indeed Eq. (6.2) is still completely general. We
now assume that any theory describing the experiment should satisfy the following
(apparently) natural conditions:

6.1 Bell’'s Theorem
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1. (Bell-)locality: All the statistical correlations of the outputs a and b are fully

attributable to their past interaction and thus explainable with the knowledge
of \. Formally we have that:

p(a,blz,y,A) = p(alb, z,y, \)p(b|z, y, A)
:p(a|x,y, )\)p(b|x,y,)\), (63)

where the second equality represents the fact that, conditioned on the knowl-
edge of )\, the residual indeterminacy of a is local and not due to a lack of
knowledge of b.

. Parameter independence: For each microstate ), the probability of Alice (Bob)

obtaining outcome « (b) is independent of the input y (x) selected by Bob
(Alice):

plalz,y, ) = plalz, \)
p(blz,y,\) = p(bly, A). (6.4)

This assumption is justified by special relativity, according to which spacelike
separated measurements do not influence each other’s outcome probability
distribution.

. Free will: The measurements inputs are uncorrelated from the underlying state

of the systems described by A:

p(z,y,A) = p(z,y)p(N). (6.5)

In other words, Alice and Bob are free to choose their inputs independently of
the value of the hidden variables A. By combining this assumption with the
previous one, we are basically assuming that spacelike separated parties cannot
communicate superluminally, which is the causality constraint of relativity.

By employing the assumptions (6.3), (6.4) and (6.5) in (6.2), we obtain the Bell
experiment description of a local hidden variable (LHV) model:

plable,y) = [ dAp(p(ale, Np(ly, V. (6.6
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We will now show that the correlations predicted by quantum mechanics on certain
implementations of the Bell experiment cannot be expressed in the form (6.6). To
this aim, we define the correlator:

(azby) = > abp(a,blz,y), (6.7)
a,b==+1

as the expectation value of the product of Alice and Bob’s outcomes, given that they
selected inputs x and y. We then define the CHSH value [Cla+69]:

ScHSH = <a0b0) + <aobl> + (a1b0> — (albl> (6.8)

and prove that if the probabilities p(a, b|z,y) are explainable in terms of a LHV
model (6.6), then the CHSH inequality holds:

SCcHSH = <aobo> + <a0b1> + <a1b0> — (a1b1> < 2. (6.9)

We start by using (6.6) to express the correlators (a,b,) in (6.7) as a product of local
expectation values:

() = / dAD(N) () (by), (6.10)

where (a;), = > ,ap(alr,)) and similarly for (b,),, with (a.), ,(b,), € [-1,1]
(recall that a,b € {—1,1}). By inserting (6.10) into (6.8) we can write that:

ScusH = / A\ p(\)SdusH, (6.11)

where:

Sdusn = (ao)y (bo)y + (ao)y (b1)y + (a1)y (bo)y — (ar)y (b1),
= (ao) ((bo)y + (b1),) + (a1 ((bo)\ — (b1),)- (6.12)

Since every expectation value is in the range [—1, 1], the last expression can be upper
bounded by:

Sdusn < [(bo)y + (b1)y] + [{bo)y — (b1),]- (6.13)

Without loss of generality we can assume that: (by), > (b1), > 0 (the other cases
lead to the same result), which substituted in the last expression yields:

Sdusm < 2 (bo)y < 2. (6.14)

6.1 Bell’'s Theorem
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By employing (6.14) in (6.11), we prove the CHSH inequality in (6.9) for every
probability distribution that can be written in the form (6.6).

In order to complete the proof of Bell’s theorem, we demonstrate that quantum
theory predicts correlations violating the CHSH inequality (6.9) for a specific im-
plementation of the Bell experiment. This implies that they cannot be explained in
terms of an LHV model (6.6).

Suppose that Alice’s system and Bob’s system are qubits in the entangled (Bell)
state:

1
Z5(100) + 1)) (6.15)

whose corresponding density operator can be written in terms of the Pauli operators
X,Y and Z as follows [TGO5; Hol+19]:

@7) =

|<1>+><<1>+y— (1d®1d+X®X+Z®Z Y®Y). (6.16)

Notably, the last expression decomposes the projector on the state |®*) as a sum
over all the stabilizer operators of the state |®*). An operator O is a stabilizer of a
state [¢) if O [¢)) = |¢), i.e. if the state is an eigenstate of O with eigenvalue one.

In this setting, we describe Alice’s (Bob’s) measurement on her (his) qubit as a bi-
nary projective measurement represented by the observable A, (B,), corresponding
to input « (y). The generic form of A, (B,) is given by A, = a@ . g By = ﬁ(y) - ),
where & is the vector of Pauli operators: o1 = X, 0o = Y and o3 = Z and where
- 5] =

Then, the correlators in the CHSH inequality (6.9) can be written as:

%

(azby) = (@F[A, ® B,|®F) = T [|0F)(0F|(4, @ B,)]
— ag"f)ﬁ?) o Oéém),Bgy) 4 a§$)ﬂéy)7 (617)
where we used the decomposition (6.16), the multiplication rule of Pauli operators
in (2.17) and the fact that the Pauli operators are traceless.

We aim at maximizing the CHSH value (6.8), expressed in terms of the measure-
ment directions @*) and E(y) of Alice and Bob via (6.17):

Sorsu =a\” (B + B) — o (B + 8) + o (8 + 85V)
é%ﬂ>fﬂ%fa9w9——Qrwékﬁmf@%. (6.18)

The last expression is maximized if we choose, for instance,

&% =(1,0,0) &% =(0,0,1)
o _ (Lo LY go_ (L _ L
=507 =50 15) (6:19)

Chapter 6 Device-independent Cryptography



With these measurement settings the CHSH value (6.18) is given by:
Scusu = 2V2 > 2, (6.20)

i.e. the CHSH inequality (6.9) is violated.
Note that the measurement settings in (6.19) correspond to Alice and Bob mea-
suring the observables:

Ap=X A1 =12
X+ Z X -7

By = B ="—,

NG NG

which substituted into the CHSH expression (6.8) and upon simplifications lead to:

(6.21)

Scasa = V2 (T X @ X|0T) + V2 (07| Z ® Z|dT) = 2v2. (6.22)

The last expression has the merit to show that it is optimal for the parties to choose
measurements such that the resulting CHSH expression (after being simplified)
is exclusively composed of correlators of stabilizers of the state |®*). This makes
sense, since by definition the correlator of a stabilizer evaluated on the stabilized
state achieves the maximum value of 1.

The CHSH violation predicted by quantum theory has profound consequences,
as it implies that one of the three assumptions (6.3), (6.4) and (6.5) that led to the
derivation of the CHSH inequality does not hold for quantum theory. The quantum
theory we consider in this thesis is the standard non-relativistic quantum theory,
which describes quantum systems and measurements in terms of tensor-product
Hilbert spaces and local Kraus operators acting on the corresponding Hilbert space.
These features, combined with the partial trace rule, ensure that the local statistics
of a system only depend on its reduced density operator. Therefore, no superluminal
communication is allowed between parties and in particular the conditions of
parameter independence (6.4) and of free will (6.5) are satisfied.

From the above argument, we conclude that quantum mechanics is a non-local
theory, i.e. it does not satisfy the locality assumption in (6.3), and its predictions
cannot be reproduced by any local theory. This concludes the proof of Bell’s theorem.

Another important consequence of Bell’s theorem are Bell inequalities. These can
seen as means to experimentally test if Nature behaves according to local theories or
not. The numerous experiments demonstrating the violation of Bell inequalities have
proved beyond reasonable doubt that Nature is non-local. In particular, we mention
the first successful results in this direction by Aspect et al [ADR82]. Recent and more
sophisticated experiments have confirmed the existence of non-local correlations in
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loophole-free Bell tests [Hen+15; Giu+15; Sha+15], i.e. conducted without making
any assumption that could lead to a description of the non-local correlation through
an LHV model.

Local, Quantum, No-signaling and Causal
Correlations

In this section we wish to clarify the relations existing between different types of
correlations, starting from what we have seen in the proof of Bell’s theorem.

First of all, we can derive the so called no-signaling constraints [Bru+14; HR19]
from the parameter-independence (6.4) and free-will (6.5) assumptions used in
Bell’s theorem:

plal,y) = [ dAplale,y, Np(Afe.y)
2 [axp(ale. v, 00

OB [ axptale, Vo)
= plalz), (6.23)

and similarly one gets
p(blz,y) = p(bly). (6.24)

Note that another way to write the no-signaling constraint in (6.23) is >, p(a, blz,y) =
>y p(a,blz,y’) for every a,z,y and y'. The no-signaling constraints state that the
probability distribution of the outcomes of one party is independent of the inputs of
the other party.

The justification of the no-signaling constraints for spacelike separated parties
comes from the causality constraint of special relativity, according to which one party
cannot communicate with another party by sending a superluminal signal, i.e. a
signal that travels faster than the speed of light. Indeed, the constraints on the
probability distributions of a two-party Bell scenario imposed by causality coincide
with (6.23) and (6.24).

The no-signaling constraints are generalized as follows in an N-party Bell scenario
[MAGO6]:

Zp(al,...,aj,...,aN|x1,...,mj,...,a;N)

a;

:Zp(al,...,aj,...,aN|x1,...,x9,...,xN) (6.25)
a;

Vjie{l,...,N}, {a1,...,an} \{a;}, {z1,...,25,2},..., 2§},
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stating that the probability distribution of the outcomes of any subset of parties
is independent of the inputs of the complementary set of parties. Note that the
constraints in (6.25) explicitly express this statement only for subsets of one party
each, but the general statement can be deduced from (6.25) [HR19].

Interestingly, the multiparty no-signaling constraints (6.25) do not precisely cap-
ture the causality constraints for certain configurations of parties in the Minkowski
spacetime (when N > 3). In other words, one can arrange the parties in space-
time such that the constraints on their probability distributions purely derived from
causality are a strict subset of the no-signaling constraints in (6.25) [HR19]. By
labelling \V'S the set of all possible correlations obeying the no-signaling constraints
(6.25) and analogously R the set of correlations obeying the causality constraints
of relativity, we have that: /'S C R. We remark that this situation occurs only
when the Bell scenario is composed of N > 3 parties, while for N = 2 we have that
NS = R as stated above.

Considering again the bipartite Bell scenario, the set Q of quantum correlations is
defined by those probability distributions that can be expressed as:

p(a,ble,y) = Tr | papMap, @ My, |, (6.26)

where p4p is a quantum state on the joint Hilbert space H4 ® Hp and M, My,
are POVM elements (c.f. section 2.2) relative to outcomes a, b given the inputs x, y.

Finally, the set £ of local correlations is characterized by probability distributions
that can be expressed in terms of an LHV model (6.6).

It is proved that every local correlation is also a quantum correlation, and that
every quantum correlation satisfies the no-signaling constraints, as anticipated
[Bru+14]. However, with the violation of the CHSH inequality (6.9), we have seen
that there are quantum correlations outside the set of local correlations. Moreover,
there are no-signaling correlations which are not quantum correlations. For instance,
there are no-signaling correlations whose CHSH value Scpsy achieves the algebraic
bound of the expression: Scusy = 4. Conversely, it is shown [Bru+14] that any
quantum correlation leads to a CHSH value upper bounded by 21/2, which is called
the Tsirelson bound.

Due to these observations, the following strict inclusions hold: £ ¢ Q@ c NS.

From Bell Violation to Security

Whenever a set of probability distributions, e.g. p(a,b|z,y) in the bipartite Bell
scenario, violates a Bell inequality, we talk about Bell violation and we call the
correlations generated by such distributions non-local. In this section we clarify

6.3 From Bell Violation to Security
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the connection between Bell violation and the security of device-independent (DI)
quantum cryptographic protocols.

The security of DI protocols, such as DIQKD and DIRG, is guaranteed irrespective
of the trustworthiness of the devices used in their implementation. In a DI protocol,
each party holds a device modelled as black box producing an output upon receiving
an input from the party. By repeating this operation for several rounds, the parties
collect a series of outcomes, each related to the input that generated it.

A fraction of the collected outputs forms the secret key shared by the parties in
DIQKD and DICKA protocols, or the secret random bitstring in DIRG protocols. The
remaining outputs are used to test a Bell inequality with a Bell experiment like the
one described in section 6.1.

Performing a Bell test during the execution of a device-independent (DI) protocol
is crucial to ensure its security. Indeed, upon observing a Bell violation, the parties
can certify that the random outcomes collected during the execution of the protocol
are (at least partially) secret, i.e. unknown to a potential eavesdropper (Eve). What
is the link between Bell violation and the privacy of the parties’ outcomes?

Firstly, observing a Bell violation rules out the possibility that the outcomes
collected by the parties have been generated by an LHV strategy (6.6). In particular,
this excludes the possibility that the outcomes have been predetermined by Eve
by setting up the systems such that the probabilities p(a|z,\) and p(b|y, \) are
deterministic functions of x,y and A\: p(a|z, \), p(bly, A) € {0,1}. This ensures that,
even if the parties’ systems were fabricated by Eve, she could not have predicted all
the outcomes observed by the parties during the Bell experiment. This is a good
starting point to have a secret string of random bits.

As we discussed in Bell’s theorem proof (c.f. section 6.1), quantum theory allows
for correlations violating a Bell inequality. Specifically, a Bell violation occurs
only when the parties share a quantum entangled state and their measurements
are described by non-commuting observables (e.g. [Ag, A1] # 0) [Bru+14]. One
can thus interpret Bell inequalities —and violation thereof- as device-independent
entanglement witnesses [Pir+09].

An important property of entanglement, called monogamy of entanglement [CKWO0O;
BKPO06], states that if the quantum systems of two parties, say Alice and Bob, are
strongly entangled, then a third quantum system shares little entanglement with
them. Thanks to this property, upon observing a Bell violation, Alice and Bob are
sure that Eve was poorly entangled with their systems and thus has little information
on their outcomes. Hence the secrecy of the parties’ outcomes is granted. Notably,
the monogamy of correlations is not specific to quantum theory, rather it is present
in any no-signaling theory leading to non-local correlations [Bru+14].
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DIQKD Security under Coherent Attacks

Let us now formalize the intuition provided above on the security of DI protocols.
Here we focus on DIQKD protocols, but analogous considerations hold for DICKA
and DIRG protocols.

The Bell violation estimated by the parties while running a DIQKD protocol only
describes, on average, the amount of non-locality characterizing one protocol round,
and in particular a round devoted to the generation of the secret key. This is enough
to make a security statement for one round of the protocol. In particular, given
the observed Bell violation, one can bound the conditional von Neumann entropy
H(R4|E) of Alice’s raw key bit R4 given Eve’s side information E, which we already
encountered when computing the secret key rates of QKD protocols (c.f. chapter 3).
The quantitative tradeoff between Bell violation and conditional entropy is illustrated
in section 6.5 for the simplest DIQKD protocol.

However, the validity of the security statement for one round cannot be directly
extended to the whole DI protocol and to all its outputs. The reason is that we
consider the most general scenario where Eve performs coherent attacks, meaning
that she can act differently in the various rounds and so can the devices. In fact, the
security of DIQKD follows the same definitions and results reported in section 3.3
for the security of general QKD schemes, where the main quantity to be estimated is
the smooth min-entropy Hy,;, (R} |E) of Alice’s bits R given the side information
available to Eve (see (3.27)). Here, Eve’s side information includes her quantum
system correlated with the initial state distributed to the parties’ devices, but also the
additional side information generated by the untrusted devices during the process.

In standard QKD?, we have discussed the existence of methods —such as the
postselection technique (PST)- which reduce the security proof against coherent
attacks to one against collective attacks, i.e. when the behaviour of the devices and
the state distributed by Eve is the same in every round (c.f. subsection 3.3.3). In
this case, one can focus on proving the security of one protocol round by using the
AEP (c.f. (2.62)), which links the min-entropy of an i.i.d. state to the von Neumann
entropy of one of its copies.

However, the methods used in standard QKD are not applicable to DIQKD. Recall,
for instance, that the PST requires the knowledge of the Hilbert space dimension of
the parties’ systems, which is clearly not known in DIQKD.

Nevertheless, an important result named entropy accumulation theorem (EAT)
[DFR16; Arn+18; DF19] allows us to link the security of the whole DIQKD scheme
to the security of one round and can be seen as a generalization of the AEP valid
for non-i.i.d. rounds. In particular, the protocol rounds considered by EAT are such

2In this context, standard QKD refers to non-DI QKD.
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that the key bit RX) generated in the i-th round can also depend on what happened
in all the previous rounds, but not on the future rounds, which is a meaningful
assumption in sequential DIQKD protocols. According to EAT, the amount of entropy
accumulated during the described sequential processes, i.e. the smooth min-entropy

cin(R%|E), is at least n times the conditional von Neumann entropy of one round
H(R4|E) evaluated over the observed Bell violation (up to correction factors of
order /n).

Therefore, our discussion will now focus on quantitatively connecting the condi-
tional von Neumann entropy of one protocol round with the Bell violation observed
in the Bell test. In the next two sections we explore this relationship in the context
of the simplest example of a DIQKD protocol.

Finally, we remark that these considerations similarly hold for DIRG protocols,
where a secret random biststring is extracted from the collected outcomes of one
party or more parties, who can be co-located —e.g. located in the same laboratory.

Device-independent QKD

In this section we summarize the assumptions that still hold in any bipartite DI
protocol (the generalization to more parties is straightforward). We then illustrate
the most common DIQKD protocol, which is based on the violation of the CHSH
inequality [Cla+69]. In the next section we prove the protocol’s security by deriving
a lower bound on the conditional von Neumann entropy of one round as a function
of the observed CHSH violation.

Assumptions

Despite the fact that in a DI scenario no assumption is made on the quantum state
shared by the parties, nor on its dimension and measurement, there are still some
unavoidable assumptions in place [Mur+19]. Here we list them:

1. Isolated laboratories: No information flows in or out Alice’s and Bob’s labs

except for what is established by the protocol, i.e. the state distribution in
each round and the public classical communication between Alice and Bob.

2. Isolated source: The preparation of the states is independent of the measure-
ments performed on them.

3. Trusted classical post-processing: The classical communication is performed

over a public authenticated channel and the data is processed with trusted
computers.
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4. Trusted random number generators: Alice and Bob independently possess a

trusted random number generator whose outcomes are only known to the
owner.

Note that the complete removal of any of the above assumptions would lead to a
strategy where the key is leaked to Eve [Mur+19].

DIQKD Based on the CHSH Inequality

Consider the following DIQKD protocol whose security is based on testing the CHSH
inequality [Pir+09; Arn+18]. Alice holds an uncharacterized device with two inputs
xz € {0,1} and two outputs for each input: a, € {—1,1}. Ideally, upon receiving
an input, the device performs a measurement on Alice’s portion of an entangled
state that she shares with Bob and provides the outcome of the measurement. We
emphasize, however, that we do not specify the implementation when proving the
protocol’s security. Similarly, Bob holds a device with three inputs y € {0, 1,2} and
two outputs per input b, € {—1,1}.

Before initiating the protocol, Alice and Bob agree on a set of parameters: the
total number of rounds M, the probability p, € (0,1) with which they perform a
test round, the expected CHSH value Se.p, € (2, 2\/5] and its tolerated statistical
fluctuation 6 € (0,2v/2 — 2).

The protocol comprises the following steps® [Pir+19]:

1. Alice and Bob perform a test round with probability p; or a key-generation
(KG) round with probability 1—p;. The information on which round to perform
can be provided to them by a short preshared key (c.f. Remark 5.2). The total
number of rounds is M.

2. In a test round Alice (Bob) randomly selects an input « € {0,1} (y € {0,1})
on her (his) device and collects the output a, (b,), i.e. the parties test the
CHSH inequality. In a KG round, Alice (Bob) selects the predefined input z = 1
(y = 2) and records the output -her (his) raw key bit- in the random variable
Ra (Rp).

3. In parameter estimation (PE) the parties reveal the inputs and outputs of every
test round to compute the observed CHSH value S:

S = <a0b0) + <a0b1> + <a1b0> — (albl> . (6.27)

3We remark that there exist more sophisticated versions of the same scheme with an improved
secret key rate [Arn+18]. However, since we are not interested in investigating the protocol’s
performance, we consider this simplified version.

6.4 Device-independent QKD
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If S < Sexp — 6, the protocol aborts. The parties additionally reveal a fraction
of the KG outcomes to estimate the QBER E 4p:

EAB = PI‘[RA # RB] (628)

4. The parties perform one-way error correction (EC): Alice discloses some in-
formation on her raw key by communicating it to Bob via the classical public
channel. With the information received from Alice, Bob computes a guess of
her raw key. If the EC scheme fails, the protocol aborts.

5. The parties distil two secret keys from their error-corrected raw keys by
applying a privacy amplification (PA) procedure.

In an ideal implementation of the above scheme, the CHSH inequality is maxi-
mally violated, implying that Eve has no information on the generated secret key
(section 6.5). In order for this to happen, the parties can e.g. share the pure Bell
state |®T) (6.15) in each round of the protocol. The measurements of Alice and Bob
in the test rounds are given by (6.21) and are the same used to maximally violate
the CHSH inequality in the example of section 6.1.

In the DIQKD protocol, Bob has an additional setting y = 2 that is only used
for KG. In order for Bob to have his raw key bits Rp perfectly correlated with
Alice’s, he must measure the same observable B, = Z that Alice measures in a
KG round. Indeed, in a KG round Alice measures A; = Z (according to (6.21))
and the outcomes of two local Z measurements on the Bell state |®*) are perfectly
correlated.

As explained in the previous section, thanks to EAT the security proof of the
described DIQKD protocol in the finite-key scenario is reduced to the computation
of the conditional von Neumann entropy H(R4|E), relative to one protocol round,
as a function of the observed CHSH violation S. Note that, since without violation
(S < 2) the estimation of the entropy H(R4|E) would be H(Ra|E) = 0 (see
section 6.5), from now one we refer to S as the CHSH violation rather than the
CHSH value.

We point out that the security of the protocol is composable in the sense of the
definition given in section 3.3. However this is true only as far as the devices are not
reused in another run of the protocol [Pir+19; Mur+19].

In the asymptotic limit (M — oo) the finite-key effects become negligible and
the asymptotic secret key rate constitutes an upper bound on the secret key rate
achieved with finite resources [ARV19]. The asymptotic secret key rate of the
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described DIQKD protocol coincides with the one of standard QKD protocols (3.9)
and reads:
r=H(RaA|E) — H(RA|RB). (6.29)

The second term in (6.29) is due to the classical information leaked during EC
and can be estimated analogously to standard QKD in terms of the QBER Fp
(see (3.25)). However, differently from standard QKD schemes, here the entropy
H(R4|E) is estimated device-independently as a function of the observed CHSH
violation. This is the content of the next section.
In a similar fashion, the asymptotic rate of secret bits generated by a DIRG protocol
reads:
r = H(Ra|E), (6.30)

where the term due to EC is removed since the only goal is to produce a secret
random bitstring in one specific location.

Conditional Entropy Bound

We derive a tight analytical lower bound on the conditional von Neumann entropy
H(R4|E), relative to the DIQKD protocol of section 6.4, for a given CHSH violation
S. This result yields a lower bound on the protocol’s secret key rate both in the
finite-key and asymptotic regimes.

The analytical lower bound on H(R4|E) was first derived in [Pir+09]. This
fundamental result allows for analytical expressions of the secret key rates (secret
randomness generation rates) of all the DIQKD (DIRG) protocols based on the CHSH
inequality or reducible to a CHSH violation (e.g. the DICKA protocol in [RMW19]).
Indeed, there is no analytical DIQKD key rate which does not rely on the bound
derived in [Pir+09].

There are other ways to lower bound H(R4|FE) in terms of the violation of a
given Bell inequality, which are employed when a tight analytical lower bound is
not available. A common procedure is to numerically compute the min-entropy
Hpin(RA|E) [NPAO7; NPAO8; NPS14; BSS14] and use the fact that the min-entropy
is a lower bound of the von Neumann entropy (see Eq. 2.56). However the bounds
derived in this way are fairly loose, leading to poorly-performing DIQKD schemes.

The critical result derived in [Pir+09] is the reduction of the state shared by
Alice and Bob in one round of the protocol to a two-qubit state which is diagonal
in the Bell basis (3.15). Note that this result is derived assuming i.i.d. rounds in
the DIQKD protocol above, i.e. Eve performs collective attacks. Nevertheless, as we
discussed, the result can be applied to proving the protocol’s security in the most
general scenario thanks to EAT.

6.5 Conditional Entropy Bound
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Theorem 6.1 ([Pir+09]). Let Alice and Bob perform the DIQKD protocol described in
subsection 6.4.2. It is not restrictive to assume that, in each round, Eve distributes a
mixture Y, Papa Of two-qubit states p,, together with a flag |«) (known to her) which
determines the measurements performed on p,, given the parties’ inputs. Without loss of
generality, the measurements performed by Alice’s and Bob’s devices on p,, are rank-one
binary projective measurements in the (z,y)-plane of the Bloch sphere. Moreover, each
state p,, is diagonal in the Bell basis (3.15) and reads:

1
pa= D A:|wi) (| with X > ) Vje{0,1}. (6.31)
i,j=0

The proof of Theorem 6.1 is given in appendix A.3 and is rearranged in order to

coherently fit with the more general result we prove in [Gra+20] (appendix H).
The second crucial ingredient to derive the bound on H(R4|F) is the analytical
expression of the maximal CHSH violation S, that can achieved on a given two-qubit
state p. In other words, there exist measurements performed by Alice and Bob on
p such that the observed CHSH violation is S = S,, and any other measurement
setting leads to violations S < S,. This is a well-known result derived in [HHH95].

Theorem 6.2 ([HHH95]). The maximum violation S, of the CHSH inequality (6.27),
attained by a two-qubit state p, is given by:

Sp = 2Vt + t1 (6.32)

where ty and t; are the largest and second-to-the-largest eigenvalues of the matrix
T,T7, where T, is the correlation matrix of p, with elements: [T)];; = Tr[p(c; © ;)]
fori,j =1,2,3 (0; are the Pauli matrices).

For the state p, in (6.31), the maximal CHSH violation reads:

So = 2V2max {\/()‘80 — AT1)? + (G — Afo)?, \/(/\80 — Af0)? + (G — /\(111)2} :
(6.33)

We are now ready to derive the lower bound on the conditional entropy H(R4|E)
in terms of the observed CHSH violation S. The derivation provided in this thesis,
although based on the same concepts used in [Pir+09], presents further details in
order to better guide the reader in the various steps. Moreover, the last step of the
proof leading to the final result substantially differs from [Pir+09] as it employs a
completely different approach.

To start with, Theorem 6.1 says that we can restrict the computation of the
conditional entropy of interest over a mixture of states p,, of the form (6.31). We
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emphasize that the total information available to Eve includes the knowledge of the
value « stored in a random variable =, therefore we must compute the conditional
entropy H(R|Ftot), Where Eio = EZ.

More specifically, the aim is to derive a tight lower bound F'(S) of H(R4|E}ot)
where F' is a function of the observed CHSH violation S. The bound is tight if for
every violation S there exist a quantum state and a set of measurements that achieve
that violation and whose conditional entropy is exactly given by F'(S).

By the argument above*, we can be express the conditional entropy H(R|FEot)
as follows:

H(R|Esot) = Zpa (RA|EE = a)

= Zpa (RA|E) .., (6.34)

where H(R4|E),, is the conditional entropy of Alice’s raw key bit given that Eve
distributed the state p,. Similarly, the observed violation S can be written as:

S =3 paSa, (6.35)

where S, is the violation that the parties would observe if they were given the state
pa in each round.
We can then focus on deriving a tight lower bound on H(X|E),,

H(RA|E)p, > F(Sa), (6.36)

where F' is a convex function of the violation S,. Note that the tightness of the
bound (6.36) is crucial to obtain a tight bound on H (R 4| Ftot). Indeed, by combining
(6.34), (6.35), (6.36) and the convexity of F', we get the desired lower bound on
H(R|Fiot) as a function of the observed violation S:

H(R4|Ewr) > F(S). (6.37)

Remark 6.1. The task is thus reduced to minimizing the conditional entropy H(Ra|E),,

over all the states p,, of the form (6.31) (Theorem 6.1), whose CHSH violation S,, is
upper bounded by (6.33) (Theorem 6.2). In doing so we obtain (6.36).

We start by providing Eve with the maximum amount of side information (as
in every QKD protocol) by assuming that the state on H4 ® Hp ® Hp is pure, i.e.

*As a matter of fact, the quantum state on which H(R4|E:.t) is computed is a c.q. state derived from
(A.22), which is given in the proof of Theorem 6.1. Recall the formula to compute the conditional
entropy of c.q. states: (2.49).

6.5 Conditional Entropy Bound
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Eve holds the purifying system of p,. Considering that p, is written in its spectral
decomposition in (6.31), we have the following pure state on H4 @ Hp @ Hg:

1
6%8E) = D \/)\TO} |iz) @ leij) (6.38)

1,7=0

where {‘ei]’>},}’j:0 is an orthonormal basis in H .
We then decompose the entropy H(R4|E),, according to the definition of condi-
tional von Neumann entropy:

H(RA|E)p, = H(E|RA)p, + H(Ra)p, — H(E), (6.39)

Due to the fact that the state on H4 ® Hp ® Hp is pure, we can directly compute
H(FE),, as follows:
H(E)Pa = H(AB)Pa = H({)\%})’ (6-40)

where the entropy on the r.h.s. is the Shannon entropy of the probability distribution
defined by the eigenvalues A{; of p,. Indeed, the eigenvalues of a density operator
sum to one and are non-negative, due to the normalization and positivity of the
density operator.

Note that the entropies in (6.39) are computed on the quantum state p% g
obtained by applying Alice’s projective measurement corresponding to input x = 1
(the input for KG) on the pure state |¢% ) and by tracing out Bob’s system.
According to Theorem 6.1, Alice’s measurement is described by a quantum operation
Er,, which projects on the eigenstates {|a)}._, of a generic observable in the (x, y)-
plane: A = cos(p)X + sin(¢)Y, with ¢ € [0, 27]. The eigenstates of A are given by:

1
|a>RA = \ﬁ

and the corresponding measurement outcomes are defined as a = 0,1 (@ = 0

(10) + (=1)%e* 1)), (6.41)

corresponds to eigenvalue +1 and a = 1 to eigenvalue —1). The state p% 5 thus
reads:

Prar = (Ery ®idE) Trp [|995E) (PR

6.38
©38) S~ halme® S0 RSN Trsllalv) (el e ex i

a=0,1 i,k d=0,1
1
=5 > la){alr,@p%", (6.42)
a=0,1

where we defined the normalized conditional state of Eve p“, given that Alice’s
raw key bit is equal to a.
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The matrix representing p};* in the orthonormal basis |e;;) is given by the following
Hermitian matrix°:

6o O (—1)av)\80)‘81COS<P (—1)“1\/)\8‘0)\%11'1311190

o0 — 70 (—1)‘1\/)\(110)\811'15111@ (—1)a+1\/ ToAT cos (6.43)
E = a 0 ) .
01
o
11

with non-zero eigenvalues that are independent of « and given by:

1
n+(p) = B {1 + \/(/\80 — A%)% + (MG — AT + 2(A8 — Afo) (AGy — Afy) cos(2¢) | -

(6.44)

From (6.42), one immediately deduces that the reduced state on Hp, is: pr, =
(1/2) >-4—0.1la)(a|, hence its entropy is maximal:

H(R4),, = 1. (6.45)

Moreover, by exploiting the fact that the state p% , ; in (6.42) is a c.q. state, we can
recast the expression for the entropy H(E|R4),, as follows (c.f. (2.49)):

1
H(E|Ra)p, = 5 (H(oE") + H(p")) - (6.46)

Now, the von Neumann entropy of the states p%” (for a = 0, 1) is simply given by
the Shannon entropy of their eigenvalues (6.44). The entropy H(E|R4),, is thus
given by:

H(E|RA)po = h(n+(#)), (6.47)

where we used the definition of binary entropy (2.43) and the fact that the eigen-
values of a quantum state sum to one.

Note that the entropy in (6.47) depends on the angle ¢ which determines the
direction of Alice’s KG measurement in the (x, y)-plane of the Bloch sphere. Since
in a DI scenario we do not have any information on the measurement direction,
we have to consider the worst-case scenario, i.e. the direction that minimizes Eve’s
uncertainty represented by H(E|R4),,. The function in (6.47) is clearly minimized
for ¢ = 0 and simplifies to:

H(E|RA)p, = hMAGy + A51), (6.48)

>The missing entries are fixed by the fact that the matrix is Hermitian.

6.5 Conditional Entropy Bound
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By substituting the results (6.40), (6.45) and (6.48) into (6.39), we can express
the entropy H(R4|FE),, to be minimized as follows:

H(RA|E)p, =1—H{A;}) + k(Mg + Ag1)- (6.49)

We can now formulate the optimization problem (stated in Remark 6.1) whose
solution is the lower bound on H(R4|E),, (6.36). The optimization problem reads
as follows:

F(Sa) = min 1 - H({AjG}) + h(Ago + A1)

i
sub. 0 S > Sa s AG; =AY D A =1, (6.50)
ij=0,1

and its detailed solution is given in appendix A.4. We remark that our solution is
based on a completely different approach with respect to the original derivation
in [Pir+09]. Indeed, our derivation is inspired by similar proofs contained in our
recent work [Gra+20] where we extend the results of this section to multiparty
scenarios. For this, the analytical solution of the optimization in (6.50) provided in
appendix A.4 can be regarded as a new result exclusive to this thesis.

The solution of the above optimization is given by:

1 1 [/8,\?
F(Sa):l—h(2+2 (2> —1), (6.51)

which is a convex function as required by (6.37). Hence, by employing (6.51) in
(6.37), we finally obtain the lower bound on the conditional von Neumann entropy
of Alice’s raw key bit as a function of the observed CHSH violation S:

1 1 [/8\?
H(Ra|Eot) >1—h (2 +3 (2> - 1) . (6.52)

By employing the derived bound e.g. in the asymptotic secret key rate (6.29) of
the described DIQKD protocol, one can obtain a lower bound on the achievable key
rate in terms of the observed CHSH violation S. We stress the fact that the bound in
(6.52) plays a crucial role in obtaining an analytical expression for the secret key
rate of any DIQKD protocol based on the CHSH inequality.

Chapter 6 Device-independent Cryptography



6.5.1 Privacy Certification in Standard- and DI-QKD

The conditional entropy bound in (6.52) can be seen as a quantitative certification
of the privacy of Alice’s key bit, in the context of a DIQKD protocol based on the
CHSH inequality. It is interesting to compare this result with the analogous privacy
certification (conditional entropy bound) used in a standard QKD protocol, namely
the BB84 protocol studied in section 3.2.

1.0 T T T
— BB84 protocol I
|
@ 0.8} |—— DIQKD protocol I .
I3 — — - CHSH violation :
5 0.6} : ]
«© |
C
2 0.4¢ :
=
c
o
© 0.2t ]
0. . . . :
8.0 0.2 0.4 0.6 0.8 1.0

q

Fig. 6.2.: Conditional von Neumann entropy H(R4|FE) certified by a CHSH-based DIQKD
protocol (green line, Eq. 6.54) and by a BB84 protocol (blue line, Eq. 6.55), as a
function of the mixing parameter ¢ of the depolarized Bell state (6.53) shared by
Alice and Bob. We observe that, opposed to the BB84 protocol, the conditional
entropy of the DIQKD protocol is non-zero only when the parties share a state
that leads to a CHSH violation.

In order to carry out a fair comparison, we set equal grounds for the DIQKD
protocol and the BB84 protocol. In particular, we have seen that the ideal resource
state distributed in each round to Alice and Bob is the Bell state |®*) for both
protocols (see (6.15) and (3.7)). In a more realistic scenario, the pure state |®T)
undergoes a depolarizing channel (c.f. subsection 2.5.1) generating the following

mixed state:

idg ® idp
—
We thus assume that in both protocols the state in (6.53) is distributed to Alice and

Bob in every round. Then, in the DIQKD protocol the observed Bell violation reads

paB = q|®T) (@1 [+(1 - q) (6.53)

S = 24/2q when the parties perform the measurements given in (6.21) which are
optimal® for the Bell state |®+).

5Note that the maximally mixed state in (6.53) does not contribute to the violation S.
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This leads to the following conditional entropy bound (6.52) for the DIQKD

protocol:
1 1
H(RA|E)pigkp = 1 — h (2 + 5\/2q2 - 1) : (6.54)

In the entanglement-based BB84 protocol described in section 3.2, Alice and Bob
perform measurements in the Z basis for key generation and in the X basis to
estimate Eve’s knowledge. The QBER in the X basis, given that they share the state
in (6.53), reads: Ex = (1 — ¢)/2. This leads to the following conditional entropy
bound (3.24) for the BB84 protocol:

l—gq
H(Ra|E)spst =1 h (2) | (6.55)

We emphasize that DIQKD removes most of the assumptions on the measurement
devices that typically hold in a BB84 protocol, where the additional assumptions
need to be verified experimentally. However, the price to pay is a reduced capability
of certifying the privacy of Alice’s bit compared to the BB84 protocol, given that the
parties share the same quantum state.

This is clear from figure 6.2, where we plot the conditional entropy bound of
the DIQKD protocol (6.54) and of the BB84 protocol (6.55) as a function of the
mixing parameter ¢ of the depolarizing channel. Indeed, in the BB84 protocol Eve’s
uncertainty on Alice’s bit is non-zero as soon as a fraction of the shared state is
an entangled state. Conversely, in the DIQKD protocol Eve’s uncertainty is only
certified in the presence of a CHSH violation, which requires a much larger fraction
of entanglement in the shared state (¢ > 1/v/2).

Entropy Bounds for Multipartite Device-independent
Cryptography

As anticipated in the previous section, we recently generalized Theorems 6.1 and
6.2 to multiparty DI scenarios [Gra+20] (also in appendix H). Our results allow for
the derivation of analytical bounds on conditional entropies of interest for DIRG and
DICKA protocols.

Consider a DI scenario with N parties that are denoted Alicey, ..., Alicey for
simplicity. In performing a DI protocol, the parties test a generic full-correlator Bell
inequality [Bel04; WWO01] with two dichotomic observables AP (z =0,1) per party
(i=1,...,N). We call this an (N, 2, 2) Bell scenario. A full-correlator Bell inequality
is an inequality whose correlators always involve every party, i.e. they are of the
form:

<A(1) . A(N)> _ (6.56)

T TN
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From the observed Bell violation, the parties can certify the privacy of their
outcomes by computing an appropriate conditional von Neumann entropy and thus
determine the asymptotic rate of secret random bits generated by their DIRG or
DICKA protocol.

In order to illustrate the generalized state reduction valid for an arbitrary (IV, 2, 2)
Bell scenario, we first define the generalization of the Bell basis (3.15) in an N-qubit
space [Epp+17].

Definition 6.1. The GHZ basis is composed of the following 2V states:
1
V2

where o € {0,1} while i € {0,1}N~" and & = 1 @ i are (N — 1)-bit strings.

o) = —= (10) 1) + (=1)7 1) [a)) (6.57)

We can now state our generalization of Theorem 6.1 to an (XV, 2, 2) Bell scenario.

Theorem 6.3 ([Gra+20]). Consider N parties testing an (N, 2,2) full-correlator
Bell inequality. It is not restrictive to assume that, in each round, Eve distributes a
mixture )", Papa Of N-qubit states p,, together with a flag |«) (known to her) which
determines the measurements performed on p,, given the parties’ inputs. Without loss
of generality, the measurements performed by each device on p, are rank-one binary
projective measurements in the (x,y)-plane of the Bloch sphere. Moreover, each state
pa 1s diagonal in the GHZ basis, except for some purely imaginary off-diagonal terms:

pa= > Aalvoa) ozl +ATg1v1a) (Vral+isy (|voa) (gl —|v1a) (oal) -

1e{0,1} V-1
(6.58)

Finally, N arbitrary off-diagonal terms s can be assumed to be zero. Independently, N
pairs of the form (A\j;, \{;;) can be arbitrarily ordered (e.g. A\i; > A{p)-

We remark that Theorem 6.3 reduces to Theorem 6.1 when one considers the
CHSH Bell scenario (N = 2).

The second main tool to derive conditional entropy bounds is an analytical ex-
pression for the maximal violation of the considered Bell inequality achievable by
a given state (e.g. Theorem 6.2 in section 6.5). In [Gra+20] we derive such a
result for a specific (NN, 2, 2) full-correlator inequality, namely the Mermin-Ardehali-
Belinskii-Klyshko (MABK) inequality [Mer90; Ard92; BK93]. The MABK inequality is
a multiparty generalization of the CHSH inequality and is obtained on the following
MABK operator.

6.6 Entropy Bounds for Multipartite Device-independent Cryptography
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Definition 6.2. The MABK operator My is defined by recursion [Col+02; RMW18]:

M2 == GCHSH (Ag)l)u Agl)7 A82)7 AgQ))
=45 © A7 + A @ A7 + AV © AP — A @ A

1 o
My = §GCHSH(MN717 My_1, A(()N), A§N))7 (6.59)

where A% (i = 0, 1) is the z-th binary observable of Alice; and where M, is the operator

obtained from M, by replacing every observable Ag(f ) with A@x

Then the N-partite MABK inequality reads as follows:

2, classical bound
(My) = Tr[Myp] < { 2N/2, GME threshold (6.60)

2(N+1)/2 " quantum bound

where My is the MABK operator and a violation of the GME threshold implies that
the parties share a genuine multipartite entangled (GME) state (c.f. Definition 2.4).

We now present the upper bound on the maximal N-partite MABK violation
derived in [Gra+20]. This result can be seen as a generalization of Theorem 6.2
since the latter is recovered for N = 2.

Theorem 6.4 ([Gra+20]). The maximum violation M, of the N-partite MABK
inequality (6.60), attained by rank-one projective measurements on a given N-qubit

state p, satisfies

./\/lp <2Vt +t1 (6.61)
where ty and t; are the largest and second-to-the-largest eigenvalues of the matrix
TprT , Where T}, is the correlation matrix of p.

The correlation matrix of an N-qubit state can be defined as follows.

Definition 6.3. The correlation matrix T, of an N-qubit state p is defined by the
matrix elements [T));; = Tr[po,, ® ... ® 0,,] such that:

[N/2]
i=1+ > 32k, 1)
k=1
N
j=1+ > 3 Fuy -1 (6.62)
k=[N/2]+1
where vy,...,vy € {1,2,3}, 01 = X, 02 =Y and o3 = Z are the Pauli matrices and

[x] returns the smallest integer greater or equal to .
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We remark that the upper bound on the maximal MABK violation in Theorem 6.4
is only tight on certain classes of states, differently from its bipartite counterpart,
Theorem 6.2. Nevertheless, it still enables us to derive tight conditional entropy
bounds, as we discuss below. Opposed to Theorem 6.2, Theorem 6.4 also restricts
the measurements on each qubit to rank-one projective measurements (defined
by combinations of Pauli operators) in agreement with the result of Theorem 6.3,
thus excluding the identity as a viable observable. Note that for N = 2 the identity
would not lead to any violation [HHH95], hence Theorem 6.4 effectively reduces to
Theorem 6.2.

To the best of our knowledge, Theorem 6.4 is the first result of such kind valid
for an N-partite Bell inequality. Recently a similar bound was derived in the N = 3
case [SS19]. However, our bound is proved to be tight on a larger set of states and
is valid for an arbitrary number of parties V.

Conditional Entropy Bounds for Three Parties

Equipped with the results of Theorems 6.3 and 6.4, we are able to obtain analytical
bounds on conditional von Neumann entropies that are relevant for the security of
certain DI protocols [Gra+20].

Specifically, we consider the (3,2, 2) Bell scenario where Alice, Bob and Charlie
test the tripartite MABK inequality in order to certify the privacy of some of their
outcomes, by deriving lower bounds on suitable conditional von Neumann entropies.
In particular, we obtain bounds on the conditional von Neumann entropies H (R4 |E)
and H(RaRp|F) as a function of the observed MABK violation. The bounds deriva-
tion is similar to the one described in section 6.5 for two parties, although it presents
additional difficulties due to the increased number of parties and outcomes. The
details can be found in appendix H, where our work [Gra+20] is reported.

We recall that the entropy H(R4|E) determines the asymptotic rate of secret
random bits generated at Alice’s location by a multiparty DIRG or DICKA protocol”
[DFR16; BRC20]. Similarly, the bound on the entropy H(RsRp|F) can represent
the rate at which co-located parties generate DI global randomness from Alice and
Bob’s outcomes [DFR16; WBA18].

In figure 6.3 we plot the derived lower bounds on H(R4|E) and H(R4Rp|E) as a
function of the observed MABK violation. The analytical expressions corresponding
to the plotted curves can be found in appendix H. Some comments are due.

Firstly, the lower bound on H(R4|F) is tight and in [Gra+20] we provide the
family of states that attains the bound for every value of the violation. In [Gra+20]

’In a DICKA protocol, the asymptotic conference key rate is given by H(R4|FE) from which one
subtracts the information leaked during error correction.

6.6 Entropy Bounds for Multipartite Device-independent Cryptography
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Fig. 6.3.: Lower bounds on the conditional von Neumann entropies H(Ra|E) and
H(RsRp|E) and on the conditional min-entropy Hin(RaRp|E) as a function
of the MABK violation observed by three parties. We notice that Eve has full
information on Alice’s outcome R 4 for violations below the GME threshold (green
line). Moreover, bounding Eve’s uncertainty on Alice and Bob’s outcomes with the
suitable von Neumann entropy (blue solid line) brings a substantial advantage

compared to bounding the correspondent min-entropy (blue dashed line). The
analytical expressions relative to the plotted curves can be found in [Gra+20].

we additionally present a tight lower bound on H(R4|E) when an arbitrary number
of parties N test the N-partite MABK inequality.

From figure 6.3 we observe that the lower bound on H (R 4|F) is null for violations
of the tripartite MABK inequality below the GME threshold. This characteristic is
shared by the N-party lower bound on H(R4|E), which is null for violations below
the N-partite GME threshold.

Given that the bounds on H(R4|E) are tight, this implies that GME is necessary
to certify the privacy of a party’s outcome in any DI scenario based on the MABK
inequality. Being the latter a prerequisite of any DICKA protocol (not necessarily
based on the MABK inequality), it is an open question whether GME is necessary for
a successful implementation of a DICKA protocol.

The lower bound on the von Neumann entropy H (R4 Rp|FE) is plotted in figure 6.3
together with a tight analytical lower bound on the correspondent min-entropy
Huin(RARB|E), derived in [WBA18]8. There is a significant improvement in certi-
fying the privacy of Alice and Bob’s outcomes, from a given MABK violation, with
our bound on the von Neumann entropy, as opposed to using the more accessible

8We remark that the min-entropy is often used to lower bound the von Neumann entropy in DI
protocols, since it can be directly estimated from the observed statistics of the Bell test [NPAO7;
NPAO8; NPS14; BSS14] and since Eq. (2.56) holds.
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6.7.1

min-entropy. This has a direct impact on the performance of DI (global) randomness
generation protocols, since it increases the fraction of generated random bits proved
to be secret.

The last observation demonstrates the potential of our analytical approach in
bounding the von Neumann entropies of interest in DI protocols. In particular,
the developed techniques could pave the way for similar results valid for the Bell
inequalities employed in the existing DICKA protocols [RMW19; HKB19]. In this
context, the derivation of tight analytical bounds on the von Neumann entropy
would translate to tight security proofs, which are still missing, and to increased
protocol performance.

Device-independent Conference Key Agreement

In this section we argue on the potential applicability of the conditional entropy
bounds of section 6.6 to the security proofs of DI conference key agreement (DICKA)
protocols. In particular, we investigate the relationship between the structure of
full-correlator Bell inequalities and the task of DICKA. We conclude the chapter
by providing an example of multipartite Bell inequality suited to DICKA protocols
[HKB19].

Full-correlator Bell inequalities and DICKA

All the results presented in section 6.6 stem from the consideration of a Bell scenario
with two distinctive features: every party can measure two binary observables and
the Bell inequality is only composed of full-correlators. These two features can be
exploited —as in [Gra+20]- to drastically simplify the state shared by the parties
without loss of generality and in a DI fashion. While the first feature allows the
reduction to qubits, the second enables further simplifications on the multi-qubit
state shared by the parties (for a reference, see section 6.5).

Here we would like to provide an argument suggesting that any multipartite
full-correlator Bell inequality with two binary measurements per party —e.g. the
MABK inequality— seems to be incompatible with the task of DICKA. We stress the
fact that this is still an open question in the scientific community and there is not yet
a formal proof which confirms or disproves the above statement. More details on
this argument can be found in [Gra+20].

The secret conference key rate yielded by a generic N-partite DICKA protocol
performed by Alicey, ..., Alicey, in the asymptotic limit, reads [RMW18; HKB19]:

TDICKA — H(RA1’E> — 2I<IIZZ?§V H(RA1’RAi)' (663)

6.7 Device-independent Conference Key Agreement
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The second term in (6.63) is due to EC (see subsection 3.4.1) and represents the
fact that Alice; for i = 2,..., N corrects her raw key to match Alice,’s raw key.
The conditional entropy H (R4, |E) quantifies Eve’s uncertainty on Alice;’s key bits,
which compose the secret conference key shared by all the parties after EC and PA.
As we discussed in the previous section, the entropy H (R4, |E) can be bounded
when the parties observe a violation of an N-partite Bell inequality.

In light of the key rate expression (6.63), a DICKA protocol is successful (it can
yield a positive key rate) when the following two events take place. The test-round
data leads to a significant violation of a multiparty Bell inequality (H(Ra,|E) is
large) and the parties’ raw keys are sufficiently correlated (H(Ra4,|R4,) are small).

In the DIQKD protocol based on the CHSH inequality and illustrated in subsec-
tion 6.4.2, one of the two test inputs of Alice is also used for key generation (KG),
while Bob has a third additional input only devoted to KG. This fact is necessary
in any DIQKD or DICKA protocol [Hol+19; HKB19]. In a DICKA protocol, we
consider that Alice; plays the role of Alice, i.e. she is the only party without an input
(observable) exclusively dedicated to KG.

If even Alice; had an additional setting only for KG, Eve —-who manufactures
the devices— would be able to distinguish a test round from a KG round on all the
devices. Then, she could equip the devices with a maximally entangled state and
suitable test-round measurements so that the parties would observe a maximal
violation of the Bell inequality under test. Additionally, Eve could preprogram the
devices to always output the same bit when the parties use their KG inputs, so that
they would also have perfectly correlated raw keys. In doing so, Eve would be able
to learn the whole conference key without being noticed.

The above argument implies that in an honest implementation of a DICKA protocol,
the distributed quantum state and the chosen Bell inequality are such that the parties
can have highly correlated outputs while violating the Bell inequality. Ideally, in
an error-free implementation, it should be possible to maximally violate the Bell
inequality and at the same time observe perfect correlations of the parties’ raw keys.
Indeed, this would maximize the protocol’s asymptotic secret key rate (6.63) to:
rpicka = 1.

Let us now consider a DICKA protocol based on the violation of a full-correlator
Bell inequality with two binary observables per party. Here we heuristically argue
that, for such DICKA protocols, it is forbidden to simultaneously have maximal Bell
violation in the test rounds and perfect correlations in the KG rounds.

Given that the Bell inequality under consideration has two binary observables
per party, we can restrict the analysis to multi-qubit states (c.f. section 6.5). Then,
we recall from subsection 3.4.1 that the only multi-qubit state leading to perfectly
correlated outcomes is the GHZ state (3.31) where every party measures the Pauli
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operator Z. If a party instead measures the operator X or Y, she would obtain a
completely uncorrelated outcome. Therefore, we assume that the parties share a
GHZ state and in the KG rounds every party measures the observable Z. In particular,
this fixes one of Alice;’s test-round observables to be Z.

In [WWO1], the authors show that every full-correlator Bell inequality with two
binary observables per party is maximally violated by the GHZ state. However,
we argue that in order to achieve maximal violation, the measurements must be
chosen such that the resulting inequality (after simplifications) is only composed
of expectation values of GHZ stabilizers (e.g. Eq. 6.22). Indeed, they acquire
the extremal value 1 when evaluated on the GHZ state. Moreover, the stabilizers
appearing in the inequality cannot contain the identity operator since that would
not generate maximal violation. We identify these stabilizers as “full-stabilizers”.

Unfortunately, all the observables of every N-partite GHZ state full-stabilizer
(with N odd) are either the X or Y Pauli operators [TGO5]. Therefore, in order to
maximally violate the inequality, Alice,’s test-round observables lie in the (z, y)-plane
of the Bloch sphere and have null Z component. This requirement collides with
the fact that one of Alice;’s two observables is fixed to Z in order to have perfect
correlations in KG rounds. A similar argument can be made for the N even case®.

Apparently, perfect correlations and maximal Bell violation are mutually exclusive
conditions in any DICKA protocol based on a full-correlator Bell inequality with two
binary observables per party, even for an ideal implementation of the protocol.

We emphasize that this argument, even if proven to be true, does not rule out the
existence of implementations where the parties observe an adequate Bell violation
while having reasonably correlated raw keys. However, it is an open question
whether such implementations exist and lead to non-zero conference key rates.

We point out that in [Hol+19] the authors have already discussed the apparent
incompatibility of the tripartite MABK inequality with the task of DICKA. Indeed,
they show that there exists no implementation such that the parties’ outcomes are
perfectly correlated and concurrently the MABK inequality is violated above the GME
threshold, which is a necessary condition to ensure the privacy of the established
key (c.f. subsection 6.6.1).

In conclusion, the conditional entropy bounds presented in section 6.6 are not
likely to find direct application in the security of DICKA protocols. Nevertheless,
since in DIRG the requirement of perfect correlations is dropped, they can still be
employed in tight security proofs of DIRG protocols. Moreover, the techniques that

°The N = 2 case includes the CHSH inequality that can be violated with Alice measuring Z, as we
have seen in section 6.4.2. However this is a degenerate case due to the low number of parties, as
discussed in [Gra+20].

6.7 Device-independent Conference Key Agreement
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led to the entropy bounds can inspire similar derivations which are relevant for the
Bell inequalities used in current DICKA protocols [RMW19; HKB19].

A Bell Inequality tailored to DICKA

We conclude the chapter by presenting a multipartite Bell inequality specifically
designed to achieve both perfect correlations and maximal violation in an error-free
implementation of a DICKA protocol. The Bell inequality is characterized by two
binary observables per party, like in all the other cases discussed in this thesis. For
the argument of the previous subsection, the inequality is not exclusively composed
of full-correlators.

The inequality under consideration has been recently introduced in [HKB19] for
the general case of N parties and its structure allows it to be maximally violated by
an N-partite GHZ state where one of Alice;’s optimal observables is Z. In this way,
Alice;’s outcomes are perfectly correlated with the other parties’ outcomes, when
every party measures Z in the KG rounds and the parties share a GHZ state°.

Here we focus on the N = 3 case for simplicity, where we denote the parties as
Aliceq, Alice, and Alices with observables Ag(fi) fori=1,2,3 and x; = 0, 1. The Bell
inequality in this case reads:

(AP AL AD) — (AP AL) — (AP AD) - (a® D) <1, (6.64

where we defined non-normalized observables Ag) = (A(()j )+ Agj )) /2 for j =2,3.
The maximal quantum violation is given by 3/2 and is achieved on the tripartite
GHZ state (2.27). The density operator relative to the tripartite GHZ state |GHZs)
can be expressed in terms of all its stabilizers, similarly to (6.16), as follows [TGO5]:

1
|GHZ3><GHZ3|:g(id®id®id+Z®Z®id+Z®id®Z+id®Z®Z
FXRXR3X -XQYQY -YXY-YRY®X). (6.65)

The observables of Alice; and Alices, Ag;j ) = &52 ). g (where j = 2,3 and & =

(X,Y, 7)), are qubit projective measurements'! whose directions in the Bloch sphere

19We recall that all the parties except for Alice; are equipped with a third measurement setting only
used for KG.

HWe can restrict to qubit projective measurements since the Bell inequality has two inputs with binary
outputs for each party.
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are identified by the unit vectors 0753 ), Then, the non-normalized observables ASf)

and AY) read:

A0 — g0 W, a) xa

V=al.s , af="02 (6.66)

and are characterized by orthogonal measurement directions &’g) 1 &Y and by
normalizations which depend on each other: ‘d’sz) ‘2 + ‘&(_j ) ‘2 = 1. These constraints
must be taken into account when looking for the optimal observables leading to a
maximal violation of (6.64).

Starting from the form of the inequality in (6.64), we can easily guess the optimal
measurements to be performed on the GHZ state. In doing so, we follow the
principle (see Eq. 6.22) that the resulting inequality should be only composed of
correlators of the GHZ stabilizers (6.65). Note that the terms in (6.64) which are
not full-correlators allow us to use the GHZ stabilizers containing the Z and the
identity operator, without introducing the identity as one of the parties’ observables.
In this way we can impose that one of Alice;’s optimal observables is Z, which is
necessary to achieve perfect correlations with the other parties in the KG rounds.

For the arguments above, we choose the following optimal observables:

AV =z o AV =x

X (j=23), (6.67)

where ASZ) and AY) have orthogonal directions and Alice;’s optimal observable A((Jl)

is the Z operator. By substituting the optimal observables in (6.64) we obtain the
maximal quantum violation:

3 1

1
— (XXX -
4< >+2

2

Yz =31 6.68)

(Z2) + 1 5

(22)
where all the terms of the inequality are indeed proportional to correlators of the
GHZ stabilizers, which yield the value 1 when evaluated on the GHZ state.

The authors in [HKB19] investigate the performance of the DICKA protocol based
on the illustrated inequality. The security of the protocol is proven by bounding the
single-round von Neumann entropy H (R 4|F) as a function of the violation with
rather loose numerical techniques [NPAO8; MPA11]. This inevitably leads to a poor
performance of the conference key rate. A solution to this problem would be to
derive a tight analytical bound on H(R4|E) similarly to what we did in [Gra+20]
and possibly using similar techniques. The bound would guarantee a tight security
analysis and hence a better performance.

6.7 Device-independent Conference Key Agreement
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Finally, we mention that the only other DICKA protocol proposed so far [RMW19]
is based on a Bell inequality that can be seen as a particular case of the one introduced
in [HKB19] and analysed here in the tripartite case. In particular, the inequality
used in [RMW19] is recovered when one imposes that Alice; for i > 3 has only one
measurement setting at her disposal used for testing, instead of two.

The DICKA protocol proposed in [RMW19] also lacks a tight security proof, and

would benefit from a tight analytical bound on H(R4|E) like the one we derived in
[Gra+20].
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Overview of Results

In this chapter we summarize the scientific contributions resulting from our doctoral
research that led to the publication of scientific papers. The original publications are
attached in appendices B to H.

Finite-key effects in multipartite quantum key distribution protocols
(Appendix B)

In this work [GKB18] we systematically generalize the security definitions of a
quantum key distribution (QKD) protocol (c.f. Definitions 3.1-3.3) to the multipartite
scenario, thereby introducing the concept of e-security of a quantum conference key
agreement (CKA) protocol.

We devise an N-partite version of the BB84 protocol (N-BB84) where Alice,
Boby, ..., Boby_1 ideally share the N-partite GHZ state (3.31) in every round and
generate their raw key bits by measuring in the Z basis. They measure in the X
basis in m test rounds and compute the error rate Fx = Pr[X4 # Hi]\;l XB,] (see
section 3.4). They also estimate the quantum bit error rate (QBER) in the Z basis
E 4, by using m key-generation rounds.

We prove that the protocol, when combined with an ideal error correction (EC)
scheme, is (2¢ + epc + epa)-secure, with ¢ = /(N —1)e, + ¢, (¢, and ¢, are
input parameters), as long as the length ¢ of the secret key generated by privacy
amplification is upper bounded by (compare with (3.27)):

<nl|1- - ,
(<n|l—h(Ex +2(ez,n,m)) 1§r11%a}\>[<_1h(EABZ + 2&(ez,n,m))

2(N —1) ~log 1—2(N —1)e

(7.1)
EEC 2epA

— log

where n is the number of raw-key bits, h(p) is the binary entropy and (e, n, m) is
due to statistical fluctuations and reads:

&(e,n,m) = \/(n—i—m)(m +1) lnl. (7.2)

8nm?2 €

In a similar fashion, we prove the security of the N-partite six-state protocol (V-
six-state) introduced in [Epp+17] and derive its secret key length expression. We

109



110

compare the secret key rates achieved by the N-BB84 and N-six-state protocols
under the action of the depolarizing channel (c.f. section 2.5), taking into account
the effects due to finite resources. As expected, the N-six-state protocol outperforms
the N-BB84 protocol in the asymptotic limit of infinitely many rounds due to a more
complete characterization of the eavesdropper’s information. However, for lower
number of rounds, the N-BB84 protocol provides higher secret key rates thanks to
its tighter security analysis.

Practical decoy-state method for twin-field quantum key distribution
(Appendix C)

The maximum distance achieved by point-to-point QKD protocols is fundamentally
limited by channel losses and their secret key rates cannot scale better than linearly
with the channel transmittance, as proven by the Pirandola-Laurenza-Ottaviani-
Banchi (PLOB) bound (5.1). Twin-field (TF) QKD is arguably the simplest solution
to overcome such limitations by placing an untrusted measuring station (relay) in
the middle of the quantum channel, where the key is established by single-photon
interference events.

In this paper [GC19] we investigate the performance of the improved TF-QKD
protocol introduced in [CAL19] (c.f. section 5.3), whose security is based on the
estimation of detection statistics (yields) of Fock states sent by the two parties to
the relay. The yields estimation is carried out through the decoy-state method (c.f.
section 4.2). We derive analytical bounds on several yields appearing in the key
rate formula (5.25) assuming that each party uses either two, three or four decoy
intensity settings, which are the most relevant cases from an experimental point of
view. The bounds enable a closed analytical expression of the secret key rate, which
is particularly useful when optimizing the protocol’s performance over a large set of
parameters, e.g. in the finite-key regime.

By optimizing the secret key rate over the input parameters, we show that the use
of two decoy intensity settings per party is enough to beat the PLOB bound. We also
show that the secret key rate achieved with four decoy intensity settings is almost
indistinguishable from the ideal key rate attained with an infinite number of decoy
intensity settings.

Asymmetric twin-field quantum key distribution (Appendix D)
Our work in [GNC19] represents a follow-up publication of [GC19] where we
address the asymmetric-loss scenario for the same TF-QKD protocol [CAL19] in-

vestigated in the previous paper. Indeed, it is common practice to initially analyse
the performance of QKD protocols with an intermediate relay, such as TF-QKD, in
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a simplified symmetric scenario where the channel losses for the two parties are
equal and thus are their optimal laser intensities. However, in a realistic situation
the parties might be placed at different distances from the relay and their lasers
might be affected by random and independent intensity fluctuations. Therefore, in
view of field implementations of TF-QKD, it is crucial to assess its performance in
the presence of asymmetric losses and for independent laser intensities of the two
parties.

For the above reasons, we derive new analytical bounds on the relevant yields
of the TF-QKD scheme in [CAL19] allowing the parties to have independent decoy
intensities (a simple example is given in section 5.4). Based on the results of the
previous paper [GC19], we consider the cases of two, three or four decoy intensity
settings per party. With the derived bounds, we optimize the secret key rate for
asymmetric losses and show that a secret key can be extracted even when the losses
are highly asymmetric. Moreover, we show that the protocol is considerably robust
against independent intensity fluctuations of the parties’ lasers.

Conference key agreement with single-photon interference (Appendix E)

Inspired by our works on TE-QKD, in [GKB19] we devise a new CKA where N parties
establish a secret conference key by relying on single-photon interference events
occurring in a central untrusted relay. We prove the protocol’s security according to
the definitions introduced in [GKB18] and derive the expression of its conference
key length.

The conditional state of the parties’ qubits, given that a single-photon interference
event occurred, is approximately given by a W-class state (5.38), i.e. a coherent
superposition of product states where one qubit is in state |1) of the computational
basis and the others are in state |0). This feature makes our protocol the first CKA
based on a W-class state instead of a GHZ state, as in the N-partite BB84 and
six-state protocols (c.f. section 3.4). Moreover, since only one of the NV photons sent
by the parties to the central relay is required to arrive in order to have single-photon
interference, our CKA is much more robust against high losses —i.e. long distances—
than any other CKA protocol based on the GHZ state.

We analyse the protocol’s performance in the finite-key regime and for a realistic
channel model. In particular, we introduce a generalization of the PLOB bound
suited to the multipartite scenario and show that our protocol can overcome it for
sufficiently high losses (similarly to TF-QKD surpassing the PLOB bound). Further-
more, we compare the conference key rate achieved by our CKA with that obtained
by composing bipartite TF-QKD schemes among pairs of parties on the same exper-
imental setup used for the CKA protocol. In this context, we show that our truly
multipartite CKA can be advantageous for certain parameter regimes.
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Experimental quantum conference key agreement (Appendix F)

In [Pro+20] we take part to the first experimental realization of a quantum CKA, in
collaboration with the EMQL research group in Edinburgh. The experiment enables
four parties to establish a secret conference key by implementing the multipartite
BB84 protocol we introduce in [GKB18].

In every successful protocol round, the parties receive a four-party GHZ state from
a quantum server. The server is composed of two sources of entangled photons pairs
at telecommunication wavelength (1550 nm) supplied by the same mode-locked
laser. In each source, photon pairs are produced by type-II spontaneous parametric
down conversion embedded in a polarization-based Sagnac interferometer equipped
with a half-wave plate and a polarizing beam splitter (PBS)!. The interference of
the photon pairs in the Sagnac interferometer generates polarization-entangled
photons pairs, whose state is described by the Bell state |®*). Then, one photon
from each source interferes in a PBS such that the resulting state of the four photons,
post-selected on the events where each output contains a photon (which occurs with
probability 1/2), is the four-party GHZ state.

After interfering one photon per source in the PBS, the four signals are coupled to
single-mode fibers of total length up to 50 km and sent to the four parties. Each party
measures the incoming photon either in the Z basis {|H) ,|V)} for key generation
or in X basis {(|H) + |V))/V?2, (|H) — |V))/\/2} for parameter estimation, where
|H) and |V') represent the horizontal and vertical polarizations of the photon. Only
the events with coincident detections in all four detectors are retained, since those
correspond to the post-selection of a GHZ state.

Once the distribution of quantum states is completed, the parties perform one-way
EC from Alice to the other parties, with a low-density parity-check code (LDPC)
adapted to the multipartite scenario. LDPC codes disclose a fixed amount of infor-
mation only depending on the largest QBER between Alice and any other party, thus
reducing the amount of information revealed in multiparty EC (see discussion in
section 3.4).

Finally the parties perform privacy amplification by applying an appropriate
Toeplitz matrix —a two-universal hash function— on their error-corrected raw keys.
As a result, the parties hold an e.-secure conference key of 1.15 x 10° bits, with
ot = 1.8 x 1078, The established key is used to encrypt an image with one-time
pad in order to securely share it among the four parties.

!In a polarizing beam splitter, light polarized horizontally is transmitted while light polarized vertically
is reflected.
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Quantum Conference Key Agreement: A Review (Appendix G)

In this manuscript [Mur+20] we address the quantum cryptographic task of confer-
ence key agreement (CKA), also known as multipartite quantum key distribution.
While a composition of bipartite quantum key distribution protocols can accomplish
the task, genuine multipartite protocols exploiting multipartite quantum correla-
tions can potentially be more efficient and represent a defining feature of future
quantum networks. In [Mur+20] we review the existing quantum CKA protocols
based on multipartite entanglement, both in the device-dependent and the device-
independent scenario.

Analytical entropic bounds for multiparty device-independent cryptog-
raphy (Appendix H)

Multipartite device-independent (DI) cryptographic protocols include DI randomness
generation (DIRG) and DI conference key agreement (DICKA) protocols. The security
of DI protocols relies on the ability to carefully bound an appropriate conditional
von Neumann entropy as a function of the violation of a multipartite Bell inequality,
as discussed in section 6.3.

In [Gra+20] we consider N parties testing a generic full-correlator Bell inequality
with two inputs and two outcomes per party. In this context, we significantly
simplify the general form of the quantum state shared by the parties in every
protocol round, without loss of generality (Theorem 6.3). We then consider a
particular Bell inequality, namely the Mermin-Ardehali-Belinskii-Klyshko (MABK)
inequality [Mer90; Ard92; BK93], and derive an upper bound on the maximal MABK
violation attained by a given N-qubit state (Theorem 6.4).

With the above results, we derive analytical bounds on the conditional von
Neumann entropies that enter the security proofs of tripartite DI protocols based
on the MABK inequality. We stress the fact that tighter bounds on the conditional
entropies enhance the protocol’s noise tolerance and relax the strict experimental
requirements typical of DI protocols. In particular, we obtain a tight bound on the
conditional entropy of a single party’s outcome when three parties test the MABK
inequality and extend the bound to N parties. We also derive a bound on the joint
conditional entropy of two parties’ outcomes and show that our result drastically
improves a previous bound on the same quantity (c.f subsection 6.6.1).

Based on our results, we raise interesting open questions on the necessity of
genuine multipartite entanglement and the employability of full-correlator Bell
inequalities in DICKA protocols.
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Conclusion and Outlook

The fruitful combination of concepts and ideas from different fields of study, as
well as the practical implications for the security of our data, have made quantum
cryptography a very active research topic in recent years. In this context a major role
is played by quantum key distribution (QKD), which enables information-theoretic
secure communication between two users. In a world evermore demanding for
connectedness, the need for an equally-secure communication established among
several users is going to be satisfied by quantum conference key agreement (CKA).

CKA is only one aspect of a wider vision on how quantum communication will
change our lives, with the quantum internet as its most ambitious representative
[Kim08; WEH18]. Within this view, future quantum networks will provide on-
demand entanglement to any subset of users in the network, allowing the execution
of quantum-enabled tasks unachievable with classical means.

Our research, which culminated with this thesis, has contributed to driving the
transition of quantum-secured communication beyond the two-user paradigm, from
bipartite QKD to CKA.

As a matter of fact, we extended the composable security definitions of QKD to the
multipartite scenario [GKB18] allowing the analysis of CKA schemes in the finite-key
regime. We introduced two novel CKA protocols [GKB18; GKB19], proved their
security and benchmarked their performance with other multipartite QKD schemes
and with the iteration of bipartite QKD protocols. We additionally demonstrated
the practicality of the first protocol [GKB18] by collaborating to its experimental
implementation [Pro+20], which represents the only CKA experiment performed so
far. In the context of device-independent (DI) quantum cryptography, we developed
theoretical tools allowing the derivation of tight conditional entropy bounds that are
crucial for the security of multipartite DI protocols [Gra+20].

The extensive work on multipartite key distribution schemes helped us to develop
a comprehensive view of the topic, which supported the creation of the first review
on quantum conference key agreement [Mur+20].

Nevertheless, we also investigated the promising bipartite TF-QKD approach,
which has arguably become the new benchmark for far-distance QKD. By deriving
analytical formulas for certain detection probabilities in realistic scenarios, we
showed that TF-QKD is a major candidate for being implemented in near-future
quantum networks.
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Despite the contributions of this thesis, there is still much to be done in order to
concretely make CKA protocols the ultimate solution for secure multi-user commu-
nication. Here we briefly outline the research directions stimulated from the results
presented in this thesis.

The tools developed in [Gra+20] lay the ground for the derivation of further
tight conditional entropy bounds for multipartite DI cryptographic protocols. We
remark that a careful estimation of these entropies is of paramount importance
for the experimental feasibility of DI protocols, as it increases noise tolerance and
relaxes the experimental requirements. Of particular interest are the existing DI
conference key agreement (DICKA) protocols [RMW19; HKB19]. Indeed, they
currently lack a tight bound on the relevant conditional entropy, which severely
penalizes their performance. Based on the results of [Gra+20], one could aim to
develop a theoretical framework which enables the derivation of tight conditional
entropy bounds for the existing and for future DICKA protocols. This would optimize
the security analyses of DICKA protocols and boost their potential application in the
upcoming quantum networks.

Another research line that stems from [Gra+20] is the characterization of the
essential requirements for DICKA. To be more specific, in [Gra+20] we showed
that genuine multipartite entanglement (GME) shared by all the participants is
necessary if the inequality being tested is the Mermin-Ardehali-Belinskii-Klyshko
(MABK) inequality [Mer90; Ard92; BK93]. It is unclear, however, if the task of DICKA
necessarily needs to rely on GME states. Moreover, in [Gra+20] we raised doubts
about the employability of full-correlator Bell inequalities for DICKA protocols. Such
open questions could trigger the search for definitive answers which we believe
would shed light on novel fundamental aspects of multipartite quantum correlations.
In doing so, one could obtain prescriptions that a Bell inequality should fulfil in
order to be used in a DICKA protocol, and suggest new DICKA protocols based on
Bell inequalities satisfying these conditions.

From an experimental point of view, our CKA experiment [Pro+20] only repre-
sents the first step towards a fully fledged CKA which can serve the needs of secure
multi-user communication. We point out two aspects that should be addressed to
meet such a goal. Firstly, one should increase the generation rate of the distributed
multipartite entangled state in order to speed up the resulting secure communi-
cation. Additionally, the future field implementation of CKA should be performed
in the existing telecommunication infrastructure. This would remove the need for
dedicated fiber networks linking the users. Finally, the recent developments in
photonic detector efficiencies [Li+18; Zha+19a] and parametric down-conversion
sources [Fed+07; Gra+18] open the possibility for an all-photonic implementation
of DI cryptographic schemes, paving the way for the application of this technology
to future metropolitan quantum networks.

Chapter 8 Conclusion and Outlook



In conclusion, we hope that our doctoral research has supported the on-going
process transforming QKD and CKA protocols into concrete cryptographic solutions,
and at the same time has stimulated further fundamental research on the flourishing
field of quantum cryptography.
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A1

Proofs

In this appendix we prove some statements made in the main text, whose articulated
proof would have altered the cohesion and flow of the text.

Eve’'s Uncertainty is Non-increasing under
Symmetrization

Part of the proof in this section is inspired by [Wat+07].

In computing the secret key rate of the BB84 protocol [BB84] in section 3.2, we
argue that w.l.o.g. the state p4p distributed to Alice and Bob by Eve is replaced by
(3.13):

_ 1
pan = [paB +(Z®@ Z2)paB(Z® Z) + (X @ X)pap(X ® X)

+Y @Y)pap(Y ®Y)]. (A.1)
This scenario can be viewed as Eve preparing one of the four states
pag, (ZRZ)pap(Z@Z), (X@X)pap(X@X), YRY)pap(Y®Y) (A.2)

depending on the outcome ¢t = 1,2, 3,4 of a random variable stored in the register
T, which Eve is aware of. Since Eve holds the purifying system E of every state in
(A.2), the state prepared by Eve is:

1
PABET = 1 Z |04pE) (Papel @ |t) (T, (A.3)
t

where {|¢% 5) }i_, are pure states. Finally, we assume that Eve holds the purifying
system 7" of the state in (A.3). Thus the global state is pure and reads:

1
\paBETT') = 5 Z [4pE) @[t @ [t)g . (A.4)
t

Note that (A.4) is a purification of (A.3), where both registers 7' and T’ are held
by Eve. The above argument holds only if it’s not disadvantageous for Eve. In
other words, Eve’s uncertainty on Alice’s key, quantified by the conditional entropy
H(R4|E), must be non-increasing. Therefore, we must verify that:

H(RA’E)p > H(RA|Etot)ﬁ, (A.5)
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where Eve’s quantum system Fi,, = ETT’ contains: the quantum side information
E, the outcome of the random variable 7', and the purifying system 7".

Proof. In order to prove (A.5), we start by using the strong subadditivity property
(c.f. section 2.6):

H(Ra|Esot); < H(RA|ET); (A.6)
where the r.h.s. entropy is computed on the following state:

pr. T = (ER, ®idET) TrB [pABET]

= (R, ©1der) Trs |3 [64s) (Wil © 1)
t

1
=172 Prap ® [t (A7)
t

where the quantum map
1
Era(0) =) _la)(al(a|oa)
a=0
represents the measurement performed by Alice for key generation, i.e. a projection

onto the Z basis. Being the state in Eq. (A.7) a c.q. state, its entropy simplifies to:

H(RA|ET); = iZH(RA\E)pt. (A.8)
t

The last part of the proof shows that H(R4|FE), is actually independent of ¢ and
equal to conditional entropy of the original state H(R4|E),. This is clear if the state
Pk, 1s made explicit. From Eq. (A.7) we have that:

P = (Ery ©idpr) Trp ||6hp) (Wapel] (A.9)

where |¢Y 55) is the purification of one of the four states in (A.2) prepared by
Eve according to the random variable T'. For definiteness, let’s fix that state to be
(X ® X) pap (X ® X), although an analogous reasoning holds for any other state
in Eq. (A.2). By writing p 4 in its spectral decomposition:

paB =Y AN (Al (A.10)
A

we can immediately explicit |¢!, 5 -) as follows:

|$4pE) = Z VAN 45 ® lex) g, (A.11)
)
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where the eigenstates of the operator (X ® X) pap (X ® X) read: |\!) = (X ®@X) |)).
By substituting (A.11) into (A.9) and by making explicit the map £r, we obtain the
following chain of equalities:

1
Prar = D la)(al® > VAo Trg [{al [A) (0] |a}] |ex) (eo |
a=0

Ao

1
= la){al® Y VAo Trp[{a] (X ® X)[N) (o |(X @ X) [a)] ex){eo]
a=0 Ao

= _la)(a|®) VAo Trg [(al [N){o]a)] lex)(es |
a=0

W

1
=Y "la)(al® > VAo Teg [{al | A) (o ]a)] [ex) eo |
a=0 Ao

1
=: ) |a)(a|®pg, (A.12)
a=0

where in the third equality we used the cyclic property of the trace and the fact
that Alice measures in the Z basis {|0),|1)}, hence the Pauli operator X flips its
eigenstates: X |a) = |a). In the fourth equality we relabelled the classical outcomes:
a <> a. Finally, by comparing (A.12) with the state pr , r obtained in an analogous
way from the original state p4p:

pPrAE = (Er, ®1dE) Trp[|¢aBE)(PABE]]

1
=Y "la){al® > VA Trg [{al [N) (o a)] [ex)(eo|
a=0 Ao

1
= la)(a|®ph, (A.13)
a=0

we observe that p, £ and pr, i are the same state up to a permutation of the
classical outcomes, thus their conditional entropies coincide:

H(RA|E), = H(R4|E), Vt. (A.14)

In conclusion, by combining Egs. (A.14), (A.8) and (A.6), we prove the claim in
Eq. (A.5). This concludes the proof. O

A.1 Eve’s Uncertainty is Non-increasing under Symmetrization
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Finite-key Security of QKD

Here we prove Lemma 3.1, following the lines of [Ren08; Tom+12]. For clarity, we
report the Lemma’s statement.

Lemma 3.1 The general QKD protocol described in subsection 3.3.1 is etot-secure, with

Etot = EEC T+ € + €PA.

Proof. We start by showing that the protocol is egc-correct.

Recall that at the end of EC, Alice and Bob apply a two-universal hash function
on their raw keys R” and R’ obtaining hashes h4 and hp of length [log(1/egc)].
The defining feature of two-universal hash functions is that the probability that two
outputs of length [log(1/egc)]| coincide, given that the inputs are different, is small,
namely: 2-[g(1/eec)l In formulas, we have that:

Prlha = hp, R # R%] < Prlha = hp|RY # R3] < 27 Mos(/emc)l < e (AL15)

Then we observe that the keys s4 and sp always coincide when the protocol aborts,
thus Pr[s4 # sp,ha # hp] = 0. By employing (A.15) in the following expression,
we prove that the protocol is egc-correct:

Pr(sa # sp] = Pr[sa # sB, ha = hg] < Pr[R" # R, ha = hp] <epc. (A.16)

In order to prove the secrecy, we make use of the quantum leftover hash lemma
[Ren08; Tom+11b], which provides the following upper bound:

S e+ % 2€_H15nin(Rﬁ|CE)’ (A.17)

where / is the length of Alice’s key after PA and where we emphasize Ei.; being

1
5 HpSAEtotIQ — WS, @ PEo;

the total information available to Eve. This comprises her purifying system F, the
classical communication C' occurred during EC and the knowledge F' of the hash
function used in PA: Ei.1 = FCE.

We now employ the following chain-rule for the min-entropy [Tom+12]:

Hei (RAICE) > Hyy, (R E) — log|C
2
= Hpin(RG|E) — leakgc — log —, (A.18)

€EC

where log|C| quantifies all the information revealed during EC and is given by
leakpc + log(2/erc) (see the protocol’s description).
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By inserting Eq. (A.18) into (A.17) we obtain the following chain of inequalities:

<ex %\/Qe—(H;m(Rg\E)—leakEc—log@/aEc))

<o+ Ly

= ¢+ epa, (A.19)

1
5 HpsAEtot\Q — WS, @ PE;

where we used the key length expression (3.27) in the second inequality. We have
thus proven that the protocol is eg.c-secret, with g > € + eps. By combining this
with the correctness proof, we have shown that the protocol is ei.¢-secure, with
Etot > € + epa + egc. This concludes the proof. O

State Reduction in the CHSH Scenario

Here we present the proof of Theorem 6.1, whose statement is reported for clarity.

Theorem 6.1 ([Pir+09]). Let Alice and Bob perform the DIQKD protocol described in
subsection 6.4.2. It is not restrictive to assume that, in each round, Eve distributes a
mixture Y, Papa Of tWo-qubit states p,, together with a flag |«) (known to her) which
determines the measurements performed on p,, given the parties’ inputs. Without loss of
generality, the measurements performed by Alice’s and Bob’s devices on p, are rank-one
binary projective measurements in the (x,y)-plane of the Bloch sphere. Moreover, each
state p,, is diagonal in the Bell basis (3.15) and reads:

1
Pa =3 MGy with Mg >\ Vje{0,1}. (A.20)
i,j=0

Proof. The proof follows the same principles of the original proof in [Pir+09],
however we apply some modifications and add details in a way which is coherent
with its generalization valid for NV parties that we prove in [Gra+20] (appendix H).
Reduction to qubits: Firstly we reduce the state shared by Alice and Bob in one
round to a convex combination of two-qubit states.

Recall that the statistics of a general quantum measurement (POVM, c.f. sec-
tion 2.2) is reproduced by a projective measurement in a larger Hilbert space, due
to the Naimark theorem. Since in a DI scenario the Hilbert space dimensions are
not fixed, we can assume without loss of generality (w.l.0.g.) that Alice and Bob
perform binary projective measurements on their share of the quantum state.

A.3 State Reduction in the CHSH Scenario
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Now we make use of a preliminary result derived in [Pir+09], which we extend
and detail in [Gra+20]. The result states that the Hilbert space on which Alice’s
two projective measurements, corresponding to inputs x = 0, 1, are acting can be
decomposed into the following direct sum (indicated by &) of Hilbert spaces:

H =B H, (A.21)

where every subspace H? is two-dimensional (qubit space) and both Alice’s mea-
surements act within H2 as rank-one projective measurements'. Therefore, from
Alice’s perspective, the measurement process in one round consists of a projection in
one of the two-dimensional subspaces 2, followed by a projective measurement in
that subspace selected according to her input. For this reason, we can think that Eve
is effectively distributing to Alice a direct sum of qubits at every round. Moreover,
since Eve fabricates the measurement devices, she can preprogram the projective
measurements that Alice can select on every qubit. By repeating the same argument
for Bob, we deduce that Eve effectively distributes a direct sum of two-qubit states
in each round.

Now, consider that it cannot be detrimental for Eve to learn the value « corre-
sponding to the two-qubit space selected in a particular round by Alice’s and Bob’s
measurements. Hence, we can assume that Eve directly sends to the parties the
two-qubit state p, relative to the two-qubit space the parties would select. Since
the selection of the two-qubit space can be random, Eve sends a statistical mixture
of states p,. Furthermore, since she could have preprogrammed the devices to
perform specific measurements upon selecting a given subspace, together with the
state p,, she sends a flag |a) to Alice and Bob’s devices to instruct them on which
measurement to perform on the state p,. In conclusion, in every round Eve prepares
the following mixture of two-qubit states p,:

PABE = Do PaPa @ |Q) <O‘|§A®’O‘> <0‘|§B’ (A.22)

where the two ancillae = := {£4,{p} fix the qubit measurements that Alice and
Bob can select on p,. This can be modelled for instance by defining Alice’s qubit
measurement A, as follows (and similarly Bob’s):

Ap = (5] —T77) @ o) {ale,, (A.23)

(07

!Note that a binary projective measurement on a qubit can also be of rank-two and corresponds to the
identity as observable. In this case one outcome has probability 1 to occur and the other outcome
never occurs. This possibility was originally neglected in [Pir+09] since measuring the identity
cannot lead to a CHSH violation, as pointed out by [HHH95]. However, the identity might lead to
violations of multipartite Bell inequalities such as the MABK inequality we consider in [Gra+20].
In [Gra+20] we show how one can restrict to rank-one projective measurements, thus excluding
the identity, without loss of generality.
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where II7]" are the projectors on the eigenvalues +1 of the qubit projective mea-
surement defined by Alice’s choice of input x and by the particular state p, she is
measuring.

We now fix « and proceed in specifying the form of the two-qubit state p, (we

omit the symbol « in the following). At the moment, we can only say that p, is
a normalized positive Hermitian operator acting on the four-dimensional Hilbert
space Ha ® Hp.
Symmetrization of the marginal distributions: We define the planes individuated
by the two measurements of Alice and of Bob to be the (z,y)-plane of the Bloch
sphere. We can now assume w.l.o.g. that the marginal distributions of the outcomes,
p(a|z) and p(bly), are symmetrized. In other words, the expectation values of the
corresponding observables are null:

(Ag) =(By) =0 Vaz,y€{0,1}, (A.24)

where A, and B, are the observables of Alice and Bob, respectively, defining rank-
one binary projective measurements in the (z, y)-plane. If (A.24) were not true, Alice
and Bob could enforce it by agreeing on flipping their outcomes with probability
12 in every round. This classical procedure would not change the observed CHSH
value (6.27) nor the QBER, since either both parties flip or none of them does.
Additionally, it would require classical communication between Alice and Bob,
known to Eve.

Given that the experiment statistics satisfies (A.24), we can assume that it is Eve
herself who flips the outcomes in place of the parties. However, instead of doing this
classically on the outcomes of the devices, she could provide Alice and Bob with a
suitable state which already embodies the symmetry of the outcomes distributions.
By calling p the generic state she initially prepares, the state she distributes that
satisfies (A.24) is given by:

1
=5 p+ZawZppzl 0 2}], (A.25)

where Z 4, Zp are Pauli operators on Alice’s and Bob’s qubits. As a matter of fact,
the outcome of a measurement in the (z, y)-plane is flipped if one first applies the Z
operator.

We remark that it is safe to assume that Eve distributes the state (A.25) since this
is not disadvantageous to her. Indeed, her uncertainty on Alice’s raw key bit R 4,
quantified by the conditional von Neumann entropy H(R4|F), does not increase
when she sends the state p instead of p. The proof of this fact follows the same lines
of the proof given in section A.1, hence we omit it.

A.3 State Reduction in the CHSH Scenario
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By expressing the initial generic state p in the Bell basis (3.15):

1
p="_ pupon Vi) (Wrl g € C, (A.26)

izjzkzl:()

and by substituting it into (A.25), we observe that all the coherences relative to Bell
states such that j # [ are set to zero:

1

Z PG (k) 10is) (W] (A.27)

7,k=0

The matrix representation of the state in (A.27) in the Bell basis is thus block-
diagonal and reads as follows, upon relabelling the coefficients?:

0o 7o + 180 0 0
— 1 A 0 0
5 ro — 18 10 L (A.28)
0 0 Aol 1+ 181
0 0 ry — sy A1l

where \;;,7; and s; are real numbers.

Exploiting the orientation of the local reference frames: The state in (A.28)
can be further reduced by carefully choosing the orientation of the parties’ local
reference frames. Indeed, although we already fixed the measurement directions
of Alice and Bob to lie in the (z, y)-plane, we can still choose the orientation of the
axes with respect to the measurement directions by applying rotations R(¢) along
the z direction on the qubit spaces. In particular, the state distributed by Eve can be

rotated w.l.o.g. as follows:
Py = Ra(04) ® Rp(0p) p R, (64) © R5(05), (A.29)
where the rotation R4(64) acts on Alice’s Hilbert space and is given by:
04 04
Ry (GA)—COS< 2>1d,4+nsm< 2>ZA, (A.30)

and similarly for Bob. The resulting rotated state p, is still block-diagonal and reads:

00 o + 1s() 0 0

_ ro — 15( ! 0 0

=0 0 10 / e (A.31)
0 0 )\01 Tl + ]151
0 0 ry — 1s) 1

2Recall that p is a Hermitian operator, hence the matrix representing it must be Hermitian.
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where the new matrix coefficients are given by:

1 : .
Nij =35 [Aw + A1y + (1) (Aoj — Ayy) cos[;(04,0)] 4 2(—1)"s; sin[0;(6 4, 93)}]

(A.32)
1
S;- =Sj COS[QJ'(QA, 93)] — 5()\0]' — )\1]') sin[ﬂj(GA, 93)], (ABB)
where the angle 6;(04, 0p) is defined as:
0;(04,0p) =04+ (—1)0p. (A.34)

From (A.33) we deduce that by choosing the rotation angles such that both the
following conditions are verified®:

28j

0 —1)Y0p = arctan ——2—
A+ (=1)0p arcan)\oj_)\lj

for j =0,1, (A.35)
we can set the imaginary parts of the off-diagonal terms to zero: s; = s; = 0. Thus,
w.l.o.g. we can assume that the state distributed by Eve is of the form:

)\00 To 0 0
A 0 0

Gy = |0 o . (A.36)
0 0 )\01 (&

0 0 T1 )\11

Moreover, by applying further rotations on (A.36) defined by angles 64 and z such
that:

04+ (-1)70p =, (A.37)

we can exchange the position of the two diagonal terms Ay; and \;; in (A.36), for
j = 0,1 (see (A.32)). This implies that we can assume w.l.0o.g. that the diagonal
elements in (A.36) are ordered as follows:

Aoo > Ao, Aot > Aar. (A.38)

®Note that this is possible since we have two linear conditions for two independent variables.

A.3 State Reduction in the CHSH Scenario
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Independence from the off-diagonal terms: Finally, let us construct the state p_
starting from p, given in (A.36) by replacing r; with —r;:

)\00 —T0 0 0
— A 0 0
po=| 0 M0 . (A.39)
0 0 /\01 —T1

0 0 —T1 )\11

We observe that the two states p; and p_ yield the same probability distribution of
the outcomes:

p(a,b)s, = Tr [HIypy] = Tr [ Ip_] = p(a,b);_, (A.40)

where the projectors IT, and II, represent Alice and Bob’s projective measurements
in the (z,y)-plane relative to some non-specified inputs. The projectors can be
parametrized by writing the corresponding observables A and B as convex combi-
nations of the Pauli operators X and Y:

A =cos(pa)X +sin(pa)Y
B = cos(pp)X +sin(pp)Y, (A.41)

for some unknown angles ¢ 4, ¢ 5. The eigenstates of the observables in (A.41) read:

la), = j§<|o> + (—1)%ebea 1))
b) = j§<|o> +(~1)een (1)) (A.42)

where the measurement outcomes are defined as a,b € {0,1} (a = 0 corresponds
to eigenvalue +1 and a = 1 to eigenvalue —1). Then the projectors II, and II, are
simply given by 11, = |a){a|4 and II, = |b)(b|p.

Furthermore, the states p, and p_ provide Eve with the same information, i.e.
their conditional entropies coincide:

H(RA|E);, = H(RA|E),_. (A.43)
Additionally, it is not disadvantageous for Eve to prepare the balanced mixture:
P+ + P

pa = (A.44)

rather than preparing one of the two states with certainty, if she knows which of
the two states she prepared:

H(RA|E),, < H(RA|E)j, . (A.45)
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The proofs of the observations (A.40), (A.43) and (A.45) follow by direct com-
putation and are omitted. Nevertheless, the interested reader can find analogous
proofs in the Supplementary Information of our recent work [Gra+20], valid for the
general N-party scenario.

We conclude that it is not restrictive to assume that Eve distributes to the parties
the mixture (A.22) of two-qubit states p,, together with ancillae that fix the parties’
possible measurements. Each state p,, is given by (A.44) and is diagonal in the Bell

basis:

Mo O 0 0
0 Mo O O

Do = 10 , (A.46)
0 0 X1 O

0 0 0 Auix

with the conditions (A.38) on the diagonal elements. This concludes the proof. [

Lower Bound on the Conditional Entropy: Analytical
Proof

The security of the DIQKD protocol presented in subsection 6.4.2 is based on the
ability to lower bound the conditional von Neumann entropy H(R4|E),, as a
function of the CHSH violation S, as discussed in section 6.5. In that section, the
conditional entropy is simplified to (6.49):

H(RA|E)p, =1 = H{A}) + h(AGo + Ad1); (A.47)
and its lower bound is obtained by solving the following optimization problem:

F(Sa) == {rglg% 1= H({A}) + h(AGo + AG1)
ij
sub. 0 So > Sa s AL =AY D AN =1 (A.48)
i,j=0,1
where S, is the maximal CHSH violation given in (6.33) and reported here for
completeness:

Sa = 22 /0 — M2+ 01— M0 (80 — X + O — 3512
(A.49)
Here we analytically derive the solution of the optimization problem in (A.48).
We start by assuming that the CHSH value S,, is such that S, > 2, i.e. we assume
that the CHSH inequality is violated. Otherwise, Eve would have full information on
Alice’s raw key bit R4 and the lower bound on the conditional entropy would be
Zero.

A.4 Lower Bound on the Conditional Entropy: Analytical Proof
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Because of the symmetry of the problem, we assume w.l.o.g. that A\§; > Af.
Indeed, for every solution of (A.48) with \§, > \§;, there exists an equivalent
solution —that leads to the same minimum- with A\§; > A§,: the equivalent solution
is obtained by relabelling \§; < A$y*.

By noticing that the second term in (A.49) is larger than the first if and only if
A§1 > MGy, we can simplify the maximal CHSH violation to:

Sa = 2V2/ (M — M) + (A1 — A2 (A.50)

Then, a necessary condition for S, > 2 can be derived by upper bounding (A.50)
as follows:

2 < Sa < Sa < 2V24/(A5))2 + (A§1)? < 2v20/AG1 (MG + AGy) < 2v2\/Agy, (A51)

which implies the following necessary condition on A§;:

A = % (A.52)
Consider the following class of states parametrized by v € [%, 1]
7(v) = (L = v)[thoo) (Yoo [+ to1) (thou |, (A.53)

whose maximal CHSH violation (A.49) reads:

S-(v) = 2V2/v2 4+ (1 — v)2. (A.54)

It is straightforward to verify, by using the last expression, that
ST(Agl) > Sa Vpo“ (ASS)
where S,, is given in (A.50). Moreover, the entropy (A.47) of the states (A.53) reads:

H(X|E),(v) =1 — h(v), (A.56)

where we used the binary entropy h(z) = —xlogz — (1 — z) log(1 — ).

By definition of the optimization problem (A.48), the solution of the optimization
for a given S, is upper bounded by the entropy of any particular state with S, = S,,.
Thus for the states (A.53) we have:

F(S.) < H(RA|E)+(va) (A.57)

“Note that the relabelling does not modify the maximal CHSH violation (A.49).
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where v, is fixed such that the maximal violation S; (v, ) of the state 7(v,) is exactly

Sr(Va) = 2V24/12 4+ (1 — 14)2 = S,, (A.58)

where we choose the solution v, > 1/2.

given by S,:

By proving the following result (with the assumption A\§; > A\§, and (A.52)):
H(RA|E)p, = H(RA|E)-(AG1) ¥ pa (A.59)

we obtain the solution of the optimization problem. In order to realize this, let us
use the last expression on the state p},, which is the solution of the minimization in
(A.48):

F(Sa) = H(RA|E);, > H(Ra|E)- (A7)
> H(RA|E) (va). (A.60)

The last inequality in (A.60) is motivated by the following observations. (i) by
applying (A.55) to the state p}, we obtain ST()\gi*) > Sa,« > Sa, which combined
with (A.58) implies that )\81’* > v, since S;(v) in (A.54) is monotonically increasing
in the interval v € [3,1]. (ii) the entropy H(R|E)7(v) in (A.56) is monotonically
increasing in the interval v € [,1]. The two observations lead to the second
inequality in (A.60).

By combining (A.60) with (A.57), we obtain the desired lower bound:

F(Sa) = HRA|E)+(va) = 1 — h(vg)
:1—h(;+; (S;)Q—l), (A.61)

where the last equality is obtained by reverting Eq. (A.58).

The bound (A.61) is tight. Indeed, for every violation S,, there exists a state
7(vq) such that its entropy coincides with the bound and such that it can produce a
violation equal to S,, thanks to S;(v,) = S, (A.58) and to the fact that the maximal
CHSH violation (A.49) is achievable.

We are left to prove the inequality in (A.59), which can be made explicit by using
(A.47) and (A.56):

D= h(Ag1) = H{AG) + h(AGo + A1) = 0. (A.62)

A.4 Lower Bound on the Conditional Entropy: Analytical Proof
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We simplify the first two terms in D:

hAG) — H{XGY) = (1= M) log(1=A§) + D AfjlogA.  (A.63)
(4,9)#(0,1)

Now we apply Jensen’s inequality:

f(2z) + f(2y)

5 for f(z) = —zlogz, (A.64)

flz+y) >

to the last term in (A.62):

h(AGo + Ag1) = —(AGo + Ag1) 1og(AGo + Ag1) + f(ATo + AT1)
> — (A + A31) log(No + A31) — A% log(2A%) — A% log(2X8))
= —(AGo + Ag1) 1og(AGy + AG1) — (1 = AGy — AG1)
— Afolog(Afp) — ATy log(AT)). (A.65)

By combining (A.63) and (A.65) in (A.62) we get:

D > —(1 = Ag)log(1 — AGy) — (AGo + Ag1) 1og(Agy + AG1) — (1 — Ay — AG1)
+ 5o log Agy
= —(AGo + A01) 1og(AGo + Ag1) — (1 — AGy) log[2(1 — AGy)] + AGp log(2AGo)
=: g(AG1, Ado)- (A.66)

In the last expression we defined the function g(z,y):
9(x,y) = —(z +y)log(x +y) — (1 — z)log[2(1 — z)] + ylog(2y), (A.67)

and we will analyse it in the ranges of interest for the variables x = \§; and y = A,
ie:l1/2<z<1,0<y<1-—ux.

In these ranges the function in (A.67) is concave in x since its second derivative is
always negative:

02 g(x,y) B 1 1 1
oxz2  In(2) <1—x+$+y> <0 (8.68)

Consider the points at the boundary x + y = 1, for which we get ¢g(1 — y,y) = 0.
Thanks to the concavity of g(x,y), it holds that:

g<p;+(1—P)(1_y),?/> > pg @y) +(1=pg(l-yy), 0<p<l
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or equivalently that:

1—ax— 1
g(x,y) > (N) g (y) : (A.69)
1_y 9
2
Note that in the parameter regimes of x and y it holds that
l—z—y
0< <1> <1 (A.70)
7Y

We finally analyse the properties of g(%, y), which is convex in y since its second
derivative is always positive:

9°9(3.y) _ 1
dy? yIn(2) 4+ y%1In(4)

> 0. (A.71)

A convex function has a unique minimum if it exists in the parameter regime. In our
case this is given by:

99(3,9)

1 | 1
3y og(2y) Og(2+y) 0 & y 5 (A.72)

for which g(3, 3) = 0 holds. Thus in general it holds:

g (;y) > 0. (A.73)

By combining these considerations we prove the inequality in (A.62):

(a66)
D > g(Ag1, o)

(A69) (1 — )& —)\& 1 .,
> <1ﬂ1)\aoo> g <2’ 00)
2 00

>0, (A.74)

where in the last inequality we used the fact that the pre-factor is positive (A.70)
and that g(%, 6o) is lower bounded by zero (A.73). This concludes the proof
of inequality (A.59), thus completing the analytical solution of the optimization
problem in (A.48).
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Abstract

We analyze the security of two multipartite quantum key distribution (QKD) protocols, specifically we
introduce an N-partite version of the BB84 protocol and we discuss the N-partite six-state protocol
proposed by Epping et al (2017 New J. Phys. 19 093012). The security analysis proceeds from the
generalization of known results in bipartite QKD to the multipartite scenario, and takes into account finite
resources. In this context we derive a computable expression for the achievable key rate of both protocols
by employing the best-known strategies: the uncertainty relation and the postselection technique. We
compare the performances of the two protocols both for finite resources and infinitely many signals.

(OMOM

Quantum key distribution (QKD) represents one of the primary applications of quantum information science.
Since the proposal of the first QKD protocols [1, 2], major advancements have been achieved both on the
theoretical and experimental side [3, 4]. A QKD protocol provides a systematic procedure through which two
honest parties (Alice and Bob) generate a secret shared key, when connected by an insecure quantum channel
and an authenticated insecure classical channel.

Recently the generalization of such protocols to multipartite schemes has been investigated [5, 6]. It has been
shown that there are quantum-network configurations [5] or noise regimes [6] in which the execution of a
multipartite scheme is advantageous with respect to establishing a multipartite secret key via many independent
bipartite protocols. However, the analysis of multipartite QKD protocols has only been carried out in the
unrealistic scenario of infinitely many signals exchanged through the quantum channel.

We compare the performances of two multipartite QKD protocols, which constitute the N-partite versions
of the asymmetric BB84 [1] and the asymmetric six-state protocol [7], and will be denoted as N-BB84 and N-six-
state protocol. While the N-six-state protocol was first proposed in [5], the N-BB84 constitutes a novel
multipartite QKD protocol.

Our analysis is conducted in the practical case of a finite amount of resources (signals) at the N parties’
disposal. The action of a potential eavesdropper (Eve) on the insecure quantum channel is not restricted at all, as
she is allowed to perform any kind of attack (coherent attacks) on the exchanged signals. What is assumed is that
the parties have access to true randomness and that the devices performing measurements on the quantum
systems work according to their ideal functionality.

The article is structured as follows. In section 1 we extend notions and results of bipartite QKD security
analysis to the multipartite scenario. In section 2 we review the N-six-state protocol and introduce the N-BB84
protocol. Then we obtain a computable expression for their secret key lengths in the case of finite resources. In
section 3 we compare the achievable key rates of the two NQKD protocols in the presence of finite and infinite
resources. We conclude the article in section 4.

1. Multipartite QKD: general framework and achievable key length

Throughout the article we refer to the parties involved in an N-partite QKD protocol (NQKD) in the following
way: A for Alice, B for the set of N — 1Bobs, B; for Bob in position i and E for the eavesdropper Eve. The
definitions of distance and entropic quantities employed in this section are given in appendix A.

©2018 The Author(s). Published by IOP Publishing Ltd on behalf of Deutsche Physikalische Gesellschaft
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The aim of an NQKD protocol is to establish a common secret key, sometimes also referred to as conference
key, between all N (trusted) parties. We consider the following general NQKD protocol. Although the protocol is
presented in an entanglement-based view for clarity, there exists an equivalent prepare-and-measure scheme
which requires the adoption of multipartite entangled states only for a small fraction of rounds (see the protocols
in section 2).

The protocol starts with the distribution of a finite number of signals -described by genuinely multipartite
entangled states- over the insecure quantum channel. All parties perform local measurements on their respective
quantum systems, collecting classical data. A short preshared random key indicates to the parties the type of
measurement to be performed on each individual state they hold (more on this in section 2).

In the parameter estimation (PE) step the parties reveal a random sample of the collected data, over the
insecure classical channel. This allows them to estimate the noise occurring in the quantum channel and thus to
determine the secret key length. At this point the raw keys held by the parties are partially correlated and partially
secret. In order to correct the errors in the raw keys, A performs pairwise an information reconciliation
procedure with every B,. The procedure consists in some classical communication occurring between A and B;,
which allows B; to compute a guess of A’s raw key. We will refer to this procedure as error correction (EC). At last
the shared raw key is turned into a secret key with privacy amplification (PA). Each party applies the same
randomly chosen hash function to his/her raw key, where the final length of the key depends on the error rates
observed in PE and the desired level of security. Finally all parties share the same secret key.

During the execution of the NQKD protocol, one or more of the described subprotocols might fail to
produce the desired output, thus causing the abortion of the entire protocol. In the security analysis this is
accounted for by the definition of robustness:

Definition 1 [8]. An NQKD protocol is &,,-robust on p,y if, for inputs defined by p, 5, the probability that the
protocol aborts is at most &;4p.

In order to study the effects of finite resources on an NQKD protocol, one needs to extend the concept of e-
security of a key [8] to the multipartite scenario:

Definition 2. [8, 9]. Let p, . be a density operator. Any NQKD protocol, which is &,,-robust on Trz[p,p], is
said to be e¢-secure on p, g if the following inequality holds:

1
a - 8r0b)EHpSASBE’ —puy® PE/H < Etots (1.1)

where pg ¢ is the density operator describing the final keys held by the N parties and Eve’s enlarged subsystem
Hp: (including the information of the classical channels), while py; is the uniform state on the key space of the
N parties:

1.2
sezs S Q'S (12

with S the set of possible secret keys.

The total security parameter € quantifies the deviation of the NQKD protocol from an ideal protocol, i.e.
one that either outputs a set of perfectly-correlated and fully-secret keys or aborts. In other words, an NQKD
protocol is €yyi-secure if it behaves like an ideal protocol except for probability €yo¢. With this definition, the
parameter that actually accounts for the correctness and secrecy of the protocol when it does not abort, is:
ot/ (1 — €rop)- An NQKD protocol may deviate from an ideal one if, for instance, its EC procedure fails to
correctall the errors between A and B’s strings. In particular, if the probability that at least one B;holds a
different string than A—after EC—is g, then the NQKD protocol is £yo¢-secure, with €t > egc. Formally, the
EC failure probability is defined as:

Definition 3 [8]. Let Pxk be a probability distribution. Any set of EC protocols { EC; }, 1\, which is &,0,-robust
on Py, is said to be epc-secure on Py if the following holds:

(1 — gop)Pr[Fie {1, .., N — 1}: ki = x] < ey (1.3)

where the guess kiis computed by B; according to protocol EC;, and the probability is computed for inputs
(x, k) chosen according to Pxx, conditioned on the fact that no EC; aborted. If {EC;}Y ;' is epc-secure for any
probability distribution, it is egc-fully secure.
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In this article we assume that the NQKD protocol may abort only during the EC procedure. Thus the
abortion probability of the chosen set of EC procedures is also the abortion probability of the whole protocol .

The classical communication occurring during EC contains some information about the key. The amount of
information about the key that is leaked to E from the insecure classical channel is quantified by the leakage:

Definition 4 [8]. Let {EC;}, ' be a set of EC protocols. The NQKD protocol adopting such a set of protocols for
EC has leakage:

leak{£d)’ = 1og,|Ci, . N1l — min Hpin (Pojx—xk=1)» (1.4)
X,

where C, . n_isthesetof (N — 1)-tuples representing all possible communication transcripts allowed by the
chosen EC protocols, i.e.:

G, . ,n—1={(a, ..., en—1) : Pc(cpy -5 en—1) = 0}, (1.5)

Pcix=xx=k is the transcripts’ distribution conditioned on A and B’s raw keys and Hy,i, (Pc|x—x k=k) is the min-
entropy defined on a probability distribution (A.10), (A.11).

We now present our results on the achievable key length (theorem 1) and the minimum leakage (theorem 2)
of a general €,;-secure NQKD protocol, which constitute a generalization of analogous results [8, lemmas 6.4.1
and 6.3.4] valid for bipartite QKD. The general structure of the proofs is derived from the bipartite case, but deals
with the new definitions of security and leakage (definitions 2, 3, 4) for multipartite schemes. As in the bipartite
case, the security of an NQKD protocol can be inferred by correctness and secrecy (appendix B). While the
correctness of a protocol is determined by its EC procedure, the secrecy is linked to the final-key length via the
leftover hashing lemma [8, corollary 5.6.1]. In fact, in PA the parties map their shared key to another key which is
short enough to be secret (i.e. unknown to the eavesdropper Eve). In theorem 1 we present the achievable key
length of an ,;-secure NQKD protocol for a general two-way EC procedure, while typically only the special case
of one-way ECis addressed. This is achieved thanks to the result on the information leakage with two-way EC
presented in appendix E [10]. A detailed version of the proofs of theorems 1 and 2 is presented in appendix B.

Theorem 1. Let: € > 0, egc > 0, epp > 0, €0p > 0and p,gp bea density operator. Let py i be the output—prior
to EC and PA—ofan NQKD protocol applied to p,gp. If the two-way EC protocol {EC;}N-1 " is epc-secure and
Erob-Tobust on the distribution defined by pyy, and if PPec,), 7 is the post-processing protocol defined by the set of EC
protocols and by the set of two-universal hash functions F with co-domain {0, 1} such that’ the secret key length £

fulfills:

_ 1 —
¢ < HEE (pyplE) — leakiZP — ZIOgZTSmb, (1.6)
PA

then the NQKD protocol is &qoc-secure on p, g, where €0 is defined as: eqor = 28 + epc + epa.
Ifone restricts to one-way EC, the same result holds but with the g -environment of the min-entropy defined via
the trace distance.

Theorem 2. Given a probability distribution Pxx, there exists a one-way EC protocol that is: egc-fully secure,
2(N — 1)&’-robust on Py, and has leakage:

2N = 1)

leakp 2P < mngé/(PXKJKi) + log, .
i EC

1.7)

The upper bound in theorem 2 is independent of the EC protocol, thus also bounds the leakage of an optimal
one-way EC protocol which is egc-fully secure and 2(N — 1)&’-robust on Pyy.

2.N-BB84 and N-six-state protocol

Here we present the two NQKD protocols whose performance will be investigated in section 3. We introduce the
N-BB84 protocol which is the N-partite version of the asymmetric BB84 protocol [1]:

! Note, however, that a higher global abortion probability for fixed security parameter €,,; may lead to higher key rates.

The z-environment of the min-entropy is defined via the purified distance, see appendix A.

3



10P Publishing NewJ. Phys. 20 (2018) 113014 F Grasselli et al

N-BB84 protocol.

(i) Distribution of N-qubit GHZ states:

IGHZ)y = %GOW + 1)) @1

for Lrounds.

(i) In 1st-type rounds each party measures in the Z-basis, in 2nd-type rounds—which occur with probability
p’—each party measures in the X-basis. The total number of 2nd-type rounds is: m = Lp.

(iii) Parameter estimation:

(a) Computation of Qi = (1 — (Z4Zp)m) /2 for every B;, where Z4Zp, is averaged over m lst-type
rounds randomly chosen by Alice. In the ideal situation: Q5 = 0.

(b) Computation of Qf = (1 — (X®N),)/2, where X®V is averaged over the 2nd-type rounds. Note that
in the ideal situation: Qy’ = 0[5].

(iv) The secret key is obtained from the remaining dataof n = L — 2m 1st-type rounds.
(v) Classical post-processing:
(a) A sendsthe same EC information to every B,.

(b) A and B apply the same two-universal hash function to their corrected data.

Remarks. Note that the frequencies Q) and Q¥ observed in the PE step are the fraction of discordant Z-
outcomes between A and B; and the frequency of the outcome —1 when the parties measure the operator X®~,
respectively.

In an equivalent prepare-and-measure scheme, Alice directly produces the (N — 1)-qubit projection of the
GHZ state according to her fictitious random outcome and distributes it to the Bobs. In particular, she prepares
product states if the Z-basis is chosen and multipartite entangled states when the X-basis is picked. Thus the
production of multipartite entangled states is only required for Lp rounds, while in all other rounds product
states are prepared [5].

For the protocol’s security to hold, the preshared secret key indicating to the parties the 2nd-type rounds
needs to be refreshed at every new execution of the protocol. Therefore, the net amount of new secret key bits
produced by one run of the protocol is obtained by subtracting L - h(p) bits from the final key length presented
in section 2.1. We take into account this term for both protocols when investigating their performance in
section 3.

We refer to [5] for a detailed description of the steps characterizing the N-six-state protocol. However, the
only actual differences with respect to the N-BB84 protocol are that: in the 2nd-type rounds each party measures
randomly in the X- or Y-basis and all parties jointly flip their Z-measurement outcomes with probability 1/2.
The bits to be flipped can be announced by Alice after the distribution and measurement of the states. These
operations enable the implementation of the extended depolarization procedure [5] on the classical data,
without adding further quantum gates.

The frequencies observed in the PE step of the N-six-state protocol are again Qj; and Q' “ plus Q7', i.e. the
fraction of rounds in which at least one Bob measured a different Z-outcome than A’s. We will refer to the
corresponding probabilities as: P4p, Py and P.

The frequencies observed in the PE steps of both protocols enable to quantify the amount of noise occurring
in the quantum channel. However, these statistics are collected on finite-size samples, thus they only represent
an estimate of the channel’s noise. In appendix C we quantitatively describe how the finite statistics of PE
characterize the quantum channel’s noise, for both NQKD protocols.

2.1. Computable key length

In order to employ the results of section 1 in a performance comparison of the two NQKD protocols one needs
to characterize E’s knowledge about the key. This is achieved by assigning the noise in the quantum channel to
eavesdropping. This means, in practice, that one can bound the unknown entropies with quantities exclusively

L. h(p) bits of preshared secure key are used to mark the 2nd-type rounds.

4 .. . . . . .
Since the value of X®N must be registered only when an even number of parties measured in the Ybasis, m’ = m/2. See [5] for further
details.
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depending on the noise affecting the quantum channel. In turn, the channel’s noise is characterized by the finite
PE statistics, as explained above.

As aresult, we obtain a computable expression for the achievable key length of both protocols, that is an expression
solely depending on the observed PE statistics, the desired level of security, and the total number of quantum signals.

The techniques we adopt to obtain a computable key length are the following. We employ the uncertainty
relation (for smooth entropies) presented in [11] for the N-BB84 protocol, thus showing its first application to
NQKD. For the N-six-state protocol we instead employ the Postselection technique (PS) [12] in combination
with the asymptotic equipartition property [8], and we exploit the symmetries induced by the extended
depolarization procedure.

We arrive at the computable key lengths of the N-BB84 and N-six-state protocol:

Theorem 3. The N-BB84 protocol, with the optimal one-way EC protocol (which is exc-fully secure and
2(N — 1)epg -robust) and where the secret key generated by two-universal hashing has length
2IN-1)

= n[l — h(Qy + 2§(ex, n, m)) — maxh(Qyp. + 2{(e;, 1, m))] — log, .
i EC

1 — 2(N — 1)81)13
2—)

—2lo
& 2 epa

2.2)

is Eor-secure with ey = 2épg + €pc + epa, Where epy is defined as (C.16):

EpE = V(N - I)Ez + &x (23)

and & (g, n, m)as (C.4):

8nm? €

(e, n, m) = \/wln(l) (2.4)

Theorem 4. The N -six-state protocol, with the optimal one-way EC protocol (which is egc-fully secure and
2(N — 1)epg -robust) and where the secret key generated by two-universal hashing has length

| (15 - poout = Z - o) - Fos ey - %)
=ninf||l1 — == — Px|log,|1 — —= — Px| +|Px — = |log|Px — —=
rPE[( PR 2 K XT )R T

+ (1= P(1 — log,(1 — Py)) — 5 /w — maxh(Pap) — log,(5) /w]

Z(Nf 1) 1 - Z(Nf 1)€pE
,—

— log — 2log, ———— — 2(2*N — Dlog,(L + 1), (2.5)
€EC 2 epa

22N

is eqor-secure with ey = (L + 1)~V (28 + epg + epc + epa), where Px, Pyp, and P, are minimized over the set:

1 .
g = {PAB;) Pz, Px : 5|Q,TBi — Pug| < (e, 2, mVi

1, | B
A EIQX — Px| < n(ex, 2, m") A ElQZ — Pyl < (e, 2, m) } (2.6)
The parameters &, &,, ', are linked to epg via (C.18):
sE=c¢, + (N — De, + & (2.7)
while n (e, d, m)isdefined as (C.19):
D(er dy m) = \/ln(l/s) +8d1n(m + 1)' 2.8)
m

For the derivation of theorems 3 and 4, we refer to appendix D.

3. Performance comparison

We compare the performances of the two NQKD protocols by studying their secret key rates, i.e. the fraction of
shared secret bits per transmitted quantum signal (¢/L). For this purpose we investigate the computable key
lengths (2.2) and (2.5)—corrected with the term ‘—L - h(p)’ that accounts for the preshared secret key- for a
given number of parties N and a fixed total security parameter €.

In order to carry out a fair comparison, we assume that the PE statistics of both protocols are generated by
the same error model.
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3.1. Error model

We assume that in every distribution round white noise acted on the ideal state and that the action of the noise is
the same in every round’. The total distributed state over all rounds is a product state: pfflL;, where the single-
round state is given by:

id
pap = (1 — v)|GHZ)y (GHZ|y + v ﬁ (3.1)

where v is the noise parameter and |GHZ)y is the GHZ state of N qubits (2.1).

The state (3.1) can be seen as the result of the action of a depolarizing channel on the whole N-qubit system,
such that it is diagonal in the GHZ basis [5] and the probabilities P4p, (of A and B; having discordant Z-
outcomes), Py (of having the outcome — 1 when the parties measured X“N)and P, (of having at least one Bob
with a different Z-outcome than A’s) are given by:

PAB,‘ = Z//2 Vl, (32)
Px = Py, (3.3)

2N —2
Py = N Pyp. (3.4)

For ease of notation we will drop the index i in the probabilities P4p,. We assume that the frequencies Q 45 , Q¥'
and Q7' observed in the PE step of both protocols are linked by the same relations (3.3), (3.4) that hold for the
corresponding probabilities.

3.2. Infinite resources
In the asymptotic limit of infinitely many rounds (L — 0), all the correction terms due to finite statistics
vanish, as well as all the correction terms due to the e-security of the key. For instance, the PE frequencies
coincide with their corresponding probabilities.

For the assumed error model, the asymptotic key rates of the N-six-state protocol (1s_gate) and the N-BB84
protocol (rzpg4) read:

P P
To-state (Pag, N) = (1 — 72 — PAB)logZ(I — 72 — pAB)
P, P,
+ | Pas — > log,| Pap — > + (1 = P2)(1 — log,(1 — Pz)) — h(Pyp), (3.5)

rgpgs(Pap) = 1 — 2h(Ppp), (3.6)

where P, is fixed by (3.4) and the rates have been maximized over the probability p of performing 2nd-type
rounds. For N = 2 therate (3.5) reduces to the asymptotic rate of the bipartite six-state protocol [3], while (3.6)
isindependent of N—for fixed P4y—and coincides with the asymptotic bipartite BB84 rate [3]. The reason for
which (3.6) does not depend on N is that the N-BB84 protocol—unlike the N-six-state—does not completely
characterize the state shared by all the parties, thus its asymptotic rate only depends on P, and Py. For the highly
symmetric error model introduced in section 3.1, itholds: Py = Py = v/2 which is independent of the number
of parties involved.

In figure 1 we plot the asymptotic rate of both protocols as a function of the probability of discordant raw key
bits between A and B; (P4p), for various numbers of parties N. By noting that the N-six-state protocol outperforms
the N-BB84 for equal P,z and any number of parties N, we observe in the N-partite asymptotic scenario that a six-
state-type protocol produces higher rates than a BB84 one, extending known results of the bipartite case [3].

Interestingly, the rate of both protocols does not decrease for an increasing number of parties and fixed P4p.
However, one should keep in mind that increasing N for fixed P, may not be physically reasonable. In fact,
according to our error model, if P, is fixed then also the noise parameter v (quantifying the amount of
depolarization on all N qubits) is fixed, and increasing N with a fixed noise parameter may not describe realistic
quantum channels. Consider, for instance, the case in which part of the noise generating P,z is due to the failure
of imperfect bipartite gates used for the distribution of the GHZ state. Then an increase of N, obtained by adding
gates with the same failure probability, would lead to an increase of P45 [5].

Moreover, the adoption of other error models can lead to key rates decreasing in the number of parties, for
fixed P,p. For instance if the noise on the ideal distributed state is modeled as the independent action of the
depolarizing map

5 . . P
The same error model is used, for instance, in [5].
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Figure 1. Asymptotic key rates (N-six-state solid, N-BB84 dashed) for NE 2, 5, oo (blue, green, red) as a function of the probability of
discordant Z-outcomes between A and B; (P, ), in the presence of a global depolarizing channel (3.1). Due to the symmetric action of the
white noise on the quantum channel: Py = P,5. The N-BB84 asymptotic key rate presents only one curve since itis independent of N.
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Figure 2. Asymptotic key rates (N-six-state solid, N-BB84 dashed) for N = 2, 5, 10 (blue, green, red) as a function of the probability

of discordant Z-outcomes between A and B; (P, ), in the presence of local depolarizing channels (3.8). With this model the rate of both
protocols decreases for increasing number of parties and fixed Py .

id,

Dp)=0—-v)p+v By (3.7)
on each B; i.e. the single-round state reads:
pap = DPN-V(|GHZ)x (GHZ|x), (3.8)
then the probabilities of interest are given by:
Pap=v/2, (3.9)
(1 N-1
Py = 1 — (1 — 2Pp) , (3.10)
2
Pr=1-(1— Py, (3.11)

where we dropped the index 7 in the probabilities P 5p,. The asymptotic key rates of the N-BB84 and N-six-state
protocol computed with the new probabilities (3.9)—(3.11) decrease for increasing number of parties, see figure 2.

3.3. Finite resources

In figure 3 we compare the key rates of both NQKD protocols for a finite number of signals L transmitted
through the quantum channel, with noise discussed in section 3.1. The rates are numerically maximized over the
parameters: p, &, pg, €gc» €pa, With the constraint given by the fixed value of the total security parameter:

Etot = 5 X 107, The fact that we are still able to obtain non-zero rates in the finite-key scenario means that the
correction term ‘—h(p)’ due to the preshared secret key is not prominent, as a matter of fact the optimal values
for p are typically well below 0.1.
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Figure 3. Key rates (N-six-state solid, N-BB84 dashed) as a function of the number of signals L. (a) Key rates as a function of the total
number of rounds L for N = 2, 5, 8 (blue, green, red; left to right) and fixed Q3 = 0.05. Note that even for finite number of rounds
the N-BB84 rate is approximately independent of N. (b) Key rates as a function of the total number of rounds L for

Q4 = 0.01, 0.05, 0.1 (blue, green, red; left to right) and fixed N = 5.
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Figure 4. The threshold L as a function of one of its variables, while keeping the other one fixed. (a) Threshold function L for
Qs = 0.01, 0.05, 0.1 (blue circles, green squares, red diamonds) as a function of the number of parties N. (b) Threshold function L
for N = 2, 5, 8 (blue circles, green squares, red diamonds) as a function of Q 3, proportional to the channel noise.

1 8

We observe that, although for large L the N-six-state still performs better than the N-BB84 protocol, there
exists a certain number of rounds—identified by the threshold function L(QZ}5, N)—below which the N-six-
state protocol is outperformed by the N-BB84 protocol. The threshold function I is defined as:

I_J(Q,T& N)=minL st fogae(L, Q:\nB: N) > rgpga(L, Q/TB) N). (3.12)

From figure 3(a) one deduces that the N-six-state protocol is much more sensitive than the N-BB84 if the
number of parties is increased, displaying the opposite behavior with respect to the asymptotic case (figure 1).
This causes the threshold function to increase with Nand fixed Qg (figure 4(a)).

On the other hand, the N-six-state protocol is more robust than the N-BB84 protocol when the quantum channels
become noisier (figure 3(b)). As a result the threshold function decreases for increasing noise and fixed N (figure 4(b)).

We point out that the function L may not be a physical threshold for the number of rounds above which the
N-six-state protocol is more efficient than the N-BB84 protocol, as the achievable key rates depend on
quantitatively different estimates. As a matter of fact, it is known [ 1 1] that the uncertainty relation employed for
the N-BB84 protocol yields tighter bounds compared to the PS technique used for the N-six-state protocol,
especially for low values of L. Instead, asymptotically the correction terms introduced by the PS technique and
the uncertainty relation vanish®, allowing the N-six-state to outperform the N-BB84 protocol (figure 1).
Therefore the crossover between the two key rates at L is mainly caused by the different tightness of the min-
entropy bounds used in the two protocols.

6 . . . .
Recall that the correction terms due to PS allow one to extend the security of the key against collective attacks to coherent attacks, however
in the asymptotic limit these attacks are equivalent [ 13], thus the PS corrections vanish.
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Moreover, the PS corrections become more pronounced for increasing number of parties, thus explaining
the rise of the threshold function with N. Indeed, the reduction in the key length scales quadratically with the
dimension d of the Hilbert space of a single-signal state shared by all N parties. Since we assume that the
quantum system held by each partyisa qubit, d = 2%, i.e. the reduction in the key length introduced by the PS
technique scales exponentially in N.

3.4. Why different strategies?

In section 3.3 we argued that the N-BB84 protocol outperforms the N-six-state protocol, at low values of L, due
to the adoption of tighter bounds on the min-entropy. One could wonder what would happen if the same
strategy were used in obtaining the computable key length for both protocols. Unfortunately, this is not possible:
the two strategies employed (uncertainty relation and PS technique) are suited to the particular protocol to
which they are applied and they cannot be used in the other protocol.

In principle the uncertainty relation may also be used to bound the min-entropy of the N-six-state protocol,
but then the additional symmetries due to the extended depolarization procedure would be ignored, such that
one ends with the same key length as for the N-BB84 protocol.

Conversely, one could employ the PS technique in combination with the AEP to bound the min-entropy of the
N-BB84 protocol. The problem in this case would be the lack of information provided by any symmetrization
procedure performed on the shared signals. Indeed without any further symmetrization, the degrees of freedom of
the shared signals’, reduced by the PE observations, would still be too many to find a computable bound to the
min-entropy (i.e. a bound that only depends on the PE statistics and on the input parameters).

4. Conclusion and outlook

In this paper we presented the first complete finite-key analysis of two NQKD protocols, which can be regarded
as the multipartite versions of the BB84 [ 1] and of the six-state [7] protocol. Although both protocols adopt
genuinely multipartite entangled states as resources, these states are only required for a small number of rounds,
while in the majority of the cases product states are distributed.

In order to study finite-size effects in NQKD schemes, we extended the information theoretic security analysis [8]
of bipartite QKD protocols to the multipartite case, taking into account both one-way and two-way EC protocols.
Then we employed the general results on the security of NQKD to investigate the N-six-state protocol [5] and the
newly-defined N-BB84 protocol. In particular, we derived analytical formulas for the achievable secret key length of
both protocols which only depend on the PE statistics and on the desired level of security. We achieved this by
bounding the knowledge of the eavesdropper about the secret key by means of the best-known strategies adopted in
bipartite QKD, namely the uncertainty relation for smooth entropies [ 1 1] and the postselection technique [12].

We compared the performance of the two NQKD protocols in the case of finite resources and in the
asymptotic limit. We observed that, although the N-six-state protocol reaches higher rates asymptotically, there
exists a threshold value for the number of signals below which it is outperformed by the N-BB84 protocol. We
argued that this crossover between the rates of the two protocols is caused by the different strategies adopted in
obtaining the computable key lengths, and we justified the choice of the strategy for each protocol.

In order to carry out a fairer comparison between the N-six-state protocol and the N-BB84 when the number
of available resources is low, it would be desirable to implement tighter bounds for the min-entropy of the
former protocol. In any case, the framework of NQKD &-security developed in this paper may be used for the
finite-key analysis of other multipartite QKD protocols.

This work is based on the assumptions that the measurement devices are ideal and that the parties have
access to true randomness. In order to address more realistic scenarios, one can consider the fact that the
measurements in the Zand X bases are not necessarily projective measurements in diagonal bases, but rather
generic positive operator-valued measurements. This fact could be easily implemented in our N-BB84 protocol,
thanks to the properties of the uncertainty relation [ 14]. A more drastic approach is represented by device-
independent QKD (DIQKD) [15, 16], where no assumption is made on the devices except for spatial separation.
In this context it is worth mentioning the recent security proof of a multipartite DIQKD protocol [6]. In that
protocol security is guaranteed for every violation of a bipartite Bell inequality (CHSH inequality [17]) between
one of the parties and the other N — 1.Itis not yet known whether security can still be proven for violations of a
multipartite Bell inequality (MABK inequality [18—-20]) that do not necessarily imply CHSH violations.

Remember that we are considering N-qubit states, thus their degrees of freedom are much more than in the bipartite case.
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Appendix A. Notation

The binary entropy functionis defined as: h(p) = —plog,p — (1 — p)log,(1 — p),for p € [0, 1].
The norm ||-|| of an operator Ois defined as: || 0| = Tr[v/OTO].

P(H) is the set of positive-semidefinite operators on the Hilbert space H.

The set of possible secret keys shared by the partiesis S.

The set of operators which are e-close to a given density operator pis defined as:
1
Be(p) = {T € P(H): Tr[7] £ 1, E”T -l < 5} (A.1)
if the distance is computed with respect to the trace distance, or as:
B=(p) = {7 € P(H): Tr[r] <1, P(, p) < ¢} (A.2)
if the distance is given by the purified distance [21]:

P(T:p)EVI_F(Tap)Z

where F (7, p) is called generalized fidelity:
E(r, p) = Tr|v7 Jpl + JA — Trp)(1 — Tr7). (A.3)

Since the purified distance is an upper bound to the trace distance [21], it holds:
B=F(p) C B(p). (A.4)

We say that p, is the operator representation of the probability distribution Px on the set X’ if:
px= Y Px@)) (x] (A5)

xeX

for some orthonormal basis {|x)} ..

We define the set of probability distributions which are e-close to a given probability distribution Py as those
distributions whose operator representation is e-close to the operator representation of Py, according to (A.1)
and (A.2).
The Rényi zero-entropy Hy(Pxy|Y) of the probability distribution Pxy over the set X' x Y is given by [8, 22]:
Hy(Pxy|Y) = logzmaﬁclsupp(Pf;) I, (A.6)
ye

where Pk denotes the function P} : x — Pxy(x, y). This entropy was called ‘max-entropy’in [8].

The e-smooth Rényi zero-entropy H; (Pxy|Y) is defined as [8, 23]:
Hy(Pxy]Y) =  min )HO(QXYly)- (A7)

Qxy €B*(Pxy

If the minimization is performed on B*P(Pxy) the corresponding Rényi zero-entropy is denoted
as: HS'P (Pyy| V).

The Rényi zero-entropy Hy(p) of the density operator pis defined as [8]:
Hy(p) = log, rank(p). (A.8)

The min-entropy of the density operator p, , relative to op is [8, 22]:

Hiin(paplop) = —log,min{A € R: A(ida ® o) — pu5 = 0}. (A.9)
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Note that for Hp,in (p45|08) to exist, a necessary condition is that: supp(pg) C supp(op). If Hp is the trivial
space C, then the min-entropy reduces to:

Hmin(pA) = —10g2 Amax(pA)’ (A.10)

where Apax (p,) is the maximum eigenvalue of p,.

+ The min-entropy of the probability distribution Pxyrelative to the distribution Qyis [8]:
Hmin(PXYlQY) = Hmin(pxy|UY), (All)

where p,, and oy are the operators representations (A.5) of Pxyand Qy, respectively.

* The min-entropy of A conditioned on B of the density operator p,  is [8, 22, 24]:
Hiin(paplB) = —log, min{Trog : oy € P(Hp), (ida ® o) — pu5 = 0}. (A.12)

+ The e-smooth min-entropy of A conditioned on B of the state p, , is [8, 22]:
Hriin (pABlB) = maEX Hmin (bABlB) (A 13)

PapEB (pap

If the maximization is performed on B5"(p, ;) the corresponding min-entropy is denoted as: H::2 (p,51B).

min

+ The max-entropy of A conditioned on B of the density operator p,  is [22]:

Hmax (pABlB) = _Hmin(pAclc)) (A14)

where the min-entropy of the rhs is evaluated for a purification p, . of p,p.

* The e-smooth max-entropy of A conditioned on B of the density operator p,  is [22]:

Hriax (pAB|B) = mign Hmax (bABlB)- (A. 15)

PapE B (Pyp

If the minimization is performed on B5F(p, ;) the corresponding max-entropy is denoted as: HZr (p,5|B).
Appendix B. Further NQKD definitions and theorems’ proofs
In this appendix we prove the two results (theorems 1 and 2) presented in section 1.
First we show that correctness and secrecy of a protocol are a sufficient condition for security (definition 2),

analogously to the bipartite case [8, 9]:

Definition 5 [6, 14]. Let p,, be a density operator. Any NQKD protocol, which is &,,,-robust on T1z[p, gl is
said to be &’-correct on p, . if:

(1 — gop)Pr[Fie {1,... N — 1} : 54 = sg] < €/, (B.1)

where (s4, sp) are the secret keys generated by the NQKD protocol and the probability is conditioned on the fact
that the protocol did not abort.

Note that the definition of robustness of an NQKD protocol is given in definition 1.

Definition 6 [6, 14]. Let p, 5, be a density operator. Any NQKD protocol, which is &,p-robust on Ttg[p, gl is
said to be £”-secret on p, 5 if:

1
1 - ErOb)EHpSAE/ — Py ® PE/H <€, (B.2)
where py; is the uniform state on A’s key space.

The following lemma holds:

Lemma 1. Given an NQKD protocol which is &'-correct and " -secret, then itis also (¢' + €')-secure.

11
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Proof. From the correctness hypothesis we have:

Pr[die {l,...N—1}:s4y=spl=1— Pr[fi € {1,...,N — 1}: 54 = s3]
=1 = > Pgsy(s, .., ) = 1 — > Ps,5,(s45 SB) 6,5

seS SA>SB
where 6,5, = N7 18, .55, Lherefore, ¢’-correctness yields:
6/
> Py sy(sa, sB) (1 — By,5) < ————. (B.3)
SA>SB I - Erob

From the secrecy hypothesis we have:

1
> Poysp(sas s)lsa) (sal @ p®® — >~ —[sa) (sal @ ppr
e, o IS

1 1
EHPSAE’ — Py ® pE’H =7

1 1
=3 > Isa) (sal ® (Z Pg,s5(sa, sB)p1°® — —PE/]

) o |S]
1 E”
== Z Z Pg,s,(sa, sB) i — — <S—. (B.4)
2 SA sp |S| 1 — &rob
Having obtained inequalities (B.3) and (B.4), we are ready to prove the thesis:
1
EHPSASBE/ —py® PE’H
>~ Ps,sp(sas sB)lsa) (sal @ Isg) (sp| @ pi™®
SA-SB
- Z sAsB|3A 3A| ® |SB> <SB| & ppr
SASB
_ SA>SB 53A5B
== Z Ps,s5(s4> SB) P — ——pg
25 |S]
1 — P SASSB __ 65A5B
Z (I = b5y5) || Psysp(sar sB) P — =
SA>SB |S|
SA>SB 55ASB
+ 2 bousy || Psysp(sas sB) 3 — —2pp
0SB |S]
1 s SAs e SA 1
- Z (1 SASB) ||PSASB(SA) SB)P ; PSASB(SA) (R SA)pE’! ’ — Tao PE
S4B |S]
(2 ¢ Pg,s..(s s P oA ! P
P 5,55(SAs 05 SA) P - —pPp
T2 - 257" £ Kk
2 Sy oo SA,SB
< 217 + = 5 Z Psysy(Sas oo SA) P % = > Ps,sy(sa> SB) P
( - Erob) sp
1
+ - E Z Pg,5,(sa, sB)p1°® — 7[’5/
2% | % 51
S} e g 1
s 2(1 — €rop) + 1 — erop + EZ ZPSASB(SA’ sB)pj‘iA’,SB(l - 55A5B) ‘
To| ro SA SB
4) ! el
< + b ST 1P s (sn sm)pA — 85,5
2(1 - Erob) I — &b 2 SASB
) / "
S —+ — (B.5)

I — &b 1 — &b

which concludes the proof according to the security definition in definition 2. Note that we made use of the
following properties: (1) the fact that the operator p};* is normalized and (B.3); (2) triangle inequality; (3) (B.4);
(4) triangle inequality; (5) p};*® is normalized and (B.3). 0

We now prove the result on the achievable key length of a general NQKD protocol:
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Proof of theorem 1. In the post-processing protocol PP(gc,}, 7, the sub-protocol which transforms partially
correlated key pairs into fully correlated ones is defined by the set { EC; }f\f1 ! Because {EC; }f\f1 Lis epc-secure (in
the sense of definition 3) on the classical probability distribution defined by py, according to definition 5 the
whole NQKD protocol is egc-correct on p,p . Thus bylemma 1 we only need to show that the NQKD protocol
is (22 + epp)-secretin order to complete the proof, i.e.:

28 + cpa

1
—llps,er — pu @ ppll < (B.6)
2

1 - Erob

We stress the fact that in Eve’s subsystem E’ we included not only Eve’s quantum degree of freedom Hg, butalso
her knowledge about the classical communication H¢ occurring during error correction (defined by {EC;}) and
the classical communication taking place in privacy amplification Hg (defined by the set F).

In order to prove (B.6), we start from the result in [8, corollary 5.6.1] stated in a slightly weaker form:

48’

P56 = Pu @ ppll < 1 + 271 (xes|CE) =) (B.7)

— Erob
valid V &', where £ is the number of key bits after privacy amplification. The inequality (B.7) leads to a sufficient
condition for (B.6) to be true, namely:

1 — &b

(B.8)
2(28 + epa — 28)

Hpy (pxcplCE) — £ > 2log,

therefore we will now focus on proving (B.8), having fixed: ¢’ = &.

We first prove the result without assuming that the classical communication Cis one-way, i.e. it may also
depend on B’s raw keys. Then we show how to achieve a slightly stronger result by assuming one-way classical
communication.

Two-way EC: Since the purified distance is an upper bound to the trace distance, an e-environment defined
with the latter is larger (A.4). Thus:

Hyin (PxcelCE) > Hpin (PxcelCE). (B.9)
The result stated in appendix E yields:
Hgin (pxcelCE) > Hygin (pxglE) — (Ho(pe) — Hunin (pxkcl px10)- (B.10)

Now let us concentrate on the last two terms in (B.10):
(i) By definition (A.8): Hy(pc) = log, rank(p.), with:

N-1
Pc = Z PC(CI’ [EES} CN71)®|C1'> <Ci|) (Bll)
€l woos N1 i=1

cooy CN—

therefore rank(p) = |G, ..., n—1laccordingto (1.5).

ceesy

(ii) By definition (A.9): Hyin (PxkclPxx) = —log, min A, where A is a real parameter satisfying:

Apxx ® ide) — pxgec = 0
= A2 Pox=xk=k( .. en—1l% k) VX, Kk, a, . onet

Therefore

min A = ranaXPqX:x,K:k(q, .o CN— 1%, K), (B.12)
x
which yields:
Hunin (Pxxclpxx) = Iiiknli_logzmcaxpClX:x,K:k(Cb o ON—1lxs k)]
= H)fcllkn Hpin (Pejx=x,k=K)»
where in the last inequality we used the definition of min-entropy for probability distributions (A.11).

Substituting now in (B. 10), recalling definition 4 and using (B.9) yields:
Hpin (pxcelCE) = Hiin (pyglE) — leak (L. (B.13)

min min
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By using the assumption (1.6) in the last inequality concludes the proof:

Hyin (pxcelCE) > Heyi (pxelE) — leak{\IE%If}D

min

> ¢ + 2log, ~— b (B.14)
2 EPA

since we have just obtained (B.8) with fixed ¢’ = &.
One-way EC: For the chain rule [8, equation (3.21)] we have:

Hpin (PxcelCE) 2 Hpin (pxcilE) — Ho(pe), (B.15)
where the quantum state is, under the assumption of one-way EC protocols:

Pxce = >_1x) (x| © pE @ pi, (B.16)

where the hat * indicates normalized density operators and:

Py =D Pxi(x, Wk, (B.17)
k

Since in (B.16) the state conditioned on the classical subsystem Hy is a product state, by [8, equation (3.22)] we
conclude that:

Hrg;lin (pXCElE) > Hriin (pXElE) + Hmin(ch|Px)- (BIS)
Substituting (B.18) in (B.15) yields:
H;iin (pXCE|CE) P H;iin (/)XE|E) - (HO(Pc) - Hmin(pXC|pX)): (B.19)

which is equivalent to what was obtained in the two-way scenario (B.10) except for the e-environment of the

min-entropy, here defined via the trace distance. Analogous steps to those employed in the first part lead to the

claim valid for one-way EC. O
Finally, we show how to obtain an upper bound on the leakage of an optimal EC protocol.

Proof of theorem 2. Let X’ be the set of possible raw keys held by A, while K is the set of possible raw keys held by
B. Let us consider the following N-partite one-way EC protocol EC 3, # (generalization of the bipartite version in
[8,lemma 6.3.3]):

Parameters:

- X:family of sets X ;{i C X parametrized by the index i which identifies B;and by k; € K.
+ F:family of hash functions from X' to Z.

Protocol:

(i) Areceives asinputthe rawkey x € X', while B;receives the rawkey k; € K.

(i) A chooses uniformly at random f &g F and defines z = f (x). Then, A sends the classical message (f, z)
to B.

(iii) B;selectsthe set X ;( corresponding to the key k; he is holding, and defines: Di={%5eXk jci: f ) =z}

(iv) If D; = @ then B;s guess of A’skeyis X; &g D,, otherwise the protocol aborts.

The proof consists of two parts. The first part extends the result stated in [8, lemma 6.3.3] to the multipartite
scenario, while the second part generalizes [8,lemma 6.3.4].

Part 1: We first show that the above-defined EC 4 #, for an appropriate choice of the parameters Xand F,is
0-robust on Py, epc-fully secure (see definition 3), and has leakage:

leakggﬁf < max Hy(Pxx|K;) + log,(2/epc) + log,(N — 1). (B.20)

Let zgc = [maxiHo (Pxx|K;) + log,(N — 1) + log,(1 /SEC)] and let F be a two-universal family of hash
functions from X to Z = {0, 1} %c. Moreover, let ¥ = { X' ;q} be the family of sets defined by

X ;c = supp(P}igk"), where supp(Pj}kf) denotes the support of the function: P)igk’ 1 X — Pxg.(x, k;). From the
choice of F weknow that: Pry[ f (x) = f (x)]y-. < 27 %cfor f €g F and fixed elements x, x’ € X. Note that
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the two parameters ', F defining the EC protocol are completely fixed by the marginals distributions Py, of
the given probability distribution Pyy.
For any given set of raw keys (x, ky, ..., ky_1) (not necessarily generated by Px), one can bound the
probability that the protocol EC 3 r does not abort and outputs a wrong guess for at least one Bob, as:
Prf,,;[f?,- =@ Vi ANJi: &= x] < Preg[di: X = x]
<Pr[3g e UNS'D;: & = x]
= Prf[Elﬁ € Ufi‘ll?}';ﬁ X=X AN :f(x)]
> Pylf@® =)
zeUNT' Ay k=

< > 2%, (B.21)

A 1A A
xeu{ill){ki,xrx

N

where the third inequality is due to the union bound and the fourth to the chosen set . Finally, we can bound (B.21) by:

2~ ZEC

PreslDi= @ Vi A Ji: &= x]< |U§V;112%§;,_

< (N — l)maxmkaxlsupp(Pﬁgk")l 27%C
! i

— zlogz(N— l)zm?XHO(PXK,'IKi)z—zEC

< &xC

which proves that EC 4  is egc-fully secure according to definition 3. Note that we used (A.6) for the equality
and the definition of z( in the last inequality.

Ifthe set ofkeys (x, ki, ..., ky_1) isnow generated by the distribution Pxx, then x € X ;c Vi since
Pxk.(x, k;) = 0 Vi (otherwise the pair (x, k;) could nothave been generated). Therefore, being f (x) = z trueby
definition, the sets @i are never empty, thus the EC protocol never aborts, i.e. it is 0-robust (definition 1) on Px.
Let us now consider the leakage of the protocol EC 3 r. Since itis a one-way EC protocol where the
information sent to one Bob is then copied and then sent to all the other Bobs, the leakage reads (definition 4):

leakg&lff = log,|F x Z| — min Hyin (Pejx=x)- (B.22)

For this EC protocol, after having fixed A’s key x, the classical communication ( f,z) is simply depending on the
random choice of f, therefore: Pojx—x = 1/|F]. Substituting in (B.22) yields:

leakgé);ff =log,|F x Z| — log,|F|
<log,| 2| = zxc
| max oK) + Tog,v — 1) + Tog1/9)|
<log,2 + ml_axHO(PXKJK,») + log,(N — 1) + log,(1/¢)

= max Hy (P x|K;) + log,(2/¢) + log,(N — 1),
which concludes the first part of the proof (B.20).
Part 2: Now we employ the result (B.20) for another protocol EC . » where the parameters X', F are defined by

anew set of distributions { Py}, linked to the marginals of Pxk. Such an EC protocol will be the one that satisfies
the claim (1.7). The distributions { Py, }¥-, ! are obtained by the definition of smooth Rényi zero-entropy (A.7):

Vie{l,..,N—-1} EleKi S.t.
IPxk; — Pxxi|| <26/ A Ho(PxxlKi) = Hy (PxxlKo), (B.23)

where the distance between two probability distributions is defined as:
[P —Qf = IP(x) — Q).
X
Wedefinei = argmax; Hy (Pxx|K;), then (B.23) implies:
max Hy(Pxk|K;) = Ho(P x| K7) = Hg (PxiclK7)
1
< max Hg (P x| K)). (B.24)
1

Let us now consider the protocol EC 3, » where X and F are fixed by the above-defined set of distributions
{Pxx 1", Then, by (B.20) we know that such an EC protocol is epc-fully secure and has leakage:
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leakggﬂ) < max Hy(Pxx|Ki) + log,(2/epc) + log,(N — 1)
<max Hj (Pxg|K;) + log,(2/exc) + log,(N — 1),
where we used (B.24) in the second inequality.
The last thing to be shown is that such an EC protocol isalso 2(N — 1)&’-robust on the distribution Pxk:
Preplabort]p < 2(N — 1)€/, (B.25)

i.e. the probability that the protocol aborts when initiated with a set of keys (x, k) generated by the distribution
Pxx is lower or equal than 2(N — 1)&’". Let us compute the probability of EC 3,  to abort:

Pr(x,k)[abort]p = Pr(x‘k)[ﬂ 1: 'Di = Jlp
=1- Pr(x,k)[f)i = VI]p

One of the possibilities for D; not to be emptyis x € D xek ;w > Pxx.(x, k;) = 0, whichisnotobvious
since x was generated through the distribution Pyx. Therefore:

Pri[Di = @ Vilp > Prcio[Pxx,(x, ki) = 0 Vilp. (B.26)

By employing the following inequality from probability theory (straightforward proof based on union bound
and de-Morgan’s law):

Pr(ﬁA,») > Z Pr(A;) — (n — 1), (B.27)
i=1

i=1
where Pr(4;) is the probability of event A;, we are able to recast the rhs of (B.26) as:
Pri[Di = @ Vilp > Pro[Pxx.(x, ki) = 0 Vilp
N—1

> Z Pri i) [Pxx; (%, ki) = 0lp — [N — 1) — 1]. (B.28)

1 =1

We now concentrate on computing Pr, ) [Pxx, (%, k;) = 0]p, which is the probability that, having generated the
couple (x, k;) from distribution Py, itholds that Py, (x, k;) = 0. We employ the fact that by assumption
(B.23) the distance between the two involved distributions is bounded by 2¢’, which implies that, for instance:

IPxk,(x, ki) — Pxx,(x, k)| < 2&" V(x, ky). (B.29)

Let us focus on the probability of the complementary event: Prg, x)[Pxx, (x, k;) = 0]p. Since this eventisa
sufficient condition for having Py, (x, k;) < 2¢’ (because of (B.29)), this means that:

Pre i) [Pxk, (%, ki) < 26'1p = Proe i) [Pxk, (%, ki) = 0lp, (B.30)
but the lhs of (B.30) can be bounded by:

Prie i [Pxk; (%, ki) < 2e'lp < 2¢/, (B.31)
therefore we have:
P i) [P, (6, ki) = 0]p > 1 — 2¢/. (B.32)
Substituting in (B.28) yields:
Prow[Di= o Vilp >(N—=1)(1 —2) +1 - (N—1)=1— (N — 1)2¢". (B.33)

With this result we can conclude that:

Pr(x,k)[abort]p =1- Pr(x)k)[f)i = Vl]p
<2(N — e

which concludes the proof. O

Appendix C. Quantifying the channel’s noise

As anticipated in section 2, one can bound E’s knowledge about the secret key by quantifying the noise she
introduced in the quantum channel.

8 Note that this EC protocol is defined by the distributions Pxg; which are one by one 2¢’-close to the marginals of the distribution Pyx
defining the EC protocol of part 1, which was shown to be 0-robust on Pxx. Itis not straightforward to infer—unlike the bipartite case—that
the new EC protocol is then (N — 1) - 2¢’-robust on Px.
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In this section we show how the relevant noise parameters of both protocols can be estimated from the finite
statistics collected in PE.

C.1.N-BB84 protocol

In the N-BB84 protocol, the important noise parameters that are subsequently used to characterize E’s
knowledge are Q 4. and QY i.e. the frequency of discordant Z-outcomes between A and B; and the frequency of
the outcome X“N = —1, respectively. Both frequencies refer to hypothetical measurements performed on the
remaining # signals following PE. The goal is to characterize the noise parameters based on what is observed in
PE (Q4}3, and QX). This is easily achieved by means of the following lemma (generalization of a result presented
in[14, suppl. note 2]):

Lemma2. Let ¢ > 0. Let R bea random binary stringof M = n + m bits with relative Hamming weight

Ay = $|R|. Let Ry, ..., R,, be random variables obtained by sampling m random entries of R without replacement.
Then, upon defining:
" R;
Am — Zl:l — |(R)m| , (Cl)
m m
n

as the relative Hamming weights’ of the two randomly chosen partitions of R, it holds:

Pr[%mn — A, > €&, n, m)] < 2e

Pr[A, > A, + 28(e, n, m)] < e
<e

Pr[A,, > A, + 28(e, m, n)] , (C.3)
where:
(e, n,m) = \/wln(l) (C.4)
8nm? €

Proof. Let us first fix the random bit string R to a given and known string: R = r; thus also its relative Hamming
weight is fixed to some real value: Ay; = Ay;. Thenitholds [25, theorem 1]:

Pri|A, — Al > 6 IR =1, Ay = Ayl < 2 e 20, (C.5)
PriA, > Ay + 6 IR =1, Ay = My < e 27, (C.6)
Bydefining v = %, itisimmediate to show the following facts for every . € R:
Ay =vA, + (A — VA,
Ay = Aul >vp = A= Al > 1, (C.7)
Apy>Ay+rvn = A, >N, + p. (C.8)

Now one can make use of (C.5) and (C.7) in the following calculation:

Pr[lAn - Aml > M] = Pr[|An - AMl > VM]
= > Pr[R=r]Pr[|A, — Ayl > vulR =1, Ay = Ayl

M m?

<O Pr[R = r]2 e 2 et

r

2 2
=2 e Zminmh, (C.9)

Analogously, by using (C.6) and (C.8) one obtains:

PrlA, > A + p1] < e 2atimt”. (C.10)

2

Finally, by choosing y such that it holds: e~ G = g, i.e. u = 2£(g, n, m)with £ (g, n, m) defined asin

(C.4), one obtains from (C.9) and (C.10):

? We denote by (R),, the m-bit string composed by the random variables R;, ..., R, while (R), is the n-bit string composed by the
remaining entries of R.
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Pr[%lAn — Ayl > €&, m, m)] < 2

Pr[A, > A, + 2£(e, n, m)]< ¢
which is exactly the claimed result in (C.3). The last expression in (C.3) is simply obtained by exchanging the

roles of nand m. O

In order to make use of lemma 2, we define the following random vectors containing the outcomes of A and
B;’s Z-measurement rounds devoted to PE:

7 o 1 Zg,]'z—l 7 o 1 Z,"]‘:—l C11
( a)j = 0 Za,j =1 ( i)] = 0 Zi,j =1 ( ) )
Analogously, we define the random vectors containing the outcomes of A and B’s X-measurement rounds:
X o 1 xa,]-: —1 X - 1 x,-,]-: —1 C.12
( a)] - 0 xa,j =1 ( i)" - 0 xi,j =1 ( ) )

With these definitions, it holds:

N—-1
1 (Xa Hi:l x,')j = -1
X B Xy @ ® Xy 1)j = (C.13)

N—1
0 (Xul_L.:1 x,‘)j =1

therefore it is immediate to verify that:

m _ |1Za ©Zj
AB; —
m
oy — Xe @ X1 @ o @ Xnoal C.14)
m

Since we were able to write the frequencies Q j5. and QY as relative Hamming weights of random vectors, we can
applylemma 2 and state that:

PriQ} < QY + 28(ex, m, m) A QUp, < QUp, + 28(ez, n, m)Vi] = 1 — epy, (C.15)
where we used (B.27) and defined:

epg = VN — D, + & (C.16)

C.2. N-six-state protocol
In this case E is supposed to gain information about the key only via collective attacks, i.e. she attacks each of the
shared signals independently and identically'’. Thus, the needed noise parameters are the probabilities Px, P4p.
and P, computed on a single N-qubit signal state, which in turn has a very simple expression [5, equation (11)]
thanks to the extended depolarization procedure.

The PE frequencies Q}, QJ5, and Q are thus observed on multiple copies of the same N-qubit signal state.
Therefore they constitute an estimation of the corresponding probabilities by the law of large numbers [26]:

1 R
Pr[EIQl?Bi — Pagl < (e, 2, mVi A EIQ;'? — Px| < n(ey 2, m')

NSIQE -~ B < nEh2m | 21— e €17)
where we used (B.27) and defined:
sp=¢, + (N— e, + & (C.18)
n(es dy m) = \/ln(l/s) +8dln(m +1) ©.19
m

Appendix D. Derivation of the computable key lengths

In order to obtain a computable key length for the N-BB84 (theorem 3) and the N-six-state (theorem 4) protocol
starting from the general result (theorem 1), one needs to lower bound the min-entropy (which quantifies E’s

1 . . . . .
O Then the result is extended to coherent attacks via the PS technique, see appendix D for the details.
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uncertainty about the key) and to upper bound the leakage term with quantities depending on the channel’s
noise.

In this section we show how to achieve this task for both protocols and how to further characterize the noise
via the PE finite statistics, by using the results of appendix C.

Concerning the notation, for the remainder of the section we indicate with an apex the number of signals
described by the quantum state, and we also indicate as Z the classical system containing A’s raw key bits (since in
both protocols the raw keys are generated by Z-basis measurements). Thus the quantum state describing the
parties’ raw keys and E’s degree of freedom is indicated as: p, ...

D.1.N-BB84 protocol

Leakage. The leakage of an optimal one-way EC protocol (1.7) is bounded by the smooth Rényi zero-entropy of
the probability distribution of A and B;’s raw keys (A.7). Note that, thanks to (A.4), we can bound such an
entropy by:

HG™ (PY |Ky) < HP' (P IK)). (D.1)

In this way, one can follow the proof of [ 14, lemma 3] and show that there exists a probability distribution
Rz, € B¥P(Py ) such that the frequency of discordant bits (QJi, ) is less or equal than Q. + 2£(e;, n, m),
with certainty. Note that this is not true for the distribution P, since it holds condition (C.15).

This upper limit on the number of discordant bits between A and B;, when the keys are generated by R 7,
allows one to bound the Rényi zero-entropy of such a distribution by nh(Qj5. + 2 (e, n, m)).

Finally, since the smooth Rényi entropy of order zero is defined with a minimization over its e-environment
(A.7), one obtains:

HP (P |Ki) < nh(QRy + 2£(e,, n, m)). (D.2)

Combining (D.1) and (D.2) with theorem 2 leads to the desired result. The leakage occurring in the N-BB84
protocol, implemented with the optimal one-way, egc-fully secure and 2(N — 1)epg —robust EC protocol, is:

2N — 1)

leak {2 < nmax h(Q iy, + 2£(e;, n, m)) + log, .
i EC

(D.3)

Min-entropy. Let p’;ﬂ;ém be the pure state describing the whole set of quantum signals and E’s quantum
system. The state p,. is then obtained by performing independent Z-measurements on A’s subsystems and
taking the partial trace over B’s ones, after the PE procedure took place on 2m signals. If we now define p'; ; as
the state obtained by performing independent X-measurements on A’s subsystems and then taking the partial
trace over E, we can employ the uncertainty relation [11]:

where g = —log, c, with:

(D.5)

¢ = max ||(B, %) (By
Z,X
and P, ®..® B, P, ®..® P, aretheprojectorsimplementingthe Z- and X-measurementsonA’s
subsystems, respectively. In partlcular, B, € {Poy Py } and P; € {P), P|_}. Therefore one can easily
compute the quality factor g in this spec1ﬁc case:q = n''.
We can now bound the max-entropy (A.15) of the cla551cal-quantum states p'\ p by performing the same
projective measurement on all B’s subsystems and by employing the data processing inequality [24, theorem

6.2]:
HEY (phglB) < HEE (04 1X) (D.6)
which inserted in (D.4) yields:
HEE (LB = n — HEE (0" ]X). (D.7)

Finally one can bound the max-entropy of the classical state p,., —i.e. of the probability distribution Pyx—by
means of [ 14, lemma 3]. As a matter of fact, one can consider the whole set of B as one single Bob with the X-
outcomes vector defined as:

X/ - Xl D ... D XN*I) (DS)
where the random vectors are defined in (C.12). Under this classical operation the data processing inequality

holds:

11 .
The norm ||-||, evaluates the largest singular value.
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Hyo (05x1X) = Hy (P¥xIX) < Hyye (Pl X). (D.9)
In this fashion, the PE parameter QY is exactly the frequency of discordant bits between X, and X' (see its
definition in (C.14)). Therefore one can apply [ 14, lemma 3]:

H" (PRlX') < nh(QY + 26 (exs 1, m) (D.10)
which combined with (D.9) yields:

HEEP (0 X) < nh(QF + 2£(ex, 1, m)). (D.11)

Finally inserting (D.11) in (D.7) after having fixed: Z = epg, yields the desired result:
HEP(ph |E) = n(1 — h(QY + 2£(ey, n, m))). (D.12)

Computable key length.By employing the bounds on the leakage (D.3) and on the min-entropy (D.12) in theorem
1, one obtains the computable key length presented in theorem 3, which only depends on the PE statistics and on
the security parameters.

D.2. N-six-state protocol
Asanticipated in section 2.1, the strategy adopted to achieve a computable expression of the N-six-state key
length relies on the PS technique [12]. Such a technique allows to prove a given property of a quantum channel,
acting on a general multipartite state, by just proving it on inputs consisting of identical and independent copies
of a state on a single subsystem. Therefore one can infer the security of a QKD protocol -viewed as a quantum
channel- under coherent attacks (arbitrary input) from the security of the same protocol under collective attacks
(product state input) [27]. For this reason in the following we restrict E’s action to collective attacks, meaning
that the quantum state describing the parties’ raw keys and E’s quantum system is a product state: pGZBI"(E, and the
raw keys’ probability distribution is a product distribution: (Pzk)".

Leakage. We start from the general upper bound stated in (1.7) and employ the finite version of the AEP for
probability distributions [28, theorem 1] to further bound the smooth Rényi zero-entropy (A.7):

Hi (Px)'K) < an(Zu@ + 10g,(5) ,/w ] (D.13)

where we fixed ¢’ = epg as defined in (C.18) and where H (Z|K;) is the conditional Shannon entropy of P..
Thanks to the symmetries introduced by the extended depolarization procedure [5] each raw key bit is uniform:
H(Z) = H(K;) = 1. These constraints on the probability distribution Pz, imply that its conditional entropy
H (Z|K;) can be expressed as a function of the only parameter P, as follows: H (Z|K;) = h(Pag,).

Finally, we characterize the probability P 5, through the observed frequency Q5 in PE (C.17). In particular,
we exploit the composable-security property by adding epg, to the total security parameter and by maximizing
(D.13) over the allowed probabilities. Combining this with theorem 2 leads to the desired result. The leakage
occurring in the N-six-state protocol, implemented with the optimal one-way, egc-fully secure and
2(N — 1)epg —robust EC protocol, is:

21 1/(2
lealf 2P < n[maxh(Qz”B,. + 29(esr 2, m)) + log,(5) M]
! n

2(N —1
gz( )'

€EC

+1lo (D.14)

Min-entropy. We can bound the min-entropy of a product state via the finite version of the AEP for quantum
states, reported in [29, equation (B7)]:

; Mog,(1/2
Hpin (05E1E) > n[S(pZE) — S(pp) — 5 %/E)] (D.15)

where S(p) is the Von Neumann entropy. The rhs of (D.15) can be recast in terms of the probabilities Pxand Py,
by following analogous steps in [5] and by exploiting the symmetries of the single-signal state due to the extended
depolarization procedure.

Finally, the probabilities Px and P, are characterized by the PE measurements through (C.17). Thus we can
minimize the min-entropy bound over the allowed probabilities while adding the PE failure probability epg to
the total security parameter. These operations yield:
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Hpin (p5F|E) > n inf [(1 — % — Px)logz(l _ % B Px)

l—‘P}Z

+ (PX — PZ—Z)logz(PX — %) + (1 = Pz)(1 —log,(1 — Pz)) =5 /M]’ (D.16)
n

where the set Ipg is defined in (2.6).

Computable key length. By substituting the bounds (D.14) and (D.16) into theorem 1, one obtains the
computable keylength of the N-six-state protocol when performed under collective attacks.

The PS technique [12] allows to extend the security of a protocol against collective attacks, to any kind of
attack, by just shortening the key length and introducing a corrective factor on the total security parameter.
Consider an NQKD protocol £ acting on L-partite systems (the L shared signals), where each of the L
constituents has dimension d (in our case each signal describes the state of N qubits, thus d = 2N).If £ is
Eror-secure against collective attacks, then the protocol £ obtained from £ by shortening the output of the
hashing by ‘2(d* — 1)log,(L + 1) bitsis (L + 1)@~ D, -secure against coherent attacks. By applying the PS
corrections to the N-six-state key valid for collective attacks, we extend its validity to coherent attacks, yielding
the final result: theorem 4.

Appendix E. Information leaked from the classical channel

The following lemma is the result of a private communication [10] with Renato Renner. It shows that the
additional information that E has about A’s raw key X due to EC’s classical communication can be quantified by
the leakage (as defined in definition 4), even for a general two-way EC protocol. The proof relies on the fact that
the e-environment of the entropies is defined via the purified distance. The crucial advantage of this definition of
distance is that one can always find extensions and purifications of quantum states without increasing their
distance [30].

Lemma 3. Let pygcg be a density operator with X, K, C classical, such that the Markov chain condition
C < (X, K) <> E holds. Then, forany e > 0,

Hw (pxcelCE) = Hgh (pyelE) — Ho(pe) + Huin(pxkcl Pxx)- (E.1)

Proof. We first prove the statement in the special case where € = 0. This is achieved by the following chain of
inequalities:

(1)
Hmin(pXCE|CE) 2 Hmin(pXCElE) - HO(pC)
2)
2 Huin (PxcelPxp) + Hmin(PxelE) — Ho(pe)
3)
2 Huin (Pxxcel Pxxe) + Hmin(PxelE) — Ho(pc)

4)
2 Hmin(pXKcleK) + Hmin(pXElE) - H()(pc)) (EZ)

where we used: (1) chain rule [8, section 3.1.3], (2) proposition 1 at the end of this section, (3) strong
subadditivity [8,lemma 3.1.7], and (4) Markov chain condition.

To prove the general statement, forany ¢ > 0, let p/XE be the state e-close to p (with respect to the purified
distance) such that:

HEE (pxglE) = Hinin (01 E). (E.3)

Thanks to the definition of purified distance we can find an extension of p’XE, namely p’XKE, such thatit s still e-
close to pyy; = Trclpygcel [30], corollary 9]. We can assume, without loss of generality, that p', | . is classical
on X and K and that p’XK has support contained in the support of py'*. Furthermore, let Ryx . xxc be the
CPTP recovery map that recovers C from (X, K),i.e.: pygc = Rxx—xxc(pxg)- Since X, Kand C are classical,
this map can be chosen to be of the form:

Rxk—xkc: Qxx — Y Poxx(clx, k) (x| (klQxxlx) k) |x) (x| @ [k) (k| @ |c){c|, (E.4)

x,k,c
where Pgxk is the conditional probability distribution defined by the EC protocol which led to the given state

Pxkce- According to the definition of min-entropy (A.9), for any Qxx thatis classical on X and K we have that:

12 . . . . . . .
It is always possible to turn subsystems into classical ones by applying a CPTP map that projects onto the elements of a fixed ‘classical
basis. Note that such a map cannot increase the distance between states.
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Hiin(Rxx—xxc(Qxx)|Qxx) = —log, A, (E.5)

where A is the minimum real number that satisfies the inequality:
Nide ® Qxk — > Poixx(clx, k) (x| (k|Qxklx) k) |x) (x| ® k) (k| @ [c)(c| > 0,
x,k,c
or equivalently:
A — Pc|XK(C|x, k>0 Vxk,c: <X| <k|QXK|x> |k> > 0. (E.6)
The minimum A satisfying (E.6) is the maximum eigenvalue of the non-normalized state

> Pojxx (clx, k) |c) (c|, further maximized over x and k. Thus from [8, remark 3.1.3] combined with (E.5)
we get:

Hiin (Rxk - xkc(Qxx) |QxK) = inf Hiin (Z Pejxk (clx, K)|c) ([ |- (E.7)
ks (x] (k| Quclx) 119 >0 .
Because pygc satisfies the Markov condition C < (X, K) < E, we have:
Pxxce = (Rxk—xkc ® idp) (pxkp)- (E.8)
Therefore, defining:
Pexce = (Rxxoxxe ® ide) () (E9)
and using the fact that CPTP maps cannot increase the distance between states, 'y is -close to pyycp» 50

that:
Hyp (pxcelCE) > Hmin(PIXCE|CE)- (E.10)

Furthermore, since supp(py,) C supp(py)» the action of the recovery map is such that
supp(p’c) C supp(pc), and hence by [8, remark 3.1.3] it holds:

Ho(pe) = Ho(p)- (E.11)

Note also that, because of (E.7), the min-entropy of C conditioned on X and K of any classical state Qg only
depends on the recovery map Ryx . xkc and on the support of Qxx. Since the support of p;ﬂ( is contained in the
support of py, we have:

Hinin (Pxxcl px0) < Hunin (0ol Pi0)- (E.12)

Since p;(KC 5 by construction satisfies the Markov chain condition, inequality (E.2) also holds for this operator,
ie.:

Combining (E.13), (E.3), (E.10), (E.11) and (E.12) yields the claim. O
Proposition 1. For any density operator p,p.:

Hmin(pABC|C) 2 Hmin(pABclpBC) + Hmin(pBC|C)~ (E14)

Proof. By definition of min-entropy (A.12), there exists a density operator o¢ such that:

ppe < 27 Hnin(scl Oidy ® oc. (E.15)
We thus have:
Pagc < 2—Hmin(ﬂABc|P3c)idA ® Ppe < 2—Hmin(/7ABC|ch)—Hm;n(/JBclC)idAB ® oc (E.16)
which implies the claim. O
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Abstract

Twin-field (TF) quantum key distribution (QKD) represents a novel QKD approach whose principal
merit is to beat the point-to-point private capacity of a lossy quantum channel, thanks to performing
single-photon interference in an untrusted node. Indeed, recent security proofs of various TF-QKD type
protocols have confirmed that the secret key rate of these schemes scales essentially as the square root of
the transmittance of the channel. Here, we focus on the TF-QKD protocol introduced by Curty et al,
whose secret key rate is nearly an order of magnitude higher than previous solutions. Its security relies on
the estimation of the detection probabilities associated to various photon-number states through the
decoy-state method. We derive analytical bounds on these quantities assuming that each party uses
either two, three or four decoy intensity settings, and we investigate the protocol’s performance in this
scenario. Our simulations show that two decoy intensity settings are enough to beat the point-to-point
private capacity of the channel, and that the use of four decoys is already basically optimal, in the sense
that it almost reproduces the ideal scenario of infinite decoys. We also observe that the protocol seems to
be quite robust against intensity fluctuations of the optical pulses prepared by the parties.

The last few decades have witnessed major advancements in the field of quantum communication [1, 2], with
quantum key distribution (QKD) [3—13] being its most developed application. Recent experiments over about
400 km of optical fibers [ 14, 15] and over about 1000 km of satellite-to-ground links [ 16, 17] demonstrated that
QKD over long distances is possible. Despite such remarkable experimental achievements, the private capacity
of point-to-point QKD is intrinsically limited by fundamental bounds [18, 19]. These bounds state that in the
high-loss regime the key rate scales basically linearly with the transmittance of the channel connecting the end-
users Alice and Bob, i.e. it decreases exponentially with the total channel length. This imposes strict practical
constraints on the possibility of achieving point-to-point QKD over arbitrary long distances.

A way to overcome this limitation is to employ one or more intermediate nodes in the quantum channel
connecting the parties. For instance, the use of quantum repeaters [20] yields a polynomial scaling of the
communication efficiency with the distance [21]. Moreover, a quantum repeater scheme can be arbitrarily
iterated along the quantum channel, thus increasing in principle the total communication distance between
Alice and Bob as much as desired. Unfortunately, however, quantum repeaters are very challenging to build in
practice with current technology: they either require quantum memories [20-22] or quantum error correction
[23, 24]. Of course, technology is improving, and quantum repeaters may become viable in the future.

Other solutions, which attain a square-root improvement in the scaling of the key rate with respect to the
transmittance of the channel, are obtained by placing a single untrusted relay between Alice and Bob. Such
protocols include, for instance, measurement-device-independent-QKD [6] (MDI-QKD) with quantum
memories [25, 26] and adaptive MDI-QKD featuring quantum non-demolition measurements [27]. The
philosophy behind both types of protocols is that the central relay is able to adapt the pairings of photons
received from Alice and Bob to the photon losses. In this way, for every signal sent by Alice and Bob to the central
relay, just one of the two signals is required to arrive, leading to the mentioned square-root improvement in the
key rate scaling. However, both protocols still require two-photon interference in the central node, as in the

©2019 The Author(s). Published by IOP Publishing Ltd on behalf of the Institute of Physics and Deutsche Physikalische Gesellschaft
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Figure 1. The twin-field QKD protocol introduced in [33].

original MDI-QKD scheme [6]. More recently, [28] proposed the twin-field (TF) QKD protocol, still
characterized by an untrusted central node, and conjectured a square-root improvement in the key rate scaling.
This scaling has been later on confirmed in [29, 30] for two variants of the original scheme. The advantage of TF-
QKD lies in the fact that it is designed to generate key bits from single-photon interference in the central node,
thus naturally retaining the scaling with the square-root of the transmittance without the need to adapt to
photon losses via sophisticated devices.

Since the original proposal, there has been an intense research activity to develop different versions of TF-
QKD protocols equipped with their security proofs [29-33] as well as to investigate their experimental feasibility
[34-36]. Among these protocols, the one that seems to deliver the higher secret ket rate [37] is that introduced in
[33]. Its security relies on the ability to estimate the detection statistics (usually called yields) of various Fock
states sent by Alice and Bob through the decoy-state method [38—40]. The key-rate simulations provided in [33]
indeed exhibit an improved scaling with the loss, but the estimation of the yields is only carried out by means of
numerical tools based on linear programming and considering only the case of three decoy intensity settings.

In this paper, we derive analytical bounds on the yields which are required to evaluate the key rate formula of
[33], assuming two, three and four decoy intensity settings. In so doing, we are able to show, for instance, that the
use of two decoy intensity settings is already enough to beat the point-to-point private capacity bound reported
in [19]. Also, we show that the use of four decoys is basically optimal in the sense that the resulting secret key rate
is already very close to the ideal scenario which assumes infinite decoy intensity settings. Analytical bounds
imply a fully-analytical expression for the protocol’s secret key rate, which could be very convenient for
performance optimization in scenarios where the number of parameters is high, like for instance in finite-key
security analyses. In addition, we study how the performance of TF-QKD is affected under intensity
fluctuations, which are inevitable in practice, and we demonstrate that the protocol in [33] seems to be actually
quite robust against such fluctuations.

Like in [33], for simplicity, here we focus on the asymptotic-key rate scenario. However, we remark that by
using the techniques reported in [41], it is cumbersome but straightforward to adapt our analytical methods also
to the finite-key rate scenario, where, as mentioned above, it becomes particularly useful to have analytical
bounds for the main quantities that enter the key rate formula.

The article is structured as follows. In section 1 we present the TF protocol from [33] and highlight the main
yields that need to be bounded. In section 2 we provide the analytical bounds on the yields for the case of two
decoys (the cases of three and four decoys are treated in appendices C and D, respectively). In section 3 we
provide simulations of the secret key rate versus the loss for a typical channel model (briefly described in
appendix A), and we also evaluate the effect of intensity fluctuations. We conclude the paper in section 4.

1. The TF-QKD protocol

As discussed above, we consider the TF-QKD protocol presented in [33] and sketched in figure 1. Alice and Bob
establish a secret shared key by sending optical pulses to a central untrusted node, C. Itis assumed that the node
Cshares a phase reference with Alice and Bob, which can be achieved by the transmission of strong optical
pulses. The protocol is composed of the following five steps.

(i) Alice (Bob) chooses the X-basis with probability px and the Z-basis with probability p, = 1 — px. Upon
choosing the X-basis, Alice (Bob) prepares an optical pulse in a coherent state |«) or |— «) at random,
corresponding to the keybitb, = 0(by = 0)orbs = 1 (bg = 1), respectively. Upon choosing the Z-basis,
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she (he) prepares an optical pulse in a phase-randomized coherent state:

.1 0 a o o (B)re

D=3 J, - ) (Brel = 5 T ) (11)
@ ﬂs) whose intensity ﬂﬁ (ﬁ%) is drawn randomly from aset S4 = {ﬁiz} i (Sp={ ﬂ?} i) of real non-negative
numbers.

(ii) Both parties send their optical pulses to the untrusted node C via optical channels in a synchronized
manner.

(iii) The central node C applies a balanced beamsplitter to the incoming pulses and features two threshold
detectors at its output ports. The detector placed at the output port associated to constructive (destructive)
interference is denoted by D.. (D).

(iv) The node C announces the measurement outcome k, (k;) of detector D, (D), with k. = 0 and k. =1
(ks = 0and k; = 1) corresponding to a no-click and a click event, respectively.

(v) Alice and Bob form their raw keys with the bits b4 and bp collected when both parties chose the X-basis and
node Creported a click in only one detector (k. + k; = 1). Bob flips his bits by for which the click occurred
in Dd.

1.1. Secret key rate formula
The security analysis performed in [33] yields the following lower bound on the asymptotic key rate R:

R > max{Ryy, 0} + max{Rg, 0}, (1.2)
where the terms Ry i, for (k, k) € { (1,0),(0, 1)}, are defined as:
Ry, = py plkes k)[1 = f h(ex,) — h(ef} )], (1.3)

with h(x) = —xlog,x — (1 — x)log,(1 — x) being the binary entropy function, fthe inefficiency function
associated to error correction, and p(k,, k) the conditional probability that node C announces the outcome
(ks k) when both parties selected the X-basis. The probability p(k,, k) can be expressed as:

1
p(kc) kd) = Z p(bAa bB)p(kc’ kdle) bB)’ (14)
ba,bp=0

where p(by, bp) is the joint probability of Alice and Bob preparing the coherent states | (—1)% o) and | (— 1) v},
respectively. According to the protocol description above, we have: p(by, bg) = 1/4 V by, bg. p(k., ka|bs, bp)
instead denotes the conditional probability that node C announced (k, k;) given that Alice and Bob sent the
coherent states |(— 1) ) and | (— 1)’ ), respectively. Since we consider the asymptotic key-rate scenario, we
assume that p(k, k4|bs, bp) coincides with the correspondent distribution observed by the parties.

Finally, the terms ey x, and e,i },‘Cd in (1.3) represent the bit-error rate in the X-basis and an upper bound on the
phase-error rate, respectively. The former is defined as:

> oot b = i by = Pp(ke = 1, ka = Olby = i, by = j)

el = , 1.5
° plke =1, kg = 0) (-2
S pba =iy by = pke = 0, kg = 1|y = i, by = i) w6
€01 = 5 .
plke =0,ks=1)
and the latter as:
2 2
1 o0 o0

ezilid = ml( > Gty Yfé"ﬁ‘in] +( Y Gnt1ome1y YRoka 2m+1] } (1.7)

C> n,m=0 n,m=0

where the coefficients ¢, are defined as ¢, = es o / Jn! and the yields Y= are the conditional probabilities
that node Cannounces the outcome (k,, k;) given that Alice and Bob emitted an n-photon state and an m-
photon state, respectively. Note that the only yields contributing to (1.7) are those Yok such that n 4+ misan
even number.

The yields Y- are quantities that are not directly observed by the parties, however they can be estimated
either numerically or analytically with techniques based on the decoy-state method [38—40]. Here we consider
the analytical approach. In particular, we assume that Alice and Bob have at their disposal either two, three or
four decoy intensity settings when choosing the Z-basis. To each further decoy intensity correspond additional
linear constraints on the yields, leading to tighter estimations of Y%~** and thus to a higher key rate. However, a
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finite number of decoys only allows to derive non-trivial upper bounds’ on a limited number of yields in (1.7),
whereas the other yields are set to 1. Nevertheless, even bounding just four yields in a non-trivial way is enough
for the secret key rate to beat the point-to-point private capacity bound (PLOB bound) [19] at high losses (see
section 3). Also, as we show below, with four decoy intensity settings one can already obtain a secret key rate very
close to that achievable with infinite decoy intensity settings.

We remark that standard decoy-state-based QKD protocols require to lower bound the value of a few yields
(typically those associated to vacuum and single-photon pulses) [42], while the TE-QKD protocol considered
here upper bounds the value of the phase-error rate (1.7) by upper bounding several yields. In particular, we
upper bound the yields Y,]f;,;kd for (n, m) € Z,where 7 isacertain subset of { (1, m)| n, m € Ny} which
depends on the number of decoys. Thanks to the derived upper bounds on the yields (which we shall denote by
Y,f],;,k“ k4) we are able to estimate the phase error rate (1.7) as follows:

2

h 1 [0 kok
s < Z GnCm Y2n2md + Z OnOm

e
keka S
ke k) |\ 2n2myez @n,2m)¢T
2
YU)k[)kd 1.8
+ Z Ont1Gm+1y Y2t sme1 + Z On+1Qm+1] |- (1.8)
@n+12m+1)eT @n+12m+1)¢T
2.Yields estimation

When both Alice and Bob choose the Z-basis in the first step of the TF-QKD protocol, they prepare phase-
randomized coherent states with intensities ﬂi and ﬁ?g, respectively, and send them to C. From Eve’s viewpoint,
she cannot distinguish this scenario from the case in which the parties prepared number states |n) and |m1)
according to the Poissonian distributions Py (n)and P 7 (m) (see equation (1.1)), where B, (n) = e~/ /nl.
Therefore Eve’s attack can only depend on the number states |12) and |7) but not on the signals’ intensities 3%
and (3%. As a consequence, the probability that Eve announces outcomes (k,, k;) only depends on the number of
photons (12, m) she received from Alice and Bob, i.e. the yields Y= are independent of the decoy intensities
chosen by the parties.

For this reason, one can derive a set of linear constraints on the yields Y =¥ by expressing the experimentally

2 22
observed gains Q ,‘{5_ j}f B—which are defined as the conditional probabilities that node C announced the outcome

(k. k) given that Alice and Bob sent phase-randomized coherent states of intensities 3% and (3%, respectively—
in terms of the yields:

2 2
Q SZA,Sé _ i e,“gi,‘gé (ﬂA)n(ﬂB)m lef,;;kd- (21)

koka = -
—— n'm!

Asitis clear from (2.1), to every distinct pair of decoy intensities (3%, (3%) corresponds a new constraint on the
set of infinite yields { Yok} | whichleads to tighter upper bounds and thus to a higher secret key rate. On the
other hand, having a large number of decoy intensities is experimentally demanding, hence the need to derive
the tightest possible bounds on the yields with a limited number of decoys.

In this section we present a simple analytical method to obtain tight bounds on the yields of largest
contribution” in (1.7)—i.e. relative to the largest coefficients c,—when the parties use two intensity settings in
the Z-basis. It is basically a Gaussian elimination-type technique but involving infinite-size coefficient matrices.
In particular, the guiding principle that we use is to combine the constraints (2.1) so that in the resulting
expression the yield to be bounded is the one with the largest coefficient, while the yields which had larger
coefficients in the initial constraints have been removed in the combination. However, in some cases it turns out
thatis not possible to remove all the yields with larger coefficients than the one to be bounded, due to a lack of
decoy intensity settings (i.e. constraints). In other cases, we manage to remove from the resulting expression
even some yields which had a smaller coefficient than the one to be bounded. Such a procedure can be readily
extended to the case of three and four decoy intensity settings. The results for these last two cases are presented in
appendices C and D, respectively.

From now on, we assume that both optical channels linking the parties to the central node Chave the same
transmittance ./7]. Therefore the set of optimal decoy intensities 3% and 3} is the same for both parties [43] and
we defineitas: { 1o, 141} In order to simplify the notation, we also omit the measurement outcome (k,, k;) from

? Everyyield is a probability, thus it is trivially bounded by 1.

The same method can-in principle-be applied to any yield, however the limited number of decoy settings prevents from obtaining a non-
trivial bound on every yield.
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the constraints given by (2.1). Hence the yields are subjected to the following four equality constraints:

[o¢]
~ Y,
QY = ertimQM = 3 My k1 e (0,13, (2.2)
nm—o 1lm!
and to the inequality constraints:
0< Y <1 Vn,m (2.3)

Below we derive upper bounds on the yields: Yo, Y71, Y, and Ya,.

2.1. Upper bound on Y;;
Consider the following combination of gains:

~ ~ ~ ~ & Yo o "
Gi= 0" 4+ Q" — (™ + O™ = > o (e — ) (g — . (2.4)
n,m=0 "F00

The subscript in Gy; indicates the yield that is going to be bounded with this combination of gains. In (2.4) the
coefficients of the yields Yy,,, and Y,,o, for any n and m, are identically zero. Thus (2.4) can be rewritten as:
= Ynm n n m
G = Yaluy — m)* + > W(MO = p) g — ") (2.5)

n,m=1 m.

n+m>2
We observe that the coefficients that multiply the yields Y, are always positive, being the product of two factors
of equal sign. A valid upper bound for Y, is obtained considering the worst-case scenario for the other yields,
taking into account that (2.3) holds. Since all the yield’s coefficients carry the same sign in (2.5)—regardless of
the relation between j1pand p1,—, the yield Y}, is maximal when all the other yields are minimal. Thus the upper
bound on Y7, is extracted by setting all the other yields to zero in (2.5):

Gy

YH =
(kg — 1)

(2.6)
where G, is defined in (2.4).

We remark that by combining the gains as in (2.4), we manage to obtain a closed expression for Y}, in which
the contribution of all the yields Yy,,, and Y,,o is removed. Additionally, Y7, is now the yield with the ‘highest
weight’ in (2.5) since it has the largest coefficient. All the yield’s bounds presented in this work follow the same
philosophy.

2.2. Upper bound on Y,
Consider the following combination of gains:

o0
~ ~ ~ ~ Y,
Gor = 11, Q% + 1o Q" — 1, Q"' — 1, @0 = S n'"m' (g — pro i) (g — ). (2.7)
nm=0 -1

In (2.7) the coefficients of the yields Y,,o and Yy,,, are identically zero. Thus (2.7) can be rewritten as:

Ye — Yom m_m
Gop = —Yoi1(py — Ul)z - %(Uo + 1) (g — ,Ul)2 - Z %(No - :ul)(,uo - ,Ul)
m=3 :
s Y;NH n— n— m m
+ 20 o Gy = D (g — - (2.8)
n=2 N.M.

m=1

Like in the derivation of Y;,’s bound given by (2.6), a valid upper bound for Yy, is obtained by considering the
worst-case scenario for the remaining yields in (2.8). More specifically, Yy, is maximal when the yields whose
coefficient has the same sign as Yy, ’s coefficient are minimal, and the yields whose coefficient has opposite sign
to Yy, s are maximal. Recalling constraint (2.3), this means setting Y,; and Y;,,, to zero and Y,,,,, with n > 2 and
m > 1,to 1in (2.8). In so doing, after rearranging the terms we obtain:

U 2 _ ST | W I
Yo, — Nl)zl Goa + [Z " ][ZM o o o ):I» (2.9

(g + ) (g mmt o oml )\ 5

which leads to the following upper bound on Y;,:

2(et' — eM) (g — py + et — poet) — 2Go,

Y =
02 3
(,uo + ,U1)(,Uo - lh)

(2.10)
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2.3. Upper bound on Y5
Consider the following combination of gains:

o0
- - . - Y,
Gao = 11,Q°" + Q"' — e Q*' = Q" = Y g

n,m=0 ""*

(o — B (g — popy)- (2.11)

In (2.11) the coefficients of the yields Y,,; and Yy, are identically zero. Thus (2.11) can be rewritten as:

Y Y, " "
Gao = —Yio(pg — f1))* — %(No + ) (g — 1)* — Z ni:)(ﬂo — ) (kg — 1)
n=3 :
o~ Y n . _
+ > g (uly — )y = . (2.12)
n=1 nlm!

m=2

Avalid upper bound for Y is obtained by setting to zero the yields whose coefficient has the same sign as Y,4’s
coefficient, and by setting to 1 the yields whose coefficient has opposite sign to Y’s. In the case of (2.12) this
means setting Y7o and Yo to zeroand Y,,,,, with n > land m > 2, to 1. In this way we obtain:

2 o0 Mn Mn oo um um
Y5 —Gp+ |22 -2 e R 2.13
20 — H1)2[ 20 (Z o l Zlhm! Ho ml (2.13)

(kg + py) (g n=11: m=2

which leads to the following upper bound on Y5
2(eto — M) (pg — py + et — pget) — 2Gy

Yy = .
(g + pp) (g — 1)

(2.14)

2.4. Upper bound on Yy,
Consider the following combination of gains:

o0
= = ~ = Y,
Goo = Q% + p2QM — o Q™ + Q") = 0 (g — pop!) (i — gl (2.15)

1m!
nom—o 1im!

In (2.15) the coefficients of the yields Y3, and Y,;;, for any n and m, are identically zero. Thus (2.15) can be
rewritten as:

> Y, _ _ = Yo, -
Goo = Yoo(ptg — 10> — popt (g — ul)[z %(ug“ P + Zni:’(ug Nt ‘)]
n=2 "

m=2 :
+ peps i Lo =t ey =y ey (2.16)
ot atmt Ho 1 0 ) :
n,m=2 siiEe

As usual we extract an upper bound on Yy, by setting to their lowest value the yields whose coefficient has the
same sign as Yy, 's coefficient (which correspond to the Y,,,,, with #, m > 2), and by setting to their maximum
value the yields whose coefficient has opposite sign to Yyo’s coefficient (which correspond to Yy,,,and Y,,0). We
know that every yield is trivially bounded by (2.3). However, in order to derive a tighter bound on Y, we employ
non-trivial bounds for all the yields Y,,,,, with n + m < 4in (2.16). The upper bound on Yy, thus satisfies:

Geoo = YU 2 (kg — 1) U U (Mg*lﬁz) U U
00 = Yoo (g — f49)™ — ohty (g — 1) T(Yoz + Y + —— Yo + Y3)
( 3 _ 3) 00 ( n—1 _ nfl) 2 2( _ )2
+7“°24”1 Y+ YR +2) Ho n"‘“ 4 Lot 7 MOy (2.17)
n=>5 .

In this equation Yiy are upper bounds and Yi]L are lower bounds. From (2.17) we obtain the following upper
bound on Yy:

)
Y(%(]) = (Y(% + Ysl(])) + %

G _
00 + ooy |:(No Ml)(Y(%—i— YZL(]))+

(g — :u1)2 Mo — My

2 3 4 2 3 4 2,2
R P VR ST ) RN VRS Gl | BT8P
Lo — iy 2 6 24 2 6 24 4

(g — 17)
% (Yé{; + y%)

(2.18)

where YO% and Y3 are givenin (2.10) and (2.14), respectively. The expressions for Y and Y3 in (2.18) can be
found by starting from the same expression (2.8) that we used to derive Y, i.e.:
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x Y, >y, B B
Goo = = 30 (g — H) (g — ") + 35 o (= T — ). (2.19)
m=1 M- n=2 Nnim:

m=1

From this expression we can extract an upper bound on any generic Yy, as follows:

|
Y(, = min [~ Gop + (€0 — €M) (g — iy + e — pget)l, 1, (220)
(g — p (g — 17"

where we employ the constraint (2.3). Similarly, the expressions for Y4, and Y jj are obtained starting from (2.12)
and deriving an upper bound on a generic Y, as follows:

|
YY = min i - -
(g — 1) (g — 147)

Atlast, the expression for Y2 can be derived from the same combination of yields which led to Y5 . In particular,
from (2.5) we have that:

[—Gao + (efo — ) (g — py + pyeto — pgetl, 1}. (2.21)

o~ Yim
Gn= ), (o — ) (g = -

n,m=1

Then, by setting to 1 all the yields whose coefficient has equal sign to Y>,’s we obtain:

e (A T T (VA T R (T T
G11 — z 0 n' 1 0 m' 1 0 7 1 + 0 1 YZLZ, (2.22)
n,m=1 : .
which yields:
L 4 I )2
Y,; = max ” G +u)2[G117(e o—ef) ]+ 1, Op. (2.23)
0 = M)y 1

Note that the upper bounds derived on Yy, and Yy, in this section could be used to improve the estimation of the
phase error rate given by (1.8). However, the resulting improvement in the secret key rate would be extremely
small in this case and we neglect it for simplicity.

3. Simulations

In this section we provide plots of the secret key rate given by (1.2) against the overall loss (—10log, ,7) measured
in dB of the two optical channels linking Alice and Bob to node C. The channel model we use to simulate the
quantities that would be observed experimentally—i.e. the gains p(k,, k4|bs, bp) and Q kf ikj s given in
appendix A [33]. Itaccounts for: the loss in the optical channels together with the non-unity detection efficiency
of D.and D, (altogether described by the parameter 1), the polarization and phase misalignments introduced by
the channel and a dark count probability p,in each detector. For concreteness, in all the plots below we assume
fixed polarization and phase misalignments of 2%, independently of the channel loss. Note that, as pointed out
in [33], the TF-QKD protocol analyzed in this work is quite robust against phase mismatch. This is so because
phase misalignment only affects the quantum bit error rate but not the phase error rate.

For illustration purposes every plot is obtained for three different values of the dark count rate of the
detectors, p; € {107%,1077, 10~ ®}. The plots are obtained by numerically optimizing” the secret key rate—for
every value of the loss—over the signal intensity () and over one decoy intensity, while for simplicity the other
decoy intensities are fixed to near-to-optimal values for all values of the overall loss. More specifically, we
preliminarily performed an optimization of the key rate over the whole set of intensity settings and noticed that
most of the decoy intensities are roughly constant with the loss and tend to be as low as possible. For instance, if
we consider the case with two decoy intensity settings (o and pu1, with g > 1), we observe that the optimal
value for the weakest decoy 1, is basically the lowest possible for any value of the loss. In practice, however, it
might be difficult to generate very weak signals due to the finite extinction ratio of a practical intensity modulator
[44], so we fix (11 to a reasonable small value from an experimental point of view, say pi; = 107> [34, 36], while
keeping the optimization over the remaining intensities. Similarly, if we consider the case with three decoy
intensity settings (fto, 14, and g, with 19 > 4 > 1), we find that the optimal values for the weakest decoys 1,
and (1, are also the lowest possible for any value of the loss. Moreover, in this last case, we show in appendix B
that the system performance remains basically unchanged if one increases the value of the weakest intensity to
say f1, = 107>, which might be even easier to implement experimentally than 10~>. Thus, we fix 1, = 10> and
we differentiate it from s, by, for example, one order of magnitude (i.e. we take 1; = 10~ ). The same argument

5 e . . e s c e e, .
The optimization is carried out by using the built-in function ‘NMaximize’ of the software Wolfram Mathematica 10.0.
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Figure 2. Secret key rate in logarithmic scale as a function of the overall loss in the channels Alice-C and Bob-C for three different dark
count rates (10~° green, 10~ red, 103 blue). The solid lines correspond to the case where the yields Yoo, Yoz, Y20 and Yy, are estimated
by means of two decoy intensity settings through the bounds presented in section 2 and the key rate is optimized over the signal
intensity o’ (see figure 3(a)) and the decoy intensity 1, (see figure 3(b)). The other decoy intensity, jiy, is fixed to ji; = 10>, The
dashed lines assume that all the yields are known from the channel model and the secret key rate is optimized over . That is, these
lines show the maximum value of the secret key rate which could be achieved with an infinite number of decoy intensity settings and
the security analysis reported in [33]. The solid magenta line illustrates the PLOB bound [19]. The plot shows that in the presence of a
dark count rate of at most about p; = 10~ the protocol can beat the PLOB bound even with just two decoy intensity settings.

holds in the case with four decoy intensity settings (see appendix B), where we fix 11, = 107>, 4; = 10~ % and
to = 10", We remark, however, that our method is general in the sense that the analytical upper bounds on the
yields can be evaluated with any desired combination of intensity settings, while we select these particular decoy
intensity values only for illustration purposes. Also, let us emphasize that the optimal decoy intensity values in the
finite-key regime might be different from the values mentioned above. The analysis of the finite-key regime is,
however, beyond the scope of this paper. Importantly, it turns out that the resulting asymptotic secret key rates in
these scenarios are almost indistinguishable from those obtained by optimizing the value of all the intensity settings.
The optimal values of the signal and decoy intensities which are optimized as a function of the loss are also
plotted in this section. In this regard, we also study how the key rate is affected when the intensities are subjected
to fluctuations around their optimal values in section 3.4.

3.1. Two decoy intensity settings

In figure 2 we plot the secret key rate against the overall loss for the case where Alice and Bob use two decoy
intensity settings each. The solid lines are obtained by bounding from above the yields Yy, Yo,, Y29 and Y}, by
means of the expressions derived in section 2 and by optimizing the rate over the signal intensity o and the
decoy intensity 1o, while the other decoy intensity is fixed to y1; = 10~ as explained above. The optimal values
for o and j1y are shown in figures 3(a) and (b), respectively. The dashed lines are instead obtained by employing
the exact expression of the yields® which is given by (A.6) for the channel model considered. This represents the
ideal scenario in which the parties have an infinite number of decoys through which they can estimate all the
yields precisely. Note that in order to obtain the dashed lines in figure 2 we use the exact expression of the yields
Y., only for n, m < 12 while we set the other yields to 1. This is enough to basically reproduce the behavior of
the secret key rate when all the infinite number of yields are computed via the channel model’s formula given by
(A.6), as argued in [33]. The dashed lines are only optimized over the signal intensity, since the yields are directly
given by the channel model. Finally, we also insert in figure 2 the PLOB bound on the secret key capacity [19],
which reads as follows in terms of the transmittance 77:

K(n) = —log,(1 — ). (3.1)

In figure 2 we observe that even by means of just two decoy intensity settings the key rate can beat the PLOB
bound, provided that the dark count rate is p; < 10~ This happens because with two decoys the parties can
already non-trivially estimate the yields Y,,,,, with n + m < 2 as we showed in section 2, and these yields are the
most relevant terms in the phase-error rate formula given by (1.7) [33]. Note that we did not estimate the yields
Yy and Y, since only the yields Y,,,,, with n 4+ m an even number contribute to the phase-error rate (1.7).

However, figure 2 also shows that there is a sensible gap between the rates where the yields are estimated with
two decoys (solid lines) and the best possible rates one could achieve (dashed lines) if all the yields were known.
This clearly indicates that, although two decoys allow to estimate the yields of largest contribution in the phase-
error rate, such estimations are not sufficiently tight and the ability to estimate a larger number of yields would
increase the performance of the protocol.

6 By ‘exact expression’ we mean that if the experimental apparatus were accurately described by the channel model in appendix A, then the
yields associated to that experimental setup would be precisely predicted by (A.6).
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Figure 3. Optimal values of the signal and decoy intensities o and 1, for the TF-QKD protocol [33] when the parties have at their
disposal two decoy intensity settings to estimate the yields. (a) Optimal values of the signal intensity o as a function of the loss between
Alice and Bob for three different dark count rates. These values are obtained from the optimization of the secret key rate (solid lines) of
figure 2. (b) Optimal values of the decoy intensity /1, as a function of the loss between Alice and Bob for three different dark count
rates. Theze values are obtained from the optimization of the secret key rate (solid lines) of figure 2. The other decoy intensity is set to:
= 1075,
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Figure 4. Secret key rate in logarithmic scale as a function of the overall loss in the channels Alice-C and Bob-C for three different dark
count rates (10~° green, 10 “ red, 102 blue). The solid lines correspond to the case where the yields Yoo, Y02, Y20, Y11, Y13, Y31, Yo Yao
and Y, are estimated by means of three decoy intensity settings through the bounds presented in appendix C and the key rate is
optimized over the signal intensity a? (see figure 5(a)) and the decoy intensity 1, (see figure 5(b)). The other decoy intensities are fixed
top; = 10 2and 1, = 10>, The dashed lines assume that all the yields are known from the channel model and the secret key rate is
optimized over o?. That s, these lines show the maximum value of the secret key rate which could be achieved with an infinite number
of decoy intensity settings and the security analysis reported in [33]. The solid magenta line illustrates the PLOB bound [19]. The plot
shows that already with three decoy intensity settings the key rate (solid lines) is sensibly close to the ideal one in which all the yields are
known (dashed lines), meaning that the contribution of the other yields trivially bounded by 1 in the phase error rate is minimal.

By considering figure 3 and the fixed value of the decoy intensity 1i;, one notices that the optimal intensities
are rather small and thus, in a real experimental implementation, intensity fluctuations might be an issue. In
section 3.4 we address this problem by studying how the key rate is affected under intensity fluctuations and
show that for fluctuations up to about 40% the change in the key rate performance is minimal.

Also, we notice that the optimal values of the signal intensity o (see figure 3(a)) and the decoy intensity /1,
(see figure 3(b)) are almost constant with the loss, for losses 20 dB. This means that in a scenario where the loss
in the quantum channels varies dynamically with time within a reasonable interval, one could still fix the signal
intensity and both decoy intensities to constant values which happen to be close to the optimal ones. This
argument also holds in the case of three (see section 3.2) and four decoy intensity settings (see section 3.3).

3.2. Three decoy intensity settings

In figure 4 we plot the secret key rate against the overall loss for the case where Alice and Bob use three decoy intensity
settings each. The solid lines are obtained by bounding from above the relevant yields Y,,,, such that n + m < 4 (i.e.
we upper bound the yields Yy, Yo2, Y20, Y11, Y13, Y31, You, Yao and Ys5). The exact expressions for the different upper
bounds on the yields can be found in appendix C, and we omit them here for simplicity. The solid lines are optimized
over the signal intensity o and the decoy intensity /1, while the weakest decoy intensities are fixed for simplicity to

gy = 10"*and i, = 10, As explained above, the resulting secret key rate in this scenario is almost
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Figure 5. Optimal values of the signal and decoy intensities o and 1, for the TE-QKD protocol [33] when the parties have at their
disposal three decoy intensity settings to estimate the yields. (a) Optimal values of the signal intensity o as a function of the loss
between Alice and Bob for three different dark count rates. These values are obtained from the optimization of the secret key rate (solid
lines) of figure 4. We observe that the optimal signal intensity is roughly doubled with respect to the two-decoys case (figure 3(a)). (b)
Optimal values of the decoy intensity 14, as a function of the loss between Alice and Bob for three different dark count rates. These
values are 2obtained from t3he optimization of the secret key rate (solid lines) of figure 4. The other decoy intensities are set to:

;=10 "and p, = 107",

indistinguishable from that obtained by optimizing over all the intensity settings. The optimal values for o* and 1 are
shown in figures 5(a) and (b), respectively. The dashed lines are again obtained by employing the exact expression of
the yields given by the channel model (A.6) and coincide with those plotted in figure 2.

We observe in figure 4 that the use of three decoys yields a significant improvement in the protocol’s
performance with respect to the two-decoys case (see figure 2). As a matter of fact, in figure 4 the solid lines are almost
overlapping the dashed lines for most values of the channel loss. This is due to the fact that with three decoys the
parties constrain the yields with nine independent equations (instead of four equations as in the two-decoys case),
which enable a tighter estimation of Yy, Y5, Y20 and Y77 and the non-trivial estimation of five additional yields.

Moreover, in the case of three decoys the optimal signal intensity o (see figure 5(a)) is roughly double the
value of the correspondent intensity when using two decoys (see figure 3(a)). The reason for this is connected to
the role of o in the protocol’s key rate. In fact, the prefactor p(k,, k) with k. + k; = 1 of the key rate formula
given by (1.3) increases for increasing o*: the higher the mean number of photons sent by the parties (within
certain limits) the higher the probability of having a click in one of the two detectors. On the other hand,
increasing o excessively also affects the phase-error rate. Note that by setting some yields to 1 in the phase error
rate formula given by (1.7) we give rise to addends like ¢,,, ¢,,,, and 6,116, +1 which increase for increasing a?,
leading to an overall increase of the phase-error rate and thus decrease of the key rate. The optimal value of o is
thus given by the trade-off between the effect of the prefactor p(k,, k;) and that of the terms ¢, ¢,,,, and
Gn+10m+1- Now, by noting that the contribution of the therms ¢,,, ¢;,, and 6,1 16,11 decreases for increasing ,
m, we understand that their negative effect on the key rate is diminished in the case of three decoys since we non-
trivially estimate more yields, i.e. alower number of yields is set to 1. This allows o to acquire higher values with
respect to the two-decoys case, as we observed in figure 5(a).

Finally we point out that such an argument does not apply to the discussion about the optimal value of the
decoy intensity 11 in the case of two and three decoys. As a matter of fact, the key rate does not depend on the
decoy intensities in the same way as on the signal intensity: the decoy intensities only appear in the yield’s bounds
inserted in the phase-error rate. Additionally, the analytical bounds on the yields when using two or three decoys
cannot be compared in a straightforward way. Nonetheless we observe a similar behavior of the optimal y, for
two (see figure 3(b)) and three decoys (see figure 5(b)).

3.3. Four decoy intensity settings

In figure 6 we plot the secret key rate against the overall loss for the case where Alice and Bob use four decoy intensity
settings each. Like in the three-decoys case, the solid lines are obtained by bounding from above the yields Yy, Yoo,
Y20, Y115 Y13, Y31, You, Yao and Y5, by means of four decoys. In particular, for the yields Yo, Yo, Y20, Y11 and Y5, we use
the exact same analytical bounds derived with three decoys since they are tight enough, and the use of a fourth decoy
intensity would just make them more cumbersome without providing a significant improvement of the resulting
secret key rate. For the remaining four yields we instead derived tighter bounds with the help of the fourth intensity
13 (see appendix D). The solid lines are obtained by optimizing the rate over the signal intensity o” and the fourth
decoy intensity (5. It turns out that the optimal values for the other decoy intensities are basically the lowest possible
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Figure 6. Secret key rate in logarithmic scale as a function of the overall loss in the channels Alice-C and Bob-C for three different dark
count rates (10~° green, 10~ red, 103 blue). The solid lines correspond to the case where the yields Yoo, Yoo, Y20, Y17 and Yy, are
estimated by means of three decoys through the bounds presented in appendix C (i.e. for simplicity here we disregard the information
provided by the additional fourth decoy intensity setting) and Y13, Y31, Y4 and Yy, are estimated with four decoys via the bounds in
appendix D. The key rate is optimized over the signal intensity o (see figure 7(a)) and the decoy intensity ju5 (see figure 7(b)), while the
other decoy intensities are fixed to 1y = 10~ ', sty = 10 2and i, = 10 . The dashed lines are optimized over o* and assume that all
the yields are known from the channel model. They correspond to the maximum value of the secret key rate which could be achieved
with an infinite number of decoy intensity settings. The solid magenta line illustrates the PLOB bound [19]. The plot indicates that the
tighter estimation of the yields Y13, Y33, Yo, and Yy with respect to the case of three decoy intensity settings is enough to basically
reproduce the ideal scenario in which all the yields are known (dashed lines).
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Figure 7. Optimal values of the signal and decoy intensities o and 5 for the TE-QKD protocol [33] when the parties have at their
disposal four decoy intensity settings to estimate the yields. (a) Optimal values of the signal intensity o as a function of the loss
between Alice and Bob for three different dark count rates. These values are obtained from the optimization of the secret key rate (solid
lines) of figure 6. (b) Optimal values of the decoy intensity yi3 as a function of the loss between Alice and Bob for three different dark
count rates. These values are obtained from the optimization of the secret key rate (solid lines) of figure 6. The other decoy intensities
aresetto: 1 = 1074, 1y = 10"2and pi, = 107>, The difference between this plot and the optimal 1, plots (see figures 3(b) and 5(b))
in the case of two and three decoys is due to the fact that, unlike /4, the intensity 113 does not appear in all the yield’s bounds since we
used the fourth decoy just for bounding Y3, Y3, Yo4 and Y.

for any value of the loss, 5o, as explained above, for simplicity we fix the smallest one to an experimentally reasonable
small value (say p, = 1072, and then we differentiate it from the other two decoys, 111 and 14, by one order of
magnitude, i.e. we take 11y = 10" >and y4o = 10~ " Importantly, this decision has a neglectable effect on the resulting
secret key rate, when compared to that obtained by optimizing over all intensity settings. The optimal values for o
and pi; are shown in figures 7(a) and (b), respectively. The dashed lines are the same as in figures 2 and 4.

With four decoys (see figure 6) the key rates basically reproduces the ideal ones (dashed lines) in which all the yields
are known, with the gap being at maximum of 1 dB at the very end of the plot lines (i.e. in the very high loss regime).
This demonstrates that there is no need to bound further yields than the nine yields we bounded in the cases of three and
four decoys. Of course, the tighter estimation of the yields Y3, Y31, Yo, and Y, achieved with four decoys results in an
improvement of the key rate with respect to the case of three decoys (see figure 4), especially in the region of high losses.

Concerning the optimal signal intensity (see figure 7(a)), we notice a slight increase with respect to the three-
decoys case (see figure 5(a)) due to the tighter estimation of some yields in the phase-error rate formula, which
allows their correspondent coefficients to acquire a slightly higher value under an increase of o>,

Finally, the reason why the optimal 15 plot (see figure 7(b)) looks quite different (with values above 1) from
the optimal 4 plots for the cases of two and three decoys (see figures 3(b) and 5(b)) is the following. In the TF-
QKD protocol considered, the most important yields (i.e. those with a bigger impact on the resulting phase error
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Figure 8. Comparison of the secret key rate with optimal signal and decoys intensities (dashed lines, computed in section 3) with the
secret key rates affected by increasing intensity fluctuations (solid lines): 30%, 40% and 50% (brighter colors; right to left). We assume
that the fluctuations affect each decoy intensity and the signal intensity as well. The plots show that the TF-QKD protocol is quite
robust against intensity fluctuations, and that its robustness increases with the number of decoys.

rate) are those associated to pairs of pulses with zero or with a very low number of photons. It is therefore very
important to be able to estimate these yields as tightly as possible. For this, we have that the optimal intensities 1,
and pu; (o, 14 and p,) for the case with two (three) decoys are well below 1, just like in standard decoy-state QKD
protocols [39, 40]. However, as explained above, here we use the intensity 15 to improve the upper bounds for
theyields Y3, Y31, Yos and Yyo. That is, the intensity 3 is only used to estimate yields associated to pairs of pulses
with a total number of photons equal to four. Thus, it is natural that the optimal value of y5 is not too low and
greater than 1.

3.4. Intensity fluctuations
Here we investigate the robustness of the TF-QKD protocol against intensity fluctuations that may occur in the
preparation of the pulses sent by Alice and Bob. This is motivated by the fact that the optimal signal and decoy
intensities that the parties should adopt in order to maximize the key rate for a given loss are quite small, thus the
effect of intensity fluctuations might be an issue in practice. On the other hand, we also note that the optimal
value of a given decoy or signal intensity is either constant or varies very moderately with the loss.

Here we consider the simple scenario in which the intensity fluctuations are symmetric, i.e. we assume that
the intensity of Alice’s signal matches perfectly with the intensity of Bob’s signal. Or, to put it in other words, we
consider that Alice’s and Bob’s signals suffer from the same intensity fluctuations and thus their intensities are
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equal. This means that such analysis is only valid to evaluate auto-compensating TF-QKD set-ups like, for
instance, the one introduced in [36]. It cannot be used however to analyze set-ups where more than one laser
sourceis used [34, 35]. Although we do not expect a dramatic change of our results when asymmetric intensity
fluctuations are considered in the latter case, specially if they are not too large.

Also, we assume that the signal and all the decoy intensities suffer from a fluctuation of magnitude 30%, 40% or
50% around their optimal value. This means for example that, for a fluctuation say of 30%, the signal intensity *
and all the decoy intensities /1 fluctuate in the intervals: 0.7 aj, < o? < 1.3 o, and 0.7 uf* < 1 < 1.3 p,
respectively, where af,pt and 17" represent the optimal values. We then account for the worst-case scenario by
numerically minimizing the key rate over all the intensities constrained in their respective fluctuation interval.
Only in this way we can still guarantee that the resulting key rate is associated to a secure protocol.

The results of this study are given in figure 8. Here we plot the original key rates—i.e. without fluctuations of
the signal and decoy intensities—as dashed lines” and the key rates affected by intensity fluctuations as solid
lines. The plots are given for the same dark count rates and misalignments used in section 3, in the case of two,
three and four decoy intensity settings. The color of the solid lines becomes brighter for increasing fluctuation
magnitude.

We observe that the performance of the protocol is considerably affected by intensity fluctuations in the case
of two decoys, while the effect becomes almost negligible for three and four decoys. The reason for this lies in the
fact that the tightness of the yield’s bounds has a stronger dependence on the value of the decoy intensities when
the number of decoys—and thus constraints on the yields—is low. In other words, if the parties have at their
disposal a larger number of decoys, they can properly combine the numerous constraints on the yields and
obtain inherently tight bounds, i.e. bounds that are tight regardless of the actual values of the intensities
involved. If, instead, the parties have few decoys, say two, then the bounds they derive on the yields can be tight
orloose depending on the values assigned to the decoy intensities, since the constraints on the yields are fewer.

In conclusion, in the case of two decoys the parties can tolerate intensity fluctuations up to 40%, which
correspond to a decrease in the protocol’s key rate especially in the high-loss region, quantified by a reduction of
about 5-6 dB of the maximum tolerated loss”. Remarkably, with three decoys the decrease of the maximum
tolerated loss would be under 5 dB for fluctuations up to 50%. Finally, for four decoys the protocol’s
performance remains almost the same for fluctuations up to about 50% around the optimal values (except when
the dark count probability is the smallest considered: p; = 10~%). We deduce that the TE-QKD protocol
introduced in [33] seems to be quite robust against intensity fluctuations.

4, Conclusions

In this paper we have investigated in detail the performance of the TF-QKD protocol presented in [33] in the
realistic scenario of a finite number of decoy intensity settings at the parties’ disposal. Indeed, the protocol
requires that Alice and Bob use the decoy-state method [38—40] to estimate the phase-error rate by upper
bounding certain yields. Unlike most QKD protocols which employ such method, in this case the protocol’s key
rate depends-in principle-on infinitely many yields and it is essential to upper bound (rather than lower bound)
their values. Clearly, the more yields the parties tightly upper bound, the better the protocol’s performance is.
We have introduced an analytical method to perform such estimation when Alice and Bob use two, three or four
decoy intensity settings each. The yield’s analytical bounds provided in this work imply a fully-analytical
expression for the protocol’s secret key rate, which is very convenient for performance optimization (e.g. in the
finite-key scenario). Also, we remark that the secret key rates obtained with our analytical bounds basically
overlap those achievable with numerical tools like linear programming for most values of the overall loss, which
confirms that the analytical approach is actually quite tight.

In so doing, we have shown that the TF-QKD protocol can beat the PLOB bound [19] even with just two
decoys for reasonable values of the setup parameters, which include: the loss, the dark count rate, the
polarization misalignment and the phase mismatch. Furthermore the plots assuming four decoys demonstrate
that one can approximately achieve the best possible performance by tightly estimating only nine yields. The
optimization of the key rate over the signal and decoy intensities indicates that their optimal values are all either
constant or weakly-dependent on the loss of the channel. This means that the protocol is particularly suitable for
contexts where the channel loss varies in time, for instance in the scalable MDI-QKD networks conceived in
[43]. Finally we have investigated the scenario where the intensities of the optical states prepared by Alice and
Bob are affected by fluctuations and observed that the protocol seems to be very robust against such phenomena.

7 The dashed lines of the key rates without fluctuations correspond to the solid lines in figures 2, 4 and 6.

8 By ‘maximum tolerated loss’ we mean the loss threshold above which the protocol’s key rate becomes roughly zero.
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A natural continuation of this work would take into account the finite-key effects due to the finite number of
pulses sent by the parties to the central relay. This could be done by combining the results presented in this paper
with the finite-keys estimation techniques used in [41].
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Appendix A. Channel model

The channel model that we employ to simulate the gains that would be observed experimentally in the X-basis
(i.e. the probabilities p (k., k4|bs, bp)) and Z-basis (i.e. the probabilities Q If;lkd) is taken from [33]. In all the
expressions of this section we assume k, + k; = 1.

In particular, abeam splitter of transmittance /7 accounts for the loss in the quantum channel linking Alice
(Bob) to node Cand for the non-unity detection efficiency of detectors D, and D ;. The polarization misalignment
introduced by the channel Alice-C (Bob-C) is modeled with a unitary operation mapping the polarization input
modes a;/, (b} ) to the orthogonal polarization output modes aj, and a, | (b, and &, | ) according to:

a;; — cosBual, — sinfy al. . (bif1 — cosOgb,, — sinf b, ), for anangle 8, (). Moreover, the phase
mismatch between Alice and Bob’s signals arriving at node Cis modeled by shifting the phase of Bob’s signals by an
angle ¢ = ¢, for a certain parameter 0. Finally the model considers that both detectors are affected by a dark
count probability p,, which is independent of the signals received and has the same value for both detectors.

With this setup, the gains in the X-basis can be written as:
p(kcw kdle) bB) = (1 - pd) [Pde_h + q(ku kdle) bB)]) (Al)
where v = /7o (with o being the amplitude of the signal states) and

ef'y(lfcosdﬁcosH) _ e72'*/ if kc @ b o) br =1
qlke, kalba bp) = AR (A.2)
e V(Itcospcost) _ =27 if k. P by B by =0
with § = 04 — 0p. Starting from (A.1), one can readily compute the probability p(k, k;) and the bit-error rate
ek, by means of equations (1.4) and (1.5), (1.6), respectively:
P(kc> kd) — %(1 _ pd)(677COS¢C°SQ + e’ycosacosé)ef'y _ (1 _ pd)zefzw’ (A3)

e—wcosg&cosQ _ (1 _ pd)e—fy

ef'ycos@‘cosﬁ + e’ycosécosﬁ o 2(1 — Pd)e77.

el kg = (A4)

The gains in the Z-basis instead read:
Q;f(’,lkd = (1 = p)l(py — Ve MUtmd 4 et 2Ly ( gy cos 0)], (A.5)

where the function I (z) = ﬁ ?g e@/D+1/D¢=14¢ js the modified Bessel function of first kind.

In the simulations shown in section 3 we compare the key rate computed with our analytical bounds on the
yields with the key rate evaluated with the exact expressions of the yields, i.e. the expressions obtained directly
from the channel model. According to the above channel model, the yields read:

Ykt = (1= ppl(py — DA = ym)" + ypoa], (A.6)
where

w=sEC = —E0)20), 2 )

k=0 =0 r=0\T p=0 p q = max(0,r+p—1I) q

( N l )(r + p)lk + 1 — r — p)lcos’™9(04)cos™ 2 ~9(Op)sin>* "= 9(0,)sin? ~ 2P F4(Op). (A.7)
r—p—4g

To conclude, we remark that all the quantities entering the key rate formula (1.2)—i.e. (A.3), (A.4) and the gains
(A.5) indirectly through the yield’s bounds—are symmetric under the swap k. < k; due to the symmetries of
the channel model.
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Figure B1. Comparison of the optimal key rates achievable with different fixed values of the weaker decoy intensities. The two cases
analyzed (solid and dotted—dashed lines) are almost indistinguishable. (a) Optimal key rate as a function of the overall loss when the
parties use three decoy intensity settings, for three different values of the dark count rate (p,). The solid lines are obtained by fixing the
weaker decoy intensities to s, = 107> and ; = 10~ 2, while the dotted—dashed lines are obtained by fixing the same intensities to

sz = 107> and iy = 10~*. The dashed lines assume that all the yields are known from the channel model and the magentaline is

the PLOB bound [19]. Note that the green dotted—dashed lines and green solid lines (p; = 10~°) are almost perfectly overlapping.

(b) Optimal key rate as a function of the overall loss when the parties use four decoy intensity settings, for three different values of

the dark count rate (p,). The solid lines are obtained by fixing the weaker decoy intensities to ji, = 10>, yu; = 10 *and i = 107},
while the dotted—dashed lines are obtained by fixing the same intensities to y, = 107>, y1; = 10~ *and 0 = 107>, The dashed lines
assume that all the yields are known from the channel model and the magenta line is the PLOB bound [19].

In all the simulations shown in section 3 we fix both polarization and phase misalignments to 2%, which
means that: 4, = —0z = arcsin/0.02 and 6 = 0.02.

Appendix B. Stronger and weaker decoy intensities

As explained in section 3, the optimal key rates are basically not affected if their optimization is only performed
over the signal intensity («) and over one decoy intensity, while having the remaining weaker decoy intensities
fixed to near-to-optimal values for all losses. In figure B1, we compare the optimal key rate that the parties can
achieve when fixing their weaker decoy intensities to substantially different values, in the case of three (left) and
four (right) decoy intensity settings. In particular, the solid lines are the same plotted in figures 4 and 6 for the
three- and four-decoys case, respectively, i.e. they are obtained by fixing the weaker decoy intensities to

tt, = 10~2and 1; = 10 (three decoy intensity settings) and to 1, = 10, y1; = 10~ *and 1 = 10" (four
decoy intensity settings). The dotted—dashed lines, instead, are obtained by fixing the weaker intensities to values
which are two orders of magnitude lower, thatis 1, = 10™>and z; = 10~ *in the case of three decoy intensity
settingsand 1, = 1072, j1; = 10~ *and jy = 107 in the case of four decoy intensity settings. Clearly, the
optimal key rates are basically not affected by employing relatively stronger pulses (those with 1, = 107 as the
weakest intensity) for the weaker decoy intensity settings. Such stronger pulses could be more easily
implemented experimentally and, for this, have been chosen in our simulations.

Appendix C. Yield’s bounds with three decoys

Here we derive analytical upper bounds on the yields appearing in (1.7), following the same lines of section 2. In
this case we assume that Alice and Bob can prepare their phase-randomized coherent pulses with three different
intensity settings: { 1o, f41, 12}, which are the same for both parties. This choice is optimal since we assumed that
the two optical channels linking the parties to the central node Chave equal transmittance /7 [43].

The whole set of infinite yields is subjected to the following nine equality constraints:

oo
~ Y,
Qk,l = el‘k+/‘1Qk’l — Z nm Hkn:ulm k, 1e {0) 1, 2}) (C.1)
nm—o nim!

and to the inequality constraints given by (2.3).
We derive bounds on the Yields Yoo, Yl 1> Yoz, Yzo, Y22, Yl33 Y31, Y04 and Y40.

C.1. Upper bound on Y5,
Consider the following combinations of gains in which all the terms Y7, and Y,,; are removed (i.e. their
coefficients are equal to zero):
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Gl =1 Q™ + QM — popy (@™ + QM) = — Il (g 1y — fro )3
n,m=0
~0,2 ~2,0 n m m
G22 - :u‘zQ + ,qu - HJOMZ(Q + Q ) = /’Lolu’z)(.u“o .u2 - :uoﬂz);
n,m=0
o N = Y n m
Gy = MZQ " My QM — QP+ QM = m (:“1 fy = ) iy by = iy 3 (C2)
n,m=0

where the superscripts in G5! indicate which intensities are involved, while the subscripts indicate the yield that
is going to be bounded.

We now combine G33', Gs3> and G,3* with arbitrary real coefficients ¢y and ¢, and impose that the resulting
expression has the yields Yy,,, and Y, removed as well:

o0

0,1 0,2 12 _
Gy + Gy +aGy =

Y,
,”;' [Crag ey — prohe) (g by — fofty")

n,m=0
4 colpag fy — topts) (gt — Hopy) 4 (g phy — pypa5) (g g — pag )] (C3)

Note that the linear combination above is already the most general for our needs. As a matter of fact, for every
linear combination of G35, G35* and G,3? one can always factor out the coefficient in front of G5, as far as it is
not zero. However, if the particular combination of gains which removes the terms Y;,,, and Y,,o has a null
coefficient in front of Gy3', for symmetry reasons there would also exist another combination—that also
removes the yields Yy, and Y, ,—with a null coefficient in front of say Gy3°, and this one could be found in our
case given by (C.3).

For Y, and Y,,o to be removed in (C.3) it suffices that:

(= 1) (g 1y — Koty + oy — po) (kg 1y — fopty) + alpty — ) (' — pypy) =0V m, (C.4)
which implies:

po Lig (g — pg) + copa(pty — po)l + pi" [—=po(pty — ptg) + apty(pty — pap)]

+ iy [—copto(tty — o) — apy(py — p)l =0 V. (C.5)
A sufficient condition for this is that every coefficient of 1" is identically zero, which happens for:
o= — P (g — f49) ) C.6)
to (kg — f15)
o= ol = 1) €
po (e — fi5)

Substituting (C.6) and (C.7) back into (C.3) and multiplying both sides by 11,, we get an expression where all the
terms Yo, Y1, Yo and Yy, are removed and where the term Y5, gives the largest contribution:

(N’ - ;U’) (:u - /4L) > n n m m
G — iy ———— G5+ g Gy = Ly (g iy = o) (g fiy = o)
(/~L0 - ;U/z) (/1’1 - IU’Z) nm=2 nim
(o = 1) (o — 1) N m
— (gt — Moﬂz)(ﬂo Mo — Noﬂz) + No—(ﬂl By = B k) (" py — pypy) |- (C.8)
(o = H2) (o — 1)

In order to extract a bound for Y5, we need to recast the yield’s coefficients in such a way that their sign becomes
manifest. Each term of the sum in (C.8) may be recast as follows:

Ynm n— n— m ( ) n— n— m m
'_WN0M1M2|:(U0 b Y g ey — o) — ﬁ(u b T g ey — o py)
: Ho
(:U/ — K ) n— n— m m
ey = T ey = ) |, (C9)
(/h - ,uz)
or equivalently as:
Vo o iy 1
012 AZZ(,U/O) My s m) . AZZ(M()) M Ko n)) (Clo)
nim! (g — p1) (g — f5)
where
A (s s fgs M) = " (pg — po) + 11y (kg — pg) + pg (i — f1y)- (C.11)
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We can now rewrite factor A,, as:

Ana (s iy oy M) = [Nty — f13) — (it — W1+ pgpey (™t — w2

= M1|:NT1( = ) — Mz)(z Mm ok k)] + protty (g — Nz)[z Nm 2 é]

= (g — po)| —MIZ;/” - "u’2‘+u0u22um 2 ]

[ m—1 m—1
L L 1
= (g — )| 1"+ D pEC= gl A po gyl Y = o ; }
k=0 0

= (g — )| —(uy — ") + Zﬂéﬂgﬂ - k(Mz ﬂl)]
k=0

= (g — 1) bty — 11y) Eu'ﬁug’ k- Zuzu’” ! ’}
= (1o — 1)1ty — t1y) Z T (T T} (C.12)

Of course we can employ this expression also for Ay, (14, (43> ft5> 1), under the substitution m — n. We will
apply this consideration from now on to similar scenarios. By substituting (C.12) into (C.10), we get the final
expression for each term of the sum in (C.8):

Yim
Folh/ (kg — Mz)z(ﬂz - Nl)z
nlm! (g — 1) (1 — 1)
[Zuz(u’" 1 MT”)][ZM%(M” It | (C.13)

That s, the sign of Y,,,,,’s coefficient is independent of n and m and it is the same for all terms in (C.8) (note that
the product of the two sums in (C.13) is always positive). Thus a valid upper bound for Y5, is obtained by setting
all the other yields to zero in (C.8), except for Y,,. We obtain:

(g — 1) (g — 1y) Y3 g i o
o Z B Gop g e B gl = TP Gy — i) (e — )% (C14)

0,1
HaGs — 1y
(,Uo - ,Uz) (,U1 - Nz) 4

which implies the following expression for the upper bound on Y5,:

0,1 0,2 1,2
GZZ GZZ GZZ

YU — 4 ,“'0.“1(.“'0 - /"1) /"0/12(/"0 - .“z) .“'1/"2(,“'1 - .“z)
22 —

(g — (g — ) (g — p1y)

(C.15)

We remark that the bound given by (C.15) is not valid when any of the intensities 4, f¢; or 11, is equal to zero. As
amatter of fact, in any of these cases the starting expression given by (C.8) becomes trivial. However, in most
practical situations, due to the finite extinction ratio of amplitude modulators, none of the decoy intensities is
actually equal to zero.

C.2.Upper bound on Y},
Consider the following combinations of gains in which all the terms Yy, and Y, are removed:

9 9 9 o) - Y n m m
Gi' =Q"+ Q" - Q"+ Q"= g = s
n,m=0
A 3 o Y;lm n n m m
Gy =Q"+ Q¥ - Q¥+ Q") = — I — s
n,m=0
L2 _ ALL 52,2 ~1,2 VAN > Y o m m
Gir=Q +Q7-Q"+Q")= — (" — . (C.16)
n,m=0

We now combine G{}', G? and G/;* with arbitrary real coefficients ¢, and ¢; and impose that the resulting
expression has the yields Y5, and Y, also removed:
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Git' + 0 GiY* + a Gif* = o — uD g — u
n,m=0
+ colpg — (g — py) + alpy — py) (" — p3)l. (C.17)
For Y,,,and Y,,, to be removed it suffices:
(g — (g — 1) + colpy — (g — p3) + a(u! — ph)(uy — p3) =0 Vn, (C.18)
which is fulfilled by:
(g — 1)
o= ———1-, (C.19)
(Mo - ,U/z)
_ G =) (C.20)
(,U,l - .u’2)

Substituting these terms back into (C.17) yields a combination of gains in which the terms Yy,,,, Y,.0, Y2,,and Y,
are removed:

(g — 17 (g — 17 [ (1o + 11y)
GO,I_#GO,Z_"_O—GIZ Y( _ _ )_#( _ )
W e s O ey O T e e ) = e T

(kg + )

(= )

o+ ) “2]

+Zl_(ﬂ0 m)[(uo—ul) ((:j(’Jr—zl))(uo—uz)JrE%—lﬂ( - )]
' 0 2 1 2

Yﬂl n n (MO + lu‘l) n n (N’O + :u‘l) n n

+ 30 g — )| Gy = 1) = Ty — ) 4 ROy — )

,;371! o “1[“0 W ) T T “2]
(g — 1)

+ Z l(uo—ui’)(ug”—u{“)—(MS—M;(MS—MZ)(M?—MT)

n,m=3 ' ,u‘() :uz)

2
+ M(uf — )" — u?)]- (C2n

(/’('1_”2)

In order to get a valid upper bound for Y7, we need to determine the signs of the coefficients of the remaining
yields. We start by recasting each term of the sum in (C.21) corresponding to the Y,,,,, with n, m > 3, as follows:

Yium 1

All(ﬂo) ,ul) ,LL2> m) All(u()) Ml) /JQ) n)’ (C22)

where

Avi gy fiys iy 1) = " (g — p13) + pi' (g — pug) + gy (s — ) (C.23)
The factor A, can be rewritten as:
An(ttgs s fgs M) = pll" 2 (i — pd) — (' — O] + pops (e > — =)

= (1o — )| 1" (g + o) — o} Zu"’ RS+ g Zu’” ’ %1

m—1 Mm72 ,umfl
= (g — m)| 1" (o + 1) + D g (=g  + o2 0 — g 2( ; + ﬁ]
k=0 0 0

m—1
= (g — 1) (" — (g + 1) + D pkp = (2 — uf)]
k=0

= (pg — 12| (bt + ) (pty — uz)(Zu’" 1~ ] (y + 11) (g — p1) Zu’;ug” " "]
k=0

= (o — Ho) by — f13) Z 1T + )" =y + )R

= (g — 1) (g — Nz){z,uz[ﬂz(,um R/ k)+u0ﬂ1(um 2=k _ o 27k
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ol g — ) R — o))

m—3 m—2—k ke m—3—k s
= (1o — 1) (g — B (g — 11g) > pbf e Z ) T T R T Tt
k=0 j=0

m—3—k
= (po — p) (g — pp) (g — fig) Z Hz[(ﬂz + 1) Z m ke JN(J) + Hattg > k]
j=0

= (o — ) (g — ) (g — o) F(m), (C.29)

where the factor F(m) > 0, Vm > 3. Substituting (C.24) back into (C.22), we recast each term of the sum in
(C.21) corresponding to the Y,,,,, with n, m > 3, as:
Yo (Ro = 12)7(pty — 115)° (g — p15)?
nlm! (g — 1) (i — 113)
so that its sign is manifestly dependent on the factor (1, — 1,) (1, — f,)-

In a similar fashion, one can rewrite each term of the sum in (C.21) corresponding to the Yy,,,, with m > 3,
as:

F(n)F(m), (C.25)

Y (1o — 1) Gy — 1) (g — 112
m! (kg + po) (py + fip)
thus deducing that this expression has opposite sign with respect to that given by (C.25). Same holds for Y,,;,

since it can be shown that its coefficient is exactly (C.26) with thesubstitution m — n.
Finally, by showing that the term corresponding to Y}, in (C.21) can be factorized as:

F(m), (C.26)

(g — )2y — 1) (g — 1)

Yiu
(g + ) (py + 1)

(C.27)

one concludes that this expression has the same sign as that given by (C.25).

Putting together these considerations into (C.21), a valid upper bound on Y7, is obtained when the yields
Y,m» with n, m > 3, are set to zero and the yields Y;,,, and Y,,; are set to their maximum allowed value. Since in
appendices C.5 and C.6 we derive upper bounds on Y5 and Y3, (see (C.65)and (C.73)), we can employ them in
(C.21) instead of trivially bounding these yields with 1. In this way we obtain:

o1 (g ) () ) v (o — 1) (g — 1) (g — )
Gll - 11 11 - Yll
(g — 113) (1 — 1) (kg + 1) (g + 1)
(Mo — ) U U 3 3 (o + 1), 3 3 (g + 1)
+ Yl YD — e — S () — )+ S — )
p (Y3 + Y3 [uo Hy o + Mz)(uo 1 Gt uz)( 1 ]

(C.28)
n=4

oo Gy ) g ) g — ) (g ) () — )
+ 2t ul)Z[ " TR PRI ]

which leads to the following upper bound on Y ;:

(pg + 1)ty + 1) (g — py (u It
Yg = . 3 — 2 G — (2) ; G + = Gli? — 2(uy — 1) En
(Mo - N]) (Ml - :u’z)(,uo - ﬂz) (.uo - ,UJZ) ( )
( + + )
T [adla) H06H1 Ho Hoy (Yg + Y3U1),
(C.29)
where the term E;; is defined as:
Ho | B o
En=eho— et — (o — p| 1+ 20+ 22 +—°+—1+ e
6 6 6
fho + o T A AT
+¥e“1—e/"2—(ul—u2)l+—l+ + L 242
B+ sy 2 6 6 6
2 2
—Me“"—euz—(ﬂo—ﬂz)1‘1‘&"‘&4‘@4‘&4‘% . (C.30)
o + 1y 2 2 6 6 6
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C.3. Upper bound on Yj; and Yy,
Consider the following combinations of gains in which all the terms Y7, and,, Y,y are removed:

o A N A = Ynm n n m m
Gos' = /~L1QO’O + Nle’l - ﬂlQO’l - MOQLO = 2 nm! (gt — pok) (g — 13
ny,m=0 "o
~ = N o e Ynm n n m m
Go' =1 Q" + 1Q™ = 1y Q™ = o Q" = 30 gy — o) iy — s
n,m=0 SR
12 1,1 <22 <12 ~2,1 =Y,
Gy = 1, Q" + Q™ — 1,Q" — Q™ = 3 —n,;, (1 1y = ) (" = 13- (C3D)
n,m=0 ""-1E

We now combine G', Gi3* and G;* with arbitrary real coefficients ¢, and ¢; and impose that the resulting
expression has the yields Y,,, and Y,,; also removed:

oo
Y,
Gos' + co Gos” + & Gy’ = D2 =" (g iy — propy) (g’ — py")
nm—o nlm!
+ colpgy — popy) (g — py) + alpy py — pypa) (" — p3)l- (C.32)

For Y,,, and Y,,; to be removed the coefficients ¢y and ¢; must satisfy:

(g bty — pot) (g — py) + colagpty — fopty) (g — Hy) + a(py pry — iy ) (py — f1,) = 0V n
(g — o) (i — pi") + co(pg iy — popa) (g — 13 + a(ug iy — pyp) (" — i) = 0¥'m

(C.33)
or equivalently:
tolin (g — 1) + oy (g — k)1 + 1y T=po (o — 1) + apy (g — 1)l
— Loty — ) + ma(py — )l =0V n (€30

i Tty — popt; + coCpapry — pok)] + ' T— (g — popd) + a(uypy — )]
— ooty — pottd) + alpy iy — pyp3)] = 0V m.

A sufficient condition for this is that the coefficient of every yi and every ;" is identically zero. This imposes six
conditions on ¢y and ¢;, however thanks to the inherent symmetries of the system a solution exists, and reads:

o= o= 1) (C.35)
o (g — )
o= M. (C.36)
B (py — H)

Substituting these expressions back into (C.32) and multiplying both sides by 1, yields a combination of gains in
which the terms Y., Y,,;, Y1,, and Y5,,, are removed. In particular, we obtain:

1y Gost — Halpto — ) G2 + fro(pg — fy) Gl
(o = 1) (= 14y)
o0 Ym m m m m m m
B #(“0 — )= = ) & (g = ) = proCy” = )]
m=2 .
S o [y U D
* nzzja n!nfl!['uz('uoﬂ1 Hoky) (py = Hy (1o — 113) (o by — Hoy) (pg — f1)
m=2
Ho(fho — fy)
(g py — ) (" — Y ] (C.37)
(= 1)

In order to get a valid upper bound for Yy, and Yo, we need to study the sign of the coefficients of the remaining
yields. We start by recasting each term of the sum corresponding to the Y,,,,,, with n > 3and m > 2,in(C.37) as
follows:

Yum 1
nlm! (g — p1)(py — f4y)

A (s fhys Hos M) = Boa(pgs oy o 1), (C.38)

where

Boa(Hg» fas Hg 1) = pq o gty — 1) + By iy — pppl) + pro(ua ! — paf 143) (C.39)
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and A,, is the one found when bounding Y55, thus we know from (C.12) it can be recast as:

m—1
A (fgy s gy M) = (g — )y — 1) D (g~ 5 = =175, (C.40)
k=0
We can rewrite By, as:
n—2 - n—3 o
Boa(prgs fys hps 1) = frgfty pp(fly — 1) N871 — Ho Zﬂ;%z* Hy + iy ZN;F%]N%
k=0 =0
ek ]
= oty fo(pty — Nz)[ﬂgl + ZH;F Ty (py — ) — N§71
k=0 |
n—2 - T
n—1 -1 —2—
= oty (g — uz)[uo =y = o (g — )
k=0 J
n—2 B L n—2 L k_
= okt o (b — ) (ttg — uz)[Zuzuﬁz — D opsp
k=0 k=0 i
=k k k
_2_ —2_
= fo ity (tty — o) (g — fi3) D py(pg 25 — =275, (C.41)
k=0

Employing (C.40) and (C.41) into (C.38) we get:

Y, = n—2— n—2— i m—1— m—1—
oo = 1) (1o = uz)[Zuﬁ(uo Ryt ")][Zuﬁ(uo Rt ] (C42)
<HrEe k=0 k=0

which means that the sign of this expression is fully determined by the factor (1, — p,) (¢, — £,) (note that the
product of the two sums in (C.42) is always positive).
Concerning the terms that appear in the sum in (C.37) corresponding to the Yy,,,, with m > 2, we have:

Ym m m m
(i = o) gy = ) = (g’ = 15 + o = )]

= 7(”1 - MO)AZZ(Moa Hy> [y m)

Y, m—1 I I
= %wo — 1) (g — o) (g — ) > g (un = F — ), (C.43)
: k=0

where we used (C.11) in the first equality and (C.40) in the second equality. Expression (C.43) implies that its
sign is always equal to the sign of the terms given by (C.42), since it is determined by the same factor
(g — 15) (b — f1,) (note that the product of the last two factors in (C.43) is always positive).

A valid upper bound on Yy, is thus obtained by setting all the other yields to zero in (C.37). By doing so, we
obtain:

0,1 0,2 1,2
1Gos 4 Gos #oGo3

Y([)JZ =2 Fo = ) = Hy . (C44)
(o = 1)ty — 1) (g — fy)

One can do the same when bounding Yy, i.e. setting all the other yields to zero except for Y4, in (C.37). We find
that:

0,1 0,2 1,2
MGy 14 Gos o Go3

YY, = 4! TR VAL R : (C.45)
py (g — 1) — pro(py — p15) — iy (g — 1)

C.4. Upper bound on Y3y and Yy
Consider the following combinations of gains in which all the terms Yj,,,, and Y,,; are removed:

oo
~0,0 ~1,1 ~0,1 ~1,0 Y,
Gog' = m Q" + 1gQ"" = Q" = Q7 = 30 =y — ) (g — pofy’;
n,m=0 n:m:
50,0 52,2 ~0,2 ~2,0 > Y,
Gog® = 11 Q" + 1o Q™" = 1o Q™ = Q7 = 30 (g — pp) (g py — polt)s
n,m=0 nim:
o0

~1, ~22 <12 ~2,1 Y,
Gyt = 1, Q" + 1, Q% — QY — 1, Q7 = — (= ) (] g = ) (C.46)

nm=0 "**
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We now combine Gy', Gyi> and Gyg* with arbitrary real coefficients ¢ and ¢; and impose that the resulting
expression has the yields Y7, and Y,,, also removed:

o0
Y,
Gy + o G’ + a Gyt = 30—y — ) (g iy — i)
nm—o nlm!
+ colpg — ) (g Hy — potty) + alpy — p) () iy — py )] (C.47)

For Y},,,and Y, to be removed the coefficients ¢y and ¢; must satisfy:

(g 1y — Hoitf) (g — py) + colpg py — poiy) (ptg — o) + (" fy — ppy)(pty — 1) = 0V m
(gt — popn) (ply — 11y + colpgpty — popy) (y — p) + alug iy — o) () — ph) = 0V n,
(C.48)
This system of linear equations coincides with the one given by (C.33) that we found when bounding Yy, thus
the solution is given by (C.35) for ¢y and by (C.36) for ;. Substituting these expressions back into (C.47) and

multiplying both sides by pi,, yields a combination of gains in which the terms Y,,;, Y,5, Yo, and Y7, are
removed:

11, GY! — (g — 1) G%2 + oo — f11) GL2
2 - -
(po — Nz) (M1 - Mz)
=y nf (o — )=y — 1) + 1y g — 15) — poy — )]
n=2 :
- Yim n n m m MI(MO — :ul) n n m m
+ 71223 ] Pty — 1) (g Hy — oty — m(ﬂo — p5) (g iy — figfty)
fo(po — 1) -y m
+ ﬁ(ﬂl — ) (" ey — Mlﬂz):|- (C.49)
17 Mo

Since the coefficients of Y,,0 and Y,,,,, coincide with those found when bounding Yy, if one exchanges m «— n,
we can directly use the results obtained in appendix C.3 to recast the terms that contain the Y,,,, with n > 2 and
m > 3.In particular, according to (C.42), we obtain:

Ynm m—2 . e n—1 S S
= gy (g — 1) (g — )| 2wy T = TN S sy T = (€50)
nlm! =0 k=0
and according to (C.43) the terms that contain the yields Y,,o can be written as:
YnO = ko, n—1—k n—1—k
F(MO = p)(py — pp) (g — fhy) Z MZ(MO - )- (C.51)
: k=0

Like in the case of Y, (see appendix C.3), a valid upper bound on Y5 is thus obtained setting all the other yields
to zero in (C.49). We obtain:

0,1 0.2 12
2 G2 M Gy #o G2

Yy=o—toth Mo h KR (C.52)
(o = 1) (kg — pp) (ptg — f1)

One can do the same to bound Y, i.e. to set all the other yields to zero, except for Y. In this case we obtain:

16 G 1o Gt

YY, = 4! TR VA R : (C.53)
py (g — p13) = pro(p — p3) — pay(pig — 1)

C.5.Upper bound on Yj3
We look for that combination of gains in which all the terms proportional to Y,,g, Y1, Yo,, and Y3, are removed.
In order to find it, we consider the most general combination of all gains:

2 o0 2

iy Y,

Gi= Y Q"= > 'Lm' Zci,ju?,u? ) (C.54)
i,j=0 mm=0 M| ii—o

and impose proper conditions on the real coefficients ¢;

2 2
Y,,0 removed: E“?(ZQJ] =0Vn < co+ci1+cr=0 fori=0,1,2, (C.55)
i=0  \j=0

22



10P Publishing NewJ. Phys. 21(2019) 073001 F Grasselliand M Curty

2 2
Y,,; removed: ZM?[ZMjCi’j] =0Vn < pycio+ pci1 + pycip =0 fori=0,1,2, (C.56)
i=0  \j=0
2 2
Yo removed: Z”T(Zci’j] =0Vm < ¢j+aj+o;j=0 forj=0,1,2, (C.57)
j=0 " \i=0

2 2
Y,,, removed: ZMT[ZM?QJ) =0Vm <« ,uéco,j + M1261,j + u%cz,j =0 forj=0,1,2. (C.58)
j=0 " \i=0

The conditions given by equations (C.55)—(C.58) form an overdetermined system of equations for the nine
variables ¢; ;. However, thanks to the symmetries of the problem, a unique solution for ¢; j exists and reads (we
rescale every coefficient by requiring co o = 1):

co0 =1,
(o — 1y)
Copl=———)»
Hy — My
[ty — p
cop=—1—coy = —">—-,
My — Mo
(g — 115)
Go=""— >
Hy — Hy

(1 — 1) (o — 1)
(W — 1Dy — )
(g = 1) (ko — )

a,1 = 6,060, =

a2=—0a,0 — a,1= a0, = > 2 >
(uy — p) (g — p13)
2 2
:u() - :U/l
oo=—1—-apo=—">
Hy = 1y
2 2
(1 — ) (g — 1)
Q,1 = —C,1 — a,1 = €0,1Q,0 =

(W2 — 12y — 1)
(g — 1)) (g — 1)

orx=—00—a1= 1+ a0 + c) = . (C.59)
(1 — 1) (g — p1y)
By substituting (C.59) back into (C.54) we get an expression in which the terms Y,,¢, Y,,1, Yo,, and Y5,,, are
removed:
= Yo (g — 1) (g — #5)
Gi3 = Z l_r:l Fo — P Mo Fa : AZZ(M()) Hy> Ko m)
m—z 1! (= ) (g + f1)
> Y;qm A22(,u’0) ;UJp ,Uer m)Z' All(,UJ(): ,Uq: ,[/Qr Yl)) (C60)
m=2 nlm! (g = )™y + 41)
n—

where A,, is the factor given by (C.11) also present in the bounds for Yy, and Y5,, whereas A is the factor given
by (C.23) which appears in the bound on Y7 ;. Note that this is somehow expected: when bounding Yy, and Y5,
we removed the terms Y,,gand Y,,; as we just did for Y73, and in bounding Y}, we removed the terms Y;,,,and Y>,,,
as we did here. Therefore, by exploiting the result given by (C.12) we can recast each term of the sum
corresponding to the Y7, with m > 2,in (C.60) as:

Vi (pg — 1) ok w1k _1-k
(g — fy) D Hy(pg -, (C.e1)
m! (g + ) 1§2° :

and realize that it is always negative, regardless of the value of the intensities.
By employing the results (C.12), (C.24) we can recast each term of the sum corresponding to the Y,,,,, with
n > 3andm > 2,in(C.60)as:
Yim (g — Mz)z(ﬂl - Mz)z
ntml (uy — pp)* (1 + 1)

m—1

(o — 1) Y psQuir K = I H F(m, (C.62)
k=0

and realize that it is always positive’, regardless of the intensities.

° F(n)is defined in (C.24).
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A valid upper bound on Y73 is then obtained by setting Y;,, — 0 (except for Y;3) and Y,,, — 1foralln > 3
and m > 2in (C.60). As aresult we obtain:
Y (g — 11,)?
Gpjy=——B20 P2l )l — u? + — )]
13 3 G+ 1) (g — p)lpg — py + po(pg — py)

& TR (g — 1) + 10ty — o) + By — w1 - [l (g — 113) + (i — pd) + pi(pd — phl

up>

m=2 nlml(uy — p1,)*(py + py)
(C.63)
which implies:
Y_llé (1o — 12)* (o = f)*(po + 41y + 41) — Gy
6 Hy + py
+ (e — gy = D(pg — ) + (2 — iy — D(py — pg) + (Mo — pg — Dy — py)
(1 = 112)* (g + 42,)
2 2
o I
x l[e“l - l]wé - ) + (e”z e T l]wf ~ 1)
12
+ (e/’o — 70 — Jty — 1](;@ — ) | (C.64)

We thus obtain the following upper bound on Y;3:

_ 6( + 1) Gz n 6

(trg = 120> (oo — ) *(pg + g+ 13) (g — p)* (g — p1)* (g — > (g =+ pay + 1)
X [ef2(py — prg) + ey — py) + oy — pyp]
x era(py — pg) + eMi(pg — p3) + eto(ps — 117) — (g — )by — 1) (g — 1))

U o_
Yl3 -

(C.65)

where Gy is defined in (C.54) and the coefficients of the combination of gains in (C.59).

C.6. Upper bound on Y,
Welook for that combination of gains in which all the terms proportional to Yo, Y,,», Yo, and Y3,,, are removed.
In order to find it, we proceed like in the previous case. That is, we consider the most general combination of all

gains:

2 . 00 Y 2
Gy = Z Ci,ij] _ Z 'nm' Z Ci,j,u?,u;n , (C.66)

i,j=0 nm=0 MM i o

and impose proper conditions on the real coefficients ¢; ;

2 2
Y, oremoved: z M?[ZQ,]’] =0Yn < co+c1+cr=0 fori=0,1,2, (C.67)
i=0  \j=0
2 2
Y,,removed: ) ; Z/‘L?Ci,j =0Vn <« u(z)ci,o + ,ulzc“ + ,ugc,',z =0 fori=0,1,2, (C.68)
i=0  \j=0
2 2
Yo,,removed: E:O ,u;.”(;)ci,j) =0Vm < cj+aj+ej=0 forj=0,1,2, (C.69)
= i=
2 2
Y;,,removed: Z}) MT[Z})MQJ] =0Vm <= pgcoj+ o+ py0;=0 forj=0,1, 2. (C.70)
= i=

The conditions (C.67)—(C.70) form an overdetermined system of equations for the nine variables ¢; . However,
thanks to the symmetries of the problem, a unique solution for ¢;;; exists and reads (we rescale every coefficient by
requiring coo = 1):
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co0 =1,
2 2
(:uo -y
CO,l = - 2 20
17y
2 2
Fo — M
Cop=—1—co1=— 7>
Ky = Hy
N (g — 143)
CI,O - >
Hy — Ho

(g — 1 (o — 1)
(W2 — 1Dy — 1)
(1 — 1)) (g — )

a,1 = a,0¢,1 =

G2=—04a,0 — Q1= G,0C0,2 = 2 > >
(e = )y — 1p)

Mo — K
ao=-1—¢qo=2—"1

My — Ko

2 2
(g — p3) (g — f1p)

0,1 = —Co1 — a,1 = €,10,0 = —

(= 1Dy — )
(g — 1D (g — 1)

0rx=—00—a1= 1+ a0 + c) = . (C.71)
(1 — 1) (g — p1y)
By substituting (C.71) back into (C.66) we get an expression in which the terms Y9, Y,.,», Yo,, and Y;,,, are
removed:
o Yo (o — ) (kg — 1)
G31 - Z — ‘ AZZ(HO) Hy> o> 7’!)
nma M (g = 1) (g + 1)
e Ynm AZZ(M()) Hps Hops T’l) ;All(//b()) Hps Hops m)) (C72)
ni23 n'm! (= p)*(py + )

where A,; and Aj; are again the factors from Y5, and Y7; bounds given by equations (C.11), (C.23), similarly to
what happens when bounding Y5 (see appendix C.5). Therefore the analysis of the coefficient’s sign is the same
asinappendix C.5. Hence a valid upper bound on Y3, is obtained by setting ¥,; — 0 (except for Y3;) and

Y,n — 1in(C.72)foralln > 2 and m > 3in(C.72). Analogous steps to those in appendix C.5 lead to the
following upper bound:

B 6(1y + 1,) G " 6

(o — 12" (o — 1) (B + 11+ 1o (kg — 1) (g — 112)% (kg — 1) (kg + 1y + p1)
x [efa(py — po) 4 ey — p1p) + efo(py — )]
X [era(uy — pg) + e(ug — ) + ero(uy — 1) — (g — )y — 112 (g — 112)],

U _
Y5 =

(C.73)
where G3, is defined in (C.66) and the coefficients of the combination of gains in (C.71).
C.7.Upper bound on Yy,
Consider the following combinations of gains in which all the terms Y;,,,and Y,,; are removed:
o0
~ = ~ = Y,
Goi' = 1 Q"+ 1gQ" = o (@™ + Q) = 3T Gy — o)t = o
n,m=0 "*-"11E
0,0 ~22 ~02 |, A20 = Y,
Goy' = 13Q7" + Q™" — popy(Q7° + Q) = Y ,Ln";,(uﬁuz — po) (g fry — oiy)s
n,m=0 "1F
~1,1 <22 <12 | A2l S 4
Goy = 15Q" + 1 Q™ — 1, Q7+ Q%H = Y n,’::, (W' g — py ) (" ey — g ). (C.74)
n,m=0 "*-11E

We now combine Gy, Ggg” and Gy with arbitrary real coefficients ¢ and ¢; and impose that the terms Y5,,, and

Y, are also removed in the resulting expression:

oo

Y,
Goo' + co Gog” + @ Goy' = D= =gy — popy) (' — Hopy”)
mm—o nim!
+ colg iy — pop) (g o — popty) + alp) pry — py ) (g iy — iy p)]- (C.75)
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For Y5,, and Y,,, to be removed it suffices that for every m it holds:

(gt = Hoh) (g b — poiy™) + Colhghy — toti) (g by — Hohiy)

+ a(upy — ) (" iy — i) =0, (C.76)
which is fulfilled by:
2 J—
o= — ,U; (g — y) ) (C.77)
1o (g — H)
2

to (g — 1)
== (C.78)

1o (g = f1p)

Substituting (C.77) and (C.78) back into (C.75) and multiplying both sides by ,ug, we get an expression where all

the terms Yo,,;, Y2, Y0 and Y, are removed and where the term Yy gives the largest contribution. More

precisely, we find that:

'“12 (o — 1) G(())(,)z z (ko — ﬂl)
(to — 142) ( By — )

= Yoo[ui(uo — ) = i g — ) (g — f) + g (g — )ty — f1)]

2 0,1
/LzGoo - 00

- Z —[uz(ul 1) (g 1y — prop") + g (g — ) (g s — prohty) = prg(ptg — 1) (i g — puy pi3))]
m=3 '

Z (lh to) (g by — Bk + ,Ulz(,uo — p) gy — Hofty) — ,Ué(,uo — )y ey — py )]
n=3 !
I (e T [T S )
( - ) n— m— ( ) n— m— m—
— B T et = Y = Y —(u Py =y |
(1o = 112) (g — )
(C.79)
In order to extract an upper bound on Yy, we need to study the sign of the yield’s coefficients. We start by
recasting the term corresponding to Yy, as:
Yoo(tto — 5o — 1) — i (g — 112) + g (g — 1)1
= Yoo (g — p)*(py — 1) (g — o). (C.80)

We observe that the sign of this expression is determined by the factors (1, — 11,) (ftg — 1)
We then proceed by recasting each term of the sum corresponding to the Y,,,,,, with , m > 31in (C.79) as:

Yom AOO(lff(p Hi> Ko m) - AOO(/U’()) Ky s )

, (C.81)
nlm! (o — 1) (g — f)
where
Aoo(fgs s Hop 1) = (U3 pg — fhoftg) + oy (aty — fohe) + ply (g fy — iy 03)- (C.82)
This factor can be rewritten as:
Ao (s fys fos M) = fropiy fiy L™ Gy — o) + 11~ (g — 1)) 4 gy~ (g — 1))
= T Moy AZZ(,U/()’ My Hp 11— 1)) (C83)

where A,, is defined as (C.11) in appendix C.1. Thus we can use the result (C.12) obtained in appendix C.1 to
directly recast Ay as:

Ao (o> o> s M) = fug iy py(fg — f12) (b — H) Z T T} (C.84)

By substituting (C.84) back into (C.81), we get the final expression for each term of the sum corresponding to the
Y, with n, m > 3in (C.79):

uouluz(uo 1) (g — uz)[z (T T k)][z ps g2k — 2")], (C.85)

which has manifestly the same sign as the expression given by (C.80), for any value of the intensities (the product
of the last two factors is always positive).
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Finally, we recast the Yj,,,’s terms (Y,,o’s terms are identical under the replacement m — n) as:

1 m—1

Y, ) ) ) ) )
%/LOPJLUQ(MO L1 (e T R e T (/e Vi R T (T T

Yom
= ﬁ(ﬂo — ) Aoo(tgs gy fhyr )

m—2
m—2—k

Yo N
= —;1, po by b (g — 1) (g — o) (pty — i) D phQug ™75 = " =275, (C.86)
’ k=0

where we employed (C.83) in the first equality and (C.84) in the second one. We observe that the sign of the
Yo,,’s terms is again determined by the factors (11, — 1) (1ty — f4,)-

We conclude that the coefficients of ¥y,,,, Y0 and Y,,,,,, with n, m > 3, carry the same sign as Yy,’s, which
implies that a valid upper bound on Y is obtained by setting all the other yields to zero in (C.79). In so doing, we
find that:

20,1 20,2 21,2
#;Goo 17 Gog 5 Gob

v =t Rl BTR (C.87)
(kg — ) (prg — H) (g — f13)

Appendix D. Yield’s bounds with four decoys

Here we derive analytical upper bounds on the yields appearing in (1.7), following the same lines of section 2. In
this case we assume that Alice and Bob can prepare their phase-randomized coherent pulses with four different
intensity settings: { 149, £41, f42, f43 }, which are the same for both parties. This choice is optimal since we assumed
that the two optical channels linking the parties to the central node Chave equal transmittance /7 [43].

The whole set of infinite yields is subjected to the following sixteen equality constraints:

[o¢]
Yo

Q"'k)l = eu,k+u,Qk,l — Z

n,m=0

'™k, 1€ {0, 1,2, 3}, (D.1)
nlm!
and to the same inequality constraints given by (2.3).

In this appendix we only obtain bounds on the yields Y13, Y31, Yo, and Y, since the bounds derived on the
yields Yoo, Y11, Y02, Y20 and Yy, in appendix C are already good enough, i.e bounding them with one additional
decoy intensity would not result in a significant improvement of the performance of the protocol.

D.1. Upper bound on Yy,
Consider the following combinations of gains in which all the terms Y7, and Y,,o are removed:

o0
. s s s . Y.
Gol = 11;Q" + 1;,Q” — 1, Q" — p, Q"' = % n,’Z, (it — D = p, (D.2)
ny,m=0 "*r10E

where i, j € {0, 1, 2, 3}.Since G&/ = 0and Gé;{ = G(f}f,we only have six distinct combinations that read (for
© N 01 02 ~03 L2 A3 2,3
7> 1:Gois Gois Goi™ Goi> Goi> Gog™-

We now take the linear combination of the Gé:{ such that even the yields Y>,,,, Y3,,, Y,,; and Y, are removed:

o0
y Y,
> eiGol= >, ’nm' > cij(pi by — M,‘M?)(HT - MT), (D.3)
j>i mm=0 -1 s

where we implicitly assume that both indexes 7, j run over the set {0, 1, 2,3}. For Y5,,,, Y3,,,, Y,;; and Y,,, to be
removed, the real coefficients ¢;; must satisfy:

DGt — ) — p =0 ¥m
i>i
> cij(uip; — ) (U = i) =0 ¥m
377 (D.4)
> i — i)y — 1) = 0 ¥
>i
> i — i)} — pf) =0 Vn
kj>i

In order to solve system (D.4), we look for those coefficients ¢;; such that the multiplicative factors of 4" and p
(fori = 0, 1,2, 3)areall set to zero. This corresponds to imposing sixteen conditions on the six coefficients ¢; -
These conditions are not all independent, and a solution can be found even when we require (for simplicity) that

Co,1 = 1:
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ca=1,
(pg = ) iy (g — 13)
(o = H) o (kg — fi3) ,
(o = ) iy (pty — 1)

€o,2

o3 = >
(o — H3) sty — p3)
o = (g — 1) po(pbg — f3)
’ (e = p) py (g — 13)
oy = — Po = )il — piy)
’ (g — p3) prs(py — pi3)
(g — 111)°
gy = 2ol — Pl (D.5)
Ho sty = f13)
By substituting the solution for the coefficients given by (D.5) back into (D.3), one gets:
v N Yo o~ Yum
Z Ci,jG()l{ = Z 0—'A04(/L0, Hps M5 s, m) + Z " 'B04(/~L0’ My Hps Mgy 11, m), (D.6)
j>i m=3 1M n=d 1
where:
) m
Aoa(tgs foys s f3s M) = — e — (g (g = ) (g — p3) (p — fo3)
to s (thy — Hi3)
=y (o = 1) (pg — pa) (kg — p3) + iy (g — p) (g — H3) (g — fi3)
= s (g — ) (g — 1) (g — 1)
(g — 117)* (kg — 1) (g — p) (g — fa3) (py — ft3)
= _Fo 10 Cast =t 1 2 > Foigtgy = e, s ] (D.7)
Hop ft3 1<i2< e s
and
Boa(figs >t fi35 1, M)
— Mol m
= Ly (g = 1) (g = p13) (g — fi3)
(o — 1) (g — 1)y — 1) (g — 1) (pty — piz)? :
=y (g — o) (o — p3)(ky — fi3) + iy (g — p) (o — p3) (pty — f13)
=y (g — p) (g — B (py — pp)] X [_Ng_l(ﬂl — ) (i — p3) (py — ps)
1y g — 1) (g — )y — pag) — g5~ (g — i) (g — fa3) (pay — fi3)
+ iy g — 1) (g — 119 (g — 1))
= — Lo iy otz Aoa (s fys fhos fas 1) - Do My ety | (D.8)

1< L Sip—g

In (D.7), (D.8) we again assume that the indexes in the sums run over the set {0, 1, 2, 3} and we define

Si<i <in s M by ety |m=3 = 1.From (D.7) we deduce that the sign of Y;,,,’s coefficient is independent
of m, while from (D.8) we deduce that Y,,,,,’s coefficient has always opposite sign to that of Yy,,,. Therefore a valid
upper bound on Yy, is obtained by setting to zero all the other yields Yy, and to 1 the yields Y,,,,, with n > 4 and
m > 3in(D.6). We thus obtain:

i,j YU > BO4(,U>,LL),U/$/J/an)m)
Z Ci,jG(;‘éll = O'4A04(/'L0) M]) /1/2) /1’3) 4) + Z 0 L | 2' 3 5 (D9)
i>i 4! =4 n!m!
m=3
which implies the following upper bound on Yy
4' 1,7 > B > > ) s I
Yo, = > i Gol — . 04 (Hgr 12 Hpp iz 11 1) , (D.10)
— 1!
A04(ﬂ0> Hy> o> [z 4) j>i n—z; n'm!
m=

where ¢;jare given in (D.5), Gé;{ is defined in (D.2), the coefficient A, reads:

(g — 1) (g — 1) iy — o) g — p) (g — p3) (g + py + iy + fis)
Mo fhs

Aog(phgs fhys fos 13, 4) = —
(D.11)
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and the sum over the coefficient By, reads:

i B04(/'[/()) /'[/1’ /'[/2) /1/3’ n, m) //(/0/1/1
nlm! (o — 1)y — 1) (g — ) (g — 13) (= f13)?

§:
L,,»

2
1
X (e% —1—=py— 70)(M1 — ) (g — p3) (py — fh3)

2
I
e =1 = - 71 (g = 1) (g — p3) iy — f13)

2
u
+ el =1 —p, - 72 (o = 1) (g — 13) (g — f13)
13 ’
— e —1— s - 73 (ko — k) (g — 1)ty — 1) | - (D.12)

D.2. Upper bound on Y
Consider the following combinations of gains in which all the terms Yj,,, and Y,,; are removed:

.. -~ ~i -~ o
G = 1y Q" + Q@ = @~ @ = %

n,m=0

n, (u — WD = i), (D.13)

where 1, j e {0 1, 2, 3}.Since Gjoi = 0and Gig = GA{'()i,we only have six distinct combinations that read (for
j > 0:Gy', G’y Gy Gughs Gig's Gig” N
We now take the linear combination of the G, such that even the yields Y1,,,, Y, Y,;2 and Y, 5 are removed:

o0
S eGl = Y =2 ci (e — ) g — ), (D.14)
j>i n,m=0 ]>1

where we implicitly assume that both indexes , j run over the set {0, 1, 2, 3}. For Y1,,,, Y3,,,, Y,p and Y, ;3 to be
removed, the real coefficients ¢;; must satisfy:

> i = Wy — i) =0 ¥
j>i
2 i = 1) Qg — pyg3) = 0 ¥
J j>i
> ciju — 1) (i = ) = 0 ¥'m

j>i

(D.15)

S e — M?)(Hjli,m — pip) =0 Vm.

Lj>i

We now notice that the system (D.15) is exactly the same system solved in appendix D.2 while bounding Yy,
thus the solution for the coefficients c; ; is given in (D.5). By substituting the solution (D.5) back into (D.14), one
gets:

> Gy = Z —Ao4(uo> [ Mo f3> 1) + Z Yo B0l pu pos i, 1, 1), (D.16)
>i n=3 n! e 4
where Ay4 and By, are the coefficients defined in (D.7), (D.8) while bounding Y4. Hence we can adopt the
observations made on the sign of Ay, and By, from appendix D.1 and conclude that a valid upper bound on Yy, is
obtained by setting to zero all the other yields Y, and to 1 the yields Y,,,, withn > 3and m > 4in(D.16). The
upper bound on Y, then reads:

4! B b b bl b
Yip = > ciiGig — Z wlite th 'Mz' fy 1 1) | (D.17)
A04(/J/0) My Hos [z 4) j>i n*4 nim:
m

where c; j, Gig, Aos(ftgs 4> ys 3 4) and the sum over By, are given in (D.5), (D.13), (D.11) and (D.12),
respectively.
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D.3. Upper boundon Y3
We consider the most general combination of all sixteen gains:

3 i 00 Ynm 3 o
> QY= 3 lZci,jui uj], (D.18)

113!
i,j=0 nm=0 =M1 i

and require that the terms Y0, Y,,1, Y12, Yo, Y., and Y3, are removed, by imposing proper conditions on the
real coefficients ¢;

3 3
Y, removed: Z cijy =0 Vn <= Zc,-,j =0 for i=0,1,2,3, (D.19)
i,j=0 =0
3 3
Y,,1 removed: Z c,',ju?u]- =0Vn <« Zci,jﬂj =0 for i=0,1,2,3, (D.20)
i,j=0 =0
3 3
Y, removed: Z Ci,jﬂ?ﬂ? =0Vn <« Zc,-,j;@ =0 for i=0,1,2,3, (D.21)
i,j=0 =0
3 3
Yy, removed: Z c,',j,u;” =0Vm <« Zci)j =0 for j=0,1,2,3, (D.22)
i,j=0 i=0
3 3
Yy, removed: Y ci,]-,ufu;." =0Vm < >.cu=0 for j=0,1,2,3, (D.23)
i,j=0 i=0
3 3
Ys,, removed: > c,',j,u?;ﬂ? =0Vm <« Zci,jﬂf =0 for j=0,1,2,3. (D.24)
i,j=0 i=0

The twenty-four conditions given by (D.19)—(D.24) form an over-determined system of equations for the sixteen
variables ¢; ;. However, thanks to the symmetries of the problem, a unique solution for ¢; j exists and reads (we
rescale every coefficient by requiring ¢cg o = 1):

co0 =1,
(g = ) (g — H3)
Co,1 = >
(ko = p) (g — f13)
R O )
Co2 = >
(e — o)y — M3)
N (,uo - ,Ul)(,uo - ,UJ2)
€03 = >
(:ul - /-L3)(,U3 - ,Uz)
o o = 1) Co = py)lpohy + 1) + Hatis)
1,0 — >
(i = 1)y = ) [y iy + pi3) + g pis]
o= (g — /Jz)z(,uo — Ms)z[ﬂo(ﬂz + p3) + ]
T (= )y — ) L (e A ps) gy ps]
= — (prg = ) (o — 112) (g — 13) (1o (py + p3) + 13415
’ (g — 11)* (g — p3) iy — pa) [y (g =+ pas) + iy ]
oy = o = I — 1) (g — 1) [pg(py + 113) + popis]
’ (g — p) (g — M3)2(,U2 = p3) iy (g + f13) + po a5l
(g = ) (g = pa) Loy + p3) + py sl
Q0= )
(o = ) (g — p3) [y (et + fa3) + pp i3]
o= — (prg — 1) (prg — 1) (g — 3)*[pag (g + pa3) + g i)

(1 = p12)*(pty — p3) (g — pa) [pg (g + ps) + o pi5] ,
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(g — Nl)Z(Mo - H3)2[M0(N1 + p3) + py sl

2 (i = 1) (g — 137 Lpg Gty + p3) 4 iy 451 ,
G — (prg = 1) (prg — o) (g — 1) [ (g + f13) + py 2] ,
’ (= )y = 13) Gy — ) [y (i + p3) + pap i

oo — (g — py) (g — 1) [pg(py + 15) + iy iy
3,0 = )

(e — p3) (g — ) [y (g + p3) + 0051

_ (1o — 1) (g — 112)* (g — pa) Lo (g + 1) + 14115

(g — 1)ty — 113)* ey — pa) Ly (kg + 113) + 1 p45] ’

R (prg = 1) *(prg — ) (g — 13) Lo (g + 15) + gyt

(hy = po) (g — p3) (g — Na)z[lh(ﬂz + 13) + pppisl ,

_ 2 _ 2
C3 = (g — ) (prg — po)*Lprg (g + peg) + piy i) (D.25)

(y — Ma)z(ﬂz - H3)2[M1(N2 + p3) + oy ps] '

By substituting these expressions back into (D.18) and by making some simplifications, one gets:

3 00 00
s Y, Y,
E Ci,le,J = E 17’:A13(u0’ Hyps oy H3s 77’1) + § 'nm'A13(/1'0) K> Hos Lz 1’7’1) : Cm (D26)
i,j=0 m=3 M n=4 Nim:

m=3

where:

(1o — 1) (ko — 12)* (g — 113)°
A3 (i, iy [y g 1) = —2 "y )" (g 5 3
1<y

LA TP AR A S (D.27)
Hopfbs = fyfly =+ iy fls e 1 3)

i< e i3

and C,, (n > 5)is defined recursively as:

Ch

n—4
Z(N(]) + Nlj + M% + M;)Cnfj - Nolh:“zﬂa( Z i 1, - ---'M,’nSH/(” —4)

j=1 §<H< . Kips

Ca = otinfty + Hofiypts + Koo fbs [y fiy [l

(D.28)

In (D.27), (D.28) we assume that the indexes i;in the sums run over the set {0, 1,2, 3} and we define

Di<ig iy i iy ety |m=3 = 1.From(D.27) we deduce that the sign of Y},,,s coefficient is always
positive, while from (D.28) we deduce that Y,,,,,’s coefficient has always equal sign to that of Y7,,,, since C,, is
always a positive quantity. Therefore a valid upper bound on Y13 is obtained by setting to zero all the other yields

in (D.26). The upper bound on Y5 then reads:

6 Iy
Y5 [ S e ’J], (D.29)

A13(M()) Hps Hps s, 3) ,j=0

where c; ; are defined in (D.25) and Ay3(pg, f;5 fiys 13, 3) reads:
(1o — 1)* (kg — 1) (ptg — 113)°
Hofbs —+ pyfhy =+ fhy 3

A13(/J'()) Hps M5 s, 3) = (D30)

D.4. Upper bound on Y3,
We consider the most general combination of all sixteen gains:

ic--éi’f— i Yo ic»» e (D.31)
i,] = | 1,]”1'“]' > .

|
i,j=0 n,m=0 n.m. i,j=0

and require that the terms Y0, Y,12, Y13, You» Y1, and Y5, are removed, by imposing proper conditions on the
real coefficients ¢;:

3 3
Yy removed: Y ¢l =0Vn < > ¢;j=0 for i=0,1,2,3, (D.32)
i,j=0 =0
3 3
Y,» removed: Z c,-,ju?uﬁ =0Vn <« ZC,',J',LL? =0 for i=0,1,2,3, (D.33)
i,j=0 =0
3 3
Y,3 removed: Z Ci,jﬂ?ﬂi =0Vn <« Zci,j,u; =0 for i=0,1,2,3, (D.34)
i,j=0 j=0
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3 3
Yo, removed: Z ci,j,u;” =0Vm <« Zci,j =0 for j=0,1,2,3, (D.35)
i,j=0 i=0
3 3
Y,,, removed: > c,»,jui/i;.” =0Vm < > cju =0 for j=0,1,2,3, (D.36)
i,j=0 i=0
3 3
Y,,, removed: Z ci,jul.zﬂ;.” =0Vm <« Eci,juiz =0 for j=0,1,2,3. (D.37)
i,j=0 i=0

The twenty-four conditions (D.32)—(DD.37) form an over-determined system of equations for the sixteen
variables c; ;. However, thanks to the symmetries of the problem, a unique solution for ¢; j exists and reads (we
rescale every coefficient by requiring co o = 1):

coo=1,
(g — o) (prg — Ha) [pno(py + f3) + foy 5]

o (kg = ) (g — p3) [y (py + po3) + 1o 151 ’
Con = (g — pp) (g — pa) Lo (g + p3) + pg ] ,
(g = 1) (kg = pa) Ly (g A 13) =+ pp i3]
Cos = (o — ) (g — p) [pg(py + y) + gy ,
T (g = o) (s — )l (g 4 ps) + pg ]
o= (o — 1) (g — M3),
T (g = )y — )
o= (1o — 12)* (o — 113)*[io (g + p13) + By pis] ,
’ by = 12)? (g = 3L ey + p3) + iy g5
e (g — 1) (g — 1) (prg — p13)* [ (pty + p3) + mus]’
’ (g = 11207 Gy — p3) (g — ) [y Gty =+ ps) + iy ]
_ (1o — b (g — 112)*(ptg — 13) Lpto(py + p15) + py a5
(i — 1)y — 1302ty — 1) [ (pay + p13) + piopis]”
o= (o — p) (g — H3) ’
' (g — ) (py — pr3)
o= — Po = 1) Uto = 115)(1tg — 113)* Lo (ke + 113) + Hatis]
’ (= 1)y — 3) (g — ) Ly (g + ) + 113 445]
oy = (g = 1)* (g — 1) Loy + pa3) + g pa) ,
) (g = 112)* Gy — p3) Ly (g =+ pa3) + iy i3]
P e ) (o — 112) (g — p3) [po (g + ) + Hattal
’ (g — 1) (g — 113) (g — 1)Ly (g + 13) + 12 425]
Cr0= (kg — py) (g — 1) )
T = ) (s — )
- (1o — 1) (g — 112)* (o — 3) i (pty + 13) + pp s ’
’ (= 1)ty = pa3)*(py = pr3) [y (g + p3) + pap ]
R (po = 1)* (g — 1) (g — p13) [ptg(pay + p13) + pyis]

(= p) (g — p3)(py — M3)2[M1(N2 + ) + pyps] ’

_ 2 _ 2
- (o — )" (pg — 1) Lo (g + 1) + iy 15) (D.38)

(k) — ﬂ3)2(ﬂz - Na)z[ﬂl(ﬂz + H3) + ﬂz/‘3]'

By substituting these expressions back into (D.31) and by making some simplifications, one gets:

3 oo

~ii Y, =Y,
Z Ci,jQ T = Z _n'lAB(,u()) My Hos [z I’l) + Z LmABi(,u'()) Hps s [z I’l) : Cma (D39)
=0 a3 n! n=3 nlm!

where A3 and C,, also appear in appendix D.3 when bounding Y5 and are defined as (D.27) and (D.28),
respectively. Thus, following the same lines of appendix D.3, we conclude that all yields in (D.39) are multiplied
by a positive factor. A valid upper bound on Y3, is then obtained by setting to zero all the other yields in (D.39).
We obtain:
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6 5
vy — S a0, (D.40)
Ai3(fgs Hp> [ 3> 3) 1,j=0

where ¢;jand Ay3(ptg, f15, £y, fi3, 3) are defined in (D.38) and (D.30), respectively.
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Abstract

Twin-Field (TF) quantum key distribution (QKD) is a major candidate to be the new benchmark for
far-distance QKD implementations, since its secret key rate can overcome the repeaterless bound by
means of a simple interferometric measurement. Many variants of the original protocol have been
recently proven to be secure. Here, we focus on the TF-QKD type protocol proposed by Curty et al
(2019 NPJ Quantum Inf. 5 64), which can provide a high secret key rate and whose practical feasibility
has been demonstrated in various recent experiments. The security of this protocol relies on the
estimation of certain detection probabilities (yields) through the decoy-state technique. Analytical
bounds on the relevant yields have been recently derived assuming that both parties use the same set of
decoy intensities, thus providing sub-optimal key rates in asymmetric-loss scenarios. Here we derive
new analytical bounds when the parties use either two, three or four independent decoy intensity
settings each. With the new bounds we optimize the protocol’s performance in asymmetric-loss
scenarios and show that the protocol is robust against uncorrelated intensity fluctuations affecting the
parties’ lasers.

1. Introduction

Quantum Key Distribution (QKD) [1-5] allows two separated parties (typically called Alice and Bob) to generate
identical bit strings with information-theoretic security. Due to the loss in the quantum channel connecting the
parties, the performance of point-to-point QKD generally decreases with the distance, being unpractical for far-
distance applications. Nonetheless, there have been remarkable efforts towards improving its range of
applicability, such as the recent QKD experiments performed over 421 km of optical fiber [6] and over 1000 km
of free space in satellite-to-ground links [7, 8]. However, even for the most outstanding far-distance
experiments, the secret key rate turns out to be probably too low for commercial purposes. In fact, it has been
proven that there exist fundamental limits on the secret key rate that can be extracted from such point-to-point
configurations. These limits say that the secret key rate scales linearly with the transmittance of the quantum
channel linking the parties, or in other words, that it decreases exponentially with the channel length [9, 10].

Quantum repeaters [11—13] and measurement-device-independent QKD (MDI-QKD) protocols with
either quantum memories [14, 15] or with quantum non-demolition measurements [16] are possible theoretical
solutions to overcome these limits. Unfortunately, in practice they require a technology that seems to be far from
available in the near future. A more realistic solution was proposed recently by Lucamarini et al [17]. They
devised an MDI-QKD type protocol—called twin-field QKD (TF-QKD)—in which the untrusted central node
performs a single-photon interference measurement on the two incoming pulses, causing the key rate to scale
with the square-root of the channel transmittance by using simple optical devices. Since the original proposal,
several variants of the TF-QKD protocol were proven to be secure [18—23] and some of them were
experimentally implemented [24-27].

Here we focus on the TF-QKD scheme proposed in [ 19]. In this protocol, Alice and Bob use the decoy-state
technique to upper bound the detection probabilities associated to various photon-number states (called yields),

©2019 The Author(s). Published by IOP Publishing Ltd on behalf of the Institute of Physics and Deutsche Physikalische Gesellschaft
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Charles
untrusted node
Alice Bob
X: |+ay) Dy D. X: [Eag)
7 :PRCS Z:PRCS

= G
50:50 BS

Figure 1. Scheme of the TF-QKD protocol proposed in [19]. After selecting the X or Zbasis randomly, Alice and Bob send optical
pulses through a quantum channel to an intermediate node controlled by the untrusted party Charles. In an honest implementation,
Charles makes the incoming pulses interfere in a 50:50 beam splitter (BS) and publicly announces which of the two threshold detectors
placed at the beam splitter output ports clicks. For the X basis, Alice and Bob send coherent states |+, ) and | +a), respectively. For
the Zbasis, they send PRCS whose intensities are chosen at random from predefined sets.

which are subsequently used to obtain abound on the phase error rate. Importantly, and in contrast to other
solutions [18, 20, 22] which use a post-selection step based on the matching of a global phase, the scheme in [19]
pre-selects the value of the global phase and thus it can provide a higher secret key rate. Moreover, the practical
feasibility of this scheme has been recently demonstrated in [24, 25, 27]. A complete analysis of the symmetric
scenario where both users use the same signal intensities and analytically estimate the yields using the same decoy
intensity settings was performed recently in [28]. However, using the same set of intensities is an optimal strategy
only when the quantum channels connecting the users to the central node have approximately the same
transmittance. Thus, the bounds derived in [28] are not suitable for several real-world situations in optical
networks where the distances between the users and the central node can be notoriously different. Furthermore,
assuming that the parties employ exactly the same intensities is problematic even when the losses are symmetric.
This is due to the fact that, typically, neither Alice nor Bob can ensure that their lasers emit pulses with a perfectly
locked intensity. Instead, their intensities are typically fluctuating randomly and independently from the other
party. For these reasons, the use of independent signal intensities and the derivation of yields bounds based on
asymmetric decoy intensities is crucial for the protocol’s security in the presence of intensity fluctuations and for
addressing asymmetric-loss scenarios. This idea has already been used to optimize the early MDI-QKD
protocols based on two-photon interference in asymmetric-loss scenarios [29] and has recently been applied to
another type of TF-QKD protocol in [30]. Moreover, decoy-state based protocols affected by intensity
fluctuations have already been studied in [31-34].

In this paper, we address the above-mentioned problems by analyzing the performance of the TF-QKD
scheme proposed in [19] in the presence of asymmetric losses and independent laser intensity fluctuations. For
this, we derive new analytical bounds on the yields when Alice and Bob use asymmetric intensity settings. In
particular, we consider the practical cases where each of Alice and Bob uses two, three and four decoy intensity
settings, which are the most efficient solutions for covering long distances. In doing so, we show that the
protocol can tolerate highly-asymmetric loss scenarios and is quite robust against intensity fluctuations, thus
demonstrating its practicality for realistic network configurations.

The paper is organized as follows. In section 2 we summarize the TF-QKD protocol introduced in [19].
Then, in section 3 we analyze the performance of the aforementioned protocol under the assumption that Alice
and Bob use the same signal and decoy intensities. In section 4 we present analytical bounds on the yields when
the parties are allowed to use three independent decoy intensity settings. With the derived bounds, we investigate
the protocol’s performance in section 5 when using independent signal and decoy intensities and in the presence
of uncorrelated intensity fluctuations affecting the users’ lasers. Finally, in section 6 we present our conclusions.
The paper includes also a few Appendixes with additional calculations, including the analytical bounds on the
yields when each of Alice and Bob uses either two or four independent decoy intensity settings.

2. TF-QKD

2.1. Protocol description

In this section we briefly summarize the considered TF-QKD protocol [19]. As shown in figure 1, it consists in
both Alice and Bob sending optical pulses through a quantum channel to an untrusted third party, Charles, who
is in charge of performing joint measurements on the incoming pulses and announcing the results. The protocol
is composed of the following seven steps.
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(i) Alice (Bob) chooses the X basis with probability p;‘ (pf) and the Z basis with probability pZA =1- pr

(sz =1- pf ). For the X basis, Alice (Bob) prepares an optical pulse in a coherent state | (—1)% a4 )
((—1)t=ap)), with b, (bp) being a randomly chosen bitand oy, a € R, for simplicity. For the Zbasis, Alice
(Bob) prepares an optical pulse in a phase-randomized coherent state (PRCS) Py, »,) whose intensity zi;
() ischosen fromaset Sy = {4}k (Sp = {v}) with probability p, (py).

(i) Both Alice and Bob send their pulses to an intermediate untrusted node, Charles, through optical channels
with transmittances 74 and 1, respectively, in a synchronized manner.

(iii) Charles interferes the incoming pulses in a 50:50 beam splitter, followed by two threshold detectors
associated with the constructive (detector D,) and destructive (detector D,)) interference, respectively.

(iv) Charles announces the measurement outcomes k. and k; of the detectors D, and Dy, respectively, with
k. = 1 (ks = 1) corresponding to a click event and k. = 0 (k; = 0) corresponding to a no-click event.

(v) Alice and Bob reveal a small fraction of the bits b, (bp) collected from those events when both parties chose
the X basis and Charles reported a click only in one detector (k. + k; = 1) to estimate the bit error rate.
Their raw keys consist on the remaining undisclosed bits. Also, Bob flips all the bits by collected when the
click occurredin D,.

(vi) Alice and Bob publicly announce the intensities used in all the events when both chose the Z basis, and they
use that information to estimate the phase error rate.

(vii) Alice and Bob apply error correction and privacy amplification techniques to their raw keys to distill two
identical secret keys.

2.2.Secret key rate
The asymptotic secret key rate of the protocol described above is lower bounded by [19]

R > max{R¥, 0} + max{R¥, 0}, e

where R{ is alower bound on the secret key rate that Alice and Bob can obtain from the event Q € {Q,, Q,},
being 2. = (k. =1 A kg = 0)and Q; = (k. = 0 A k; = 1). Thislower bound is given by

RY = p2pPp (D[ — hy(efF) — fh, (ex,0)], ©)

where p, (Q) = iz buby Px (§21a, p) is the conditional probability that the event {2 occurs given that Alice and
Bob select the X basis, eg’l’g is an upper bound on the phase error rate, ey , is the bit error rate, fis the
reconciliation efficiency of the error correction process and h, (x) = —x log,(x) — (1 — x)log,(1 — x)isthe
binary entropy function. Note that in the asymptotic scenario, which is the scenario we consider in this work, we
assume for simplicity that pf = pf ~ 1. The upper bound on the phase error rate, e;}, is given by [19]:

e;%’ X px () = ( Z Cn,m Y}?m] + ( Z Cr,m me) > (3
n,me2NO n,me2NO+1
where Y}, = P, (§2|n, m)is the conditional probability of the event {2 given that Alice and Bob sent 7 and m

2 2
(kA+(hB O/AQZ’V‘

photons, respectively, ¢, ,, = e~ and N° denotes the set of non-negative integers. The yields Y5., are

n!m!
not experimentally observed but can be estimated through the decoy-state method [35-37] (see section 4). The
bit error rate is given by

1 Px (2 ba, bp)

ex,0, = px(ba = bpl€l) = — —_—, 4)
X 'x {0A B 1 bAiZbB ()

1 px(lebAJ bB)

ex,0, = Py (ba = bp|Qy) = —
X,y — Px(ba Bl Ld 4hA:ZhB PX(Qd)

The values of the bit error rate ex o and of the probability p, (€2) for a typical channel model are given in
appendix A. These are the values we use in our simulations.

(©)

3. Symmetric intensities

When analyzing QKD protocols based on a central-node architecture, it is common to consider the symmetric
scenario where the transmittances of the channels Alice-Charles and Bob-Charles are equal. This is, however, an
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Figure 2. Contour lines for the secret key rate of the TF-QKD protocol introduced in [19] as a function of the channel loss in Alice’s
and Bob’s sides, assuming that both Alice and Bob use the same signal and decoy intensities. Specifically, in (a)—(c) they use two, three
and four decoy intensities each, respectively. The black dashed line encloses the loss region where the key rate overcomes the
repeaterless bound [10]. We note that for several combinations of losses, it might be beneficial for the parties to increase the loss in one
of the channels in order to make them more symmetric, thus maximizing the key rate. The experimental parameters used in the
simulations are given in table 1.

Table 1. Experimental parameters used in the
simulations. See appendix A for the definitions.

Dark count probability Pa 1077
Total polarization misalignment 0 2%
Phase mismatch 0] 2%

unrealistic assumption. In a practical scenario, the loss introduced by the quantum channel Alice-Charles could
significantly differ from the loss in the channel Bob-Charles. In this case, the yields bounds obtained by using the
decoy-state technique with the same intensity settings for Alice and Bob are not optimal anymore, i.e. they are
looser than those obtained when the channel losses are instead symmetric.

Indeed, as already shown in MDI-QKD [29, 38—40], if Alice and Bob use the same intensity settings, they
mightbe in a situation where it is convenient for them to symmetrize the channels losses by increasing the loss in
one of the channels, in order to enhance the key rate. In doing so, the intensities of the pulses arriving at the
central node are now of similar magnitude, which results in an improvement of the key rate. However, if they use
different intensity settings, that is no longer the case [29, 38—40]. The same happens in the TF-QKD scheme
introduced in [19]. This is clear from figure 2, where we plot the secret key rate assuming that Alice and Bob use
the same set of two, three and four decoy intensities. The plots are obtained by using the analytical yields bounds
for the symmetric-intensities scenario derived in [28]. The experimental parameters used for the simulations are
given in table 1 and the corresponding channel model is given in appendix A.

In figure 2, the key rate is optimized over the signal intensity o, = a4 and over the strongest decoy intensity
(assumed to be equal for the two parties), while the other decoy intensities are fixed to the same values for both
parties. As a matter of fact, after having observed that in the asymptotic scenario the optimal values of the weaker
decoy intensities tend to be as small as possible regardless of the losses in the two channels, we fixed them to
reasonably low values in the key rate optimization. More precisely: the weakest decoy intensities of Alice and Bob
in the two-, three- and four-decoy case are fixed to 107>; the second-to-the-weakest decoy intensities in the
three- and four-decoy case are both fixed to 10~*; and the third-to-the-weakest decoy intensities in the four-
decoy case are fixed to 10~2. The resulting key rate in both the three- and four-decoy case basically reproduces
the rate one would obtain when optimizing even on the weaker decoy intensities [28]. In the two-decoy case,
however, the key rate can be enhanced further by decreasing the value of the weakest decoy intensity, as
explained in appendix E. The disadvantage of using symmetric signal and decoy intensity settings is clear in all
the two-, three- and four-decoy cases, since increasing the loss in one of the channels can lead to an increase of
the key rate in asymmetric-loss scenarios.

Furthermore, as already mentioned in the introduction, assuming that Alice and Bob are using exactly the
same intensities is not realistic in most experimental implementations [25-27] due to the intensity fluctuations
on the transmitters’ lasers. The effect of intensity fluctuations was already considered in [28] under the
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assumption that the fluctuations are correlated among the two parties, which is satisfied in the experiment
reported in [24], but does not hold in general.

4. Asymmetric intensities

In order to enhance the protocol’s performance in the presence of asymmetric losses and to investigate
uncorrelated intensity fluctuations, in this work we derive analytical upper bounds on the yields for the two-,
three- and four-decoy scenarios with independent intensity settings for Alice and Bob. We note that the use of
three or four decoy intensity settings is already enough to obtain a secret key rate close to the one that could be
achieved with infinite decoy intensity settings [19, 28]. The derivation of the yields bounds for different decoy
intensity settings is presented in appendix F (two-decoy scenario), appendix G (three-decoy scenario) and
appendix H (four-decoy scenario). However, for illustration purposes, we present in this section the resulting
upper bounds for the three-decoy case.

According to the TF-QKD protocol [19] summarized in section 2—when both parties choose the Zbasis—
Alice prepares a PRCS whose intensity belongs to the set { 14, f¢;, ft,}, with p1y > 14, > p1,. Analogously, Bob
prepares a state whose intensity is instead drawn from the set {v, v, 15}, with vy > v > 1. The key
assumption of the decoy-state method is that the yields are independent of the chosen intensities and are thus
subjected to the following four equality constraints:

o0
. Y,
QM = emtrQbl = ST Ly mym koL e {0, 1, 2}, (6)
nm—o nlm!

where Qb is the gain in the Zbasis given that Alice and Bob choose intensities 1, and v, respectively. Note that
we omit here and in what follows, for readability, the dependency of the variables with 2. Being probabilities, the
yields are additionally subjected to the inequality constraints:

0<Y,<1l Vn,m 7

By properly combining the constraints (6) with a procedure similar to Gaussian elimination, we can obtain
analytical upper bounds on the yields Yyo, Y11, Y22, Y02, You» Ya0, Yao» Yi3and Y3;. The other yields are trivially
upper bounded by one. The upper bounds are then inserted in the expression for the phase error rate (3), which
can be rewritten as

u _ Q ") Q Q ") Q 2
et X py () = (copy Yoo + co2y Y02 + @0y Y20 + G2y Ve + coayYos + a0y Yo + Aeven)

+ (a1 Yﬂ + a3 Yfﬁ + 6 Yﬁ + Aoda)? ¥

where Acven = Y01 s, Cnm Dodd = X (nmes, Cnm)> being So (Sy) the subset of 2N (2N° + 1) which only
includes the (1, m) pairs of those yields that are being trivially upper bounded by one. In doing so, we can obtain
a fully analytical expression of the asymptotic secret key rate (1). In what follows, we present the resulting upper
bounds on the aforementioned yields (we refer the reader to appendix G for their derivation). For this, let’s
consider the most general combination of the nine constraints (6):

2 '
Guv - Z Ci,le’J~ (9)

i,j=0

For simplicity, in (9) and also below, we omit the explicit dependence of the coefficients c; ; with the value of u
and v. Then, we can obtain an upper bound on the yield Y, by appropriately choosing the coefficients ¢; ; that
appearin (9).

4.1. Upper bound on Yy,
An upper bound on the yield Yy is given by

iy V12 Goo
(o — p) (g — ) (Wo — v (Vo — v2)

U _
Yoo =

(10)

where Gy is given by (9) by fixing the ¢; j coefficients to those given in (G.54).

5
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4.2.Upper bound on Y5,
An upper bound on the yield Y7, is given by

Gy + ) + v2) Y5 Yy

YUf
11 —
(g — ) (g — o) (o — v (Vg — v2) 6

F Grasselli et al

+ Ly + vy + v + %(Mlﬂz + pg g+ fafhg)

2 3 2 3 2 3
(e”l -y -4 "—')(V(Z) - )+ (e”2 —v -z - ﬁ)(ylz — v -y — D~ %)(V% —vd)

2 6 2

(v — )Wy — v) (g — v2)

oY, 2 2 BoomY, 2 2 A Y 2
et =y — 5 = 2 Qg — pp) +\ e = py — 5 = )y — ) (et — g — 5 = ) (g = )

(,LLI — ) (g — pp) (g — Hy)

>

(1D

where G is given by (9) by fixing the c; ; coefficients to those given in (G.16), and where the upper bounds Y;3

and Y3 are provided below.

4.3.Upper bound on Y3,
An upper bound on the yield Y3, is given by

4Gy,

YY =
22 — >
(Mo - N])(Mo — ) (Wo — ) (Vg — 1)

where G, is given by (9) by fixing the c; ; coefficients to those given in (G.6).

4.4. Upper bounds on Yy, and Yy,
The upper bounds on the yields Yy, and Y;, are given by, respectively,

yU — 2Goa py fhy
02 — >
(o — p) (g — Hy)(Wo — v (Vo — v2)

and

24Goa fiy 1y
(o — 1) (o — 1) Wo — ) (o — V) (V3 + Vi + v§ + vy + vova + nivy)

U _
Y04_

where G, is given by (9) by fixing the c; ; coefficients to those given in (G.28).

4.5. Upper bounds on Y, and Yy,
The upper bounds on the yields Y, and Y, are given by, respectively,

2G20 1404

(g — pp (g — p) (o — v1)(Wo — v2) ’

U _
Y=

and

24G201/11/2
(o — 1) (g — 1) (Wo — ) (o — V) (U2 + 2 + 2 + popty + fioht, + pypty)

U _
Yy =

where G, is given by (9) by fixing the c; ; coefficients to those givenin (G.36).

4.6. Upper bound on Y3
An upper bound on the yield Y73 is given by

—6(p; + 1) Gi3
(g — ) (o — p)(Wo — v (o — v2)(Wo + v1 + 12)
I 6[e”(v1 — vo) + €"'(vy — 12) + ey — )]
(g — pp (g — p) (g — p) (o — v1)(Wo — v2)(v1 — V) (o + v1 + 1)
X [e(py — prg) + eGug = ) + ey — ) = (g = 1) (o = 1) (g = 1)1,

U _
Yl3_

where G5 is given by (9) by fixing the c; ; coefficients to those given in (G.43).

(12)

13)

(14)

15)

(16)

17)

6
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4.7. Upper bound on Y3,
An upper bound on the yield Y3, is given by
yU = —6(v1 + 1) Gs
(kg = p) (g — H) (o — v)(Wo — v2) (g + 4y + f13)
i 6ler2(py — pug) + ey — prp) + oy — py)]
(o = 1) (g — ) (g — p) (o — v) (o — ) (1 — v2) (g + py + p13)

x [e"(v] — vg) + e(vg — v3) + e (s — vi) — (Vg — 1) Wy — o) (1) — )], (18)

where G3, is given by (9) by fixing the c; ; coefficients to those given in (G.47).

5. Simulations

In order to obtain the optimal secret key rate in the asymptotic-key regime, one needs to optimize it over the X
basis intensities o, and o3, and over four, six or eight decoy intensities, depending on the number of decoys

used by Alice and Bob. The key rate depends on the decoy intensities through the yields bounds derived in
appendices F—H. For instance, for the three-decoy case analyzed in the previous section, we have that the vector
of parameters to be optimized is p = (qu, ap, (g [y fy Vo> V1> V2). Inorder to fairly compare the simulation
results with those of the symmetric scenario (figure 2), we use the same experimental parameters given by table 1
and we again fix the weaker decoy intensities to the same symmetric values for Alice and Bob, namely:

py = vy = 107 for the two-decoy case, j1; = v, = 10~ *and j1, = v, = 107 for the three-decoy case,

to = vy = 10",y = v; = 10 *and y, = v, = 10 for the four-decoy case. Thus the key rate is actually
optimized over ﬁ = (au, ap, [1y V) in thetwo and three-decoy case, and over [7' = (ou, o, [t3, v3)inthe
four-decoy case. As explained in appendix H, note that in the four-decoy case, for convenience of our notation,
13 and v denote the strongest decoy intensities, i.e. we use the ordering 3 > pg > 1y > ppand

vs > Vg > vy > v, Although having fixed the weaker decoy intensities to the same values for both parties might
seem restrictive in the asymmetric-loss scenario considered here, indeed it is not. As a matter of fact, we observed
that the optimal values of the weaker decoy intensities (i.e. ¢t and v; in the two-decoy case, py, (1, and vy, 5 in
the three-decoy case, (i, (41, 112 and vy, vy, v, in the four-decoy case) tend to be as low as possible, independently
of the losses in Alice and Bob’s channels. We thus fixed them to symmetric low values that are reasonable from
an experimental point of view [24, 25]. We additionally required every non-fixed decoy intensity to be at least
one order of magnitude greater than any other fixed decoy intensity of the same scenario, due to practicality
reasons in an experiment.

Fixing the decoy intensities reduces the computation complexity of the simulations, which is important
since, in contrast to the MDI-QKD scenario [41], the key rate is not, in general, a convex function of p (see
appendix C). This means that it is not possible to safely use time-efficient optimization methods, such as, for
instance, the coordinate descent algorithm [42]. Our optimization is thus carried out by using the built-in global
optimization algorithms of Wolfram Mathematica 11.0 [43].

In figure 3 we plot the asymptotic secret key rate as a function of the loss when the parties employ
independent signal and decoy intensities, and each party uses either two (figure 3(a)), three (figure 3(b)) or four
(figure 3(c)) decoy intensities. In all plots we observe that the improvement given by the use of independent
intensities in the asymmetric-loss regions is significant. That is, introducing extra losses in one of the channels
does not enhance the key rate any longer, in contrast to figures 2(a)—(c), where the intensities are instead
symmetric for the two parties. Interestingly, this substantial improvement is mainly due to the independence of
Alice’s and Bob’s signal intensities, while the independence of the decoy intensities plays a secondary role. In fact,
the weaker dependence of the secret key rate on the asymmetry of Alice’s and Bob’s decoy intensities was recently
investigated for specific scenarios and under some approximations in [44]. Nevertheless, allowing Alice and Bob
to independently optimize both their signal and decoy intensities can almost double the secret key rate in
extremely asymmetric-loss scenarios with respect to the case where only the signal intensities are independently
optimized. This is particularly important when the estimation of the phase error rate is poor, like in the two-
decoy case. Itis also important to mention that, similarly to what happened in section 3, in the two-decoy
scenario shown in figure 3(a) the secret key rate can be significantly enhanced by allowing the weakest decoy
intensities of Alice and Bob to take lower values (see appendix E for further information). Additionally, by doing
50, the trilobal pattern that can be observed in figure 3(a) almost disappears (see figure E1(a)), and the resulting
figure looks similar to the three- and four-decoy cases.

The simulations suggest that in order to get a high key rate, it is important that the intensities of the pulses
arriving at the central node are of similar magnitude (but not exactly the same), so that a cleaner interference
occurs. This is clear from figure 4, where we plot the optimal signal and decoy intensities in the three-decoy
scenario, as a function of the loss in the channel Alice-Charles and for fixed losses in the channel Bob-Charles.
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Figure 3. Contour lines for the secret key rate of the TF-QKD protocol introduced in [19] as a function of the channel loss in Alice’s
and Bob’s sides assuming that both Alice and Bob use independent signal and decoy intensities. In (a)—(c), the parties use two, three
and four decoy intensities each, respectively. The key rate is never enhanced by increasing the loss in one of the two quantum channels,
in contrast to the previous scenario with symmetric intensities (figures 2(a)—(c)). The black dashed line encloses the loss region where
the key rate overcomes the repeaterless bound [10]. The experimental parameters used in the simulations are given in table 1.
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Figure 4. (a) Optimal values of the signal intensities (o} and o%) and the arriving signal intensities (o, 77, and o%7;) both for Alice
(solid lines) and Bob (dashed lines). (b) Optimal values of the strongest decoy intensities (14 and /) and the arriving strongest decoy
intensities (11014 and vo1)p) both for Alice (solid lines) and Bob (dashed lines). All the figures are plotted as a function of the loss in the
channel Alice-Charles for three different values of the loss in the channel Bob-Charles. The corresponding optimized key rate is given
in figure 3(b), where each party has independently three decoy intensities. We observe that it is optimal for the parties to prepare the
intensities of their pulses such that the signals arriving to Charles have similar intensities, especially for the X-basis rounds. The
experimental parameters used for the simulations are given in table 1.

We note that the optimal signal intensities o, of Alice (solid lines) become greater than the correspondent ones
% of Bob (dashed lines) as soon as the loss in Alice’s side is greater than in Bob’s side. The same happens for the
decoy intensities (1 of Alice and vy of Bob) over which the key rate is optimized. Besides, when the losses at
Alice’sand Bob’s sides are equal (symmetric scenario), the optimal values of both the signal and decoy intensities
coincide for Alice and Bob, as expected. Moreover, the bottom plots in figure 4 show that the signal intensities
arriving at the untrusted node, i.e. 4 and 7, are very similar to each other, while this is less pronounced in
the case of the arriving decoy intensities. This is expected since the signal intensities are used to generate the raw
keys. Thus it is optimal to minimize the bit error rate with a clean interference by tuning the signals so that the
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Figure 5. Comparison between the secret key rate with optimal signal and decoys intensities (dashed lines) with the secret key rates
affected by increasing intensity fluctuations (solid lines): 20%, 30% and 40% (brighter colors; right to left). The number of decoy
intensity settings are two (green lines), three (red lines) and four (blue lines). In (a) the losses at Alice’s and Bob’s sides are equal
(symmetric-loss scenario) while in (b) the loss in the channel Bob-Charles is fixed to 30 dB. We assume that the fluctuations affect
each decoy intensity and each signal intensity of both parties in a independent way, i.e. the fluctuations are uncorrelated. The plots
show that the TE-QKD protocol is quite robust against intensity fluctuations and that it can beat the repeaterless bound [10] even with
40% intensity fluctuations, when Alice and Bob use either three of four decoy intensities. The weaker decoy intensities have been fixed
to the following values: yi; = vy = 10> for two decoy intensity settings, ji, = v, = 10 and yi; = vy = 102 for three decoy
intensity settings,and y1, = v, = 1072, y; = v; = 10 2and juy = v, = 10" for four decoy intensity settings. The other
experimental parameters are given in table 1.

arriving pulses have similar intensities. Conversely, the decoy pulses are used to indirectly estimate the phase
error rate by upper bounding several yields. Because of the complex mathematical structure of such estimation
problem, it is not true in general that the optimal phase error rate estimation is achieved by interfering arriving
pulses of similar intensity. For completeness, the analogous figures with the optimal arrival intensities in the
two- and four-decoy cases are shown in appendix D.

Apart from the general improvement in the secret key rate that the yields bounds derived in this work entail
in asymmetric-loss scenarios, the bounds also allow to incorporate uncorrelated intensity fluctuations into the
model, guaranteeing security in more realistic conditions. Figure 5 illustrates how taking into account the
possible intensity fluctuations at the transmitters’ lasers affects the key rate. In particular, the dashed lines are
obtained by optimizing the key rate over the signal and decoy intensities (we consider two, three and four decoy
intensity settings) in the case of symmetric losses in the two quantum channels (figure 5(a)) and when Bob’s loss
is fixed to 30 dB (figure 5(b)). We then apply uncorrelated fluctuations of fixed magnitudes (20%, 30% and 40%)
on all the signal and decoy intensities of both parties and take the worst-case key rate (solid lines), i.e. the one
minimized by letting each intensity independently fluctuate in its fluctuation range. For instance, by fixing the
fluctuation magnitude to 30%, every signal (oé" ) and decoy (11, Vi) intensities fluctuate independently in the
following intervals centered on their optimal values (overlined terms): ai) g € [0.7 aﬁ) » 1.3 @i) sb
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Figure 6. Optimal values of the signal intensities o7, and o (solid and dashed lines, respectively) as a function of the loss in the channel
Alice-Charles for different levels of accuracy in the estimation of the yields, i.e. assuming that the parties have at their disposal two,
three, four and infinite decoy intensity settings (bottom to top). The loss in the channel Bob-Charles is fixed to 30 dB. We observe that
the optimal values of the signal intensities used to prepare states in the X basis increase with the number of decoys used in the Z basis.
For the infinite decoy case, we assume that Alice and Bob can estimate the yields precisely and we used the theoretical values of the
yields, which are given in appendix B. The experimental parameters used for the simulations are given in table 1.

. € [0.7 fiy, 1.3 iy ]Jand v € [0.7 D, 1.3 7). The secret key rate is then minimized over the fluctuations of all
intensities constrained in their respective intervals. This effect has already been analyzed in [28] in the case of
symmetric losses in the two quantum channels, where the fluctuations are, however, assumed to be perfectly
correlated among the two users. This is a quite restrictive assumption, which only occurs in practice in certain
experimental implementations based on the use of only one laser [24], but does not hold in general when two
lasers are employed [25-27], even in a scenario with symmetric losses. In order to directly compare the effect of
uncorrelated fluctuations with the results in [28], we fixed the weaker decoy intensities to exactly the same values
used in the intensity fluctuations plots of [28], thatis: u; = v, = 1077 for two decoy intensity settings,
to = v, = 102 and y; = v; = 10~ for three decoy intensity settings, and i, = v, = 107>, y; = vy = 10°°
and iy = 1, = 10~ for four decoy intensity settings. The figures suggest that the protocol is quite robust
against intensity fluctuations even when the fluctuations are uncorrelated among the two parties. In fact, the
maximal tolerable loss in the overall Alice-Bob channel for both the three and four-decoy scenarios decreases
less than 2 dB for a 20% fluctuation of the signal and decoy intensities. Remarkably, even with a fluctuation
magnitude of 40% the decrease is still below 10 dB. Regarding the two-decoy case, it is important to mention
that the abrupt change that the key rate suffers when considering intensity fluctuations is due to a sudden change
in the optimal decoy intensities (see appendix E). In particular, a sudden increase of the optimal decoy intensity
directly implies a sudden increase of its fluctuation magnitude in absolute terms What concluded for figure 5(a)
also applies to the asymmetric scenario shown in figure 5(b), where the loss in the channel Bob-Charles is fixed
to 30 dB.

Finally, it is also interesting to observe how the optimal values for the signal intensities in the X basis depend
on the estimation of the yields in the Z basis. Figure 6 shows the variation of the optimal ¢ and o (X basis) as a
function of the loss in the channel Alice-Charles (the loss in the channel Bob-Charles is fixed to 30 dB) for four
different levels of accuracy in the estimation of the yields (Z basis). One can see that, when the yields’ estimation
is not so tight, the X basis intensities o and o tend to be small in order to reduce the weights c,, ,, of the yields
appearingin (3) and compensate the yields’ loose upper bounds. By increasing the number of decoys in the Z
basis and thus the tightness of the yields’ bounds as well as the number of relevant yields which are non-trivially
upper bounded, the optimal values of the signal intensities in the X basis also increase, showing that the optimal
signal intensities in the X basis depend on the number of decoy states used in the Z basis.

6. Conclusion

In this paper we have investigated the performance of the TF-QKD protocol proposed in [19] under the realistic
condition of asymmetric losses in the quantum channels linking Alice and Bob to the intermediate node. For
this, we have derived analytical bounds on the relevant yields that appear in the phase error rate expression when
the parties use either two, three or four decoy intensity settings. In contrast to previous results [28], the bounds
derived here are valid in the general scenario of independent intensity settings for the two parties, thus
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optimizing the protocol’s performance in the presence of asymmetric losses in the two quantum channels. The
simulations show a significant improvement on the secret key rate when using independent signal and decoy
intensity settings in several asymmetric-loss scenarios. In particular, the secret key rate is never enhanced by
adding fiber in one of the channels in order to symmetrize their losses. Furthermore, we have demonstrated the
robustness of the protocol against uncorrelated intensity fluctuations on the transmitters’ lasers. These results
clearly indicate the suitability of employing the considered TF-QKD protocol in practical QKD networks.
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Appendix A. Asymmetric channel model

Here, we present the expected values of the quantities required to calculate the lower bound on the secure key
rate given by (1), in the case of the channel model described in [28]. The only difference is that here the losses in
the channels Alice-Charles and Bob-Charles can differ and are modeled with a beamsplitter of transmittance 7,
for Alice and 75 for Bob. Note that in this model the phase and polarization misalignments are independent from
the channel’s transmittance. In order to model them, let ¢ = d7 be a phase shift at Bob’s side for some
parameter ¢ and let 8, (0p) be the polarization shift angle at Alice’s (Bob’s) side. Finally, let p,; be the dark-count
probability of Charles’ detectors, which we assume to be the same for both detectors. Let us define for
convenience

_ mai + 77304123

> , (A1)
X (9, 0) = axap [N, cos(¢)cos(0), (A.2)
where = 0, — 0p. Then it can be shown that the bit error rate ex ; and the probability px(€2) are given by
—x(0) _ _ -y
X0 = efx(oj)) + ex(c‘),efl, sz)e pd)eﬂ” (A.3)
and
P () = %(1 — p) (e X@D 4 ex@M)e=r — (1 — p)le 2. (A4)

Finally, the observed gains Q%' used by Alice and Bob to calculate the upper bounds on the yields Y,,,,, are just the
probabilities that the event (2 occurred when Alice and Bob chose intensities 1, and v; for their PRCS. For this
channel model it turns out that the gains read:

Q! = (1 — pp) et Ly ([ cos(8) — (1 — pyye it vin], (A5)

where I(x) is the modified Bessel function of the first kind. Note that due to the balanced redistribution of the
incoming photons in the central beam splitter, all the quantities presented here are actually independent of
which detector clicked, i.e. they read the same for Q = Q, 2,

In the simulations in the main text we assume that both the total polarization misalignment and phase
mismatched are 2%, that is, we select § = 2arcsin(+/0.02)and 6 = 0.02.

Appendix B. Theoretical values for the yields

In order to check the quality of the analytical bounds on the yields, it is useful to compare them with their
theoretical values, i.e. the values directly inferred from the channel model and that Alice and Bob would estimate
when using an infinite number of decoy intensities. This is used, for instance, in figure 6. The theoretical values
of the yields Y,,,,,, according to the channel model presented in appendix A, are given by
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Figure C1. (a) Lower bound on the secret key rate as a function of a4 and avp. Also, we show in (b) and (c) some specific slices of (a).
Here we considered the co-decoy scenario, and the losses in Alice’s and Bob’s channels are 20 dB and 0 dB, respectively. It is easy to
note that the secret key rate function is clearly not convex.

n m k k t ¢ min(k,i+j) k ¢ ' o
Yom = Z C’fk Z Cﬁ’t Z( . ) Z . Z L. tan (0,) P tan (0g)' %P
k=0 t=0 1 i+j—p

i=0 j=0\J ) p=max(0,i+j—t) p
Xkt — i DU+ — (1= (L — )", @1

where the coefficients C,/ and C} , are given by

1
Co = W(Z)Ug(l — )" Feos (04)%,

1 (m
Cﬁ)t = ﬁ( . )7753(1 — nB)m*tcos(QB)Z’.

Note that the values of the yields are independent of the event (2.

Appendix C. Non-convexity of the secret key rate with respect to ?

As one can notice from equations (1)—(5), the dependence of the key rate R with its parameters is far from trivial.
Here we numerically analyze the convexity of the key rate function R(p ), being p the vector of parameters to
optimize by the users. Itis well-known that this property is noticeably useful since convex functions permit to
use efficient optimization methods, which are very important when the length of p increases. Unfortunately, it
turns out that the key rate function is not convex in general, as shown in figure C1, therefore making many
efficient optimization algorithms work poorly.

For instance, if we consider the coordinate descent algorithm [42], it is clear from the plots that it would not
reach the optimal value if the starting point is any corner of the avy—ap plane and the first variable to optimize is
ap. Note that starting from a corner basically means that, in the first step, the algorithm have to maximize the
darkest or the lightest line in figure C1(c), being both maximized when ap is minimal. This means that, in the
next step, the algorithm has always to optimize the darkest line in figure C1(b), which again has its maximum
when a4 is minimal. In figure C1, for simplicity, we assume that Alice and Bob can estimate the yields precisely.
That is, we assume they use an infinite number of decoy intensities.

Appendix D. Optimal signal and decoy intensities in the two- and four-decoy case

In figure D1 we show the arriving signal and decoy intensities for the two- and four-decoy case, corresponding to
the optimal intensities employed in figures 3(a) and (c), respectively. Similarly to the three-decoy case (figure 4),
itis optimal for the parties to prepare the intensities of their signal pulses such that the resulting intensities that
arrive at Charles are of similar magnitude. This is true for both the two- and the four-decoy case.

Regarding the arriving strongest decoy intensity, the four-decoy scenario resembles again the three-decoy
one, while the two-decoy case presents some differences. First of all, in contrast to the three- and four-decoy
case, Bob’s optimal decoy intensity when the channel loss between Bob and Charles is fixed to 1 dB is constant
and equal to the lowest allowed intensity value, i.e. v, = 10~ * (see section 5 for the intensity range in which the
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Figure D1. (a) Arriving signal intensities (o, 7 1, and o} 1) and arriving strongest decoy intensities (14474 and vg1p) both for Alice
(solid lines) and Bob (dashed lines), in the case of two decoy intensities. (b) Arriving signal intensities (o, 7 4 and C\énB) and arriving
strongest decoy intensities (1137, and v37p) both for Alice (solid lines) and Bob (dashed lines), in the case of four decoy intensities. All
the figures are plotted as a function of the loss in the channel Alice-Charles for three different values of the loss in the channel Bob-
Charles. Like in the three-decoy case, we observe that it is optimal for the parties to prepare the intensities of their pulses such that the
signals arriving to Charles have similar intensities, especially for the X-basis rounds. The arriving decoy intensities in the two-decoy
case present instead discontinuities, that are probably caused by the inherent inefficiency of the yields bounds obtained in this
scenario. The experimental parameters used for the simulations are given in table 1.

key rate optimization is performed). Moreover, even Alice’s optimal decoy intensity is constant and equal to
10~ *atlow losses, until it abruptly increases several orders of magnitude and behaves similarly to the three- and
four-decoy case at higher losses. The reason for this peculiar behavior does not seem to lie in numerical
optimization faults since it has been confirmed by different optimization routines. We also exclude that it is
caused by suboptimal analytical bounds on the yields, since it remains present even when using linear
programming in bounding the relevant yields. Instead, we believe that the effect of having an extremely low
optimal decoy intensity at low losses followed by an abrupt increase at higher losses is inherent in the problem at
hand. In particular, the fact that the parties have only two decoy intensity settings prevents them from obtaining
sufficiently tight upper bounds on the yields. In other words, there exist relevant decoy intensities combinations
for which the parties are unable to bound some yields in a non-trivial way, i.e. with a value strictly smaller than
one. This is the reason why we explicitly present every yield upper bound, in the two-decoy case, as given by the
minimum between the obtained analytical formula and 1 (see appendix F). The resulting yields bounds are non-
smooth functions of the decoy intensities and so is the key rate. In turn, this can lead to discontinuities in the
parameters over which the key rate is optimized, as observed.

Finally, we note that the loss thresholds where the discontinuities of the optimal decoy intensities take place,
correspond to ‘crossing the border’ from one lobe to the other in the two-decoy contour plot (figure 3(a)), thus
linking the peculiar shape of figure 3(a) to the above effect.

In order to have a better understanding of the special features arising in the two-decoy case discussed above,

in appendix E we perform a further key rate optimization in this scenario, but allowing much smaller values for
the intensity pulses.

Appendix E. Allowing lower intensities in the two-decoy case

Insection 5 we observe a trilobal pattern affecting the two-decoy contour plot (figure 3(a)) and we then link it to the
discontinuities affecting the optimal decoy intensities in appendix D. In particular, we observe that for both parties
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Figure E1. Contour lines for the secret key rate of the TF-QKD protocol introduced in [19] as a function of the channel loss in Alice’s
and Bob’s sides assuming that both Alice and Bob use two decoy intensities each. In (a) the parties are assumed to use independent
signal and decoy intensities, while in (b) they use the same signal and decoy intensities. The lowest allowed signal and decoy intensities
are setto 10~ '°. Both contour plots in (a) and (b) are now much more resembling the correspondent ones obtained in the three- and
four-decoy case (figures 3 and 2, respectively). The black dashed line encloses the loss region where the key rate overcomes the
repeaterless bound [10].

the optimal strongest decoy intensity acquires the lowest possible value at low losses (10~ *), but then it experiences a
sudden increase after a certain loss threshold. In appendix D we argue that such discontinuities are inherent in the
problem of optimizing the key rate when the parties have only two decoy intensity settings at their disposal.

In order to check whether these effects are enhanced or caused by the experimentally-reasonable lower
bound (10~°) that we imposed on the decoy intensities, we rederive the same plots obtained for the two-decoy
case in the main text, but this time we allow both the signal and the decoy intensities to acquire much smaller
(but probably unpractical) values. In particular, we fix the lowest decoy intensities to 1; = 10~ "% for Alice and
v; = 10~ ' for Bob (opposed to 1; = 10 >and v, = 10~ of the main text) and we optimize the key rate over
the signal intensities o, > 10~'and af > 10~'"and over the decoy intensity 11, > 10~'° for Alice and
Vo > 107" for Bob. In order to make a fair comparison, we use the same experimental parameters used in the
main text, given in table 1. Because of the unpractical values allowed for both the signal and decoy intensities,
this study is driven by theoretical interest and is not intended to replace the practical one presented in the main
textand in appendix D.

In the new contour plots obtained in this scenario (figure E1) the trilobal pattern is barely visible. Indeed,
figure E1 now resembles much more the correspondent figures of the three- and four-decoy case (figures 3(b)
and (c)). This is readily explained by considering that now we perform the key rate optimization on a wider range
of intensities, thus allowing the key rate contour lines to reach areas (i.e. loss combinations) where previously no
positive key could be extracted.

Despite the trilobal shape being almost vanished, the optimal decoy intensities (figure E2) still show the same
discontinuous behavior already observed in appendix D and acquire the lowest allowed value at low losses. This
further confirms that this effect is not due to limits in the numerical optimization or in the analytical bounds, but
itis rather inherent in the nature of the problem.

Finally, we also report the effect of intensity fluctuations on the optimized key rate (figure E3). Similarly to the
contour plots, having a wider range of intensities in the key rate optimization not only allows one to obtain more
non-zero key points, but also has the general effect of making the single plot points more robust to intensity
fluctuations. For instance, the optimal values of the decoy intensities at low losses are—in this case—lower than
those of the main text (10 '* instead of 10~ * and 10 ), thus reducing the fluctuations in absolute terms.
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Figure E2. Arriving signal (a) and strongest decoy (b) intensity both for Alice (solid lines) and Bob (dashed lines). The lowest allowed
signal and decoy intensities are set to 10~ '°. The corresponding optimized key rate is given in figure E1(a), where each party has
independently two decoy intensities. Like in the case with the higher allowed intensities (figure D1(a)), we still observe discontinuities
for the arriving strongest decoy intensities, confirming that the effect is intrinsic to the optimization problem.
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Figure E3. Comparison between the secret key rate with optimal signal and decoys intensities (dashed lines) with the secret key rates
affected by increasing intensity fluctuations (solid lines): 20%, 30% and 40% (brighter colors; right to left), when the parties have two
decoy intensity settings each. In (a) the losses at Alice’s and Bob’s sides are equal (symmetric-loss scenario) while in (b) the loss in the
channel Bob-Charles is fixed to 30 dB. We assume that the fluctuations affect each decoy intensity and each signal intensity of both
parties in a independent way, i.e. the fluctuations are uncorrelated. The lowest allowed signal and decoy intensities are set to 10~ '°.
The plots show that the robustness of the TF-QKD protocol is increased with respect to the case analyzed in the main text (figure 5,
where instead the weakest decoy intensities are set to ji; = v = 107°).

Appendix F. Upper bounds on the yields with two decoy intensities

Here we derive analytical upper bounds on the yields for the two-decoy scenario with independent intensity
settings for Alice and Bob. The three- and four-decoy cases follow a similar procedure and are presented in
appendices G and H, respectively.

In this scenario each party prepares PRCS with two possible intensities, namely { 119, 11 } (with g > p) for
Alice and {vy, v } (with vy > vy) for Bob. The yields are subjected to the following four equality constraints:

o0

~ Y,

Q' = emtnQbl = S0 My mym kL€ {0, 1}, (E.1)
nm=o 1im!

and to the inequality constraints given in (7).
Below we derive analytical upper bounds on the yields Yy, Y11, Yo, and Yy, while the other yields are trivially
upper bounded by one. This means that we can rewrite equation (3) as

e X Py () = (cooy Yoh + co2y Yor + Gy Y3 + Aeen)® + (aiyYi] + Agaa)?, (F.2)

where Aeyen = 201 e, Cnm (Dodd = 20y myes, Cnm)-> being So (S1) the subset of 2N (2N + 1) which only
includes the (1, m) pairs of those yields that are being trivially upper bounded by one.
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F.1. Upper bound on Yj,
Consider the following combination of gains:

A A A A - Yﬂm n n m m
Gu=Q"+ Q" =@+ Q"= X iy — i) — v (E.3)
n,m=0 "F1E

The subscript in Gy ; indicates the yield that is going to be bounded with this combination of gains, that is, Y1, in this case.
In (F.3) the coefficients of the yields Yp,, and Y,,, for any n and m, are identically zero. Thus (F.3) can be rewritten as:

oo
Y,
G = Yu(py — p)wo — 1) + +Z , ﬁ(uﬁ - MT)(VBH — ). (F.4)
n+m> . .
nm=1

Note that Y7, is now the yield with the ‘highest weight’ in (F.4) since it has the largest coefficient. All the yields’
bounds presented in this work follow the same philosophy. A valid upper bound for Y1, is obtained considering
the worst-case scenario for the other yields, taking into account that (7) holds. Since all the yields’ coefficients
carry the same sign in (F.4), the yield Y;; is maximal when all the other yields are minimal. Thus the upper bound
on Y7 is extracted by setting all the other yields to zero in (F.4):

Y = min{ Su , 1}, (E.5)
(g — pp(vo — v1)
where G, is defined in (F.3).

By taking the minimum between the analytical upper bound and 1 we enforce the validity of the inequality
constraints (7). This is of particular importance in the two-decoys scenario since there exist relevant
combinations of decoy intensities for which the analytical upper bounds would produce a value greater than
one. As a consequence, we achieve a tighter estimation of the phase error rate (3) and thus a better performance
of the key rate. However, the use of expressions like (F.5) can also affect the smoothness—i.e. the continuity of
the first derivative—of the key rate as a function of the decoy intensities. This in turn can lead to discontinuities
in the optimal decoy intensities as a function of the losses, as pointed out in appendices D and E.

F.2. Upper bound on Yy,
Consider the following combination of gains:

A A A 3 - Y, n n m m
Gy = M1QO’O I MOQI,I _ IulQo,l _ MOQLO _ E n'nf:' (g — pop) (g — vih. (E.6)
n,m=0 "*-"E

In (F.6) the coefficients of the yields Y,,o and Y;,,, are identically zero. Thus (F.6) can be rewritten as:

Y =Y, _ _
Goz = 30 (i = p) g = i) + 30 —Mpom ey — " H0E = v, (F.7)
= m! =\ nlm!

n=2
Like in the derivation of the upper bound on Y7, in the previous subsection, a valid upper bound for the generic
Yo, (where m > 1is fixed) is obtained by considering the worst-case scenario for the remaining yields in (F.7).
More specifically, Yy, is maximal when the yields whose coefficient has the same sign as the Yj,,,’s coefficient are
minimal, and the yields whose coefficient has opposite sign to the Yy,,,’s coefficient are maximal. Recalling the
constraint (7), this means setting all the yields of the form Yy, (for m’ = m)to zero and Y, with n > 2 and

m 2= 1to 1in (F.7). In so doing, after summing the terms we obtain:
U

Y m m m 1Z v, L (L
Goa = — 2ty = o) () = ) + (€0 = e (e — e = oy + o)y (F.8)
which leads to the following upper bound on Yy,,,, for m > 1:
m!

Yy, = min{ — —
(1 — p)wy — vyH)

By fixing m = 2, one gets the desired upper bound on Yj,.

[Goa — (€0 — €)1ty — oy + puers — pge™)l, 1}. (E.9)

F.3. Upper bound on Y5,
In a similar fashion, we consider the following combination of gains:
~ ~ ~ ~ d Y,
G = 11Q" + Q" = Q™ = Q" = 30 B (i — ) v — v, (F.10)

n,m=0 ""°

In (F.10) the coefficients of the yields Y;,; and Yy, are identically zero. Thus (F.10) can be rewritten as:

— Y n .-
Go=>_ n—?(uo = p) = VO)mZ:z

n=1

Y, _ _
‘"m' vovi(py — ) vy Ly h, (F.11)
n!m!

n=1
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A valid upper bound on Y,,o (with n > 1 fixed) is obtained by setting to zero the yields whose coefficient has the
same sign as the Y,,o’s coefficient, and by setting to 1 the yields whose coefficient has opposite sign to the Y,,4’s
coefficient. In the case of (F.11), this means setting Y,o (with n’ = n)tozeroand Y,,,,withn > land m > 2,to
one. In this way we obtain:

YU
Gan = =2 (g — )4 — ) + (M — €M) (me™ — voeh — vy + wo), (F.12)
n:

which leads to the following upper bound on Y, for n > 1:

|
Yr[z{) = min{(}/ y )’ZN" M”) [GZO — (eﬂo — e#bl)(Vo -V + Vle”o — I/Oel’l)], 1} (FIS)
1— Yo 0o~ M

By fixingn = 2, one gets the desired upper bound on Y.

F.4. Upper bound on Yy,
Consider the following combination of gains:

~ ~ ~ ~ S
Goo = ’ulleo,o n NOVOQM _ MlVoQO’l _ NonQl’O — Z o (gt — popy)(wovy — vovy").  (F.14)
n,m=0 ""70F"

In (F.14) the coefficients of the yields Y3, and Y,,;, for any n and m, are identically zero. Thus (F.14) can be rewritten as:

o0
Y _ _
Goo = Yooy — po) (1 — o) + vori(py — f1g) D %(Vgl P oY 4 g (1 — vo)
m=2 :
o0
x 3 L
n=2

14 n— n— e Ynm n— n— m— m—
nf(uo P T+ oo Y (g e G (7 Z i (F.15)
. nm=2 siiEe

Asusual we extract an upper bound on Yy, by setting to their lowest value the yields whose coefficient has the same
sign as the Yy,’s coefficient (which correspond to the Y,,,,, with n, m > 2), and by setting to their maximum value
the yields whose coefficient has opposite sign to the Yy,’s coefficient (which correspond to Yy,,, and Y,,5). We know
that every yield is trivially bounded by (7). However, in order to derive a tighter bound on Yy, we employ non-
trivial bounds for all the yields Y,,,,,withn 4+ m < 4in(F.15). The upper bound on Y, thus reads:

. G 1 1
Y(% = mm - + —(Y(l)JzVOVl + Y%/J’O:ul) + —[Y(I)JSVOVI(VO +v) + Yé{)ﬂoﬂl(ﬂo + 1)l
(g — p) (o —v1) 2 6
1 o Uy VoV
+ Sy YGvon (VG + vov + V) + Yiosop (g + ot + w1 = ey

v — 2 6 24
2 3 4 2 3 4
_Leﬂg_l_@_ﬂ_ﬂ +¢eﬂl_l_ﬂ_ﬂ_ﬂ)l’
= o 2.6 24) 2 6
(F.16)

where Y, Y3 and Y{, are given by (F.9), Y5, Y5 and Y are given by (F.13) and Y} can be bounded from (F.4)
when all the other yields are maximal—since all the yields’ coefficients have the same sign. Thus the lower bound
on Y, is extracted by setting all the other yields to 1 in (F.4):

2 3 4 2 3 4
141 14 14 14 1Z0) 14 v 14
_ (eun_l__o__o__OJJr (e”'—l——l——l——lJ

YL [e'e] Nﬂ _ ﬂ‘fl Vm _ Vm 1
G = f(ug— pwy — v+ yo —L0 L Z(ué— p)Ws — v, (F.17)

! !
wme1 ! m!

which leads to the following lower bound on Y>,:

4
(g — pHWs — vd)

Y, = max{l + [G11 — (efo — efr)(e”0 — eM)], O}. (F.18)

We also note that the upper bounds derived on Yy, and Y, in equations (F.9) and (F.13) could be used to
improve the estimation of the phase error rate given in by (3). However, it can be shown that the resulting
improvement in the secret key rate is very small in this case and we neglect it for simplicity.

Appendix G. Upper bounds on the yields with three decoy intensities

Here we derive the upper bounds on the yields Yoo, Y11, Y02, Y20, Y22, Y13, Y31, Yo4 and Yy presented in section 4.
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G.1. Upper bound on Y3,
We consider the most general combination of the nine constraints (6):

2 ~iyj = Yim 2
Gy = Z ¢, ;jQ )= Z ' 'lz Ci,jM?VT]) (G.1)

i,j=0 nm=0 M=o

and require that the terms proportional to ¥y,,, Y1, Y0 and Y,,; are removed in the combination. We achieve
this by imposing proper conditions on the real coefficients c; ;:

2 2
Y, oremoved: Z M?[Zfi,j] =0 Vn < c¢o+c1+c¢c,=0 fori=0,1,2 (G.2)

i=0  \j=0

2 2
Y, removed: Z u?[ZVjci,j] =0 Vn < o+ v+ vacip=0 fori=0,1,2 (G.3)
i=0  \j=0

2 2
Yynremoved: Z VT(ZC,'J] =0 Vm <« c¢j+tajt+o;=0 forj=0,1,2 (G.4)
=0 i=0

2 2
Y;,,removed: Z u’}q[z#ici,j] =0 Vm <& pgcj+ pa;+ p6;=0 forj=0,1,2. (G.5)
=0 i=0

The linear system of equations given by (G.2)—(G.5) has a unique solution in the variables c; ; (up to a global
factor that we fix by imposing ¢y o = 1), which reads as follows:

co0 = 1,
Vy — U
co1 = 27
vy — 1
Vo — V)
Cop=—"">)
vy — 1y
Go = Ha= Mo
1 — My
. (pg — py) (o — 112)
a, = >
(N] - Mz)(Vl 2
(g — ppwo — vy)
CI,Z - >
(g — p (w1 — 12)
P e
Hy — Hy

(o = ) (Wo — 1)
CZ,I - )
(g — py) (w2 — 1vy)
(o — p) (o — v1)
b= . G.6)
27— ) — v) (

By substituting the solution for the coefficients c; ; (G.6) back into (G.1) one gets:

G22 _ i Ynm Azz(ﬂ(): Np MZ’ T’Z)Azz(l/o, vy, Vo m)’ (G7)
e Him! (g — p) (v — v2)
where
A (figs iy for 1) = ' (g — ) + w5 (g — Hg) + pg(pty — fy)s (G.8)

is the function defined in [28] when obtaining the analogous bound on Y5, in the symmetric-intensities scenario
(i.e. when the decoy intensities of Alice and Bob are drawn from the same set). Thus we can employ the result
from [28] and recast (G.8) as follows:

n—1
Anx (s iy iy 1) = (g — p) (g — ) D prb (a5 — =15, (G.9)
k=0

Of course we can employ this expression also for A,,(vg, 1y, V5, 1) by making the proper substitutions. We will
apply this consideration from now on to similar scenarios. By employing (G.9) into (G.7) one gets:

00 Y n—1 o o m—1 L L
Gu= 30—y — ) o — v2) 3o g5 = ™D Y ey =) (G0
mm=2 M- k=0 j=0
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From (G.10) we deduce that the sign of Y,,,,,’s coefficient is independent of n and m and it is the same for all terms
in the sum. Thus a valid upper bound for Y3, is obtained by setting all the other yields to zero in (G.10), except for
Y>,. By doing this, we obtain (12).

G.2. Upper bound on Yy,
We consider the most general combination of the nine equality constraints:

2 00 2
<ii Y,
Gy = Z Q" = Z '”m’ Z it v, (G.11)
i,j=0 nm=0 M=M= 1ii—o

and require that the terms proportional to Yy, Y2,,,, Y0 and Y,,; are removed in the combination. We achieve
this by imposing proper conditions on the real coefficients c; ;:

2 2
Y, oremoved: z MZ{ZQJ] =0 Vn < <c¢o+c1+c¢=0 fori=0,1,2 (G.12)
i=0  \j=0

2 2
Y, ,removed: Z u?(ZV%tiJ] =0 Vn < vicio+ vicii+ vici, =0 fori=0,1,2 (G.13)

i—0  \j=0
2 2
Yomremoved: I/T(ZC,‘,]‘] =0 Vm <« c¢j+aj+oej=0 forj=0,1,2 (G.14)
=0 \i=o

2 2
Y,,,removed: Z VT(ZM?QJ) =0 Vm <« u(z)co,j + ,ulzcl,,- + Mgcz,,- =0 forj=0,1,2. (G.15)

=0 i=0

The linear system of equations given by (G.12)—(G.15) has a unique solution in the variables c; ; (up to a global
factor that we fix by imposing ¢y o = 1), which reads as follows:

co0 =1,
Vi — 1
Co1= S5
vy =1,
vy —vi
2= 5
vy — v,
2 2
_ By T Ry
a0=—
Hy — Hy

(g — 1) W5 — v3)

IR T Y
. (g — 1) (g — Vf),
T - Wi - vd)
0,0 = M,
Ky — Hy
o= W m mWs — vy
T (= ) Ws = i)
m_m—@w—m .16

- D@ - vl

By substituting the solution for the coefficients ¢; ; (G.16) backinto (G.11) one gets:

(o = 1) (g — ) Wo — ) (Wo — 12) | S Yim (g — ) (o — 1)
G = Y Ho — H)Hy — Ha) (o 1) (Vo 2 Z A (o — iy ,Ug ,Ug A (o, 1, 1y 1)
(py + py) (w1 + 1) me3 m! (uy + p) @y — vy)

> Ynl (VO - Vl)(VO - VZ)A + i Ynm All(lj/()) Hy> Ko n)All(VO) vy, Vo, m)
- PR 11 (Hgs fhys Hps 1) I 2 22 2 )
2l o+ ) — 1) Samml (= )@ - 1)

(G.17)

The function Ay1(to, f41, fh> 1) is defined in [28] when deriving the analogous bound in the symmetric-
intensities scenario. It reads:
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Ay s Hop 1) =y (g — 13) + p (e — pg) + piy(uy — 1), (G.18)
and can be recast as:
An(pos pys figs 1) = (g = o)ty — 1) Gy — fug) Fpags fiys iy ) - forn = 3, (G.19)

with F(p, f4)> 14> 1) beinga non-negative quantity independently of the intensities, defined as:

n—3—k
Fig s fy 1) = Zuz (13 + f0) Z = ] A R, (G.20)

By employing the expression (G.19) in (G.17) we obtain:

(g — 1) (g — py) o — 1) (o — 1)
(k) + pp) (1 + 1)

+ i &(Mo — 1) (g — 1)
mes M (u + p)( + 1)
— Y (W — )Wy — 1)
a=s N+ ) + 1)

o~ Yum (g — 12) (g — p) F(pags s fo M) (o — v2) (1 — Vo) F (vo, 11, Vp, M)
nm—3 nim! (1 + p) 1 + v2) '

Gll = Yll

(Vo — v2) (1 — vo) F(vg, 11, vy, M)

(g — p) (g — p) F(prgs fiys phys 1)

+

(G.21)

Bylooking at (G.21), we deduce that a valid upper bound on Y7, is obtained by setting the yields Y;,,,and Y,;; to
their maximum allowed value and by setting to zero the yields Y,,,,,, for n, m > 3.In particular, we use the upper
bounds derived in (G.5) and (G.6) to bound Y5 and Y3, respectively, while we set to 1 all the other yields Y7,,,
and Y,,;, for n, m > 4.Inso doing, we obtain:
(g — 1) (g — po) o — v1)(vo — v2)
(g + )1 + 1v2)
Y_1L3[ (kg — f1) (g — 1)
6 (,u1 + ,Uz)(Vl + v,)
Y_ati (vo — ) (o — 12)
6 (1 + Vz)(,uq + .uz)

( . )( _ ) o0 m Z/m l/m
4 W N(z) Ho S [_1( 60— v+ =i — vy + (5 — V1)]
(1 + ) Wi — v3) o=y Lm! m! !

Gn=Y{

(Vo — v2) (1 — Vo) (12 + Vo) + 1avy)

(g — 1) (kg — pro) (g oy + Hghty + o ftg)

(vo — v) (o — 1) 'ul 2 1y, oo 2 o, o 2
n - — - . G.22
+ (1/1 + 1/2)([},] MZ 72[ ( 0 ‘LLZ) + T’l' (lul MO) + n' (;uz Ml):| ( )

By isolating the bound on Y7, and summing the series, we obtain (11).

G.3. Upper bound on Yy, and Yy,
We consider the most general combination of the nine equality constraints:

2 .. o0
G =y Q" = Z [Za % } (G.23)

y |
1,j=0 Onm 1,j=0

and require that the terms proportional to Y1,,,, Y5,,,, Yy,0 and Y,,; are removed in the combination. We achieve
this by imposing proper conditions on the real coefficients c; ;:

2 2
Y,oremoved: M?(Zfz‘,j] =0 Vn <« c¢otcit+c,=0 fori=0,1,2 (G.24)
i—0  \j=0

2 2
Y, removed: Z u?(ZVjci,j] =0 Vn < v+ vicii+ vacip=0 fori=0,1,2 (G.25)
i=0  \j=0

2 2
Yjnremoved: VT[Z,[LI»C,‘,]‘] =0 Vm < pgcoj+ ma+ f1,6;j=0 forj=0,1,2 (G.26)
=0 \izo
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2 2
Y,,,removed: Z Z/T(Z,U?C,‘J) =0 Vm <« u(z)co,j + ,ulzcl,,- + Mgcz,,- =0 forj=0,1,2. (G.27)

=0 i=0

The linear system of equations given by (G.24)—(G.27) has a unique solution in the variables c; ; (up to a global
factor that we fix by imposing ¢y = 1), which reads as follows:

co0 = 1,

V) — 1y
Co 1= —>

vy — 1

Vo — 1
Cop=—"7s

vy — 1

o Ho(ﬂz - Ho)

ao=——"o>

py(py — 1)

po(fg — ) (o — 1)

a, = 5
(g — pp) (v — v2)
o fo(pg — ) (Vo — v1)
G2 = — >
(g — pp) (v — 12)
i oty — py)
Q0= —"—"o
B (pty — f43)
o o (g — p) (Vo — v2)
Q1=

Hy(pty — p) (1 — v2) ’
0= :u‘O(lu’O — ul)(l/() — Vl)' (G.28)
Ho (e — ) (1 — v2)

By substituting the solution for the coefficients c; ; (G.28) back into (G.23) one gets:

Gop = i Yom (o — 1) (pg — 11p) A2 (o, 11, 12y 1)

—(=1
m—y m! (V1 — V)
n 2 Yom (-1 Boa (s fhys g 1) Az (vo, V1, V2, M) (G.29)
=3 nlm! Pty (py — ) (V1 — 12)
m—
where Ay, is given in (G.8) and By, can be written as follows for n > 3 [28]:
n—2
Boaptgs figs fiys 1) = fhopiy iy (pty — 1) (g — o) D piyCuy >~ — 75, (G.30)
k=0

We thus conclude that the sign of Yy,,,and Y,,,,,’s coefficients are always equal in (G.29), regardless of the values of
the intensities. Therefore a valid upper bound on Y,,—for m = 2, 4—is obtained by setting to zero all the other
yields in (G.29). By doing so, we obtain the upper bounds on Yy, and Yy, given in equations (13) and (14).

G.4. Upper bound on Y;gand Yy,
We consider the most general combination of the nine equality constraints:

2 Ni,f > Ynm 2
Go= ) Q"= )] I:Zci,jﬂ?l/;‘n:l) (G.31)

y 'm!'| 5
1,j=0 n,m=0 n:m. 1,j=0

and require that the terms proportional to Yy,,,, Y1,,,» Y,,; and Y,,; are removed in the combination. We achieve
this by imposing proper conditions on the real coefficients c; ;:

2 2
Y, removed: ) | M?[ZV]-CW-] =0 Vn <« g+ vic+ v, =0 fori=0,1,2 (G.32)
i—0  \j=0

2 2
Y,» removed: » N?[ZV?CL;‘] =0 Vn <« vicio+ vicii+ vici,=0 fori=0,1,2 (G.33)
i=0

j=0

2 2
Yo removed: > Z/T(ZC,',]'] =0 Vm <« cj+taj+ej=0 forj=0,1,2 (G.34)
=0 i=0
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2 2
Y, removed: » V?"(Z,uic,-,j] =0 Vm <& pgcoj+ e+ p0;=0 forj=0,1,2. (G.35)
=0 \i=o

The linear system of equations given by (G.32)—~(G.35) has a unique solution in the variables c; ; (up to a global
factor that we fix by imposing ¢y = 1), which reads as follows:

co0 =1,
_ vo(v2 — 1)
Co 1= ——— >
vy — v2)
(v — 1)
Cop=—""""1>
(v — 1)
o= 2" Fo
My — Mo
oy — ) (o — 12)
a, = >
Vl(lh - Mz)(Vl — )
_ Yoy — ) (o — 1)
Gp = >
va(pty — )1 — v2)
Q0 = B I >
Hy — K
_ oy — ) (wo — 1)
Q1= — >
vy — py) (1 — 12)
Gy = vo(pg — ) (o — 11) (G.36)

vy — ) (1 — l/z).

By substituting the solution for the coefficients c; ; (G.36) back into (G.31) one gets:

G = i ﬁ(—1) (o — v)(Wo — ) An(le > Ha 1)
n=2 n! l/ll/z(lul — /’LZ)
+ i Yo (—1) A (o> foy> o> 1) Boa (v, 1, 12, m)

n:23 nlm! niva(py — py) (v — 12)
m=

(G.37)

where Ay, is given in (G.8) and By, in (G.30). From (G.37) we observe that the sign of Y, and Y,,,,,’s coefficients
are always the same, regardless of the values of the intensities. Therefore a valid upper bound on Y,,,—for

n = 2,4—is obtained by setting to zero all the other yields in (G.37). By doing so, we obtain the upper bounds on
Y,oand Y, given in equations (15) and (16).

G.5. Upper bound on Y5
We consider the most general combination of the nine equality constraints:

_ 2 ‘“i,j _ > Ynm 2 n, m
G13— Z C,‘)jQ = Z Il Zci,juiyj 5 (G.38)

1,j=0 n,m=0 """ ) 0j=0

and require that the terms proportional to Yy, Y5, Y0 and Y,,; are removed in the combination. We achieve
this by imposing proper conditions on the real coefficients c; ;:

2 2
Y, oremoved: Z M?(Eci,j] =0 Vn <« co+c1+c=0 fori=0,1,2 (G.39)
i=0  \j=0

2 2
Y, removed: Z u?(ZVjci,j] =0 Vn < v+ vicii+ vacip=0 fori=0,1,2 (G.40)
i=0  \j=0

2 2
Yo removed: Z VT(ZCi,j] =0 Vm < c¢j+tajtoj=0 forj=0,1,2 (G.41)

j=0 i=0
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Y,,,removed: Z 1/’]7’ Z,ufci,j =0 Vm <« M(Z)Co,j + ,ulzq,j + M%Cz,,' =0 forj=0,1,2. (G.42)
j=0 i=0

The linear system of equations given by (G.39)—~(G.42) has a unique solution in the variables c; ; (up to a global
factor that we fix by imposing ¢y o = 1), which reads as follows:

co0 =1,

)
Co,1 = >
vy — 1
V=1
Cop = —»
vy — 1

2 2

Hy = Hy
a,0 = 2 20
My = Hy

(g — 1) (Wo — v2)

a, = >
(g — ) — 1)
(M(Z) - M%)(Vo — vy
2= 2 >
(,uz - pq)(l/l - VZ)
po — 1
Q0= —F—>
My = Hy
2 2
(/1/() - Ml)(Vo - Z/Z)
Q1= — 2 >
(1] — p)(v2 — v1)
2 2
— Vo — UV
O = (M() Ml)( 0 1) (G43)

- D — )

By substituting the solution for the coefficients c; ; (G.43) backinto (G.38) one gets:

o0

Yo Ati(fhos tp oy 1) A (vo, Vi, V2, M)

= n'm! (ulz — ui)(vl — 1)

>

Gis — i &(Ho — ) (g — py) A (v, 11, V2, m)
m—a ! (p + pp) (1 — 12) :1

(G.44)

where A, is given in (G.9) and A;; is given in (G.19). We thus conclude that Y7 ,,,and Y,,,,,’s coefficients have
always opposite sign in (G.44), regardless of the values of the intensities. Therefore a valid upper bound on Y3 is
obtained by setting to zero all the yields of the form Y;,,, for m == 3 and by setting to 1 all the other yields of the
formY,,, withn > 3and m > 2.Inso doing, we obtain the following expression:

Gis = Y_fé (o — 1) (g — 11,) (o — v2) (2 — V)G — Vi + 12(vy — )]
6

(g + ) (w1 — v2)
N i (i) (g — 113) + (s — p) + pp (s — Dl (v — v2) + V5 — 1) + v (va — )]
n=3

nlm!(u; — p3) (i — )

>

m=2

(G.45)

where we used in the series the original expressions of A, and A;; thatare given in (G.8) and (G.18), respectively.
By summing and rearranging the terms, we obtain the upper bound on Y73 given in (17).

G.6. Upper bound on Y3,
In a similar fashion to Y;3’s bound, one first removes the terms proportional to Yy, Y1, Y0 and Y,,, from the
general combination of the nine gains:

2 oo 2

oy Y.

Ga= Q7= 3 =t S vy, (G.46)
1j=0 mm=0 1= =0
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by properly fixing the coefficients c; ; as follows:

coo =1,
Vi — Vg
Co1 = —F—>
vy — v,
vg — vt
€02 = — 2>
vy =1,
_ My Hy
Qo= ——"—0)
Hy — Hy

(fty — ) (g — v3)

a,= >

(py — /42)(V12 - V%)

o, = (ko — Hz)(V(z) - Vlz)

Ty — Wi =)
6o = Ho — Ml’
Hy —

(e — ﬂl)(’/(z) - V%)

0,1 =

(1 — ) W3 —v3)’
(g — p)(W§ — vi)
2= . (G.47)
“ T = )7 — v2)

Then one substitutes the solution (G.47) back into (G.46) and gets:

B i Y (o — v) o — ) Apa(figs fhas [ 1)

Yom An(fhgs tys fyy 1) A1 (Yo, V1, V2, 1)
i 1! W1+ v2) (g — 1)

n'm! Wi —v3)(uy, — )

n=2
m=3

(G.48)

where Ay, and A} are given in (G.9) and (G.19), respectively. By noting that the coefficients of the Y,,; terms have
opposite sign to those of the Y,,,,, terms, we derive an upper bound on Y3, by setting to zero all the Y,,; yields (for
n = 3)andto 1 all the other ones. The upper bound on Y3, is givenin (18).

G.7. Upper bound on Yy,
We consider the most general combination of the nine equality constraints:

2 00 2
. Y.
Guo = 32 e,Q" = 32 —md 3% o} | (G.49)
i,j=0 mm=0 M1 iio

and require that the terms proportional to Y1,,,, Y>,,,, Y;,; and Y,,; are removed in the combination. We achieve
this by imposing proper conditions on the real coefficients c; ;:

2 2
Y, iremoved: ) u?(ZVjc,»,j =0 Vn <« wcio+vicii+ =0 fori=0,1,2 (G.50)
i—0  \j=0

2 2
Y, ,removed: Z ‘LL?[ZI/?C,‘J =0 Vn <« V%ci,o + vici, + V%Ci,g =0 fori=0,1,2 (G.51)

i=0  \j=0

2 2
Y;,,removed: Z V?”[Zuici,j =0 Vm <& poco;+ o+ ;=0 forj=0,1,2 (G.52)
=0 i=0

2 2

Ysremoved: Z/’J"(Z,ulz G| =0 Vm <« ,u(z)co,j + ,ulzcl,j + ,u%cz,j =0 forj=0,1,2. (G.53)
=0 \i=0

The linear system of equations given by (G.50)—(G.53) has a unique solution in the variables c; ; (up to a global
factor that we fix by imposing ¢y o = 1), which reads as follows:
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co0 =1,
_ vo(vy — 1)
Col = — >
v — va)
vy — 1)
Cop=——"""1>
(V) — v2)
o Ho(ity — fo)
o= ————o>
py(py = f)

Vot — Hp) (Vo — 12)
(g — py) (1 — v2)
toVo(py — ) (Mo — v1)

a,1 =

C1,2 - — >
2y — pp) (W — 12)
_ po(pg — )
Q0= ——————>
By — f)
61 = UoVO(No - ,U1)(V0 — 1)
2,1 — )
P (fty — p) (1 — 12)
Gy = HoVo(ftg — k) (Vo — 1) (G.54)

Hova(py — pp) (V1 — 12) .
By substituting the solution for the coefficients c; ; (G.43) backinto (G.38) one gets:

YOO(,U() - M1)(Mo - Mz)(VO —v)(vy — 112) n i &(No - ,u1)(,uo - Mz)AOO(VO> vy, Uy, 1)
oy o V1V2 m—3 m! My 12 (V1 — V)
" i Yo (o — v) (Vo — v2)Ago(figs fhys g 11) + o~ Y Aoo(fgs fgs fps 1) Ago (Vs V15 V2, )
ns M a1 V2t = fhy)

Goy =

= ml v (py — ) (W — 1)
(G.55)
where A is defined as [28]:
Aqo(fgr sty 1) = 11 (3 psg — ppptg) + 11y gty — fiopty) + (i fty — [y 43). (G.56)
Using the resultin [28], one can recast the function A,, as follows:
n—2
Aco(gr sty 1) = fropiy iy (R — 1) by — uz)kZ% ph(up 2 = 2 h, (G.57)

and notice that all the yields in (G.55) have coefficients with equal sign, regardless of the intensities’ values.
Hence a valid upper bound on Yy is obtained by setting all the other yields to zero (except for the yield to be
bounded) in (G.55). The upper bound on Yy is given in (10).

Appendix H. Upper bounds on the yields with four decoy intensities

In this case each party prepares PRCS with four possible intensities, namely { 1o, f¢1, 112, 143} for Alice and {vy, vy,
vy, 3} for Bob. The yields are then subjected to the following sixteen equality constraints:

(o)
. Y,
QM = emtrQhl = ST M ymym kle {0, 1,2, 3), (H.1)
nom—o nim!

and to the inequality constraints given in (7).

Below we derive tighter upper bounds on the yields Yoy, Y0, Y13 and Y3, since the bounds derived on the
yields Yoo, Y11, Y02, Y20 and Yy, in appendix G are already good enough, i.e. bounding them with one additional
decoy intensity would not result in a significant improvement of the performance of the protocol. Note that the
bounds presented here are not valid when two decoy intensities of the same party have the same value. This case
would then reduce to the three decoy intensity case. Thus, without loss of generality, we assume the following
ordering within each set of intensities: i3 > g > 1 > ppandvs > vy > vy > v,

H.1. Upper bound on Yy,
We consider the combination of gains (G.29) that leads to the bound on Yy, in the case of three decoy intensity settings:

o0
Gyt =3 . Coz"*(n, m), (H.2)
o 1lm!
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where the function Cg3"?(n, m) is defined by the rhs of (G.29), while G" is the combination of gains given by
(G.23), with the coefficients c; ; of the combination given in (G.28). The subscript indicates the combination of
gains to which it refers, while the superscript indicates the decoy intensities that are involved, namely { o, p¢1,
1o} for Alice and {1y, vy, 1, } for Bob. From (G.3) we know that the terms Y,,o, Y,,1, Y1,, and Y5, are removed in
(H.2),i.e. C3 % (n, 0) = C32(n, 1) = CBM2(1, m) = CB (2, m) = 0, for any n, m. Now that the parties
have at their disposal the fourth decoy intensity (u; for Alice and v; for Bob), one can derive three additional
combinations like (H.2) by simply replacing one of the first three intensities with the fourth one:

oo
Yim

G013 Z o

n,m

Ces(n, m), (H.3)

o0
Y,
Go? =3 g Cos>* (n, m), (H.4)

n,m
=y,
Go? = D —Co* (n, m). (H.5)
Im!
n,m
For instance, the combination (H. %) is obtained by replacing 1, — ,u3 and v, — v in the function
Cgs"*(n, m), thus obtaining Cg3"* (1, m). Regarding the rhs, Gg; " is obtained by replacing 1, — 1 and
v, — vsinthe coefficients ¢; ; appearing in the combination Gg3"*?, and by making the substitution Q" — @
and (jk’z — Qk’3 on the gains in Gg3"%. In so doing, we obtain three more combinations of gains (H.3)—(H.5) in
which the terms Y, Y1, Yi,, and Y5,,, are removed.
At this point, we further combine the expressions (H.2), (H.3), (H.4), (H.5) with arbitrary real coefficients
di,j,k4:
Hoy = do 12Ges"? + do13Ges"? + dopsGes™® + diasGoy?

_Z Lo d 12C0" 2 (n, m) + do13Cs"> (n, m) + dopsCos™ (n, m) + dipsCoy(n, m)],  (H.6)

and impose that even the terms Y,;, and Y3,,, are removed:

do12Cos (1, 2) + do13Cs° (1, 2) + dop3Cos™(n, 2) + dip3Coy™*(n,2) = 0 Vn
do,12C"% (3, m) + do13Ces"> (3, m) + doasCos™ (3, m) + dip3Ce> (3, m) = 0 Vm (H.7)
doj, = 1,

where we fixed the remaining degree of freedom (global factor on all the d; ; 1) by requiring that dy; , = 1. The
solution of the linear system (H.7) reads:

dogp=1
(o — ) (o — v2) [ — v3) + (Vs — vo) + ps(vo — vl

o3 (o — p3)(Wo — v3)[pg(wa — v1) + (o — v2) + p, (V1 — 1)l
dors = (g — 1) Wo — v g2 — v3) + (v — o) + ps(vo — 12)]
T (e — pa) o — v3) (v — ) + (V2 — vo) 4 py(vo — )]
dios— o — p) (g — ) Wo — v)(Wo — v) (s — v2) + p(11 — v3) + (V2 — 1)l (HL.8)

py (g — pp) (g — )Wy — )Wy — v3)[pg (v — v2) + (V2 — vo) + py(vo — vl .

By substituting the solution (H.8) back into (H.6) and by rearranging the rhs, one gets a combination of gains
where all the terms Yy, Y1, Y0, Yi,m Y5,, and Y3, are removed:

> Yom
H04 = Z 7AO4(/J/0) ,U/]) ,U/z’ /-1/3) Vo, V1, V), V3, m) + Z BO4(/J/0) ,U/]) /J/2> /-1/3) Vo, V1, Va, V3, 1, m))
m=3 . e 3
(H.9)
where:
A04(M0) N]) /’LZ’ /143) Vo, V1, V), V3, 1’7’1)
— _ (IU’O - M])(MO - :LLZ)(VO - l/l)(y() - VZ)P04(M0, My Hos W35 Vo, V1, V2, VS)
g s [Vo(pey — pp) — iy — po) + v2(pg — p1)]
X Z Vil + Vi | (H.10)

<< o i3

Note that we identify such a combination as H, since it appears in bounding Y;,,. However the elements in the combination, namely G0 ,
have a different subscript since they are borrowed from the bounds on Yy, and Yo, with three decoy intensity settings.
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DPoa(thgs s Hos 3> Vos V1 Vas V3) = pglp (Vo — v1) (V2 — v3) — py(vo — v2) (v — v3) + ps(vo — v3)
X — v)] + plp,(wo — va) (1 — v2) — ps(vo — ) (W1 — v3)] + py (Vo — v (V2 — vs)
(H.11)

and

BO4(,U()) My Hos W35 Vo, V1 V2, V3, 1, m) = Mol iy s A04(/JO) Hys Hos W35 Vo, V1 V2, V3, m)

X > By oy * et |- (H.12)

<< . Sy

We assume that the indexes in the sums run over the set {0, 1,2,3} and wedefine 3>, ., . ;. viVi, - Vi, slm=3 =
1. From (H.10) and (H.12) we deduce that the coefficients of Y;,,, and Y,,,,, have always opposite sign, hence the upper
bound on Yy, is obtained from (H.9) by setting all the yields Yy,,, (with m = 4) to zero and the yields Y,,,,, (with

n = 4, m > 3)toone. After rearranging the terms, we get the following expression for the upper bound on Yy,

> B bl bl bl bl b b bl b bl
YU = 24 Ho— > 04(fhgs fhs fa> H3s V0s V15 Vs V3, 1, 1) M)
AO4(/J/0, My Hos 35 Vo, V1 V2, V3, 4) ”:‘é nlm!
=
where Hy, is given in the first line of (H.6), the function Ao, evaluated for m = 4 reads:
A04(/4L()> /141) /142) /143> Vo, V1, V), V3, 4)
(;uo - N])(No - ;uz)(VO — )W — 1)y + 11+ vy + VS)po4(M0) Hi> K> 35 Vo, V1, V2, v3)
:U'1M2,U3[VO(,U1 - ,Udz) - Vl(,uo - Mz) + VZ(HO - ,Uq)]
(H.14)
and the series of By, sums to:
i B04(M0) Hy> Hoys 35 Vo, V1, Vo, V3, 1, m)
n=4 n!lm!
m=3
_ Mo Dos(thos B> Ko fzs Vor Y1y Vay V3) [12(pg — f1y) — (g — f13) + vo(pty — )]
(g — ) (g — ) (g — p3) (g — p3)(Wo — v3) (1 — 1) (1 — v3) (V2 — 13)
[ 2
H Ho
x[le™ — 5 po — 1 (g — pp) (g — p3) (g — f13)
L r
— et — 71 - M — 1](#0 = Ho)(prg — H3) (g — f13)
2
m_ Ha
+ |ef2 — 7 =y — 1| (g — pp) (g — p3) (g — fi3)
2
p s
e 5 ps = 1 (g — p) (g — po) (pty — f1)
[ 2
Vo
X (CV" -5 vy — 1)(1/1 — ) — v3)(vy — v3)
L ;
— e — 5 v — 1wy — v)(vo — v3) (V2 — v3)
v
+ e — 5 vy — 1o — v (o — v3) (11 — vs)
V3
—|e” — 5 vs — 1|(vo — v) (o — v2) (11 — 12) |. (H.15)

We remark that in deriving the bound (H.13) we implicitly assumed that at least one of the following equalities
doesnothold: vy = pg, v; = pyand v, = p,. Indeed, when all three equalities hold (i.e. when Alice and Bob are
using the same intensities settings for three out of four decoy pulses) one gets a ‘% form’ in the bound expression
(H.13). In order to overcome this issue (which is not likely to happen in practice due to intensity fluctuations),
we derive an additional upper bound on Yy, which is valid in the particular case of: vy = g, v; = p; and

V) = Ha.
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The procedure resembles that used in deriving (H.13). We start by considering the four combinations of
gains (H.2), (H.3), (H.4) and (H.5) and we impose the conditions: vy = pg, v; = pand v, = p,. Letusindicate
the resulting gains combinations as follows:

o0
Y,
Gy P =3 Con (n, m), (H.16)
o 1l
013 = Y, 0,1,3
GOZ - Z — COZ (n) ﬂ’l), (H17)
o im!
023 0,2,3
Gy = Yo Coy " (1, m), (H.18)
” nzn‘: n'm!
21,23 1,2,3
Gy~ = Z , ’Coz (n, m). (H.19)
o nim!

The tilde symbol above the gains combinations Gy, and the corresponding yields coefficients Cy, indicates that
we operated the substitutions vy — , 1 — g, and v, — p, in their original expressions.
We further combine the expressions (H.16), (H.17), (H.18) and (H.19) with arbitrary real coefficients c?,-,j, s

~ s X002 5 x0L3 3 =023 . 5 AL23
Hopy=do12Goy ™ + don3Gey ~ + dopsGoy 4 di23Gos

o0
Y, ~ ~0,1,2 ~ ~0,1,3 ~ ~0,2,3 ~ ~1,2,3
=> ﬁ[dO,I,ZGoz (n, m) + do13Goy ~(n, m) + dop3Goy (1, m) + dip3Goy ~ (n, m)],  (H.20)

and impose that even the terms Y,,; and Y3,,, are removed. The solution for the coefficients cii, i,k reads:

&0,1,2 =0

30,1,3 = M3

5 (g — ) 1t
dons = _ Mo PUMS

Ko — My
g = oo tvs (g — ) (kg — f13) (g — V3)
1,2,3 — .
Py (g — o) (g — p3) (py — v3)

By substituting the solution (H.8) back into (H.6) and by rearranging the rhs, one gets a combination of gains
where all the terms Yo, Y,,15 Y25 Y1, Ya,, and Y3, are removed:

(H.21)

~ N You 5 S Yo
Hy, = Z L'AOAL(N()) Ky Hos M3y V3 m) + Z Y ’BO4(M0’ My Hp> Hss V35 1, m), (H.22)
m=3 M- n=4 NIM:
m=3

where:

, (g — 117)* (g — 1) (g — p) (g — f13) (pg — v3)

Roa(ltgr fips figs figr U3 1) = — Ko 1) (Ko D)y — ) (B 3) (g 3

My
X Do Mk, ---'ﬂim3) (H.23)
<< . i3
H3—V3

and

B04(M0) My Ky H3> V35 1, 1’7’1) = Mol a3 A04(M0) s oy M35 V3, T’Tl) X ( Z /1/1'1/1‘1'2 : ""/J‘in,4 .

<< . Sy

(H.24)

We assume that the indexes in the sums run over the set {0, 1, 2,3}, wedefine >, <; « . «; |
ViV, + Vi J|m=3 = landwith y; — v31in (H.23) we intend that every /15 contained in the sum must be
replaced with a v,

From (H.23) and (H.24) we deduce that the coefficients of Yy, and Y,,,,, have always opposite sign, hence the
upper bound on Yy, is obtained from (H.22) by setting all the yields Yy,,, (with m = 4) to zero and theyields Y,,,,,
(with n > 4, m > 3)to one. After rearranging the terms, we get the following expression for the upper bound
on Yy, under the conditions vy = g, v; = pyand v, = o
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U 24 . X, Boa(tgs s [ [h3> V3s 11, 1)
You = 7 Ho — Y LAt '2 '3 , (H.25)
0a(Ugs p> Mo fh3s V35 4) n=4 nlm!

m=3

where Hy, is given in the first line of (H.20), the function A, evaluated for m = 4 reads:

(,uo - ,Ul)z(ﬂo - ,Uz)(,uq - ,Uz)(,uo - M3)(,UJ0 — v3)

AO4(N0> Ky Hos H3s V3 4) = — (Mo + py + ey + v3),

1Y)
(H.26)
and the series of By, sums to:
i 304(,“0; ,UJp ’[1,2, ,u3a V3, N, m) — /LOIU“S
=4 nim! (g = po) Gy — o) iy — pu3) Gy — p3) (py — v3) (g — v73)
m—
2
n _ Ho
X l|eto — 5 to — 1|y — po) (g — p3) (g — fi3)
12
— e — 71 — g = (o — 1) (g — 13) (pty — 413)
12
+ et — 72 =y — (ko — ) (g — 3)(pty — fia)
2
Iz Hs
e 5 ps = 1 (g — p) (g — p) (g — f2)
[ 2
I Ho
X [6’0 - 5 — Mo — 1](/11 = ) (g — v3)(py — v3)
2
I i
i 5 oy — 1| (po — pa) (g — v3)(py — 13)
2
w2
A e 1 (o — p) (g — v3) (kg — v3)
v3
— e — 5 v — (o — p) (g — 1) (g — ) |- (H.27)

H.2. Upper bound on Yy,
Similarly to the bound on Y4, we consider the combination of gains (G.37) that leads to the bound on Y, in the

case of three decoy intensity settings:

o0
Yom

Gt =>" e C%"2(n, m), (H.28)

n,m

where the function C33? (11, m) is defined by the rhs of (G.37), while G53"? is the combination of gains given by
(G.31), with the coefficients c; ; of the combination given in (G.36). From G.4 we know that the terms Yy, Y,.,
Yy, and Y, are removed in (H.28). Following the same procedure described in (H. 1), we derive three additional
combinations of gains in which the terms Y,,;, Y,,», Yo,, and Y7, are removed:

(o)
Y,
G’ =>" —n,’;’:, C"* (n, m), (H.29)

n,m

o]
Yim

G =3 . Cx>3(n, m), (H.30)

n,m

[ee}

G =3 —n";”' CyP’ (n, m). (H.31)

n,m
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Now we further combine these expressions with arbitrary real coefficients d; ; s

— 0,1,2 0,1,3 0,2,3 1,2,3
Hy = d() 1 2G20 + d0,1,3 G20 + d0,2,3 GZO + d1,2,3 G20

—Z Yo [dmco”(n m) + do13C3g"> (n, m) + doo3Cos>(n, m) + dip3Ca> (n, m)l,  (H.32)

and impose that even the terms Y,,; and Y5,,, are removed from the rhs of (H.32). This yields a linear system of
equations in the variables d; ik whose unique solution (up to a global rescaling) reads as follows:
doip=1
(g — ) Wo — V) g1 — v3) + (s — vo) + ps3(vo — 1)l
(g — p3)(Wo — v3) (w2 — v1) + (Vo — v2) + py(1 — o)l
(o — p)(Wo — v [po(v2 — v3) + (s — vo) + py(vo — 12)]
(1o — 13) (o — v3)[po(v1 — v2) + (V2 — vo) + py(vo — v1)]
ds vo(pg — ) (g — Hp) (o — v) (g — 1) [y (Vs — v2) + py (i — v3) + ps(v2 — 1)l

5= . (H.33)
vi(py — o) (g — ps) (1 — v2) (v — v3) g1 — v2) + uy(va — vo) + py(vo — vl

d0,1,3 =

d0,2,3 =

By substituting the solution (H.33) back into (H.32) and by rearranging the rhs, one gets a combination of gains
where all the terms Y,,1, Y,.5, Y135 Yo Y1, and Y5, are removed:

oo

Y.
Hy = Z —A04(Vo, V1, Vs V3s [hgs Hys o> 35 n) + Z
n—s 1! n=3 nlm!
m=4

Bo4(Vo, V1, Vay U3, flgs by oy [3r M, 1),

(H.34)

where the functions A4 and By, are the same found in bounding Y, with four decoys and are given by (H.10)
and (H.12), respectively. Note that in this case the roles of the intensities x; and v; are exchanged with respect to
the bound on Yy, (see (H.9)), as well as the roles of # and m. Following the same reasoning of (H.1), we can
conclude that the coefficients of Y, and Y,,,,, have always opposite sign. Hence the upper bound on Y,q is
obtained from (H.34) by setting all the yields Y,,o (with n = 4) to zero and the yields Y,,,,, (withn > 3, m > 4)to
one. After rearranging the terms, we get the following expression for the upper bound on Y,

24 &\ Boa(Wos V15 Vs U3, s o s s 1 11
YEO: H4O_E 040, V1> V25 U3, gy fhys [y U3 )

,  (H.35)
Aos(Vo, V1y V25 U3 [l fhys Hgs Hss 4)

n=3 nlm!
m=4
where H, is given in the first line of (H.32), while A4 (vo, 11, V2, V3, Lo, 15 H2> 113, 4) and the sum of the series are
given in (H.14) and (H.15), respectively, under the replacement p; < v;fori = 0, 1,2, 3.

We remark that in deriving the bound (H.35) we implicitly assumed —as in the Yy, case—that at least one of
the following equalities does not hold: vy = pig, 1 = pyand v, = p,. Indeed, when all three equalities hold (i.e.
when Alice and Bob are using the same intensities settings for three out of four decoy pulses) one getsa ‘% form’
in the bound expression (H.35). In order to overcome this issue, one can follow an analogous procedure to that
performed for the same issue affecting the bound on Yy, (see last paragraph in (H. 1)), and obtain an additional
upper bound on Y, which is valid in the particular case of: vy = p1, vy = p; and v, = p,. The newbound on
Y, reads:

U _ 24 ~ Z B04(/’(’07 /1’17 Mz) V3, /’[/3) n, m)

7U— Hio — (H.36)
Aos(fgs [ Mos U3y gy 4) n:i n!m!
e
where Hy is given by:
~ 5 =012 . 5 =013 5 =023 5 =123
Hyo = do12Gyy " + do13Gyy ~ + dop3Gyy ™ + dinsGyy s (H.37)
where:
670,1,2 =0
30,1,3 =3
5 (kg — v
= _ Mo — MV
Ho — Mo
31,2,3 _ pov3(kg — p) (g — p3) (g — v3) (H.38)

g (g — Mz)(/fq - Ms)(ﬂl — v3)
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and G, are the same gains combinations (H.28), (H.29), (H.30) and (H.31) derived at the beginning of this
Subsection, under the replacements: vy — iy, vy — i, and v, — p1,. The quantity Ao, and the sum of the
series are instead given in (H.26) and (H.27), respectively, under the replacement p5 < v3.

H.3. Upperboundon Y;;
We follow the same procedure used in bounding the other yields in the case of four decoy intensity settings. We
start by considering the four combination of gains in which the terms Y9, Y,,1, Yo, and Y5,,, are removed:
> Y,
0,1,2 _ 0,1,2
Gy =>" !";! Cix"*(n, m), (H.39)

n,m

>,
0,1,3 __ nm
Gy’=>

n,m

C"(n, m), (H.40)

n!lm!

> Y?’l m

G =3 o C3>(n, m), (H.41)

n,m

o0

Y,
G11§2’3 = Z ﬁclléls(n) m)7 (H42)

n,m

where the last three combinations are derived from the first one as described in (H.1), while the first combination
is given by (G.44). Now we further combine these expressions with arbitrary real coefficients d; ; x:

_ 01,2 0,1,3 0,2,3 1,2,3
Hi3 =do12Gi37" + doi3Gi3 7 + dopsGiz™ + dinsGi3

o0
Y,
=> —n'n;' [do1,,CE 2 (n, m) + do13C3 (n, m) + doasCE>(n, m) + dip3C> (n, m)],  (H.43)
n,m * *

and impose that even the terms Y,;; and Y3, are removed from the rhs of (H.43). This yields a linear system of
equations in the variables d j x, whose unique solution (up to a global rescaling) reads as follows:

dogp=1

(g — p2)(py + p3) (o — 12)

(o — p3) (g + py) (Vo — v3)

X Ay + 119) (g + 113) (1 — v3) + (g + )15 (g + 113) (s — Vo) + 13y + 112) (vo — 1)1}

= py + )y + 1) (01 — 12) + (g + ) g (1 + 113) (o — v2) + 150y + 1) (1 — o)1}

(prg = p) (py + 1) (o — 1)

(g — p3) (g + 1) (Vo — v3)

X A pg (g + 1) (g + p13) W2 — v3) 4 (o + ) s (g + p3) (W3 — vo) + 15 (g + p1y) Wo — 1)1}

J= g G+ 1) (g + ) (1 — 02) + (g + 1) 15 (g + 1) w0 — 12) + 5y + 13) (1 — o)1}

(o — p) (g — p) (g + p3) (o — V1) (o — v2)
(g — 1)y — p3) (w1 — 1) (W) — v3)

+ (g iy fhy + ooty s+ fg iy fbs + py oy i) [ (V3 — v2) + py(vn — v3) + ps(vy — v)l}

JUg iy + 1)y + p3) (0 — 1) + (g + )l =15 (g + p13) (o — 12) + 13y + 113) (o — v}
(H.44)

d0,1,3 =

d0,2,3 = -

dips = (el (vs — v2) + oy — v3) + (v, — )]

By substituting the solution (H.44) back into (H.43) and by rearranging the rhs, one gets a combination of gains
where all the terms Yy, Y1, Y, Yo,y Y2, and Y3, are removed:

o0

Y
H;; = Z ﬁAB(ﬂo) Ky o> Has Vo, V1, V2, V3, m)

m=3

s Yo

n=4 nlm!
m=3

AIS(MO) Hys oy 3> Vo, Vi V25 V3, m)Dn(,U/Q: Hi> [y M3)a (H.45)

where:

(o — p) (g — ) (Wo — v)) (o — 1v2)
(py + 1)

A13(/1/0) My Hos W35 Vo, V1, V2, V3, m) = -

> > > > Vo, V1, Vo, V
XP13(MO Hi> Hos Hzs Vos Vi, Vs V3) >

VilVi, * Vi, 5|5 (H.46)
Qi3 (o> > Hos H3s Vos V1> V25 V3) \ji<ip< v i3
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Pi3 (o> Hys fhos 3> Vos U1y V2, V3) = uf[uﬁ(z/o —v3) (v — 1) — Mg(l/o — 1) — v3)]
+ il o — )W — v3) — e — )W — v3) + PiWe — v3) (W — )]
+ uiui(w) —v)(v2 — vs3); (H.47)
i3 (Ho> B> Hgs Higs V0> V15 Vs V3) = gy + ) (g + i) (1 — 12) — g (ptg + 13) (f1y + f3) (Vo — 12)

+ 13 + )y + ps)Wo — 1),
(H.48)

and D,, is defined recursively as [28]:

n—4 i i H ;
Z]‘:l(“(]) + p + )+ 1) Dy (s fy [ f3) — llolhﬂz“s(zilgizg i Hiy '--‘Ni,,,5)

=1
n—+4

Dy(phgs phys fys f13) =

Dy(prgy fys B f13) = fofbyfly + Hobby By + figfofts T Hy [y Hs-
(H.49)

Weassume that the indexes in the sums run over the set {0, 1,2,3} and wedefine 3>, ., . ;. viVi, - Vi, slm=3 =
1.Since D,, > O foreveryn > 4, we deduce that the coefficients of Y, and Y,,,,, in (H.45) have always equal sign.
Hence the upper bound on Y73 is obtained from (H.45) by setting all the other yields to zero. After rearranging the
terms, we get the following expression for the upper bound on Y5:

U 6 Hi3

YY = , (H.50)
A13(,u‘()> ,u‘p /u‘za ,lL3, Vo, V1, V2, V3, 3)
where H;3 is given in the first line of (H.43), while A1 3(tt0, 141, 12> 143, Vo» V1, Vs, V3, 3) IS given by:
(g — p) (g — p) (o — v)) (Vo — 12)
AlS(,“f(y ‘Ll,l, ,LL2> /143; Vo, V1, V2, V3, 3) = - MO ’ul MO Mz 0 ! 0 2 .
(g + 1)
x P13(M0, Ky Hys 3y Vo, V1, V2, VS) (HSl)

qy3(fgs s Hos Hzs Vos Vis Vs V3)

H.4. Upper bound on Y3,
We follow the same procedure used in bounding the other yields in the case of four decoy intensity settings. We
start by considering the four combination of gains in which the terms Yy, Y;», Y,, and Y7, are removed:

o0

Y,
Gy =>" ﬁcfil’Z(n, m), (H.52)

n,m

[o¢]
Yum

Gy =" g i (n, m), (H.53)

n,m

o]
Yium

G =3y " C3i>(n, m), (H.54)

n,m

> y
G’ =3 ,”;, CH>*(n, m), (H.55)

n,m

where the last three combinations are derived from the first one as described in (H.1), while the first combination
is given by (G.48). Now we further combine these expressions with arbitrary real coefficients d; j x:

_ 0,1,2 0,1,3 0,2,3 1,2,3
Hs1 =do12Gsi " + doji3Gat > + dopsGsi™” + dipsGsi

o0

n,m

and impose that even the terms Y,,; and Y,,,, are removed from the rhs of (H.56). This yields a linear system of
equations in the variables d; j x, whose unique solution (up to a global rescaling) is given in (H.44), under the
replacement: y; < v;fori = 0, 1, 2, 3. By substituting the solution back into (H.56) and by rearranging the rhs,
one gets a combination of gains where all the terms Yo, Y,.2, Y3, You» Y1, and Ys,,, are removed:

Y,
n’ng' [do1,,Ch 2 (n, m) + do13Ci (n, m) + dop3Ci> (n, m) + dip3C37° (n, m)],  (H.56)

o0

S Y
H31 - ) A13(V03 vy, V), V3 ,Ufoa ,up ,uza /L3, I’l)
n:

n=3

+ 2
n=3

m=4

Y,
n'HZ'AB(VO’ Vi, Vs V35 gy s s H3s n)Dm(VO> vy, Uy, V3)) (H57)
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where the functions A3 and D,,, are defined in (H.46) and (H.49), respectively. Since D,, > 0 for every m > 4,
we deduce that the coefficients of Y,,; and Y,,,,, in (H.57) have always equal sign. Hence the upper bound on Y3, is
obtained from (H.57) by setting all the other yields to zero. After rearranging the terms, we get the following
expression for the upper bound on Y3:

6 H3,

Yy = ,
A13(V0) Vi Vs V35 gy s s H3s 3)

(H.58)

where Hs, is given in the first line of (H.56), while A, 3(vg, V1, V2, Vs, Lo, 15 H2> 143, 3) is given by (H.51) under the
substitution: p1; < v;fori =0, 1,2,3.
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Abstract

The intense research activity on Twin-Field (TF) quantum key distribution (QKD) is motivated by the
fact that two users can establish a secret key by relying on single-photon interference in an untrusted
node. Thanks to this feature, variants of the protocol have been proven to beat the point-to-point
private capacity of alossy quantum channel. Here we generalize the main idea of the TF-QKD protocol
introduced by Curty et al to the multipartite scenario, by devising a conference key agreement (CKA)
where the users simultaneously distill a secret conference key through single-photon interference. The
new CKA is better suited to high-loss scenarios than previous multipartite QKD schemes and it
employs for the first time a W-class state as its entanglement resource. We prove the protocol’s security
in the finite-key regime and under general attacks. We also compare its performance with the iterative
use of bipartite QKD protocols and show that our truly multipartite scheme can be advantageous,
depending on the loss and on the state preparation.

The most mature and developed application of quantum communication [ 1, 2] is certainly quantum key
distribution (QKD) [3—8]. The majority of the QKD protocols proposed so far involve just two end-users, Alice
and Bob, who want to establish a secret shared key. Nowadays there is a vibrant research towards protocols
which are proven to be secure in the most adversarial situation possible (i.e. reducing the assumption on the
devices) [9-14], but at the same time are also implementable with today’s technology [ 15—18]. In this context, a
protocol which recently received great attention is the Twin-Field (TF) QKD protocol originally proposed by
Lucamarini et al [19], further developed to prove its security [20—27] and experimentally implemented [28-31].
Indeed, the TF-QKD protocol relies only on single-photon interference occurring in an untrusted node, making
ita measurement-device-independent (MDI) QKD protocol capable of overcoming the repeaterless

bounds [32, 33].

In a scenario where several users are required to share a common secret key, one can for instance perform
bipartite QKD protocols between pairs of users and then use the secret keys established in this way to encode the
final common secret key. Alternatively, one can perform a truly multipartite QKD scheme—also known as
conference key agreement (CKA)—whose purpose is to deliver the same secret key to all the parties involved in
the protocol [35-39]. In order to accomplish such a task, a resource which seems necessary is the multipartite
Greenberger—Horne—Zeilinger (GHZ) state [34—38] or a multipartite private state—a ‘twisted’ version of the
GHZ state [40, 41].

In this work we introduce a CKA which exploits for the first time the multipartite entanglement of a W-class
state [42], in order to deliver the same secret key to all users. Despite having a number of users involved, the
scheme relies on single-photon interference in an untrusted node and it is inspired by the bipartite TF-QKD
protocol by Curty et al [24]. We prove the security of our CKA in the finite-key scenario, allowing Eve to perform
the most general attacks (coherent attacks) on the transmitted signals. We compare the performance of our
genuinely multipartite QKD scheme with the iterative use of bipartite QKD protocols, both in the asymptotic
regime and in the finite-key regime. In doing so, we show that performing a truly multipartite scheme can yield a
higher secret key rate, depending on the loss and on the state preparation.

The paper is structured as follows. In section 1 we present the CKA based on single-photon interference,
while in section 2 we discuss the establishment of a secret conference key where the entanglement resource isa W

©2019 The Author(s). Published by IOP Publishing Ltd on behalf of the Institute of Physics and Deutsche Physikalische Gesellschaft
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Figure 1. The CKA based on single-photon interference in the untrusted central node and on trusted measurements performed on
each party’s (Alice;) qubit.

state. In section 3 we prove the CKA security in the finite-key scenario (the detailed proofiis given in appendix A).
In section 4 we provide simulations of the protocol’s secret key rate and compare them with the repeated use of
bipartite schemes (further comparisons in appendix C). We present our conclusions in section 5. In appendix B
we report in detail the calculations of the relevant parameters for an honest implementation of the protocol.

1. Conference key agreement

As anticipated in the introduction, our CKA scheme is an extension of the original bipartite TF-QKD protocol
[24], Protocol 1 to a scenario with N users who want to establish a secret conference key. The parties distill the
secret key by sending optical pulses to an untrusted node and by performing suitable measurements on a qubit
they hold. In order to keep the notation symmetric, the N parties involved in the multipartite QKD protocol are
named: Alice;, Alicey, ..., Alicen. The protocol is composed of L rounds, each round is characterized by the
following eight steps (see figure 1):

(i) Every party (Alice;) prepares an optical pulse a;in an entangled state with a qubit A;, given by:
1) a0 = 104, 10)e; + T — qI1)a,l1)e; Vi € {1, 2,...,N}, (1.1)

where 0 < g < 1, |0),, is the vacuum state, |1),, is the single-photon state, and {|0) 4,, |1) 4, } is the
computational basis of qubit A;.

(ii) Every party sends her optical pulse a; to the untrusted node via optical channels characterized by
transmittance ¢, in a synchronized manner.

(iii) The central node applies a Bell-multiport beam splitter [43—48] with M input and output ports' to the
incoming pulses and features a threshold detector D; at each output port (i = 1, ..., M). The action of the
multiport beam splitter is defined by the unitary transformation given in figure 1.

(iv) The central node announces the measurement outcome k; for every detector D;, with k; = 0 and k; = 1
corresponding to a no-click and a click event, respectively. The round gets discarded if "™  k; = 1,1.e.
whenever single-photon interference did not occur in the central node. The probability that only detector
D; clicked is p;.

1 . . . . .
We assume that there are at least as many input ports of the beam splitter as parties taking part to the protocol,i.e. M > N.
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(v) According to a preshared secret key of L - h(ppg) bits”, the round is classified as a parameter-estimation
(PE) round with probability ppg or as a key-generation (KG) round with probability 1 — p,;. There are on
average m = Mp,Lp,; PE rounds that do not get discarded.

(a) In case of a PE round, every party measures her qubit in the Z-basis and then announces the
measurement outcome to compute the frequency: Q%' = (1 + (Z%N),)/2.

(b) In case of a KG round, conditioned on detector D; clicking, Alice; measures her qubit in the basis of the
operator Oxy (¢;) = cos ¢, X + sin ¢, Y (where Xand Yare the Pauli operators), with ¢; = arg(Uj;)
(Ujis given in figure 1). The parties announce m randomly chosen measurement results in order to
estimate the quantum bit error rate (QBER) by computing the frequency:

Qs = (I = (Oxy () Oxy (¢)))m) /2, .. the frequency of discordant outcomes.

(vi) The secret key shared by the N users is extracted from the remaining n = Mp,L — 2m raw key bits of the
KG rounds.

(vii) Alice; broadcasts the error correction information that every other party uses to correct her raw key to
Alice;’s raw key.

(viii) Alice; broadcasts a suitable two-universal hash function and every party applies it to her key for privacy
amplification.

Remarks. Note that the quantity Q7' is the frequency of the outcome + 1 when the parties measure the operator
Z®N By making an analogy with the bipartite scenario, one can view Q' as an estimation of the phase-error rate
between Alice; and the other N — 1 parties (when the phase-error rate is defined as in [24]).

Since the Bell-multiport beam splitter redirects each incoming photon with equal probability to each
potential output port, the probability of having a click in only one specific detector is the same for all detectors,
i.e. pjreads the same forj = 1, ..., M. For this reason, the total probability of having exactly one click in any
detector is given by Mp..

In an honest implementation of the protocol, where the parties’ state preparation and the operations of the
central node are carried out as described above, the state of the qubits A, ..., Ay from which the parties distill a
secret key is approximately a W-class state of N qubits [42], as we show in section 2. Therefore, the protocol here
introduced represents an alternative to other multipartite QKD protocols [34—38] where the entanglement
resource used to generate the key is, instead, a noisy version of the GHZ state of N qubits. Moreover, the W-class
state used by the CKA is an entangled state which is post-selected after the interference of one single photon at
the multiport beam splitter. Thus the resulting key rate scales linearly with the transmittance ¢ of one of the
quantum channels linking the parties to the central node. This is in contrast to the other mentioned multipartite
QKD protocols [34—38], where the distribution of an N-qubit GHZ state (e.g. encoded in orthogonal
polarizations of a photon) would lead to a key rate which scales with t™ (with t being the transmittance of the link
between one party and the node distributing the GHZ state). This makes our CKA much more suited to high-
loss scenarios than previously proposed multipartite QKD protocols.

2. Multipartite QKD with a W state

As mentioned at the end of section 1, the entanglement resource exploited to distill the secret key is a noisy W-
class state of N qubits [42], which is post-selected after single-photon interference occurred in the central node.
In fact, the optimization of the CKA key rate (section 4) over the parameter g weighting the initial superposition
of the qubit-photon state always yields values of g close to 1. This means that the quantum signal sent by the
parties is strongly unbalanced towards the vacuum. Thus the events in which one of the detectors clicks are
mainly caused by the arrival and detection of one photon. However, because of the balanced superposition
generated by the multiport beam splitter, the detected photon could be sent by any party with equal probability.
Since the photon is initially entangled to the qubit in state | 1), the qubits’ state conditioned on the detection isa
coherent superposition of states in which one qubit is in state | 1) and all the others are in state |0), that is the
mentioned W-class state. A secret conference key can then be extracted by proper measurements performed on
such a state.

2Where h(x) = —xlog,x — (I — x)log,(1 — x) is the binary entropy function.
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Let us start by considering the simplistic scenario in which the parties share the N-partite W state:

1

N

W)y = —1[00...01) + [00...10) + ... + [10...00)]. 2.1

It has been proven [35] that the parties cannot extract perfectly correlated outcomes in any set of local
measurement bases (for N > 3). Indeed, the only N-qubit state achieving that and yielding uniformly distributed
random measurement outcomes is the GHZ state. Nevertheless, the N-partite W state can still be used to extract
asecret conference key. The key bits are given by the outcomes of the X-basis measurements performed by the N
parties on their respective qubit. The expected QBER between any two parties is givenby 1/2 — 1/N, which
amounts to subtracting the fraction h(1/2 — 1/N) from the secret key rate due to error correction (h(x) is the
binary entropy). On the other hand, the eavesdropper’s knowledge about the key can be estimated via the phase-
error rate Qz (as defined in section 1, more details in appendix A), which turns out to be zero on the W state. This
is crucial for having a non-zero key rate even when the number of parties is large. The resulting asymptotic key
rate, when the parties share an N-partite W state, is givenby 1 — h(1/2 — 1/N).

Our CKA is constructed following the same philosophy. The only difference is that the conditional state
shared by the parties after the detector’s click is not exactly the W state given by (2.1), but rather a noisy W-class
state (the full expression is given in appendix B). Indeed, the multiport beam splitter introduces complex phases
in the balanced superposition of states shared by the parties, that depend on which detector clicked. For this
reason, we require the parties to adjust their KG measurements in the X, Y plane in order to remove such phases
and obtain the same QBER (1/2 — 1/N) they would observe by measuring in the X-basis had they shared the
standard W state (2.1). However, the adjusted KG measurements do not commute with the operations
performed in the untrusted node and prevent the CKA from being recast as an MDI prepare-and-measure
scheme, opposed to its bipartite version [24]. Consequently, the multipartite scheme presented here is more
challenging to implement than its bipartite counterpart, i.e. the TF-QKD protocol. In particular, it cannot be
reformulated as a scheme where the parties prepare coherent states and send them to node C for measurement.
Nonetheless, the operations that the parties are required to perform seem to be within technological reach
[49, 50]. In particular, the qubit system could be realized by a nitrogen-vacancy electron spin, whose coherence
time has recently reached the order of seconds [51]. The entanglement between the electron spin and the
photon’s Fock state would then be generated via selective optical pulses and coherent rotations [49], which
would entangle the electron spin with the presence or absence of a photon.

3. Finite-key analysis

The protocol presented in section 1 can be effectively regarded as an N-partite QKD protocol solely
characterized by the unknown quantum state Pﬁ;{i{j" Ay > Whichiis the global state of the parties’ qubits in all the
rounds that were not discarded”. In this way we allow the eavesdropper, who is in total control of the untrusted
node, to perform any kind of operation (coherent attacks) on the whole set of signals sent by the parties in the
different rounds. As described above, in each round the parties perform trusted measurements on the state
p%ﬁfm 4y > according to the preshared key they hold. The security of such a multipartite QKD protocol can be
proven thanks to the finite-key analysis developed in [37]. In particular, since Alice; (who holds the key to which
all the other parties correct their raw key) measures her qubit only in the two mutually unbiased bases Z and X,
the protocol’s security proof follows analogous lines to the one of the N-BB84 protocol presented in [37]. The
security is guaranteed even when the state preparation and the measurement devices of the other parties
(Alice,,...,Alicey) are not trusted (a detailed proof is given in appendix A).

Theorem 1. The CKA in section 1, with the optimal 1-way error-correction protocol (which is exc-fully secure and
2(N — 1)epg -robust) and where the secret key generated by two-universal hashing has length

2N — 1)

£(N) = ”[1 = h(QZ + y(n, m, QF, &) — maxh(QJ 4, + v(n, m, Q4 sx)] — log,=—
! EC
g21 — 2(N — 1)EPE) (31)

2 EPA

—2lo

is Eor-secure with e = 2epg + €pc + Epa, Where epg is defined as:

g = (N — Dey + &, (3.2)

’On average, the number of rounds that are not discarded by the CKA is Mp,L.

4
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and v (n, m, A, ) is the positive root of the following equation:

ln(n(Am +) + mAm) N ln((n +m)(1 = Ay) — nv) _ 1n(” +m

Ine. 3.3
mA,, m(l — A,) m )+ e (33)

We remark that thelength L - h(p,.) of the preshared key must be subtracted from the secret key length in
order to have the netamount of fresh secret key bits. We also remark that our leakage estimation considers the
worst-case QBER affecting the parties’ raw keys, which is (with high probability) not larger than the QBER
observed in appositely designated KG rounds with the appropriate statistical correction. This is in contrast to
several other finite-key analyses [52-55], where either the QBER is assumed to be known a priori or its estimation
does not account for statistical fluctuations.In the asymptotic regime (L — 00), the finite-size effects are not
present and the secret key rate (r = £/L) reads:

r(N) = ij[l — h(Qz) — 'EmaxN}h(QA]A,.)], (3.4)

ie{l,...,

where Qzand Q 4 4, are the probabilities correspondent to the frequencies defined in section 1.

4, Simulations

In this section we provide plots of the secret key rate—number of secret key bits per round—achieved by the
CKA both with finite-key effects (3.1) and in the asymptotic regime (3.4), as a function of the loss in one of the
channels linking a party to the central node, measured in dB (—101log,,t). We assume that the protocol is
honestly implemented as described in section 1 and we account for a dark count probability of p, = 10~%in
every detector (which can be attained with superconducting nanowire single photon detectors [29]) and for a
polarization and a phase misalignment between Alice; and each other party of 2%. The relevant error rates and
probabilities for this configuration are given in appendix B. The plots are optimized over the parameter g of the
initial superposition between the two qubit-photon states, unless otherwise stated. The finite-key plots are
further optimized over the probability ppr of performing a PE round and over the security parameters &, &,, &xc
and ep,, constrained by a fixed total security parameter of £,o; = 10~ %

In order to assess the performance of our CKA with an untrusted node, we consider the situation in which
the central node is removed and the N parties are linked by a star network, where the transmittance of the link
between any two parties is °. For this configuration, we consider the conference key rate generated by the
following strategy and compare it to our CKA key rate. One selected party performs the best possible bipartite
QKD scheme with every other party in the network, i.e. N — 1 times. Because of the network symmetry, every
bipartite secret key has the same length and its asymptotic rate is upper bounded by the Pirandola—Laurenza—
Ottaviani—Banchibound [33] given by: —log,(1 — ¢2). Then, the selected party encodes the final conference key
by using the keys she/he established singularly with each other party. Hence, the conference key length is equal
to the bipartite keys’ lengths, but the total number of rounds” needed to establish the conference key is given by
the number of rounds performed by a pair of parties, multiplied by the number of bipartite schemes (N — 1).
Thus the conference key rate achieved by this strategy is upper bounded by:

—log,(1 — 1)

Tdirect (N) = N—1

(4.1)
We will refer to (4.1) as the direct-transmission bound, even though we emphasize that it only upper bounds the
achievable conference key rate when the strategy we just described is employed. Indeed, we do not claim that this
strategy yields the highest possible conference key rate for the considered network configuration. In this section
we show that our CKA provides an advantage, in terms of performance, with respect to the above strategy (4.1).

4.1. Asymptotic regime
In figure 2 we plot the asymptotic key rate of the CKA (equation (3.4), solid and dotted lines) as a function of the
loss in one of the quantum channels, for different number parties establishing the secret conference key. In
particular, the solid lines are obtained by fixing M = N, i.e. the number of input (output) ports of the beam
splitter is given by the number of parties taking part to the protocol. The dotted lines are instead obtained by
fixing the number of ports to M = 10. Finally, the dashed lines represent the direct-transmission bound (4.1) for
the correspondent number of parties.

We observe that the CKA key rate can surpass the direct-transmission bound for sufficiently high losses. This
is expected since the CKA key rate basically scales linearly with the transmittance ¢ of the quantum channel

By round we mean a set of steps of a given QKD protocol which contains only one transmission of quantum signals (more parties at the
same time can transmit a quantum signal).
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Figure 2. The CKA key rate (equation (3.4), solid and dotted lines) and the direct-transmission bound (equation (4.1), dashed lines), as
afunction of the loss in the channel linking one party to the central node, for different number of parties N = 2, 3,5 and 9 (black, blue,
red and green; top to bottom). The CKA key rate overcomes the correspondent direct-transmission bound for increasing losses, as the
number of parties increases. For instance, the CKA performed by 5 parties becomes advantageous at distances larger than 150 km
(assuminga fiber attenuation of = 0.2 dB km ™ '). We also observe that having more ports in the beam splitter than parties involved
in the protocol is advantageous at low losses (dotted lines are above the solid lines) but disadvantageous at high losses, where more
ports imply a higher chance of having a dark count.

linking one party to the central node, while the direct-transmission rate scales linearly with the transmittance (£*)
of the whole channel linking two parties [33]. We note, however, that the performance advantage of the CKA
with respect to the direct-transmission bound decreases for increasing number of parties. This is due to the fact
that an increase of the number of parties is more detrimental for the CKA rate as it severely affects the QBER®,
than for the direct-transmission bound, where it simply increases the total number of rounds dividing the key
length. Moreover, the presence of dark counts in the detectors prevents the CKA from outperforming the direct-
transmission bound if the number of parties is too large (see the N = 9 case in figure 2). Indeed, they are the
cause of the sudden drop of the key rate at high losses, i.e. where the probability of detecting one photon becomes
comparable to the probability of having a dark count. Moreover, their effect increases with the number of parties
since the key rate optimization yields a lower probability of having a single click in one of the detectors, when
more parties are involved. Note, however, that while the CKA rate accounts for devices’ imperfections (e.g. dark
counts), the direct-transmission bound is attained only in the ideal scenario of no imperfections.

From figure 2 we also deduce that performing the CKA with a higher number of ports in the beam splitter
(dotted lines, where M = 10) is advantageous at low losses and disadvantageous at high losses. The advantage of
having more output ports is that the probability that two photons arrive at the same detector diminishes (this is
an error source in our CKA). However, these errors could only occur if there is a non-negligible probability that
two photons arrive at the central node, i.e. when the losses are low. At the same time, the presence of more
output ports—and thus detectors—increases the chances of a dark count. And the negative effect of dark counts
on the performance becomes tangible when their probability is comparable to the probability of havinga click in
adetector, i.e. at high losses.

Another relevant scenario for assessing the CKA performance in comparison to the iteration of bipartite
protocols could be the following. The parties are given the same CKA experimental setup but they are now
allowed to use it in pairs (or larger subgroups) in consecutive runs, effectively performing the original TF-QKD
protocol [24], Protocol 1 between one selected party and every other party. The different established keys are
then used to encode the final conference key, similarly to the direct-transmission scenario. This strategy can then
be compared to the case where the parties choose to use the CKA setup all at once, thus performing a truly
multipartite QKD scheme. A detailed analysis of this comparison in the asymptotic regime is given in
appendix C. It turns out that, depending on the loss and on the state preparation, it is still advantageous to
perform a multipartite protocol instead of iteratively executing bipartite protocols, on the CKA experimental
setup.

4.2. Finite-key effects

In figure 3(a) we plot the finite-key conference rate (equation (3.1) divided by L) as a function of the number of
rounds L, for different fixed values of the loss (20 and 30 dB, solid and dotted—dashed lines) and different
number of parties. We stress the fact that we normalize the key length to the total number of rounds (L), i.e. we

> The QBER scales with the number of partiesas 1/2 — 1/N, see section 2.




10P Publishing NewJ. Phys. 21 (2019) 123002 F Grasselli et al

20 dB loss b 1 g
U e SEEEE PR hov 5
— N—"
[ 1 %2}
[ [/ ot g ko]
@ 1o-epLBloss | __ g i 51017 g
s 0 F-zzo:o --c-d Fh-----= [ ] <]
= Fo--- ainiie | it Al 101 =
> o . <

Q = q
- }io0 E
g 1078~ =2 i0° 2

- — N= E
é " 5_. u T T | [ '105 E

10° 10! 10%7 2 3 4 5 6 7

Number of rounds (L) Number of parties (N)
(@) (b)

Figure 3. (a) Finite-key conference rate (equation (3.1) over L) as a function of the number of rounds L, for fixed losses of 20 dB (solid
lines) and 30 dB (dotted—dashed lines), and different number of parties: N = 2, 3 and 5 (black, blue and red; top to bottom). We
observe that the rates quickly achieve their asymptotic value once the number of non-discarded rounds is enough to get a non-zero
key. The CKA key rates overcome the direct-transmission bound (dashed lines) even in the finite-key scenario. (b) Minimum number
of rounds such that the finite-key rate (equation (3.1) over L) is at least 10% of its asymptotic value, as a function of the number of
parties and for fixed losses (1 dB blue circles, 20 dB red squares and 40 dB green diamonds). We notice that increasing the number of
parties and/or the losses is more detrimental for the finite-key rate than for the asymptotic one, due to an increase of the fraction of
discarded rounds and thus of the statistical fluctuations. Here we study the finite-key effects on our CKA. The number of ports in the
beam splitter is given by the number of parties taking part to the protocol: M = N.

also take into account the rounds that get discarded due to double-clicks or no click in the detectors. The
horizontal dashed lines correspond to the value of the direct-transmission bound (4.1) for the various
combinations of losses and number of parties. We observe that the number of rounds leading to a non-zero key
rate is in general higher than other multipartite schemes (see for example [37]). This is caused by the fact that the
CKA devised here relies on single-photon interference events, which are only a fraction of all the events
occurring in an experiment run. A considerable amount of rounds gets thus discarded, but still contributes to
the rounds’ count. Nevertheless, the number of rounds needed for a non-zero key rate is comparable to other
bipartite TF-QKD protocols [56, 57]. On the other hand, the advantage of relying on single-photon interference
in a multipartite scenario is the excellent scaling of the protocol’s key rate with respect to losses, which allows it to
overcome the asymptotic direct-transmission bound (dashed lines) even with a finite number of rounds.

In figure 3(b) we instead plot the minimum number of rounds (L,;,,) such that the finite-key rate (£/L) does
not decrease more than 90% with respect to its asymptotic value r (3.4),1.e.: € (Linin) /Lmin = r/10. The
threshold L, is plotted as a function of the number of parties (N) and for fixed values of the loss. We observe
that L,,;,, increases both with the number of parties and with the loss. The reason is that, in both cases, the
fraction of the total number of rounds that gets discarded increases. This has a negative effect both on the
asymptotic rate and on the finite-key rate, however the effect on the latter is greater, thus requiring a larger
number of rounds L,,;,, to maintain the finite-key rate within 90% range of the asymptotic one. Indeed, a larger
fraction of discarded rounds decreases the prefactor Mp; in both the finite- and the asymptotic-key rates, but it
additionally decreases the number of rounds used for PE in the finite-key regime. This causes larger statistical
fluctuations and thus a smaller finite-key rate.

5. Conclusions

In this work we introduced a new multipartite QKD protocol that exploits for the first time the correlations
derived from an N-partite W state [42] to establish a secret conference key among the N users. In an honest
implementation of the protocol, the W state is post-selected thanks to the interference of a single photonina
central node, extending the idea of the bipartite TF QKD protocol devised in [24] to the multipartite scenario.
Hence the resulting key rate scales linearly with the transmittance of one of the quantum channels linking the
parties to the central node, making the protocol particularly suited for conference keys established in high-loss
scenarios.

We prove the protocol’s security in the finite-key regime by considering the most adversarial situation
possible, i.e. coherent attacks are allowed by the eavesdropper. In order to achieve this, we rely on previous
results on the finite-key security of multipartite QKD schemes derived in [37] and employ the entropic
uncertainty relation [58].
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We provide simulations of the conference key rate both in the finite- and in the asymptotic-key regime. We
compare the performance of our CKA to that achieved by performing bipartite QKD schemes between one party
and each of the others and then using the established keys to encode the conference key. In particular, we analyze
the cases where the bipartite schemes are performed with the same setup used for the CKA (in appendix C) and
in the direct-transmission scenario (i.e. the central node is removed and the optimal bipartite QKD scheme is
performed). We show that, in both cases, the execution of a truly multipartite scheme could be advantageous
even when finite-key effects are accounted for.

Although the feasibility of the proposed CKA requires further investigation, with this work we demonstrate
that, in principle, multipartite QKD does not necessarily need a GHZ-class state as its entanglement resource
and that it can be implemented even in high-loss scenarios.
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Appendix A. Security proof

In order to prove the security of our CKA in the finite-key scenario, we start from the general security statement
given in [37, theorem 1]. The resulting secret key length is thus determined by the amount of information the
eavesdropper has about the secret key and by the information the parties leak during the classical post-
processing. The former is quantified by the min-entropy Hy;, (p'yz|E), where p'| , is the classical-quantum state
of Alice,’s raw key and the eavesdropper’s quantum system E which is partially correlated to it. Since the
eavesdropper’s system is unknown, one cannot directly compute the mentioned min-entropy. Nevertheless, it
can be bounded by means of the uncertainty relation [58] for smooth-entropies as follows:

Higo (PlE) = 1 — Hio (05, |22 Z0), (A.1)

where the max-entropy on the rhs quantifies the uncertainty of Alice;’s Z-measurement results when the Z-
outcomes of the remaining N — 1 parties are known, if all parties would measure Zin the n rounds yielding the
raw-key. The max-entropy can be upper bounded via the phase-error rate Q z—as defined in section 1—of the n
raw-key rounds. We get:

Hyin (p5%1E) = n — n h(QY), (A.2)

where h(-) is the binary entropy function: i (x) = —xlog,(x) — (I — x)log,(1 — x). Finally, since the parties
do not directly observe the phase-error rate Q7 of the n rounds producing the raw key, this can be inferred
through the theory of random sampling without replacement. In particular, the phase-error rate of the raw key
(Q2) can be upper bounded with high probability, once the observed phase-error rate (Q7') is known. For this,
we make use of the following tail inequality [56, lemma 1] which features a tighter bound with respect to the
Serfling inequality.

Lemma 1. 56]. Let X, ,,, be a random binary string of n 4+ m bits, X, be a random sample (without replacement)
of m entries from the string X, ,, and X, be the remaining bit string. Upon calling A, and A, the frequencies of bit
value 1 in string X,,, and X,,, respectively, for any ¢ > 0 it holds:

Pr[An < Am + 7(”, m, Am) E)] >1- & (A3)
where y(n, m, A, €)isthe positive root of the following equation:

I R Al I (O O ) 1n(” + m) +Ine (A4)

mA,, m(l — A,) m ' '
Byapplying lemma 1 to the case of Qz, we can finally bound the eavesdropper knowledge about the secret key as
follows:

Hpin (056l E) = n — n h(QY + ~v(n, m, QF, &,). (A.5)

The remaining part of the secret key length that needs to be estimated is the error-correction information sent
through the classical public channel, and thusleaked to the eavesdropper. Since we consider a one-way scheme
where Alice; broadcasts the same error-correction information to all the parties through the public channel, the
information gained by the eavesdropper is bounded by the binary entropy of the worst QBER between Alice,
and any other party, by means of [37, theorem 2].

8



I0P Publishing

NewJ. Phys. 21 (2019) 123002 F Grasselli et al

Putting these considerations together, we obtain the security statement given in theorem 1.

We remark that the only requirements needed for the security proof to hold are that Alice, is actually
measuring qubits and that her measurement device is working as expected (i.e. it measures in the X and Z basis)
[58, 59]. This means that we do not need to trust the measurement devices of the other parties (as long as they are
memoryless), nor their state preparation (including Alice;’s).

Appendix B. Channel model

In this section we compute the QBER (Q 4,4,), the phase-error rate (Q) and the probability that a given detector
clicked (p;), assuming that the protocol is implemented as described in section 1. We also account for a dark
count probability p, in each detector and we consider the specific scenario in which there are a polarization and a
phase misalignment of angles # and ¢, respectively, between Alice; and each other party. In the simulations of
section 4 weset: py = 10 " and § = ¢ = arcsin+/0.02. For simplicity, we assume that the input signals of the N
parties enter the first N ports of the M-port beam splitter. Nevertheless, the results in terms of achieved key rate
are independent of which input ports are used, thanks to the balanced redistribution of the input photons to the
output ports of the considered Bell-multiport beam splitter (see figure 1). We remark that the expressions
derived here together with the asymptotic key rate given in (3.4) reproduce those of the original TF-QKD
protocol [24, Protocol 1] in the case of two parties (N = 2) with a balanced 2-port beam splitter (M = 2).

We first derive the QBER, the phase-error rate and the probability p; assuming no dark counts in the
detectors, i.e. every click is caused by the arrival of one or more photons. In the last Subsection we use the derived
expressions to obtain analogous quantities, with the assumption that every detector has a probability p,; of
clicking conditioned on no photon arriving.

B.1. Qubits’ state conditioned on one click
According to the protocol, the global state of the parties’ qubits and signals, before sending the signals to the
central node, reads:

N N
|(I>1> = ®|¢>Akuk = ®(ﬁ|O>Ak|O>ak +Jl- qei¢k|1>Aka,j|O>ak), (B'l)
k=1 k=1

where the phase mismatch ¢y is defined as zeroif k = 1 and as ¢ if k = 1, which means that every other party has
the same phase mismatch with respect to Alice;. The signals a; are then sent to the central node through lossy
optical channels, which are modeled as beam splitters with transmittance t. The global state after the
transmission of the signals to the untrusted relay reads:

N
|D2) = @ [J710)4,10) + T = qei1)4, (VT af + VT — £ 1))[0)]
k=1

2N o . o
= 3 ¢ = @ BYaay @Y, e OE af + VT — £ 1)), (B.2)

g(b)=0

where [/ is the creation operator of the lost photon in channel k, b isa N-bit vector that runs from 0 to 2V — 1
in binary notation (covering all the possible combinations of qubit states) and |l; | is the Hamming weight of
vector b. From now on, we denote as £ (+) the bijective function that takes as input a binary vector and outputs
the correspondent decimal number.

We assume now that the polarization of the photons sent by Alice, ,... Alicey is rotated by an angle § with
respect to Alice;’s signal:

N—|5| 151,

2N
|P3) = Z g2 (1—q)2b)a..ay @, et cos@ka,zp — Jt sin ek‘llzm +J1—1t l,j)bk|0), (B.3)
g(b)=0

where 0 is defined as zero ifk = 1andas 0if k = 1, while the subscripts p and p, indicate the polarization of
Alice;’s signal and its orthogonal direction, respectively.

Finally, the global state after the application of the Bell-multiport beam splitter on the incoming signals (its
action on the incoming creation operators is reported in figure 1) is:
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N

]

1) = Y g = (1= @) [b)a,.ax

g(b)=0
N M . M . bi

® H eibkdy \/? cos ekZUij}-’P — \/? sin ekZUij;h + V1 -1t lkT |0>, (B.4)
k=1 j=1 j=1

where O';,P and a}h are the creation operators of the output signals in the two orthogonal polarizations and Uy is
reported in figure 1. At this point, every output signal is measured in the respective threshold detector. Since the
detectors do not distinguish the polarization of the output signals, we will use the subscript ,, to indicate the
combined Hilbert space of the signals exiting port j, when there is no ambiguity.

We are now ready to compute the conditional state of the qubits Ay,...,Ay when only detector D; clicked:

PjpihmAN = Tr"lll ----- o[ (idy; — P|0>UJ) ®iej Ploy,|Pa) (P4 (ids; — P|o)nj) ®izj Ploy,]> (B.5)

'M
..... Iy

where p;is the probability that only detector D; clicked, pﬁl .4, Is the normalized conditional state of the qubits
and Py, is the projector on the vacuum state of output signal j. In order to compute (B.5), we start by calculating
the following quantity:

pLA . .

. —1b] 161, 7

(ids; — Pyo),) @iz Po),|Ps) = D g7 0= 1b)a. ay
gb)=1

N
® (idg; — P|0>0]-) ®i=j Ploy, H elbk¢k[ﬁUkj(cos chrlp — sin ‘91(0;,;1) + V1=t l,j]bk |0)
k=1

2N . .
= Y ¢ A= Y B ay ® (g — Pp)) @i Pl ) (B.6)

gb)=1

where the effect of the projectors is to select the outcome signal ojand to remove the case g (b) = 0,sinceit
would correspond to a vacuum state for the outcome signal ;. We now focus on rewriting the following term:

N
[)o,1 = kl_[ elbeA[ T Uy (cos 9kU§)P — sin GkU}f)PL) +J1—t l,:’]”k |0)
Z1

. 21 N Lo
=ellbl=two N T [V Usj(cos Hko']‘f’P — sin HkU;’PL)]dk (V1 =t I[)E@dx|0) (B.7)
g(rj):O st k=1
dnb=d

- D T Id| L
= eililbye 5 MY DX ik ”( /ﬁ) (JT = 1)bedl

N
x I] (cosbralp — sinbralp )%10) @ |
k=1

S
S
B

=

(B.8)

.....

where we expanded the product in the first line of (B.7) by introducing a sum over the binary vector d.Thesum
runs over all the N-bit vectors d for which di = 0 whenever b, = 0, for all k—the condition dy A by = di V k.
This is to make sure that the kth factor in the first line does not contribute to the expanded product in the second
line whenever by, = 0. The remaining bits of d that are not affected by the mentioned condition, can be either 1
or0.Ifd;, = 1 weintend that, for this particular term in the sum, the contribution of the kth factor in the first line
of (B.7) is given by its first addend (v/t Uj;(...)). Whileifd; = 0and by = 1, we mean that the contribution is
coming from the second addend (/1 — ¢ lkT ). The exponents in the second line of (B.7) are chosen according to
these rules. Finally, (B.8) is obtained by using the definition of Uy, from figure 1 and by applying the creation
operators on the vacuum. We now expand the remaining product in (B.8) with the same technique and obtain
the following expression:

10
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) e T Id| L.
[¥)gs = ellbI=tve 37 5Munghwn('i)<vlbww

g ) 0s.t. M
dnb=d
N1 N
x> H (costy )i ( —smf)k)(d”f)k\/ WId & FI 1 Do @ N1d @ Fl)o, @ 16 @ d,.iy
g(H=0st. k=1
fad f
) N1 21y S gk \d| L
= eilbl-boe S e w00 2 dilk 1)( /L) (JT = 1)bedl
g(;i):Os.t M
dnb=d
2N 1
x 30 (cosOV 1A (—sind) 18 g py o 1F1LYIA @ F1U 11F 1oy
g(f)=0s.t
fad=f

DNd @ fl)ge. @ 10 @ ).y
(B.9)

We now substitute (B.9) back into (B.6) and note that the effect of the projectors (id,;, — P|0>Uj) ®j=j Py, isto

remove the case g (Ei ) = 0 from (B.9). Hence we get:

(idy; — P|o)gj) ®ij Ploy,|Pa)

2! 2 Gy S asen( 1) P
= > q e~ W) gy © YL M TS (’,M) (V1 — p)lbed]

g®)=1 g@d)=1st.
E b=d
2N -1 . oL — —— N S o N =
X ST (cos I (—sin )| f|1y|d @ ]! [1fDop @ 1ld @ fl)oyp, @b & d),. 1. (B.10)
g(fH=0:f,=dy
fad=f

By substituting (B.10) into (B.5) we finally get the state of the qubits conditioned on D; clicking:

2N 1
\bmb\

. 1B+ Bl 5 — (b — bV TN /i
pjp;"\l...AN = . Z q 2 (1 — q) l[|b| 10" |—(by—b))] ﬁ|b> <b/|
gb)g(d)=1

V-1 2T S ke Dde—d (I L
% Z elM(] l)k;l(k D (dk—dp) L (m)lbedl+lb’®d’l
M

g(d)g@d)=1:dAb=d

d'nb'=d'
2N -1 2N -1 L. D,
« Z Z (cos O 1HIF1=A=F] (—sin @)l d&f 1+1d"&f"]

g(H)=0:f,=d\ g(f)=0:f, =d{
Fad=f  Frad=f

< VIFILFI @ FId @ FI1 67007 oo Siod.iod- (B.11)

We use the Kronecker deltas to reduce the sums over d, d’, f and f ' The third delta fixes the value of d':
d=bob D d. The fixed value of d d' combined with the other constraints on this vector 1mp1y additional
constraints on d . In particular, d =0 1mp11es d=b @b whiled NV =d implies v A (b @ d) =
bad. Finally the first two deltas imply |d | = |d’ |, which combined with the third delta yields |b| = |b’ |.
Putting everything together allows to simplify (B.11) as follows:

N1 o N ,
i TN 2l ok N 1 (]*l)z(kfl)(dk*hk@dkEBbk)
pjpi\l...AN = QZ gN=1bl(1 — g)lbleilt: bl)]@|b><b/|a Z ) M =
gb)g =1 deDb,b")
|6|=1b]
d N1 N1

|d| L L IR . , I
X (L) (1 — p)lbl=1d] Z Z Lf1! (| — |f|)g(cosg)llflfdwd]ebleabl (sin @)2(41-17D |

M ferd) feF (f,d,b,b)
(B.12)
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where the sets of binary vectors D(g, l?’), .7-'(67) and ]—"(]? , c;l', l;, l;’) are defined as follows:

Db, ) ={decg((1,2N —1):dAb=d, d=bab,bad Ab =bad) (B.13)
Fdy={f eg (10, 2N —1):f Ad =T, f =d) (B.14)

P, d b, )= {f eg'(0,2N —1):f Abedab)=f, f =bodab, IfI=If)
(B.15)

We can now sum over the vectors f’ since no term depends on them in (B.12):

2N
p]_p;f'hmAN > gV — g)lPleili-top) (3|
gB)gb)=1
167=15 ]
2w N I ¢ \;ﬂ I
K T RIS ke hkaadkaalw(_) (1 — p)fi-1d
deD(b,b") M

oN_1 " 3 N ! * . - -
X b ‘j_r,@ b;' B bdl @ ‘j/@ b 711 (d] = 1FD!(cos @)211-di=diobib] (sin g)2d1-1fD
ferd) lfl —by®d @b

(B.16)
where the asterisk on the binomial coefficient means that it is defined as zero if | )?l =0andb, © d, ® b = 1.

Finally, since every term just depends on |}?|, we can sum over all the vectors f with equal Hamming weight and
obtain the final expression for the conditional state of the qubits when detector D; clicked:

2N 1 . . .
PPk a = Z gN=IPI(1 — )Pl il =tloy5) (3|
g(b),gb")=1
|b|=1b]
N -
27 (j— ~ D ! \d| L
25 (=1 D (k=D (di—brodi®by) [ ¢
x > eM = e k(_) (1 — p)lel-1d]
deD(b,b")

x % d - a\(lbedeb —bhedob )
m—b &d Db

m=d,

s m! (|d] — m)!(cos 0)2m—d—dh&niEb] (sin g)2d|—m) (B.17)

ﬂ’l—dl

B.2. Probability of exactly one click
We can now compute the probability p; of having just one click in detector D; by simply computing the trace of
both sidesin (B.17):

g(b)=1 g(d)=1:dAb=d

20! . I A £\l S
p= > gvlla - gt Y (ﬁ) (1 — pbl-1d

1

- 2
x [[ldl _jl]] m! (|d| — m)!(cos )2~ (sin )11 (B.18)
m—

In order to obtain an easier expression to compute, we distinguish the cases: b; = 0, b; = 1 and the special case
b = 100...0:

12
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e R Al 1B1-1d]
N— 1 — s 1 —¢ _
g AR R S v R
g(b) 2 g(d)y=2:dNb=d
b= =0
; |d| . ;
Z m(|d| — m)!(cos )™ (sin §)21d1-m
+ ¢Vl - q)(ﬁ) (this term comes from: b =100 .0, d = 100 ..0)
2N 1 . =
+ 3 gV A - g
g(b)=3
b=1
2N _1 ¢ |;| ; |d| 2 . .
X > (—) — p)bl-1d| Z m!(|d] — m)!(cos 0)20"=D (sin 9)2UdI=m
=1z dni—i M o -1
d=1
N * = 2
271 t\4 Id| |d| . .
+ (—) — bl "”Z ml(|d| — m)!(cos 0)>" (sin §)21d1-m) |, (B.19)
g@)=2 dni—d ‘M m
=0

We can now partially sum over the vectors d since the terms in the sums only depend on the Hamming weight of
these vectors:

2N dl
i |b] AF
p = gN-1Pla — q)lbl ( )( ) (1 — p)lbl=ld]
' % %l jdl JAM

b =0

Id]|

- 2
Z [['d')] mi(ld| — m)!(cos 0)>" (sin )>141=m) 4 gN=1(1 — q)(ﬁ)

2N

+ 2 gv - g
g(b)=3
b=1

X 53(|a._1)(1_ya ow'“iiél(wl Jrnﬂqa|—;nw«nseﬁmlD(gnoﬁﬂﬂ“
ld|=1 ) — 1 )\M —1 1
B (5 = 1) ¢\ il - ;

+ 3 . (—) (1 — p)bl-ld] Z m!(|d| — m)!(cos 0)>" (sin §)2dI=m
ldl=1 |d] M

&.L

(B.20)
By employing the following identity:
3 |d| 7 i _ gy (14 i
Z ml(|d| — m)!(cos §)*™ (sin 6)2141=m = |d|1 (cos §)2" (sin §)2d1-m)
m=0 m=0\ M
= |d|!(sin2 0 + cos20)d = |d|!, (B.21)
both in the second and last row of (B.20), we get the following expression:
N1 . 1] . " 2N—1 . .
b= ZqNW1qWZ(]() tww+w“m—d—%-2quuww
g(h)=2 M g(b)=3
bi=0 bi=1
1b]—1 Bl —1)( ¢\ B ! T
x| (—) (1 — plb==1%" [( )] (m + DI — m)!(cos B)*™ (sin )=
1=0 ! M m=0L\
(5 = 1)( e ) ;
+ —la - p-m|.
(e
(B.22)
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The remaining sum over m can be similarly simplified as follows:

i 2
2. [( l )] (m + DI — m)l(cos 0)*™ (sin 0)¢=" = (1 + I cos?0). (B.23)
m

m=0

By substituting (B.23) into (B.22) and by partially summing over vectors b we obtain the final expression for the
probability that only detector D; clicks:

o afz) « (Y o Bo
! M — r M

N r !
+ Z(N ) 1)CIN"(l - q),[z(f i} 1)(L) (1 — 6y~ = D(sin? @ + I cos?6)
r=2\ T — 1 I=1 I=1 M

r—1 -1 ¢ 1
+ (r )(—) a1 - t)”lz]. (B.24)
20 N

We observe that the probability p; that only detector D; clicks is independent of the particular detector because of
the symmetric action of the multiport beam splitter.

B.3.QBER
Starting from the conditional state (B.17), we can compute the QBER between Alice; and Alice’s outcomes
when they measure their qubit in the eigenbasis of the operator Oxy (¢,) and Oxy (), respectively, with
Oxy () = cos(p)X + sin(p)Y (Xand Yare the Pauli operators). The operator Oxy(() has eigenvalues
A = * 1and correspondent eigenvectors: |\), = %qo) + Ael?|1)).

To start with, we compute the following quantity:

(BIB,, © B |b>=—(eb1 i) ((—1bhebh iy (e iy (—1yPre vy TT 8y (B.25)
I=1,k

and we insert it into the probability that Alice; measured the outcome +1 and Alice; measured the outcome —1,
when D; clicked:

2N—1 !
TripA . & A i _ Z (D bl b ol b N-11(] — Bl
I'[ [+1), ® |-1), PAl 4 € e q ( ‘1)

..... N -
PJ gb)=15'e0(k)

d
> (L)' (1 = 1)1 g 2 G- DE- D biobidy
deD(b,b)
dl (13 — b dmbl — AN , B,
X Z I = dy | 1b & d & b b‘®d§@b1 m! (|d] — m)!(cos )2~ =B (5in g)2(dI=m)
m—dl m—bl@dl@bl

(B.26)

where Q(b) is a set of at most 2 binary vectors, defined as: Q(b) = {b bib, ... bi ... by Gff by @ b, = 1)}°. This
means that the sum over ¥’ is reduced to just one term, namely V=5, plus the p0551b1hty of asecond term in
which ¥’ differs from b in position 1 and k, as long as the bits of vector b differ from each other in those
positions. Now we compute the sum over b’ as follows:

The straight line over a bit indicates its negation.

14



I0P Publishing

NewJ. Phys. 21 (2019) 123002 F Grasselli et al

A Ay ) A U RS A 15111
TR, Py o] =] 2 > (L) a-o
b Lg)=1 b=d

|d| C_i d 2 o
Z l(' = dl)] mt (1d] — m)!(cos 02— (sin 9)2(d1-m)

1

N1 N-b b
_ > gV — QP 2T G- DG D

g(g)zlzhl@bkzl 4

£ ) i1
% Z (M) (1 — p)lbl=1d]

deD(®,b1b; ... by .. bx)

(131 - i—-n) - i
« Z |d| bl |d| El m'(ldl _ m)!(cose)Zm—l(sin9)2(|d|—m) ) (B27)
m=b, m — bl m — bl
where the set D(E, bib, ... by ... by) simplifies to: Db, bib,... b .. by) = {d € g (1, 2N — 1) dnb=d,
d, = b, dy = b}. Wenotice that the firstaddend in (B.27) is proportlonal to p; (B.18):
Tr [Pl’il1 ® Pléklkk pi\l ,,,, .
2N—
:i L Zl gV1la — )Pl DUy @)+ D o AT (= D (k= 1(= D!

APi c(B)=1: beb—1

dl ldl (141 —
Z (ﬁ) )|b| Id| Z (|d| ](|d| b ] '(|d| _ m)'(cos@)zm 1(51n0)2(|d| m)

dEDE, bbb e by) m—b,\ M = by J{m —
(B.28)
Finally, we split the sums over b in the two sub-cases: b, = 1,by = 0and b; = 0, b, = 1and we notice that the

two contributions differ only in the exponential term. By summing the two contributions, the exponential factor
produces a cosine function and one gets:

1 2cos[(<,01+¢ gok)Jrzi(]f Dk — 1)]
4 ap,

= N—z] N E] b — 1 1d| L
X N q (1— )Ibl (_) (1 — p)lbl=1d]
|E|—1(|bl -1 |§1 \d] — 1 \M
(301G B i}
X [|d| ]('dl j]m!(|d| — m)!(cos §)21 (sin §)20d1—m)
m—

cos[ (s + & = w0 + G - Dk~ 1)]

A A j
TPy, ® B2y Phay] =

,,,,,

_1_
4 2p,
N-2 o r 1+1 1
‘ (N 2)qu,,1(1 - q)f“Z(r)(i) (= oyl + 1! Z( : )(cos 671 (sin )20~
=0 r 1=0 l M m=0
1 1 2 .
= z—pjcos[(gal + ¢ — )+ Mﬂ-(] = Dk — 1)]“)59

N-2 N — 2 Nerolo r (r)(L)Hl et |
x z%)( r )q oo (;)(5) oo o
(B.29)

In a similar fashion, one computes the probability of A; measuring the outcome —1 and Ay measuring the
outcome +1 and obtains an identical expression to (B.29). In conclusion, the QBER conditioned on D; clicking
is given by twice the probability given in (B.29).

By fixing the angles ¢, and ¢y as mentioned in the protocol’s description: ¢; = 0and ¢, = arg(Uy) =
% (k — 1)(j — 1) we minimize the QBER and thus increase the secret key rate. This requires Alicey to adjust her
measurement depending on which detector clicked, implying that such measurement does not commute with
the operations performed by node C. On the other hand, the QBER is now minimal and reads the same
regardless of which couple (A;, Ay) one considers or which detector D; clicks:
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1 N—-2\ v, t ) »
Qan, = — — —cos¢cost9 Z( ) —1(1 — )H'IZ( )(l + 1)!(M) 1 -4 (B.30)
p;

2 f] r=0

where p;is given in (B.24).

B.4. Phase-error rate
Finally we compute the phase-error rate, defined as the probability that the product of the Z-measurement

results of all the parties equals +1 (i.e. the qubit of an even number of parties collapsed in state | 1), which
corresponds to the outcome Z = —1):

N 2N—1

Qs = Pr[H Za, = 1] =Tr Z Pyl | (B.31)
k=1 g(H=3
|f|even

where the quantum state pi\l _____ Ay conditioned on detector D;clicking is given in (B.17) and the case g ( f ) =0is

excluded since |0) does not appear in (B.17). By following analogous steps to those presented in appendix B.2 we
obtain the following expression for the phase-error rate:

LN;1J o I
_1 N—=T) Noargy _ oyer 2’)(L) _ =g
Qz P Z}( 5, )q Q') l; vl et
-1 N-2r _N\2r 271(21, - 1)(L)l _ \2r=I
+ = Z( )q 1-q [; I O

pirmt2r =1
I
+ Z( lr _11)(i) (1 — 0> = D!(sin2 0 + I cos? 9)]. (B.32)
=1 -

M

B.5. Dark counts

So far we computed the quantities pis Qu,4, and Qzassuming that every click in the detectors is due to the arrival
of one or more photons. By naming 2, the event in which one or more photons arrive at detector D;and no
other photon arrives at any other detector, we can formally express the computed quantities as:

p; = Pr(Qpn), (B.33)

Qaa, = Pr(A; = ArlQpn), (B.34)
N

Qy = Pr(H Za, = 1|Qph]. (B.35)
k=1

For the setup presented in section 1 and the channel model described at the beginning of this section, the explicit
expressions of (B.33), (B.34) and (B.35) are given in (B.24), (B.30) and (B.32), respectively.

We now assume that every detector is characterized by a probability p, of clicking conditioned on no photon
arriving. We also define (2 ;. to be the event in which only detector Djclicks and €2, p1, to be the event in which

no photon arrives at any detector. Then, the error rates Q {¢ 4, and Q ¢ and the probability p]fic that enter the key
rate formula and that model the correspondent observed quantities read as follows:

P = Pr(Qaia) = p(1 = p)M !+ p(1 = oM Pr(Quo ph) (B.36)

QAlAk = Pr(4; = A|Qaick)

= p_d[Pr(Al = Ak|Qnoph)Pr(Qno ph)Pd(l - Pd)M L+ QAlAk P](l - Pd)M 1] (B.37)
]
N
(H = 1|chick]
1
pd I:PI(H ZAk - 1|Qnoph)Pr(Qnoph)pd(1 - pd)M ! + QZ P](l - Pd)M I:I (B-SS)
i k=1

where P Qu,a, and Qzare defined in (B.33), (B.34) and (B.35), respectively, while the probabilities related to
the arrival of no photon read:
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Pr(Qnopn) = (q + (1 — (1 — Y (B.39)

Pr(A; = Ak|Qn0 ph) = % (B.40)

Pr(ﬁ Zy = 1|Qm,ph] S %J(N)qNﬂ(l -1 -2 (B.41)
k=1 Pr(QnOPh) 1=0 21

The probabilities (B.39), (B.40) and (B.41) are obtained by following similar steps to those presented in this
section and that led to the final expressions for P Qu,4, and Q, respectively. The starting point in this case is
the conditional state of the qubits when no photon arrived at any detector:
Pr(Qno ph) px’% — Trall ,,,,, zl;M[@f‘i 1P10),.|®a) (B4| @M Py, 1. (B.42)
1 N

,,,,,

Appendix C. Optimized CKA

Although we have shown in section 4 that a truly multipartite QKD scheme can outperform the iterative use of
any bipartite QKD scheme in the direct-transmission scenario (i.e. the central node is removed), this does not
necessarily hold when one has at hand the CKA experimental setup and uses it to perform bipartite QKD
protocols. In other words, it might be possible to outperform the multipartite CKA by iteratively executing its
bipartite version (fix N = 2 in equation (3.4)) between one selected party and all the other N — 1 users, and then
using the established secret keys to encode the final conference key via one-time pad encryption. In this case the
asymptotic conference key rate would be r (2) /(N — 1) according to the reasoning given at the beginning of
section 4, where r(IN) is given in (3.4). More generally, it might be advantageous to group the N parties in subsets
of equal cardinality, let them perform the CKA within the subset, and then use the secret keys established in each
subset to encode the conference key. Since one selected party must belong to every subset in order to distribute
the final conference key to the others in a secure way, there are (N — 1) /d subsets of d + 1 users each. In this
case the asymptotic conference key rate would read: d - r(d + 1) /(N — 1). In order to investigate which of
these configurations yields the highest asymptotic conference key rate, we optimize the rate with respect to the
possible subdivisions of the N parties in groups of equal cardinality (i.e. we maximize it with respect to all the
divisorsdof N — 1):

fopt(N) = max r(d + 1), (C.1)

dN-1N — 1
which includes the cases where the parties are iteratively performing bipartite protocols (d = 1) and where the N
parties are performing the CKA all at once like in figure 2 (d = N — 1).

In figure C1(a) we plot the optimized conference key rate for N = 5 parties (equation (C.1), solid lines) as a
function of the loss in each quantum channel, for different fixed values of the parameter g and a fixed number of
input (output) ports of the beam splitter: M = 5. We also plot the direct transmission bound (4.1) for the same
number of parties. The correspondent optimal number of parties within each subset depends on the loss and on
the value of ¢, and it is given in figure C1(b).

From figure C1(a) we observe that the resulting key rate, although not being optimized over the parameter g,
is similar to the N = 5 key rate in figure 2 for most losses, since we fixed g to values close to the optimal ones.
Furthermore, it performs better than the standard CKA with five parties in the high-loss region. Indeed, as
already explained in figure 2, the effect of dark counts becomes greater when more parties are performing the
CKA at the same time. Thus, allowing for alower number of parties within each subset increases the maximum
tolerated loss.

In figure C1(b) we observe that at low losses it is optimal for the five parties to perform a truly multipartite
scheme rather than iteratively performing bipartite protocols. The reason is that in the ideal scenario of
extremely low losses (f —> 1) and g close to 1, there is only one party successfully sending one photon to the
central node to be detected. In this case the post-selected state shared by the parties is the W-class state used for
establishing the secret key. Of course, there are more chances that this event is going to happen when more
parties are involved, thus a multipartite scheme is advantageous with respect to an iteration of bipartite schemes.
One can see this also analytically, by showing that the asymptotic rate (3.4) of the CKA performed by N parties all
at once can be approximated as follows (when the above assumptions hold):

~ NaN—1¢1 _ _ l_i)
r(N) ~ Ng"~1(1 q)t[l h(2 N ], (C.2)
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Figure C1. (a) The optimized conference key rate (equation (C.1), solid lines) as a function of the loss in the channel linking one party
to the central node, for different fixed values of g: g = 0.995,0.998 and 0.999 (top to bottom). We also plot the direct transmission
bound (equation (4.1), dashed line) for five parties. We observe that the optimized key rate outperforms the standard CKA especially
at high losses (compare with the case N = 5 in figure 2), since having a lower number of parties taking part to the CKA all at once
reduces the negative effect of dark counts. (b) The optimal number of parties belonging to the subsets in which the total number of
users (N = 5) have been subdivided, as a function of the loss in one quantum channel, for different fixed values of g: ¢ = 0.995,0.998
and 0.999 (bottom to top). We observe that performing a truly multipartite scheme could be optimal especially at low losses, i.e. when
the parties’ shared state is well approximated by a multipartite W state. We optimize the conference key rate achieved by N = 5 parties
over the cardinality of the subsets of parties performing the CKA all at once. The different keys established within each subgroup
(which can be composed of either two, three or five parties each) are then used to encode the final conference key.

while the rate achieved by subdividing the task in N — 1 bipartite schemes is:

2q9(1 — @)t

N-1
By numerically comparing (C.2) with (C.3) for sufficiently high values of g, one notices that the former results in
ahigher key rate. When the value of g decreases, the probability that two or more parties send their photon to the
central node increases, reducing the key rate. Being such events more likely when more parties are involved, the
iterative execution of bipartite schemes is favored. Similarly, increasing the loss transforms the same events—
which are more likely with more parties—from neglected events (if they cause double clicks) to harmful events
(when some photons get lost in the transmission), thus favoring the iteration of schemes with a low number of
parties.

T bipartite (N) = (C3)
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Future quantum networks will enable long-
distance quantum key distribution (QKD) by
providing on-demand entanglement to arbitrary
combinations of users [1-4]. Paradigmatic QKD
protocols establish secure keys between pairs of
users, however when more than two parties want
to communicate, recently introduced quantum
conference quantum key agreement (CKA) pro-
tocols can drastically outperform 2-party primi-
tives in terms of resource cost [5-11]. Here we
implement a four-user quantum CKA protocol
using polarisation-encoded Greenberger-Horne-
Zeilinger (GHZ) entangled states generated by
high-brightness, telecom photon-pair sources. We
distribute these states over fibre connections of
up to 50km length and implement custom multi-
party error correction and privacy amplification
on the resulting raw keys. From a finite-key
analysis, we establish an information-theoretic
secure key of up to 1.15 x 10° bits, which is
used to encrypt and securely share an image
between the four users. Surpassing the pre-
vious maximum distance for GHZ state trans-
mission [12] by more than an order of magni-
tude, these results demonstrate the viability of
network protocols relying on multi-partite en-
tanglement. Future applications beyond quan-
tum CKA include entanglement-assisted remote
clock-synchronization [13, 14], quantum secret
sharing [15], and GHZ-based repeater proto-
cols [16].

Conference key agreement is a multi-user protocol for
sharing a common information-theoretic secure key be-
yond the two-party paradigm [5]. This key allows group-
wide encryption for authenticated users to communicate
securely, wherein exclusively members of the group can
decrypt messages broadcast by any other member. The
canonical approach to distribute a conference key is to
iterate two-party QKD (2QKD) primitives to establish
secret keys between pairs of users in the group, fol-
lowed by an additional bitwise XOR operation per pair of
users transforming the unique keys into a common secret

T These two authors contributed equally.

key [17, 18]. An alternative approach is to share genuine
multi-partite GHZ-entangled states [7, 8] between users
of the group, enabling the direct extraction of the con-
ference key without requiring this additional step. Re-
markably, quantum CKA can outperform 2QKD when
N users are arranged within some general network with
constrained channel capacity and quantum routers [7—
11]. Furthermore, quantum network coding schemes [4]
allow the distillation of a shared N-user GHZ state from a
single network use, reducing the resource cost—and thus
increasing the key rate—achievable in quantum CKA by
a factor (N-1) [7] when compared with distilling the re-
quired number of 2QKD key pairs.

Here we experimentally demonstrate the salient fea-
tures of the N-BB84 protocol introduced in [8] with a
state-of-the-art photonic platform. An untrusted quan-
tum server prepares and distributes L rounds of the
maximally entangled GHZ state, |GHZ) = (|0)®V +
|1)®N)/y/2, to N participants in the network. In our
work we implement a four-party protocol consisting of:
Alice (A), Bob 1 (B;), Bob 2 (Bs), and Bob 3 (Bjs),
see Fig. 1 (a). Each user performs quantum mea-
surements on their respective photon in either the Z-
basis {]0),]1)} constituting type-1 rounds, or the X-basis
{4) = (0) + [1)/V2,|=) = (10) — |1))/V2} for type-2
rounds. Type-1 rounds are used to obtain the raw key
as these measurements ensure all users in the protocol
obtain the same bit value, in the absence of noise, ow-
ing to the structure of the GHZ state. Type-2 rounds
are carried out randomly with probability p, for a total
of m = L - p rounds, and are used to detect the pres-
ence of an eavesdropper. Users coordinate the measure-
ment sequence using L - h (p) bits of a pre-shared key. In
particular, one user generates the L-bit string indicating
the measurement type of each round. The string can be
classically compressed, shared, and decompressed by the
other parties. Note that the values of p are typically on
the order of 0.02, leading to a small value of h(p), i.e.,
the amount of information to be initially pre-shared is
small.

Once the measurements are complete, users proceed
to verify the security of their key by performing pa-
rameter estimation. All users announce their outcomes
for a subset of the type-1 rounds, m in total and ran-
domly chosen, and all m type-2 rounds to determine
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FIG. 1. (a) Quantum conference key agreement scheme. A quantum server distributes entangled GHZ states to Alice,
who initiates the protocol, and Bobs 1, 2, and 3. They establish a common key from a pre-agreed sequence of Z measurements
while checking the security by measuring X. (b) Experimental setup. A mode-locked picosecond laser (ti:sapph) multiplexed
to 320 MHz repetition rate supplies two entangled photon sources which are based on parametric downconversion in periodically
poled KTP crystals (PPKTP), pumped bidirectionally in a Sagnac loop for producing polarisation-entangled Bell pairs [19)].
Down-converted photons are separated from the pump with dichroic mirrors (DM) and coupled into fibres (FC). One photon
from each source non-classically interfere on a polarising beamsplitter (PBS) creating the four-photon GHZ state, see Methods
for details. Each user receives their photon via single-mode fibres and performs projective measurements in the Z(X) basis by
using a quarter- (QWP) and half-wave plate (HWP), and a polarising beamsplitter (PBS) before detection with superconducting
nanowire single-photon detectors (SNSPD). Detection events are time-tagged and counted in coincidence within a 1ns time

window.

QRg, = (L—(020B)) /2 for i = {1,2,3} and Q} =
(1—(c%*)) /2 respectively. We define the quantum bit
error rate (QBER) as QBER™ = max Q},. All users
retain n = L — 2m bits forming the raw conference key,
subsequently corrected with an error correction scheme
and shortened with privacy amplification to ensure secu-
rity. Finally, all users remove L - h (p) bits from their se-
cret conference key to encode the pre-shared keys for sub-
sequent, protocols. Hence, our protocol is a key-growing
routine, as in any known QKD scheme.

In our experiment, see Fig. 1(b), we employ
two high-brightness, polarisation-entangled photon-pair
sources [19] at telecommunication wavelength (1550 nm).
We generate four-photon GHZ states by non-classically
interfering one photon from each source on a PBS, which
has success probability of 1/2 (see for example [20]
or Methods for details). We use commercially avail-
able superconducting nanowire single-photon detectors
(SNSPDs) with typical quantum efficiencies of > 80% at
this wavelength.

We establish the upper bound on the performance of
our protocol by assuming an infinite number of rounds
can be performed, L — oo. In this asymptotic regime
nearly all rounds are used to extract the raw key, p — 0.
We evaluate the asymptotic key rate (AKR) as the frac-

tion of secret bits, ¢, extracted from the total rounds [8]:

AKR = % =1-h(Qx) — h(QBER), (1)

where h(z) = —xlog, z—(1—x) log,(1—=x) is the Shannon
entropy. From Eq. 1 we note the AKR depends only on
the noise parameters Qx and QBER. We estimate these
parameters experimentally using a large sample size of
type-1 and type-2 measurements to minimise uncertain-
ties. The results are shown in Fig. 2.

We denote the network topology as {d1, da,ds}, where
d; is the fibre length in kilometres between B; and the
server. Alice remains fixed at 2m from the server in all
cases. We implement four scenarios: {0,0,0}, {0, 0,20},
{0,10,20}, and {20, 10,20}, corresponding to measured
network losses (in dB) of 0, 4.84, 7.57, and 11.77. The
observed four-photon generation rates gr for these sce-
narios are 40.89 Hz, 12.68 Hz, 6.31 Hz, and 2.03Hz. In
addition, for the finite-key analysis only, we consider a
fifth asymmetric scenario {5,10,20}. The conference key
rate is determined as a product of the fractional AKR
and the recorded generation rates gr. In all cases we
observe similar noise parameters, and thus AKR, indi-
cating that the entanglement quality is not degraded sig-
nificantly by the transmission fibres. The experimental
AKR is mainly limited by multiple-pair generations at
the sources and by spectral impurities of the photons,
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FIG. 2. Asymptotic key rate results. (top) We determine
the fractional asymptotic key rate (AKR) by measuring Qx
and QBER without performing the full protocol. We evaluate
AKR for a range of loss conditions set by the placement of
fibre links in the network. (bottom) The conference key rate
is plotted as a function of the total fibre length in the network.
We include results of the generation rates with measurement-
basis switching using our implementation, see Methods for
details.

see Supplementary Information (SI) for details. To the
best of our knowledge, our work demonstrates for the
first time the distribution of 1550 nm four-qubit entan-
gled state in long telecom fibres, proving the viability of
polarisation-encoded photons to remain highly entangled
over long distances.

We also include the adjusted conference key rates when
we perform the protocol with actively switched measure-
ment bases. In our experiment, this is accomplished by
rotating wave plates with motorised stages that are slow
compared to the clock rate of our sources. As such, this
leads to a reduced overall rate as shown in Fig. 2 (see
Methods for details).

Our N-BB84 implementation operates at low rates and
a complete finite-key analysis, where a fractional secret
key rate (SKR) is adjusted to take into account finite
statistics from parameter estimation, is crucial. For our
experiment, we determine the optimal fraction of type-
2 measurements to be p = m/L = 0.012. With this
value of p, the amount of information reserved for the
pre-shared key is h(p) = 0.093, see Methods for more
details. Moreover, we set a total security parameter i.e.
the maximal probability that an eavesdropper gains non-
zero information about the key to be 1.8 x 1078, see SI
for details. We implement the protocol in an asymmetric
fibre network {5, 10,20} with a measured loss of 9.53 dB
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FIG. 3. (a) Finite key results. We implement all steps in
the N-BB84 protocol for a range of L rounds to retrieve the
final key of length ¢ and evaluate the secret key rate, SKR =
£/L. In our experiment we employ LDPC codes with fixed
code rates, r, using the estimated QBER in each run. We
implement privacy amplification using Toeplitz matrices, then
remove a portion of the final key for the pre-shared bits used
to encode the measurement rounds. The upper bound given
by Eq. 5 is shown compared with the experimental data. (b)
Encryption. We generate an €;¢-secure conference key of
1.15 x 10° bits. Using 1.06 x 10° bits, Alice encrypts an image
(8-bit RGB, 280 by 158 pixels) employing a one-time-pad-
like scheme. Alice sends the encrypted image over a public
channel allowing only Bob 1, Bob 2, and Bob 3, who share
the conference key, to decode the image.

in total. We obtain over 4.09 x 10° type-1 rounds and
5.01 x 10* type-2 rounds during 177 hours of continuous
measurement. Due to the long measurement time active
polarisation feedback was implemented to minimise noise
owing to thermal drifts in the laboratory (see Methods
for details). Once the raw key is distilled by all users,
we implement one-way error correction using low-density
parity-check (LDPC) codes complying with the Digital
Video Broadcasting (DVB-S2) standard [21]. The code
was adapted to our multi-party scenario, simultaneously
correcting Bob 1, Bob 2, and Bob 3 keys. This step en-
sures that all parties share a common key, however it
remains partly secret owing to information leaked during
error correction, and any potential eavesdropping during
the distribution step. In order to reduce the information
held by any potential eavesdropper, we implement one
round of privacy amplification on the entire raw key, re-



ducing its final length. We use Toeplitz matrices for this
purpose, a class of universal-2 hash functions [22] that
can be implemented efficiently for our given key size.

We estimate the theoretical performance of our post-
processing steps by evaluating the noise parameters
Qx = 0.05 and QBER = 0.0159, which we use to calcu-
late the upper bound set by Eq. 5 in the Methods section
and plotted in Fig 3(a) (dashed line). When performing
the protocol in earnest with a finite data set to estimate
these parameters, we replace the Shannon limit for the
error correction term A(QBER™ +2¢,) in Eq. 5 with the
fraction of parity bits disclosed by Alice.

Finally, we use the secret conference key to encrypt
an image of a Cheshire cat that is shared between the
parties in a brief conference call (Fig. 3b).

The security of our protocol is based on the proof
in [8] and the assumptions therein. We note that Al-
ice’s measurement device is trusted whereas Bobs’ mea-
surement devices can be untrusted, as long as the detec-
tors are memoryless. Adapting the quantum conference-
key agreement protocol for full (measurement-)device-
independence is a work in progress, see for example |23,
24].

Experimental 2QKD key rates are bounded by the the
well-known repeaterless bound [25] established for point-
to-point rates. We remark that this bound does not ap-
ply to our scenario, where four users are connected to
a common server according to some network topology.
New bounds were recently found if repeaters are intro-
duced in a chain-like network [26] showing that higher
key-rates can in principle be achieved. As our scenario
omits repeaters these new bounds do not hold either,
however we might expect similar improvements in the
maximum key rates as opposed to standard end-to-end
2QKD protocols. An accurate model for fundamental
bounds in a general network to apply to our scenario is
still missing. We study this briefly in the SI, highlighting
the non-trivial conference key rate dependence on asym-
metric distribution of noise in the network.

Our post-processing, Fig. 3, is currently based on one-
way LDPC error correction. The well-known two-way
CASCADE protocol [27] outperforms the optimal LDPC
approach in two-party QKD for small QBER [28], how-
ever, in the multi-user case this improvement will likely
be offset by the additional iterations needed to correct
uncorrelated errors in (N — 1) raw keys. In contrast,
LDPC codes disclose a fixed amount of information that
depends only on the largest QBER between Alice and any
of the Bobs in the network. To the best of our knowl-
edge, no proof exists for the optimal strategy to achieve
the minimal bit disclosure rate when implementing error
correction in the multi-user QKD scenario, and we leave
this as an open question for future work.

Experimentally, future steps will be directed towards
GHZ rate increases, the extension to more conference
parties, and field tests in established fibre networks [29].

For direct GHZ-state transmission as demonstrated here,
quantum CKA scales unfavourably with the number of
users due to the exponential reduction in multi-photon
detection considering unavoidable transmission losses.
However, loss will not be a problem in fully-featured
quantum networks where CKA will retain its significant
(N-1) rate advantage.

METHODS

Entangled photon source

We produce photon-pairs using Type-II collinear spon-
taneous parametric down conversion (SPDC) imple-
mented in a 22mm long periodically-poled KTP (PP-
KTP) crystal. Both of our sources are optically pumped
using a mode-locked laser operating with a nominal rep-
etition rate of 80 MHz, 1.4 ps pulses and its central wave-
length at 774.9nm. A passive pulse interleaver is used to
quadruple the 80 MHz pulse train to 320 MHz [30]. The
PPKTP crystals are embedded within a polarisation-
based Sagnac interferometer [19] and pumped bidi-
rectionally, using a half-wave plate to set diagonally-
polarised light, to create polarisation-entangled photons
at 1549.8 nm in the approximate state:

75 (1)) = [0)lB)). )
which we can map to any Bell state via local operation
on one of the two photons.

With loose bandpass filters of 3nm bandwidth, we
measure an average source brightness of ~ 4100
pairs/mW /s, with a symmetric heralding efficiency of
~ 60% [31]. The average heralding efficiency reduces by
~ 12% with a commensurate decrease of 45% in source
brightness at the point of detection of the four users at
zero distance. We characterise each photon pair source by
performing quantum state tomography, reconstructing
density matrices using maximum-likelihood estimation
and Monte-Carlo simulations based on Poissonian count
statistics to determine errors. For each source we obtain a
typical two-photon Bell-state fidelity F' = 95.58 & 0.15%
and purity P = 92.07 £+ 0.27%, while entanglement is
measured by concurrence C = 92.38 + 0.21%.

The four-photon GHZ state is created by interfering
one photon from each source on a polarising beamsplitter
(PBS), which transmits horizontally and reflects verti-
cally polarised photons. Post-selecting on the case where
one photon is emitted in each output, which occurs with
a probability of 1/2, we obtain the state

™) =

GHZ) = i2 (|hhhh) — Jovow)) | 3)

where |h) = |0) and |v) = |1) represent horizontal and
vertical polarisations respectively. We measure indepen-



dent two-photon interference visibility of 92.96 & 0.95%
using 100 mW pump power, and four-qubit state tomog-
raphy returns a purity and fidelity of P = 81.39 £ 0.83%
and F' = 87.58 &+ 0.48% respectively.

Active switching

Most QKD protocols require random switching of the
measurement basis, either passively or actively, with each
clock cycle. The same holds for the N-BB84 protocol,
where users switch between the Z/X measurement bases
according to a pre-agreed random sequence. Since all
users implement the same measurement sequence, passive
switching is not an option.

As noted, p is typically small hence switching be-
tween bases occurs relatively infrequently. In addition
the multi-photon detection rates in our experiment are
low, hence the standard method of polarisation switch-
ing with electro-optic modulators would be excessive. We
therefore implemented active switching using motorised
rotation stages with switching speeds on the order of
seconds—marginally slower than our average required
switching periods, which reduces the maximum possible
raw generation rate gp.

We evaluate the adjusted generation rate g7, for the fi-
nite key scenario for the {5, 10,20} topology, by perform-
ing 1000 rounds of the protocol with active basis switch-
ing. We set p = 0.02, thus 20 type-2 rounds are randomly
allocated in the measurement sequence. We measured
the reduced key generation rate and found g% /gr = 0.91.

This adjustment ratio is rate dependent. We find the
lower bound on g} by assuming the type-2 rounds are
never sequential hence each occurrence requires time to
switch. This leads to the general expression,

1
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where 7, is the switching speed. We use this equation to
extrapolate the adjusted generation rates obtained in the
asymptotic case as shown by orange dots in Fig. 2.

Active polarisation control

The optical fibre links in our experiment are realised
by spools of bare SMF28 fibre. Thermal drifts in the
laboratory introduces unwanted rotations in polarisation
which, if uncorrected, leads to added noise in the pro-
tocol. These effects are typically negligible for short fi-
bre lengths, e.g., in our testing we found the 5km spool
added no observable noise greater than with a 2m fibre
link, while the 10 km and 20 km spools showed significant
added noise in Qpp; measurements.

We implement active polarisation control to correct
for these effects during key transmission to preserve low-
noise operation throughout the protocol. The feedback
control loop is implemented by performing single-qubit
tomography in each fibre to characterise the unitary
transformation on the polarisation qubits. We then use
the polarisation optics in the measurement stages to undo
the rotations on the qubits and perform measurements
in the required basis. In our setup we carry out one-
qubit tomography of all four fibre links simultaneously,
including post-processing, to obtain an estimate of the
unitary operation and implement the corrective action
on the motorised waveplates. This takes less than 30
seconds and is performed once every ~ 20 minutes for an
optimal tradeoff between maintaining a high duty-cycle
while minimising bit error rates.

Error correction using LDPC codes

The use of LDPC codes allows one party to initialise
the routine by encoding a block of k raw bits into a j-bit
codeword using a H;_j)x; parity check matrix, where
the ratio » = k/j defines the code rate which in principle
can be any number from 0 to 1. The DVB-S2 standard
provides H matrices already computed for a set of differ-
ent code rates specified for a codeword size of j = 64’800
bits. In our experiment, we set the code rate according
to the estimated QBER using m samples with appropri-
ate £z correction. From the provided set of code rates
we used 1/2, 1/3 and 1/4 for small, mid and large values
of L as shown in Fig. 3(a). Alice uses the parity matrix
to calculate the parity check bits, then sends to all par-
ties the parity check bits and the H matrix through an
authenticated classical channel. Each Bob implements a
decoding algorithm consisting of simple addition, com-
parison and table look-up operations. The codes used
here have been modified from MatLAB communication
packages based on the DVB-S2 standards [21]. The num-
ber of parity bits communicated during EC is discarded
to ensure security of the final conference key.

Finite-key conference rate

When using a finite number of rounds, the estimated
parameters Q% and QBER from the m type-2 and type-
1 rounds, are affected by statistical error which must be
taken into account in the final key rate. The fractional



key rate is given by,

y4 n
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— h(QBER™ + 2£7)] — log, {6

1 72(N7 1)€PE:|L —h(p),

— 2log, Sern

where N is number of users in the protocol, ({x,&z) are
finite-key correction terms and (egc,epp,€pa) set the
security parameters of our protocol, see SI for further
details. The final term in Eq. 5 is the portion of the final
key removed after PA, to account for the preshared key
used in marking the type-2 rounds.
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SUPPLEMENTARY INFORMATION
Experimental Noise

As outlined in the main text, for the state employed
in the protocol as in Eq. (3), we expect Qx = 0 and
QBER = 0. However, in the experimental implemen-
tation, the values observed are always non-zero. In our
setup as in Fig. 1, the dominant sources of noise come
from high-order generations in the PDC process and im-
perfect mode-matching at the PBS. A comprehensive
model to account the effects of the noise on the expected
value of @Qx and QBER, is non-trivial and goes beyond
the scope of this work. However, we provide some quali-
tative remarks and suggestions for improvements.

Due to the probabilistic nature of the PDC process,
there is always a non-zero probability that more than a
single pair is generated within the crystal embedded in
the Sagnac interferometer. This effect can be quantita-
tively accounted for by the so-called signal-to-noise ra-
tio (SNR), defined as the ratio of single-pair events over
the multiple-pair events. Note that increasing the pump
power decreases the SNR. As shown in Fig. S1, both Qx
and QBER depend indeed from the pump power. The
dependence is well fit by a linear trend, at least within
the power range we considered. Note that for the data
shown represents the setup initially, which was later op-
timised for our experiments hence the values shown here
are slightly greater than those reported in the main text
at 100mW. Importantly, whereas the QBER tends to
0 in the limit of power — 0, the @ x does not. Quali-
tatively, this can be understood from the fact that the
QBER only depends on the polarisation of the photons
in the state in Eq. (3), and not on their coherence. On
the other hand, the value of QQx is directly affected by
the amount of coherence in the GHZ state considered for
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FIG. S1. Qx and QBER as a function of power. Within
the range of power considered, the trend is linear although
the slope for the QBER is greater than the slope for Qx.
Moreover, @ x is lower-bounded by the value of 0.05 at zero-
power.

the protocol. In turn, the state’s coherence is influenced
by all the degrees of freedom, i.e.: polarisation, photon-
number, time and spectrum. Decreasing the power —
therefore increasing the SNR- only affects the purity in
the photon-number degree of freedom but cannot affect
the other degrees of freedom. In particular, although our
photons are spectrally filtered at the source, they retain
some spectral mixture intrinsic to the PDC process. This
leads to non-ideal interference at the PBS, and therefore
to a non-zero lower bound for the measurable @ x. Such
lower bound can be linked to the experimentally mea-
sured visibility as following. Assuming that the photons
at the PBS successfully interfere with some probability
t, we can write the state p, after the interference as:

Po =1tps + (1 - t)pf' (Sl)

Where ps is the density matrix of the state in case of
success, given by p, = |GHZ)(GHZ|, and py is the den-
sity matrix in case of failure given by (|hhhh){hhhh| +
lvvvv){(vvvy|) /2. The expected @Qx for this state is

1—Trlp,® X% 1—t
Qx = : == (52)
Note that for t =1, Qx =0, and for t = 0, @x = 1/2.
Similarly, given the experimentally measured visibility
Vexp We expect Q@x = 0 and Qx = 1/2 for Vo = 1 and
Vexp = 0 respectively. We can thus, at least for these two
extreme cases, interpret ¢ as Vexp. Assuming that ¢ ~
Vexp in general, we have that for Veyp, = 0.9, Qx = 0.05
in accordance with our results (see main text). It should
be noted however, that the interference at the PBS is a
coherent process, which might not be fully characterised
by the simple model just presented. Hence, in general,
we can conclude that Qx 2 (1 — Vexp)/2.

Security parameters in NBB84

As stated in the main text, Eq. (5) represents the
achievable secret key rate of the NBB84 protocol when
the parties perform a finite number of rounds L. In other
words, Alice needs to set the length of the PA output to
Eq. (5) in order to ensure that the established key is
secure with security parameter €;,;. The security param-
eter €.+ represents the maximal probability that a poten-
tial eavesdropper gains at least some information about
the established key. It is related to the failure proba-
bilities of the different stages of the protocol as follows:
€tot = €EEC + €pa + 2¢pE, where egc is the maximal fail-
ure probability of the EC procedure and ep 4 represents
the same in the case of PA, while the last term is related
to the failure probability of the PE step. In particular,
the observed values Q'f'5. and Q% in the 2m rounds de-
voted to PE might differ from the correspondent values
Q' p, and Q% characterizing the remaining n = L — 2m



rounds which are used to extract the secret key. The de-
viation of Q% p, and Q' is quantified by the theory of
random sampling without replacement [32] and must be
accounted for in the secret key rate Eq. (5), by taking
the worst-case in order to preserve security. As shown
in Ref. [8], the distance Q% 5, — Qp,| (|Q% — Q%) be-
tween the pairwise bit discordance (the parameter Q%)
and its observed value is not larger than 2z (2£x) with
probability at least 1 — ez (1 — ex), where:

fz,x—\/("+m)(m+1)1n( ! ) (S3)
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By combining the above statements one can deduce that:

Pr Q% < Q% +26x A Qhp, < QUp, + 28z Vi
> 1- E%E ) (84)

where we defined the total PE failure probability €2y as
follows:

= (N —1)eg +ex . (S5)

Note that the probabilities €z and ex, and hence €%,
can be chosen freely as to maximize the resulting secret
key rate, with the only constraint that: epp < €40 In-
deed, in our experiment we maximize the key rate in
Eq. (5) over the failure probabilities €z, ex,epc and €p4
and over the fraction of type-2 rounds p, having fixed the
security parameter to €;,; = 1.8 x 1078 and using prelim-
inary estimations for QBER and @Qx. We obtain optimal
values: p = 0.012, egc ~ 10713 and epy ~ 10710, The
optimal value for p is then used to establish the fraction
of type-2 measurements that need to be performed dur-
ing data collection. We remark that since egc and epag
possess an operational meaning as described above, one
needs to verify that the actual procedures implemented
for EC and PA fail at most with probabilities 10713 and
10719, respectively. Due to the lack of a quantitative
estimation of the failure probability characterizing the
procedures adopted for EC and PA in our experiment,
we could not verify that they are below the stated val-
ues. Nevertheless, we confirm that both procedures never
failed in all the instances where they were used.
For further details, we refer the reader to Ref. [§].

Topology dependence in a conference key scenario

Conversely from the standard Alice-Bob scenario, con-
ference key protocols are performed over a network where
different users are connected according to some topology,
and each link might be some noisy quantum channel.
Therefore, in general, the conference key rates might de-
pend on the noise distribution in the network opening a
new problem absent in 2QKD.

FIG. S2. Plot of Qx as a function of the noise parameters pp1
and pps characterising the depolarising channels (Eq. S7) of
Bob 1 and Bob 2, respectively. The noise parameter of Bob 3
is fixed to: pps = 1.5 — pp1 — pp2. We also insert the vector
field of the gradient of @ x with respect to pg1 and pga.

Here, we study the 4-party network considered in the
main text i.e. four users connected to one common server,
with the noise affecting each link modeled as a depolar-
ising channel

3p)

2T+ P(XpX +YpY +ZpZ)  (S6)

D(p)=(1 3
Therefore, in general we can assume the channels of Alice,
Bob 1, Bob 2 and Bob 3 to have noise parameters pa, pg1,
pB2, and pps, respectively. For simplicity, we consider
the case where Alice’s channel is noiseless pp = 0 as
the results are qualitatively the same. In this case, the
expressions of Qx and @ ap;, for a depolarised 4-qubit
GHZ state with noise parameters pg1, pg2 and pps, are

[(pB1 — 1) (P2 — 1) (pB3 — 1) + 1]
2

Qapi(pBi) = % (S7)

Qx (pB1,PB2,PB3) =

@Qx depends on the noise parameters of all the chan-
nels, whereas @ 2p; only depends locally on the noise
parameter affecting the link connecting Alice and B;. Of
course, both functions have a global minimum in (pg1,
pB2, pe3) = (0,0,0), that is when all the channels are
noiseless.

What is interesting to study is whether both the func-
tions have a minimum with the constraint pg; + pp2 +
pB3 = ¢ where ¢ is a constant in the interval ¢ € [0, 3].
In practice, this corresponds to fix some total amount of
noise strength ¢ on the network and finding which solu-
tion gives the highest key rate i.e. the lowest QQx and
Qapi. It is straightforward to see that the minimum
of max; Qap; is given by pg1 = pp2 = pps = ¢/3. To
find the minimum of @ x, we compute the gradient of



f(pB1,pB2) = @x(PBI1, PB2, ¢ — PB1 — PB2)

W = %(pBQ —1)(c—2pB1 —pB2))  (S8)
W = %(pBl —1)(c—pB1 —2pB2))  (99)

The plot in Fig. S2 shows the function f(pp1,ps2) for
¢ = 1.5 with at the bottom the vector field of the gradi-
ent as given by Vf. One can verify that the minimum
of the function is in pp; = pp2 = pe3 = ¢/3, therefore
we conclude that the maximum conference key rate is
achievable when the noise is symmetrically spread over
the network. This result intuitively reflects the symme-
try of the GHZ state, however in practice we can never
assume the same amount of noise in all the channels.
Nevertheless, it is important to note that the function is
quite flat around the minimum. It follows that for small
deviations from the symmetric configuration the effect on
the key rate could be neglected. We leave open for inves-
tigation similar studies that account for different noise
models.
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Conference key agreement (CKA), or multipartite key distribution, is a cryptographic task where
more than two parties wish to establish a common secret key. A composition of bipartite quantum
key distribution protocols can accomplish this task. However, the existence of multipartite quantum
correlations allows for new and potentially more efficient protocols, to be applied in future quantum
networks. Here, we review the existing quantum CKA protocols based on multipartite entanglement,
both in the device-dependent and the device-independent scenario.

I. INTRODUCTION

Quantum mechanics can bring unprecedented advan-
tages to the realization of information processing tasks.
A remarkable example is quantum key distribution
(QKD)[1, 2], arguably the most mature quantum technol-
ogy. QKD allows two parties, Alice and Bob, to securely
communicate by establishing a secret key that is infor-
mation theoretically secure. Security proofs are given for
different levels of assumptions. In the scenario where the
devices and/or quantum states are characterized, robust
security is proven for realistic parameters [3, 4] (see also
[5]) with implementations achieving long distances [6, 7].
Also for the device-independent scenario, i.e. no assump-
tions on the quantum states and on the working behavior
of the devices, a security proof in the fully adversarial sce-
nario is well established [8]. The required experimental
parameters are characterized [9] for protocols based on
the simplest Bell inequality [10].

The extensive development of quantum technological
applications allow near future applications which are
based on genuine multipartite quantum protocols using
shared multipartite entangled states in network struc-
tures [11-17]. Applications range from distributed quan-
tum computing to genuine multipartite quantum com-
munication protocols which may lead to the quantum
internet [18, 19].

Here we focus on conference key agreement (CKA),
or multiparty key distribution, which is a generalization
of the task of key distribution to the scenario in which
N users wish to establish a common secret key. This al-
lows the users to broadcast secure messages in a network.
CKA can e.g. be achieved by, first establishing bipartite
keys between the users, followed by securely distributing
a common key to all other users via the bipartite keys.
This solution has been discussed to be inefficient in the
classical scenario, and several classical protocols allow-
ing the parties to establish a common key were proposed
(see e.g. [20, 21] and [22, 23]). In the quantum scenario,
that is, when the parties can use quantum resources, a
secure conference key can also be established by using
several bipartite QKD links. Bipartite quantum links
are already being implemented in small quantum net-
works over metropolitan distances [24-29] and in larger
networks spanning entire countries [30-32]. The long-

term vision of a general quantum network, however, goes
beyond mere bipartite links and includes network nodes
that process quantum information, thus enabling the dis-
tribution of multipartite entangled states across the net-
work [33]. In a quantum network, quantum communica-
tion with genuine multipartite entangled states may offer
advantages over the bipartite case [34], and allow secure
interactions between an arbitrary subset of the partici-
pating partners.

The rich structure of multipartite entangled quantum
states opens the possibility for a wide variety of new key
distribution protocols. While protocols for CKA based
merely on bipartite QKD do not bring much novelty
in terms of the necessary quantum technologies or the
theoretical tools required for the security analysis, this
changes when protocols explore multipartite entangle-
ment. Here, quantum correlations can be exploited to
devise truly multipartite schemes. This is the focus of
this paper, namely we will review the proposals and de-
velopments regarding the use of multipartite quantum
entanglement for the establishment of a conference key.

II. PRELIMINARIES
A. Multipartite entangled resources

Multipartite quantum states have a more convoluted
structure than the bipartite ones [35-38]. Different
classes of states can be defined according to their entan-
glement properties, and concepts such as k-separability
and genuine multipartite entanglement arise (for a pre-
cise definition of these concepts, see [35, 36, 38]). For
multipartite systems, there exist different entanglement
classes that are not equivalent under stochastic local op-
erations and classical communication (SLOCC) [38-40].
In particular, in the tripartite case [39], two nonequiv-
alent classes of genuinely multipartite entangled states
can be defined: the GHZ-class represented by the Green-
berger—Horne—Zeilinger (GHZ) state [41]
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and the W-class represented by the W state [39]
1
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These classes of states also exhibit different physical
properties. The GHZ-state is a direct generalization of
Bell states to the multipartite case and maximally vi-
olates the well-studied family of N-party Bell inequali-
ties called MABK [42-44]. However, the entanglement
present in the GHZ-state is not robust to particle losses,
while the W-state still exhibits bipartite entanglement
when one particle is lost.

The 3-party GHZ and W states in Egs. (1) and (2)
can be generalized in a straightforward way to IV par-
ties. They constitute the resources for quantum CKA
protocols discussed in the following sections.

|[W) = (1001) + |010) + |100)) . (2)

B. Security
1. Security definition

We consider N users, Alice, Boby, Bobs, ..., Boby_1.
The users wish to establish a common string of bits that
is unknown to any other party, in particular to any po-
tential eavesdropper.

The security of a quantum conference key agreement
protocol is based on two conditions: correctness and
secrecy.

Definition 1 (Correctness). A CKA protocol is €orr-
correct if

p(KA:KBl :---:KBN,l) > 1_€COTT7 (3)
where K 4, Kp, are the final keys held by Alice and Bob;
and p(Ky = K, = ... = Kp,_,) is the probability that

all final keys are identical.

Definition 2 (Secrecy). A CKA protocol is €se.-secret
if, for Q0 being the event that the protocol does not abort,

1
P(Q)§HPKAE\Q — Tk, @ pE|| < €sces (4)

where p(Q) is the probability of the event Q, Tk, =
ﬁ > s,es |8i)(si| is the mazimally mived state over all
possible values that the key K4 can assume, and S =
{0, 1}“, where £ is the length of the key K 4.

Correctness implies that, at the end of the protocol,
Alice and the Bobs share the same string of bits except for
probability at most €..~. The secrecy requirement states
that Alice’s key is randomly chosen among the set of
possible strings and the eavesdropper has no information
about the key, except for probability at most €g... If a
CKA protocol is €.orp-correct and ege.-secret, then it is
said to be e,-correct-and-secret for all €5 > €corr + €sec-

Additionally, a useful CKA protocol should have a ro-
bust honest implementation. This is captured by the
concept of completeness.

Definition 3 (Completeness). A quantum CKA protocol
s e.-complete if there exists an honest implementation of
the protocol, such that the probability of not aborting is
greater than 1 — e..

Finally, the security of a quantum CKA protocol can
be summarized as [45]:

Definition 4 (Security of a quantum CKA protocol). A
quantum CKA protocol is (e, €.)-secure if

(1) (Soundness) For any implementation of the proto-
col, it is e€5-correct-and-secret.

(II) (Completeness) There exists an honest implemen-
tation of the protocol, such that the probability of
not aborting is greater than 1 — €.

Definition 4 implies composable security [45-47]. This
means that the conference key generated by a protocol
satisfying the conditions stated in Definition 4 is compos-
able secure and therefore can be used as a building block
for further protocols (this, however, cannot always be in-
ferred in the device-independent scenario, see Remark 1
in Section V).

The quantum left-over hashing lemma [48, 49] estab-
lishes that a secret conference key can be obtained if the
key length ¢ is slightly shorter than

U5 Hyin(AT|E) ()
where HE,;, (A7|E) is the conditional smooth min-

entropy [50] evaluated for the classical-quantum (cq)
state pan g composed of Alice’s raw key of size n and the
quantum side information of a potential eavesdropper.

The conditional smooth min-entropy of a cq-state pag
is defined as

Hiw(AlE) = sup  Hmin(A[E), (6)
PAEEB(paE)

where € € [0, 1), and the supremum is taken over positive
sub-normalized operators that are e-close to pag in the
purifying distance [50]. And the conditional min-entropy,
Hpin(A|E), of a classical variable A conditioned on the
quantum side information F is closely related to the op-
timal probability of the eavesdropper guessing the value
of Aa pguess(A‘E)y [51]

Hupin(A|E) = —10g pguess (A|E). (7)

For a precise definition and properties of entropic quan-
tities we refer the reader to [50].

The main task in the security proof of a conference key
agreement protocol is to estimate HS; (AT|E). Note that
this is very similar to the bipartite case of quantum key
distribution. In fact, the secrecy condition only depends
on the correlations between the eavesdropper and Alice’s
string. However, in the multipartite scenario the parties
need to ensure that all of the Bobs correct their raw key
so that the correctness requirement is satisfied.



2. Security model

In the scenario where N parties wish to securely com-
municate, the adversary is an external party, Eve, who
can eavesdrop on all the exchanged public communica-
tion. Moreover, Eve might try to tamper with the quan-
tum channels and explore correlations with the generated
conference key.

Similar to the bipartite case, we can also classify the
attacks performed by the eavesdropper into three cate-
gories:

1. Individual attacks: the eavesdropper can only at-
tack individually each round of the protocol. In
this case she is assumed to have no quantum mem-
ory, and therefore her best strategy is to perform a
measurement on her quantum side information at
each round.

2. Collective attacks: Eve is assumed to perform the
same attack for each round of the protocol, that
is, her quantum side information is identically and
independently distributed (IID) with respect to dif-
ferent rounds. Differently from individual attacks,
Eve is now assumed to have a quantum memory.
Therefore, she can store her quantum side informa-
tion at each round and perform a global operation
on it at the end of the execution of the protocol.

3. Coherent attacks: This is the most general type
of attack where there are no assumptions on the
capabilities of the eavesdropper, except that she is
bounded by the laws of quantum mechanics. In this
case the states shared by the parties at each round
may have arbitrary correlations with previous and
future rounds.

C. Generic Protocols

The goal of quantum conference key agreement is that
the IV users make use of their shared quantum resources
together with local operations and public communication
in order to establish a secure conference key.

In the following section we will present the proposed
quantum protocols that perform the task of CKA, mak-
ing use of multipartite entanglement. The protocols we
will discuss consist of the following main steps:

1. Preparation and distribution: A source dis-
tributes a multipartite entangled state to the N
parties. This step is repeated n times.

2. Measurements: Upon receiving the systems, the
parties perform local measurements and record the
classical outcome. The measurements are randomly
chosen according to the specifications of the proto-
col. One of the possible measurement settings is
used with higher probability and is called the key

generation measurement. The other measurements
are used for test rounds, which only occasionally
occur.

3. Parameter estimation: The parties announce
the inputs and outputs of their test rounds and of
some randomly chosen key generation rounds which
are used to estimate their correlation and the po-
tential influence of an eavesdropper. At the end of
this step each party is left with a string of n,.q.,, < n
bits, which constitute their raw key.

4. Information reconciliation (error correc-
tion): The parties publicly exchange classical in-
formation in order for the Bobs to correct their
string of bits to match Alice’s string. In the multi-
partite case, the information reconciliation protocol
needs to account for the correction of the strings of
all the Bobs.

5. Privacy amplification: Alice randomly picks a
hash function, chosen among a two-universal family
of hash functions (see [48]), and communicates it to
the Bobs. Every party applies the hash function to
turn her/his partially secure string of 7.4, bits into
a secure key of ¢ < ny.qq, bits.

The key rate of a protocol is given by

L

r=T1- (8)
where 7 is the repetition rate of the setup, i.e. the inverse
of the time it takes to implement one round of prepara-
tion and measurement of the quantum systems. In the
following sections we will typically take 7 = 1 as we will
not be focused on any specific experimental implementa-
tion. The key rate in the limit of infinitely many rounds,
n — o0, is called the asymptotic key rate and denoted

Too-

ITI. PROTOCOLS FOR MULTY-QUBIT STATES
A. GHZ state protocols

The first proposals of quantum conference key agree-
ment protocols explore the multipartite correlations ex-
hibited by the N-party GHZ state:

1
V2

where {|0),|1)} is the Z-basis, composed by the eigen-
states of the Pauli operator o,. The GHZ state satis-
fies all the desired conditions for a conference key agree-
ment protocol: the outcomes of measurements in the Z-
basis are perfectly correlated, random and uniformly dis-
tributed. Interestingly, for NV > 3 this perfect correlation
can only be achieved if all the parties measure in the Z-
basis. As shown in [34], even bipartite perfect correlation

|GHZN) = — (]00...0) +|11...1)), (9)



cannot be obtained if the parties choose a different ba-
sis. This represents a drastic difference from the bipartite
case (N = 2). Indeed, if Alice and Bob share the max-
imally entangled state |®) = % (]00) 4 |11)), for each
choice of local basis for Alice, there exists a local basis
for Bob such that their outcomes exhibit perfect correla-
tion. This property is exploited in the bipartite six-state
[52] and BB84 [1] protocols for QKD.

Early proposals of protocols that employ the GHZ
state to establish a conference key between three par-
ties were presented in [53]. Security is proved, against
individual attacks, for the ideal case where Alice can pre-
pare and distribute perfect GHZ states. Robustness to
noise is not considered. In Ref. [54], Chen and Lo proved
the security of quantum conference key agreement based
on the distillation of GHZ states [55, 56]. They derive
distillation rates for a protocol based on a improved ver-
sion of the multi-party hashing method [55]. These rates
correspond to conference key rates, due to the fact that
the multi-party hashing distillation protocol [55] can be
implemented by classical post-processing of the raw key.
Ref. [54] also considers distillation rates when recurrence
protocols are applied before the multi-party hashing. Re-
currence protocols are based on CSS codes [57, 58] and,
if certain conditions are met, they can also be translated
to a classical post-processing of the generated raw keys,
in a similar fashion to the bipartite case [59]. Ref. [54]
modifies the recurrence protocol introduced in [56], using
ideas of [59], to design a protocol that can be converted
to classical post-processing of the raw key. This type of
classical post-processing of the raw key requires two-way
communication and was denoted advantage distillation
[60-62].

In the following subsections, we present specific proto-
cols with GHZ states that can be regarded as the gener-
alization of the six-state and the BB84 protocols to the
multipartite case.

1.  Multiparty siz-state protocol

The quantum conference key agreement protocol in-
troduced in [34] can be seen as a generalization of the
six-state QKD protocol [52] to the multipartite case. In-
deed, in Ref. [34] the parties perform measurements in
the three bases {X,Y, Z}. Measurements in the Z-basis
are used with higher frequency, and they constitute the
key generation rounds. The X-basis and Y-basis are in-
stead used in fewer rounds, specifically in the test rounds,
in order to estimate the information available to a poten-
tial eavesdropper.

From the parameter estimation rounds, the statistics
of the Z-measurements is used to estimate the qubit er-
ror rates (QBERSs) and thus to determine the informa-
tion that needs to be communicated by Alice for infor-
mation reconciliation. The bipartite QBERS, Qap,, for
1 < i < N — 1, are the probabilities that the outcome
of a Z-measurement by Bob; disagrees with Alice’s Z-

measurement outcome. In the multipartite scenario we
can also define the total QBER @z as the probability
that at least one Bob obtains an outcome different than
Alice. If the N parties share a state p, the QBER Q7 is
given by

Qz =1—1tr (p(|0)(0|®N +[1)(1|®N)).  (10)

With the statistics of the test rounds, the parties want to
estimate the expected value of the operator X®V. Since
the multipartite GHZ state does not exhibit perfect cor-
relation in more than one basis [34], the QBER Qx is
defined as the probability that the X®N-measurement
gives a result that differs from the ideal case:

_ QN
Qx = =) (1)
2
Note that if the parties share the GHZ state (9), then
the corresponding @ x is zero.
A crucial step in the security analysis of the protocol
presented in Ref. [34] is a reduction to depolarized states.
An N-qubit depolarized state is a state of the form:

Pdep = /\0,5|\IJO,6><\IJO,5| + )‘1,6|\IJ1,6><‘I}1,6|

+ 37 Nl o) (Voal, (12)
o,u#0
where
o) = — (1017 + (~1)7[DIF)  (13)

V2

for 7 € {0,1}*" V7 = 4@, and o € {0,1}. The
states {|15,q)},, ; form a basis, denoted as the GHZ basis.

The depolarized GHZ state is then diagonal in the GHZ
basis and such that Aoz = A1,z = Ay for @ # 0.
For a state of the form (12), one finds that

QZ(Pdcp) =1- ()‘0,6 + )‘1,6)7 (14)
and

1— (>‘0,6 - )‘1,6)

- (15)

QX (pdep) =

Finally, the asymptotic key rate for the depolarized
state (12) is given as a function of Qx, Qz and the bi-
partite QBERs Qap, [34]:

Teo =(1=Qz) (1 —log(l - Qz))

+<1—622Z— X>10g<1—6222— X)

o el )
— max h(Qap,)

1<i<N-1

For the generality of the security analysis of [34], it
remains to argue that the reduction to depolarized states,



(12), is not restrictive. Any N-qubit state can be brought
to the form (12) by successive application of the following
set of local operations [63, 64]

D={X*N}U{Zap,[1<j<N-1}

. (A7)
U{Rg|l<k<N-1}
where the operations Z4p, and Rj are defined as
ZaB; = ZA®Zp; @ Ipy_y, (18)

and
Ry, = diag(1,4) 4 ® diag(l, —i)p, ® Ipx_y,-  (19)

Indeed, the application of the map

prr p =o' Dip] (20)
where
1 1 §
'Dz[p} = §p+ §DipDi 3 D; €D, (21)

brings any N-qubit state to the form (12).

A crucial observation is that the map (20) can be im-
plemented in the protocol by flipping the outcomes of
some of the measurements and adding additional mea-
surements in the Y-basis [34].

Consider first the set of operations {X eN } U
{Z AB; [1<j<N-— 1}. Successive application of these
operations brings any N-qubit state to the GHZ-diagonal

form
ﬁ = Z )‘U,ﬁ

o,u

'(/}tr,ﬁ> <¢0,17f|' (22)

For the key generation rounds, in which Alice and the
Bobs measure in the Z-basis, the application of Zap,
does not have any effect on the final outcomes and the
operation X®¥ can be equivalently applied by Alice and
the Bobs by flipping their Z-measurement outcomes. For
the estimation of X®¥ in the test rounds, the operations
{X®N} u {ZABj|1 <j<N- 1} have no effect, as can
be seen by the fact that they commute with X®N.

The application of the operations { Ry} is what finally
brings the state to the depolarized form (12). They have
no effect on the key generation rounds as they do not
change the outcome of the Z-measurements. For the test
rounds, the action of Ry is more subtle. As shown in
[34], the action of Ry, followed by a measurement in the
X-basis is equivalently implemented by Boby, performing
a Y-basis measurement. Therefore the action of the op-
erators { Ry}, which are essential to simplify the security
analysis of the protocol introduced [34], can be imple-
mented in the protocol by adding Y-basis measurements
to the test rounds.

In Ref. [34] the authors show that in a quantum net-
work with quantum routers, for a bottleneck configura-
tion with constrained channel capacity, the multipartite

six-state protocol based on the GHZ state leads to higher
rates as compared to several implementations of bipartite
QKD, when the gate quality is above certain threshold
value.

A security analysis of the multiparty six-state protocol
against coherent attacks taking into account finite size
effects was presented in [65].

2. Multiparty BB8/ protocol

In Ref. [65], also a multipartite version of the BB84
protocol was introduced: here, the parties only need to
perform measurements in two bases, the Z-basis and the
X-basis. The security analysis is based on the uncer-
tainty relation for smooth entropies [66]. This technique
has previously been used in the bipartite case [3, 5] for the
security proof of the BB84 protocol in the finite regime
for parameters that are compatible with current technol-
ogy. The uncertainty relation establishes that for a pure
state [, ), if Alice can perform measurements in two
bases, say the X-basis and the Z-basis, then the following
relation is satisfied:

Hiin(Z1|E) < ¢ = Hooo(XT"|Br ... Byo1) - (23)

where the conditional smooth min-entropy on the Lh.s. is
evaluated for the cg-state shared by Alice and Eve when
Alice measures her systems in the Z-basis, and the con-
ditional smooth max-entropy on the r.h.s. is evaluated
for the cq-state shared by Alice and the Bobs when Al-
ice measures her systems in the X-basis. For a precise
definition of Hf . we refer the reader to [50]. The term
q quantifies the incompatibility of the two measurements
used by Alice, and for the case where Alice can measure
X or Z the quality factor ¢ for the m rounds will be equal
to m.

The quantity HE,,. (X7*|B; ... By—_1) can be estimated
by using the X-measurements performed by the Bobs
(11). Indeed, the data processing inequality guarantees
that

HE

max

(X"By...By_1) < HE

max

(X7, (29)

where )_('{” contains the X-outcomes of every Bob, had
the Bobs measured in the X-basis in the m rounds.
Clearly the entropy on the r.h.s. of Eq. (24), that is
the entropy of Alice’s X-outcome string given the X-
outcome strings of the Bobs, can be estimated via the
X-basis error defined in Eq. (11).
Finally Ref. [65] establishes the asymptotic secret key
rate of the multiparty BB84 protocol
Too =1 —h(Qx)— max h(Qap,)- (25)

1<i<N—1

8. Comparison of multiparty six-state and BB84 protocols

For any specific implementation, the asymptotic key
rates obtained by the multiparty six-state protocol [34]
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Figure 1. Asymptotic secret key rates of the multipartite six-
state (solid) [34] and BB84 (dashed) [65] protocols as a func-
tion of the bipartite QBER between Alice and any Bob, for a
local depolarizing noise model. The rates are plotted for dif-
ferent numbers of parties (N = 2,5, 8, right to left). The plot
shows that the multipartite six-state protocol asymptotically
outperforms the multipartite BB84 protocol.
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Figure 2. Secret key rates of the multipartite six-state (solid)
[34] and BB84 (dashed) [65] protocols as a function of the total
number of rounds M, for different number of parties (N = 2,5
and 8, left to right) and fixed bipartite QBER (Qag, = 0.03).
The noise model employed is the local depolarizing channel
given in Egs.(26) and (27). A non-null conference key can be
obtained for fewer rounds with the multipartite BB84 proto-
col, compared to the multipartite six-state protocol, and the
advantage of the former protocol increases with the number
of parties.

are higher than those obtained by the multiparty BB84
[65]. This is because more structure can be ensured about
the underlying state in the protocol presented in [34]. For
instance, consider the implementation where Alice pre-
pares a GHZ state and distributes it to each of the Bobs
using a qubit depolarizing channel. The state shared by
the parties is thus

p.5=D3" "V |GHZN)(GHZy]|, (26)

where

Dap) = (1~ w)p+ vy (27)

Fig. 1 shows the comparison of the asymptotic key rates
achieved by the two multiparty protocols (N = 2,5,8)
in the specific implementation given by the noise model
in Eq. (26). The key rates are plotted as a function of
the bipartite QBER between Alice and any Bob, which
turns out to be a simple function of the noise parameter
characterizing the depolarizing channel: Qap, = v/2.
The figure confirms that, asymptotically, the multipartite
six-state protocol [34] overcomes the multipartite BB84
[65] in terms of performance.

Ref. [65] also performs a complete security analysis
in the finite-key regime for the multiparty six-state and
multiparty BB84 protocol. Regarding the rates in the
finite-key regime, it was shown that, even though the
six-state protocol can tolerate higher noise, for the low-
noise regime a non-zero conference key rate can be proven
for the multiparty BB84 protocol using a significantly
smaller number of rounds. This is confirmed by Fig. 2,
where the secret key rates of both protocols are plotted
as a function of the total number of protocol rounds, hav-
ing fixed the bipartite QBER. The noise model employed
is the same used for Fig. 1, i.e. the local depolarizing
channel given in Eq. (27). It is important to remark that
the lower threshold on the minimum number of signals
for a non-zero key by the multiparty BB84 protocol, may
be simply due to the techniques used to compute the
key rates. The finite-key rates of the multipartite six-
state are derived using the post-selection technique [67]
in combination with the finite version of the asymptotic
equipartition property [68] (see also [48]). These tech-
niques might lead to higher overhead terms in the finite-
key regime and therefore to a less tight estimate than
what can be obtained using the uncertainty relation for
smooth entropies [66]. However, due to the fact that in
the multiparty six-state protocol the parties are required
to perform three distinct measurements, the uncertainty
relation is not applicable.

4. Prepare-and-measure implementation

Even though entanglement plays an essential role
for the security of bipartite QKD, it is known that
some QKD protocols have a corresponding prepare-and-
measure implementation that does not require any en-
tanglement. The BB84 protocol, for example, can be
implemented with Alice transmitting single qubit states
to Bob.

Similarly, in the multipartite case we can also talk
about a corresponding prepare-and-measure implementa-
tion. However, now this reduction will require the prepa-
ration of some (N — 1)-entangled states [34].

Indeed for the key generation rounds, in which the
parties are performing measurements in the Z-basis, Al-
ice could instead randomly choose her bit and prepare



(N — 1) copies of the corresponding single qubit state
to send to the Bobs, [0)®V=1 or [1)®(N=1 " Although
entanglement is not required to reproduce the statistics
of the key generation rounds, the corresponding state
shared by the Bobs when Alice performs a measurement
in the X-basis or Y-basis is entangled. Therefore, for
the test rounds, Alice is required to prepare an (N — 1)-
entangled state.

For example, when Alice performs an X-measurement,
given that she obtains the outcome a, the corresponding
state that she has to distribute to the Bobs is the (N —1)-
entangled state:

) = = (100-.0) 4 (~1)11... 1)) (28)

a/B1...BN_1 \/5 .

The prepare-and-measure equivalence significantly re-
duces the resources required for the implementation of
the protocols [34, 65], as Alice needs to control (N — 1)-
partite entanglement instead of N-partite entanglement.
This can have significant practical implications especially
in the noisy intermediate scale (NISQ) era [69]. More-
over, it is important to remark that, for most of the
rounds, the key generation rounds, Alice can in fact pre-
pare product states, and entanglement is only required
in a small fraction of the rounds for the purpose of pa-
rameter estimation.

A prepare-and-measure protocol in which Alice only
needs to send separable states was proved secure for the
case N = 3 in [70]. However, when extending the pro-
tocol to an arbitrary number of parties N the states dis-
tributed by Alice would become increasingly distinguish-
able as IV increases, which would allow an eavesdropper
to retrieve more information about the key, while caus-
ing less disturbance. Thus, the secret key rate would
decrease with increasing N, even for a perfect implemen-
tation.

B. W state protocol

Quantum conference key agreement does not necessar-
ily need to rely on the correlations provided by multi-
partite GHZ states. Indeed, the protocol devised in [71]
exploits the multipartite entanglement of a W-class state
in order to establish a conference key. The W state of NV
parties is defined as

1

|WN>:\/7N

(10...01) +0...10) +...+[1...00)),

(29)

whereas a W-class state has a similar form to (29) but
presents arbitrary phases on each term.

In the conference key agreement protocol of Ref. [71],
the state is post-selected thanks to single-photon inter-
ference occurring in a central untrusted node, extending
the founding idea of twin-field QKD [72, 73] to the mul-
tipartite scenario.
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Figure 3. Comparison of the asymptotic conference key rate
achieved by the W state protocol [71] (solid) and by the N-
BB84 protocol [65] (dashed, the N-six-state protocol rate is
identical in this ideal scenario) as a function of the loss in
the channel linking each party to the central entanglement
distributor, for different number of parties (N = 2,5 and 10).
We assume ideal implementations where the only source of
error is photon loss and where the GHZ state of the N-BB84
(N-six-state) protocol is encoded in orthogonal polarizations
of a photon.

In particular, each round of the protocol starts with
party; (i = 1,2,..., N) preparing the following entangled
state between an optical pulse a; and a qubit A;:

|¢>Aiai = \/6‘0>A1 0>ai +v1- q‘]‘>Ai 1>ai ) (30)

where |0),, is the vacuum state, |1),, is the single-photon
state, and {]0) 4,,|1) 4, } is the computational basis of the
qubit. The state is strongly unbalanced towards the vac-
uum: ¢ ~ 1. Every party sends his/her optical pulse to
a central untrusted node through a lossy optical channel.
Here, the pulses are combined in a balanced multiport
beam splitter [74] featuring a threshold detector at ev-
ery output port. The central node announces whether
each detector clicked or not and the parties only keep the
rounds where exactly one detector clicked. These events
are likely to be caused by the arrival and detection of just
one photon, due to the unbalance towards the vacuum of
the prepared state (30). Because of the balanced super-
position generated by the multiport beam splitter, the
detected photon could be sent by any party with equal
probability. Thus, the main contribution to the N-qubit
state shared by the parties conditioned on the single de-
tection is a coherent superposition of states in which one
qubit is in state |1) and all the others are in state |0),
that is the mentioned W-class state. The qubits’ relative
coefficients have all equal weights but contain complex
phases introduced by the multiport beam splitter.

It has been proven that the only multiqubit state yield-
ing perfectly correlated and random outcomes upon per-
forming local measurements is the GHZ state [34]. Nev-
ertheless, the post-selected W-class state can still be used
to distil a conference key. More specifically, the parties
obtain the key bits by measuring their qubit in a spe-
cific direction in the X-Y plane of the Bloch sphere. The




direction is the one that minimizes the bipartite QBER
and depends on which detector clicked. For this reason,
the protocol cannot be recast as a prepare-and-measure
scheme, unlike its bipartite counterpart [73]. Finally, the
parties estimate the eavesdropper’s knowledge by com-
puting the expectation value of the Z®N operator and
by checking when it differs from the ideal case. Note
that if the parties are actually sharing a W-class state,
then (Z®N) = —1.

In [71] the security of the protocol is proved in the
finite-key regime and under coherent attacks performed
by the eavesdropper.

The W-class N-qubit state on which the protocol is
based is post-selected thanks to single-photon interfer-
ence at the central node. Hence, the resulting key rate
scales linearly with the transmittance ¢t of one of the
quantum channels linking each party to the central node
(if the channels are all symmetric). This contrasts with
the honest implementations of the protocols [34, 65| pre-
sented in subsection III A, which are based on the dis-
tribution of N-qubit GHZ states. If these states are en-
coded, e.g., in the orthogonal polarizations of a photon,
their key rate cannot scale better than ¢V, where t is the
transmittance of the link between one party and the cen-
tral distributor of the N-partite entangled state. This
makes the protocol based on the W state much more
suited to high-loss scenarios than the protocols of sub-
section IIT A. This is clear from Fig. 3, where we plot the
asymptotic conference key rates of protocols [71] (solid
lines) and [34, 65| (dashed lines) as a function of the loss
in the quantum channel linking one party to the cen-
tral node (—10log;,t). We assume ideal implementa-
tions where photon loss is the only source of error. We
observe the existence of a loss threshold above which the
protocol based on the W state [71] outperforms the pro-
tocols based on the distribution of GHZ states [34, 65].
Moreover, the required loss for which the protocol [71]
outperforms the protocols [34, 65] decreases as the num-
ber of parties involved increases.

IV. CONTINUOUS VARIABLE CONFERENCE
KEY AGREEMENT

Quantum conference keys may also be established by
means of continuous variable (CV) quantum systems.
Following the first of such protocols [75], which enables
quantum conferencing among three parties without trust-
ing the measurement devices, more general and refined
protocols [76, 77] have been devised. The latter allow
an arbitrary number of users to establish conference keys
when linked to a central untrusted relay in a star net-
work. These schemes would allow high-rate intra-city
secure conferencing among several users.

Both protocols [76, 77] rely on the correlations gener-
ated by an N-mode CV GHZ state [78]:

|CVGHZ) v = %/ da|2)®N | (31)
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where {|z)}, are the eigenstates of the X quadrature.
However, while in [77] the central relay is required to
generate such multipartite entangled state, in [76] the
state is post-selected thanks to a multipartite CV Bell
detection at the central relay. In particular, in [76] every
user prepares a Gaussian-modulated coherent state | o)
(k = 1,...N) and sends it to the central relay. Here,
a suitable cascade of beam splitters followed by homo-
dyne detections of either quadrature X or quadrature
P implement the multipartite Bell detection, whose out-
come is made public. The Bell detection projects the
incoming coherent states onto the CV GHZ state (31)
up to displacements of the N modes. By employing
the public data of the Bell detection, the parties post-
process the variables {ak}szl describing the prepared
coherent states and neutralize the effect of the displace-
ments. They are thus left with variables whose corre-
lations reproduce those of the original CV GHZ state
(31) and hence can be used to distil a conference key.
This procedure closely resembles the seminal work on
measurement-device-independent (MDI) QKD with dis-
crete variables [79] and its CV counterpart [80], now ap-
plied to a multipartite scenario. Indeed, the fact that
the measurements are only performed by the untrusted
relay, makes the protocol in [76] an MDI multipartite
QKD protocol. Nevertheless, its performance does not
decrease exponentially with the number of users since
the CV Bell detection is a deterministic process, unlike
its discrete-variable counterpart [79].

Note that, unlike the discrete-variable scenario, here
the correlated variables {oy}2Y_; used to distil a binary
key are complex numbers. Nevertheless, one can still ex-
press the resulting key rate in terms of their mutual infor-
mation I(ag,ap ) with the well-known Devetak-Winter
formula [81], which is assumed to hold also for CV-QKD
[82].

Compared to [76], the protocol in [77] is not MDI since
the multipartite GHZ state generated in the untrusted re-
lay is then distributed to the parties who perform trusted
measurements. Moreover, from a practical point of view,
this scheme is harder to implement, as it involves the
preparation of several optical modes in squeezed states
and their subsequent entanglement in a specific target
state. Nevertheless, in principle, the scheme in [77] could
achieve slightly higher performances than the more prac-
tical protocol in [76].

In terms of security, both protocols [76, 77] have been
proved to be secure against collective Gaussian attacks.
Furthermore, the protocol in [76] has been analyzed
in the framework of finite-key composable security and
proven to be secure against coherent attacks through a
Gaussian de Finetti reduction [83].



V. DEVICE-INDEPENDENT CONFERENCE
KEY AGREEMENT

In the device-independent scenario, Alice and the Bobs
do not want to assume any knowledge about the dis-
tributed system and internal working of their devices. It
is even considered that the shared states as well as the
measurement devices can be manufactured by the adver-
sary [84]. The parties’ goal is to ensure security using
only the observed statistics of inputs and outputs. In a
device-independent protocol security is certified by the
violation of a Bell inequality.

Note that in a device-independent conference key
agreement (DICKA) protocol, an analysis against coher-
ent attacks also needs to account for the fact that the
eavesdropper might program the devices to behave in
different ways at each round of the protocol. In particu-
lar the measurement devices could have memory and be-
have in correlation with the outcomes of previous rounds.
This makes the security analysis in the fully device-
independent adversarial scenario significantly more in-
tricate.

A recently developed technique [8, 85], the entropy ac-
cumulation theorem (EAT), provides the tools to perform
the security analysis of device-independent protocols in
the fully adversarial scenario maintaining some noise ro-
bustness. The EAT [8, 85] extends the de Finnetti theo-
rems [67, 86] to the device-independent setting, allowing
to reduce the analysis to collective attacks.

Remark 1. (Composability in the device-independent
scenario) The security definition, Definition 4, implies
universal composability of conference key agreement in
the trusted device scenario. However, for the device-
independent scenario, attacks proposed in Ref. [87] show
that composability cannot be guaranteed if the same de-
vices are re-used in a subsequent protocol. Indeed, in
Ref. [87] the authors describe attacks in which infor-
mation about a previously generated key may be leaked
through the public communication of a subsequent run
of the protocol, if the devices are re-used. The attacks
described in Ref. [87] can be avoided if the parties have
sufficient control of the internal memory of their devices
and are able to re-set it after one execution of the proto-
col.

Based on the EAT, a DICKA protocol was proposed
in [88, 89]. The protocol of Ref. [88] initially consid-
ers the multipartite Mermin-Ardehali-Belinskii-Klyshko
(MABK) inequalities [42-44|. However, as shown in [90],
the MABK inequalities are not suitable for establishing
a conference key, as an overhead amount of information
is required for information reconciliation. In Ref. [89], a
new multiparty inequality is introduced and positive con-
ference key can be established in the device-independent
scenario. Fig. 4 shows the asymptotic key rates for the
device-independent protocol of Ref. [89] for N = 3,5, 8,
for an implementation in which all the qubits are sub-
mitted to a depolarizing channel.
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Figure 4. Asymptotic secret key rate for the DICKA protocol
of Ref. [89] as a function of the QBER and for fixed num-
ber of parties (N = 3,5,8). We assumed an implementation
where the N-party GHZ state is submitted to the depolarizing
channel DSV (|GHZN)(GHZy |).

The key rates derived in [89] are based on an analytical
lower bound to von Neumann entropy of Alice’s outcome
conditioned on the information available to the eaves-
dropper, H(A|E), as a function of the violation of the
Bell inequality under consideration. The bound employs
a relation between the considered multipartite inequality
and the bipartite Clauser-Horne-Shimony-Holt (CHSH)
inequality [10].

In general, it is not possible to compute directly
H(A|E) as a function of the violation for an arbitrary
Bell inequality. This is due to the lack of knowledge
about the underlying system. A lower bound can be ob-
tained using the relation H(A|E) > Hy,in(A|E), where
Huin(A|E) is the conditional min-entropy defined in (7).
Due to the relation with the guessing probability, (7), the
conditional min-entropy, Hmin(A|E), can be estimated
in the device-independent scenario [91] using the hierar-
chy of semi-definite approximations to the quantum set
[92, 93]. This method is, however, computationally costly
and may lead to non-tight bounds.

Bell inequalities tailored to DICKA protocols were fur-
ther investigated in [94], where the authors introduced a
family of multipartite Bell inequalities (containing the
inequality of [89] as a special case) that are maximally
violated by the GHZ state, with the Z-basis being one
of the optimal measurements for Alice. These are essen-
tial features to build a device-independent conference key
agreement protocol.

It is interesting to remark that the MABK inequalities
were previously explored in other multiparty communi-
cation protocols. Refs. [95, 96] consider a secret sharing
scenario in which Alice distributes the key in such a way
that the N — 1 Bobs need to collaborate to retrieve its
value. The authors establish that, if the eavesdropper is
restricted to individual attacks, then the violation of a
MABK inequality can guarantee security, even if some of
the Bobs collaborate with Eve. Even though this scenario
was initially denoted N-party QKD [95, 96], it should be



distiguished from the scenario we consider in this review:
in which the goal is that all the Bobs can retrieve the key
independently.

VI. MULTIPARTITE PRIVATE STATES

Most of the quantum conference key agreement pro-
tocols presented in the previous sections exploit the cor-
relations of the multipartite GHZ state (9). Therefore,
GHZ distillation protocols are in close connection with
distillation of secret conference keys. Indeed, if the par-
ties share several copies of a resource state that can be
turned into a smaller number of GHZ states, then they
could perform a distillation protocol followed by mea-
surements to generate a secret key. The connection of
entanglement distillation and conference key agreement
protocols is discussed in [54]. Ref. [97], has recently in-
vestigated the limits on the performance of GHZ state
distribution in a network, with and without quantum re-
peaters, and its consequence for CKA protocols based on
the GHZ state.

However, it is not only through distillation of GHZ
states that one can obtain a secret key. Indeed, as shown
in [98], an e-secure conference key can also be obtained
from bound entangled states. This result generalizes an
analogous one derived in the bipartite case [99].

The concept of private states [100] was generalized to
the multipartite case in Ref. [98, 101]. Similar to the
bipartite case, a multipartite private state can be seen
as a twisted GHZ state tensored with an extra density
matrix (the shield)

rt) = U(GHZL)(GHZY | @ pa)Uf,  (32)

where |GHZ%,) = % Zfl;ol |ii...4) is the N-party GHZ
state of dimension d and the multipartite twisting is a

unitary operation of the form

d—1

U= Y Jir...

i15enyin=0

iN><i1‘..’L'N|®Uil,...,iN (33)

for arbitrary unitaries U;, .. ;, acting on A’.

Ref. [98] establishes that if from a resource state Alice
and the Bobs can distill an e-secret conference key, then
there exists an LOCC protocol that can distill a state
close to a private state (32) and vice-versa. They also
exhibit examples of multipartite bound entangled states,
that are states from which a GHZ state cannot be dis-
tilled, which are e-close to private states. This establishes
that distillation of GHZ states is not necessary for quan-
tum conference key agreement and more general classes
of protocols are possible.

In the framework of quantum channels and private
state distillation, converse bounds on the rate at which a
secret key can be distilled using multiplex channels were
recently provided in [102]. Ref. [102] establishes that
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genuine multipartite entanglement is necessary for single
shot key distillation. This implies that, if key can be dis-
tilled from n copies of a multipartite state p, then p®m
needs to be genuine multipartite entangled. However,
this does not require that genuine multipartite entangle-
ment is present at the single round level p. Indeed, a
study of the entanglement properties required for a re-
source state to enable a conference key was recently per-
formed in [103]. Results of Ref. [103] show that a con-
ference key can be established even if the parties share a
biseparable state in every round.

VII. OUTLOOK

We reviewed the state-of-the-art quantum CKA
schemes based on multipartite entanglement. We dis-
cussed proposed protocols and their security proofs under
different levels of assumptions for the characterisation of
the devices, and for several types of implementations.

From an experimental point of view, the implementa-
tion of quantum CKA is increasingly accessible, due to
key developments of its fundamental ingredients. Multi-
partite entanglement has been generated in a variety of
physical systems, such as e.g. ion traps [104-106], pho-
tonic systems [107-111], superconducting circuits [112—
114] and nuclear spin qubits in diamond [115]. Also,
entanglement among several particles is naturally gen-
erated in atomic ensembles [116, 117], and methods to
quantify and manipulate this entanglement are being
developed [118-122]. A thermalised interacting photon
gas [123] may also prove to be a suitable source of gen-
uine multipartite entanglement. Recently, the first quan-
tum CKA protocol has been implemented [124] among
four parties. The experiment is based on the multi-
party BB84 protocol [65] discussed in Section IITA. It re-
lies on the generation of polarization-encoded four-party
GHZ states at telecom wavelength by a central quantum
server. The states are then distributed to the four par-
ties over up to 50 km of optical fibers, generating a secure
conference key according to Definition 4.

While experimental progress is still necessary to scale
implementations of quantum CKA to many users, im-
provements from the theory side are crucial to reduce the
experimental demands. To this aim, the development of
new protocols and new techniques to prove security will
contribute to make quantum CKA a feasible technology.

Novel protocols exploring different resource states and
network architectures can lead to improved performance
and noise robustness. In the bi-partite case, QKD proto-
cols for d-dimensional systems achieve higher rates and
better noise tolerance [125] than the qubit-based proto-
cols. In order to explore this possibility in the multi-
partite case, quantum CKA protocols for d-dimensional
systems need to be developed. Such a generalization can
also find applications in the layered protocol presented
in [126]. In Ref. [126], asymmetric high-dimensional mul-
tipartite entangled states are used to design a layered



protocol that establishes a secret key simultaneously be-
tween different subsets of users in a network.

Similarly, new tools to improve security proofs can
lead to better rates and noise tolerance, especially for
DICKA protocols. A family of Bell inequalities suit-
able for conference key agreement protocols has been
introduced in [94]. However, only non-tight numerical
lower bounds to the key rates are currently available for
DICKA protocols based on these inequalities. The in-
troduction of tighter analytical bounds addressing their
security proofs could lead to higher key rates in DICKA
protocols.

11
ACKNOWLEDGEMENTS

We thank Giacomo Carrara, Timo Holz, Carlo Otta-
viani, Stefano Pirandola, Siddhartha Das, Stefan Bauml,
Marek Winczewski, and Karol Horodecki for helpful
discussions. This work was funded by the Deutsche
Forschungsgemeinschaft (DFG, German Research Foun-
dation) under Germany’s Excellence Strategy - Cluster
of Excellence Matter and Light for Quantum Comput-
ing (ML4Q) EXC 2004/1 - 390534769, by the Euro-
pean Union’s Horizon 2020 research and innovation pro-
gramme under the Marie Sktodowska-Curie grant agree-
ment No 675662, and by the Federal Ministry of Educa-
tion and Research BMBF (Project Q.Link.X and HQS).

[1] C. H. Bennett and G. Brassard, “Quantum cryp-
tography: Public key distribution and coin tossing,”
in Proceedings of IEEE International Conference on
Computers, Systems and Signal Processing, pp. 175 —
179, 1984.

[2] A. K. Ekert, “Quantum cryptography based on Bell’s
theorem,” Phys. Rev. Lett., vol. 67, pp. 661-663, 1991.

[3] M. Tomamichel, C. C. W. Lim, N. Gisin, and R. Renner,
“Tight finite-key analysis for quantum cryptography,”
Nature Communications, vol. 3, p. 634, 2012.

[4] M. Hayashi and T. Tsurumaru, “Concise and tight se-
curity analysis of the Bennett—Brassard 1984 protocol
with finite key lengths,” New Journal of Physics, vol. 14,
p- 093014, sep 2012.

[5] M. Tomamichel and A. Leverrier, “A largely self-
contained and complete security proof for quantum key
distribution,” Quantum, vol. 1, p. 14, 2017.

[6] P. A. Hiskett, D. Rosenberg, C. G. Peterson, R. J.

Hughes, S. Nam, A. E. Lita, A. J. Miller, and J. E.

Nordholt, “Long-distance quantum key distribution in

optical fibre,” New Journal of Physics, vol. 8, pp. 193—

193, sep 2006.

B. Korzh, C. C. W. Lim, R. Houlmann, N. Gisin, M. J.

Li, D. Nolan, B. Sanguinetti, R. Thew, and H. Zbinden,

“Provably secure and practical quantum key distribution

over 307 km of optical fibre,” Nature Photonics, vol. 9,

pp. 163 — 168, mar 2015.

R. Arnon-Friedman, F. Dupuis, O. Fawzi, R. Ren-

ner, and T. Vidick, “Practical device-independent quan-

tum cryptography via entropy accumulation,” Nature

Communications, vol. 9, p. 459, 2018.

[9] G. Murta, S. B. van Dam, J. Ribeiro, R. Hanson, and
S. Wehner, “Towards a realization of device-independent
quantum key distribution,” Quantum Science and
Technology, vol. 4, p. 035011, jul 2019.

[10] J. F. Clauser, M. A. Horne, A. Shimony, and R. A.
Holt, “Proposed experiment to test local hidden-variable
theories,” Phys. Rev. Lett., vol. 23, pp. 880-884, Oct
1969.

[11] M. Epping, H. Kampermann, and D. Bruf}, “Large-scale
quantum networks based on graphs,” New Journal of
Physics, vol. 18, p. 053036, may 2016.

[12] M. Epping, H. Kampermann, and D. Bruf, “Robust en-
tanglement distribution via quantum network coding,”

[7

[8

New Journal of Physics, vol. 18, p. 103052, oct 2016.

[13] F. Hahn, A. Pappa, and J. Eisert, “Quantum net-
work routing and local complementation,” npj Quantum
Information, vol. 5, no. 1, p. 76, 2019.

[14] A. Pirker, J. Wallnofer, and W. Diir, “Modular architec-
tures for quantum networks,” New Journal of Physics,
vol. 20, p. 053054, may 2018.

[15] V. Krutyanskiy, M. Meraner, J. Schupp, V. Krcmarsky,
H. Hainzer, and B. P. Lanyon, “Light-matter entan-
glement over 50 km of optical fibre,” npj Quantum
Information, vol. 5, no. 1, p. 72, 2019.

[16] A. Tchebotareva, S. L. N. Hermans, P. C. Humphreys,
D. Voigt, P. J. Harmsma, L. K. Cheng, A. L. Verlaan,
N. Dijkhuizen, W. de Jong, A. Dréau, and R. Han-
son, “Entanglement between a diamond spin qubit and a
photonic time-bin qubit at telecom wavelength,” Phys.
Rev. Lett., vol. 123, p. 063601, Aug 2019.

[17] S.-K. Liao, W.-Q. Cai, J. Handsteiner, B. Liu, J. Yin,
L. Zhang, D. Rauch, M. Fink, J.-G. Ren, W.-Y. Liu,
Y. Li, Q. Shen, Y. Cao, F.-Z. Li, J.-F. Wang, Y.-
M. Huang, L. Deng, T. Xi, L. Ma, T. Hu, L. Li, N.-
L. Liu, F. Koidl, P. Wang, Y.-A. Chen, X.-B. Wang,
M. Steindorfer, G. Kirchner, C.-Y. Lu, R. Shu, R. Ursin,
T. Scheidl, C.-Z. Peng, J.-Y. Wang, A. Zeilinger, and
J.-W. Pan, “Satellite-relayed intercontinental quantum
network,” Phys. Rev. Lett., vol. 120, p. 030501, Jan
2018.

[18] H. J. Kimble, “The quantum internet,” Nature, vol. 453,
no. 7198, pp. 1023-1030, 2008.

[19] S. Wehner, D. Elkouss, and R. Hanson, “Quantum in-
ternet: A vision for the road ahead,” Science, vol. 362,
no. 6412, 2018.

[20] W.-G. Tzeng, “A practical and secure fault-tolerant
conference-key agreement protocol,” in Public Key
Cryptography. PKC 2000. Lecture Notes in Computer
Science. (Z. Y. Imai H., ed.), (Berlin, Heidelberg), pp. 1-
13, Springer Berlin Heidelberg, 2000.

[21] Y.-M. Tseng, “An improved conference-key agreement
protocol with forward secrecy,” Informatica, vol. 16,
p. 275, Jan 2005.

[22] S. Berkovits, “How to broadcast a secret,” in Advances
in Cryptology — EUROCRYPT ’91 (D. W. Davies, ed.),
(Berlin, Heidelberg), pp. 535-541, Springer Berlin Hei-
delberg, 1991.




[23] Guang-Huei Chiou and Wen-Tsuen Chen, “Secure
broadcasting using the secure lock,” IEEE Transactions
on Software Engineering, vol. 15, pp. 929-934, Aug
1989.

[24] C. Elliott, “Building the quantum network,” New
Journal of Physics, vol. 4, pp. 4646, jul 2002.

[25] C. Elliott, A. Colvin, D. Pearson, O. Pikalo, J. Schlafer,
and H. Yeh, “Current status of the DARPA quantum
network,” in Quantum Information and Computation
III (E. J. Donkor, A. R. Pirich, and H. E. Brandt, eds.),
vol. 5815, pp. 138 — 149, International Society for Optics
and Photonics, SPIE, 2005.

[26] M. Peev, C. Pacher, R. Alléaume, C. Barreiro,
J. Bouda, W. Boxleitner, T. Debuisschert, E. Dia-
manti, M. Dianati, J. F. Dynes, S. Fasel, S. Fos-
sier, M. First, J.-D. Gautier, O. Gay, N. Gisin,
P. Grangier, A. Happe, Y. Hasani, M. Hentschel,
H. Hiibel, G. Humer, T. Langer, M. Legré, R. Lieger,
J. Lodewyck, T. Lortinser, N. Liitkenhaus, A. Marhold,
T. Matyus, O. Maurhart, L. Monat, S. Nauerth, J.-B.
Page, A. Poppe, E. Querasser, G. Ribordy, S. Robyr,
L. Salvail, A. W. Sharpe, A. J. Shields, D. Stucki,
M. Suda, C. Tamas, T. Themel, R. T. Thew, Y. Thoma,
A. Treiber, P. Trinkler, R. Tualle-Brouri, F. Vannel,
N. Walenta, H. Weier, H. Weinfurter, I. Wimberger,
Z. L. Yuan, H. Zbinden, and A. Zeilinger, “The SEC-
OQC quantum key distribution network in vienna,”
New Journal of Physics, vol. 11, p. 075001, jul 2009.

[27] F. Xu, W. Chen, S. Wang, Z. Yin, Y. Zhang, Y. Liu,
Z. Zhou, Y. Zhao, H. Li, D. Liu, Z. Han, and G. Guo,
“Field experiment on a robust hierarchical metropoli-
tan quantum cryptography network,” Chinese Science
Bulletin, vol. 54, pp. 2991-2997, Sep 2009.

[28] D. Stucki, M. Legré, F. Buntschu, B. Clausen, N. Felber,
N. Gisin, L. Henzen, P. Junod, G. Litzistorf, P. Mon-
baron, L. Monat, J.-B. Page, D. Perroud, G. Ribordy,
A. Rochas, S. Robyr, J. Tavares, R. Thew, P. Trin-
kler, S. Ventura, R. Voirol, N. Walenta, and H. Zbinden,
“Long-term performance of the SwissQuantum quantum
key distribution network in a field environment,” New
Journal of Physics, vol. 13, p. 123001, dec 2011.

[29] M. Sasaki, M. Fujiwara, H. Ishizuka, W. Klaus,

. Wakui, M. Takeoka, S. Miki, T. Yamashita, Z. Wang,

Tanaka, K. Yoshino, Y. Nambu, S. Takahashi,

Tajima, A. Tomita, T. Domeki, T. Hasegawa,

. Sakai, H. Kobayashi, T. Asai, K. Shimizu, T. Tokura,

Tsurumaru, M. Matsui, T. Honjo, K. Tamaki,

Takesue, Y. Tokura, J. F. Dynes, A. R. Dixon,

. W. Sharpe, Z. L. Yuan, A. J. Shields, S. Uchikoga,
M. Legré, S. Robyr, P. Trinkler, L. Monat, J.-B. Page,
G. Ribordy, A. Poppe, A. Allacher, O. Maurhart,
T. Langer, M. Peev, and A. Zeilinger, “Field test of
quantum key distribution in the tokyo qkd network,”
Opt. Express, vol. 19, pp. 10387-10409, May 2011.

[30] R. Courtland, “China’s 2,000-km quantum link is almost
complete [news|,” IEEE Spectrum, vol. 53, pp. 11-12,
November 2016.

[31] S.-K. Liao, W.-Q. Cai, W.-Y. Liu, L. Zhang, Y. Li, J.-G.
Ren, J. Yin, Q. Shen, Y. Cao, Z.-P. Li, F.-Z. Li, X.-W.
Chen, L.-H. Sun, J.-J. Jia, J.-C. Wu, X.-J. Jiang, J.-F.
Wang, Y.-M. Huang, Q. Wang, Y.-L. Zhou, L. Deng,
T. Xi, L. Ma, T. Hu, Q. Zhang, Y.-A. Chen, N.-L. Liu,
X.-B. Wang, Z.-C. Zhu, C.-Y. Lu, R. Shu, C.-Z. Peng,
J.-Y. Wang, and J.-W. Pan, “Satellite-to-ground quan-

FES <R

12

tum key distribution,” Nature, vol. 549, pp. 43 — 47, sep
2017.

[32] S.-K. Liao, W.-Q. Cai, J. Handsteiner, B. Liu, J. Yin,
L. Zhang, D. Rauch, M. Fink, J.-G. Ren, W.-Y. Liu,
Y. Li, Q. Shen, Y. Cao, F.-Z. Li, J-F. Wang, Y.-
M. Huang, L. Deng, T. Xi, L. Ma, T. Hu, L. Li, N.-
L. Liu, F. Koidl, P. Wang, Y.-A. Chen, X.-B. Wang,
M. Steindorfer, G. Kirchner, C.-Y. Lu, R. Shu, R. Ursin,
T. Scheidl, C.-Z. Peng, J.-Y. Wang, A. Zeilinger, and
J.-W. Pan, “Satellite-relayed intercontinental quantum
network,” Phys. Rev. Lett., vol. 120, p. 030501, Jan
2018.

[33] M. Epping, H. Kampermann, and D. Bruf, “Large-scale
quantum networks based on graphs,” New Journal of
Physics, vol. 18, p. 053036, 2016.

[34] M. Epping, H. Kampermann, C. Macchiavello, and
D. Bruf, “Multi-partite entanglement can speed up
quantum key distribution in networks,” New Journal of
Physics, vol. 19, p. 093012, sep 2017.

[35] R. Horodecki, P. Horodecki, M. Horodecki, and
K. Horodecki, “Quantum entanglement,” Rev. Mod.
Phys., vol. 81, p. 865, June 2009.

[36] O. Githne and G. Téth, “Entanglement detection,”
Physics Reports, vol. 474, no. 1, pp. 1 — 75, 2009.

[37] C. Eltschka and J. Siewert, “Quantifying entanglement
resources,” Journal of Physics A: Mathematical and
Theoretical, vol. 47, p. 424005, oct 2014.

[38] I. Bengtsson and K. Zyczkowski, “A brief introduc-
tion to multipartite entanglement,” 2016. arXiv:quant-
ph/1612.07747.

[39] W. Diir, G. Vidal, and J. I. Cirac, “Three qubits can
be entangled in two inequivalent ways,” Phys. Rev. A,
vol. 62, p. 062314, Nov 2000.

[40] J. I. de Vicente, C. Spee, and B. Kraus, “Maximally en-
tangled set of multipartite quantum states,” Phys. Rev.
Lett., vol. 111, p. 110502, Sep 2013.

[41] D. M. Greenberger, M. A. Horne, and A. Zeilinger,
“Going beyond Bell’s theorem,” 2007. arXiv:quant-
ph/0712.0921.

[42] N. D. Mermin, “Extreme quantum entanglement in a
superposition of macroscopically distinct states,” Phys.
Rev. Lett., vol. 65, pp. 1838-1840, Oct 1990.

[43] M. Ardehali, “Bell inequalities with a magnitude of vio-
lation that grows exponentially with the number of par-
ticles,” Phys. Rev. A, vol. 46, pp. 5375-5378, Nov 1992.

[44] A. V. Belinskil and D. N. Klyshko, “Interference of light
and Bell’s theorem,” Physics-Uspekhi, vol. 36, pp. 653—
693, aug 1993.

[45] C. Portmann and R. Renner, “Cryptographic secu-
rity of quantum key distribution,” 2014. arXiv:quant-
ph/1409.3525.

[46] R. Canetti, “Universally composable security: a new
paradigm for cryptographic protocols,” in Proceedings
42nd IEEE Symposium on Foundations of Computer
Science, pp. 136-145, Oct 2001.

[47] M. Ben-Or and D. Mayers, “General security definition
and composability for quantum & classical protocols,”
2004. quant-ph/0409062.

[48] R. Renner, “Security of quantum key distribution,”
International Journal of Quantum Information, vol. 06,
no. 01, pp. 1-127, 2008.

[49] M. Tomamichel, C. Schaffner, A. Smith, and R. Renner,
“Leftover hashing against quantum side information,”
IEEE Transactions on Information Theory, vol. 57,




pp- 5524-5535, Aug 2011.

[60] M. Tomamichel, “Quantum information processing
with finite resources,” SpringerBriefs in Mathematical
Physics, 2016.

[61] R. Konig, R. Renner, and C. Schaffner, “The operational
meaning of min- and max-entropy,” IEEE Transactions
on Information Theory, vol. 55, pp. 4337-4347, Sep.
2009.

[62] D. Bruf, “Optimal eavesdropping in quantum cryp-
tography with six states,” Phys. Rev. Lett., vol. 81,
pp- 3018-3021, Oct 1998.

[63] A. Cabello, “Multiparty key distribution and se-
cret sharing based on entanglement swapping,” 2000.
arXiv:quant-ph/0009025.

[64] K. Chen and H. Lo, “Multi-partite quantum crypto-
graphic protocols with noisy GHZ states,” Quantum
Information & Computation, vol. 7, no. 8, pp. 689-715,
2007.

[65] E. N. Maneva and J. A. Smolin, “Improved two-party
and multi-party purification protocols,” in Quantum
computation and information (Washington, DC, 2000),
vol. 305 of Contemp. Math., pp. 203-212, Amer. Math.
Soc., Providence, RI, 2002.

[66] M. Murao, M. B. Plenio, S. Popescu, V. Vedral, and
P. L. Knight, “Multiparticle entanglement purification
protocols,” Phys. Rev. A, vol. 57, pp. R4075-R4078,
Jun 1998.

[57] A. R. Calderbank and P. W. Shor, “Good quantum
error-correcting codes exist,” Phys. Rev. A, vol. 54,
pp. 1098-1105, Aug 1996.

[58] A. Steane, “Multiple-particle interference and quan-
tum error correction,” Proceedings of the Royal Society
of London. Series A: Mathematical, Physical and
Engineering Sciences, vol. 452, no. 1954, pp. 2551-2577,
1996.

[69] D. Gottesman and Hoi-Kwong Lo, “Proof of security
of quantum key distribution with two-way classical
communications,” IEEE Transactions on Information
Theory, vol. 49, pp. 457-475, Feb 2003.

[60] U. M. Maurer, “Secret key agreement by public discus-
sion from common information,” IEEE Transactions on
Information Theory, vol. 39, pp. 733-742, May 1993.

[61] J. Bae and A. Acin, “Key distillation from quan-
tum channels using two-way communication protocols,”
Phys. Rev. A, vol. 75, p. 012334, Jan 2007.

[62] B. Kraus, C. Branciard, and R. Renner, “Security of
quantum-key-distribution protocols using two-way clas-
sical communication or weak coherent pulses,” Phys.
Rev. A vol. 75, p. 012316, Jan 2007.

[63] W. Diir, J. I. Cirac, and R. Tarrach, “Separability and
distillability of multiparticle quantum systems,” Phys.
Rev. Lett., vol. 83, pp. 3562-3565, Oct 1999.

[64] W. Diir and J. I. Cirac, “Classification of multiqubit
mixed states: Separability and distillability properties,”
Phys. Rev. A, vol. 61, p. 042314, Mar 2000.

[65] F. Grasselli, H. Kampermann, and D. Bru®, “Finite-key
effects in multipartite quantum key distribution proto-
cols,” New Journal of Physics, vol. 20, p. 113014, nov
2018.

[66] M. Tomamichel and R. Renner, “Uncertainty rela-
tion for smooth entropies,” Phys. Rev. Lett., vol. 106,
p. 110506, Mar 2011.

[67] M. Christandl, R. Koénig, and R. Renner, “Postselec-
tion technique for quantum channels with applications

13

to quantum cryptography,” Phys. Rev. Lett., vol. 102,
p- 020504, Jan 2009.

[68] M. Tomamichel, R. Colbeck, and R. Renner, “A fully
quantum asymptotic equipartition property,” IEEE
Transactions on Information Theory, vol. 55, no. 12,
pp. 5840-5847, 2009.

[69] J. Preskill, “Quantum Computing in the NISQ era and
beyond,” Quantum, vol. 2, p. 79, 2018.

[70] R. Matsumoto, “Multiparty quantum-key-distribution
protocol without use of entanglement,” Phys. Rev. A,
vol. 76, p. 062316, Dec 2007.

[71] F. Grasselli, H. Kampermann, and D. Bruf, “Conference
key agreement with single-photon interference,” New
Journal of Physics, vol. 21, p. 123002, dec 2019.

[72] M. Lucamarini, Z. L. Yuan, J. F. Dynes, and A. J.
Shields, “Overcoming the rate-distance limit of quantum
key distribution without quantum repeaters,” Nature,
vol. 557, no. 7705, pp. 400-403, 2018.

[73] M. Curty, K. Azuma, and H.-K. Lo, “Simple security
proof of twin-field type quantum key distribution pro-
tocol,” npj Quantum Information, vol. 5, no. 1, p. 64,
2019.

[74] M. Zukowski, A. Zeilinger, and M. A. Horne, “Realizable
higher-dimensional two-particle entanglements via mul-
tiport beam splitters,” Phys. Rev. A, vol. 55, pp. 2564—
2579, Apr 1997.

[75] Y. Wu, J. Zhou, X. Gong, Y. Guo, Z.-M. Zhang,
and G. He, “Continuous-variable measurement-device-
independent multipartite quantum communication,”
Phys. Rev. A, vol. 93, p. 022325, Feb 2016.

[76] R. L. C. Ottaviani, C. Lupo and S. Pirandola, “Mod-
ular network for high-rate quantum conferencing,”
Communications Physics, vol. 2, no. 118, 2019.

[77] Z. Zhang, R. Shi, and Y. Guo, “Multipartite continuous
variable quantum conferencing network with entangle-
ment in the middle,” Applied Sciences, vol. 8, no. 8,
2018.

[78] P. van Loock and A. Furusawa, “Detecting genuine mul-
tipartite continuous-variable entanglement,” Phys. Rev.
A, vol. 67, p. 052315, May 2003.

[79] H.-K. Lo, M. Curty, and B. Qi, “Measurement-device-
independent quantum key distribution,” Phys. Rev.
Lett., vol. 108, p. 130503, 2012.

[80] S. Pirandola, C. Ottaviani, G. Spedalieri, C. Weed-
brook, S. L. Braunstein, S. Lloyd, T. Gehring, C. S.
Jacobsen, and U. L. Andersen, “High-rate measurement-
device-independent quantum cryptography,” Nature
Photonics, vol. 9, no. 6, pp. 397-402, 2015.

[81] I. Devetak and A. Winter, “Distillation of secret key
and entanglement from quantum states,” Proc. R. Soc.
A, vol. 461, January 2005.

[82] E. Diamanti and A. Leverrier, “Distributing secret keys
with quantum continuous variables: Principle, security
and implementations,” Entropy, vol. 17, no. 9, pp. 6072—
6092, 2015.

[83] A. Leverrier, “Security of continuous-variable quantum
key distribution via a gaussian de Finetti reduction,”
Phys. Rev. Lett., vol. 118, p. 200501, 2017.

[84] Some assumptions are still present in the device-
independent scenario, such as isolated labs and trusted
random number generators (see [9] for a discussion).

[85] F. Dupuis, O. Fawzi, and R. Renner, “Entropy accumu-
lation,” 2016. arXiv:quant-ph/1607.01796.




[86] R. Konig and R. Renner, “A de Finetti representa-
tion for finite symmetric quantum states,” Journal of
Mathematical Physics, vol. 46, no. 12, p. 122108, 2005.

[87] J. Barrett, R. Colbeck, and A. Kent, “Memory attacks
on device-independent quantum cryptography,” Phys.
Rev. Lett., vol. 110, p. 010503, Jan 2013.

[88] J. Ribeiro, G. Murta, and S. Wehner, “Fully device-
independent conference key agreement,” Phys. Rev. A,
vol. 97, p. 022307, Feb 2018.

[89] J. Ribeiro, G. Murta, and S. Wehner, “Reply to “com-
ment on ‘fully device-independent conference key agree-
ment’ )’ Phys. Rev. A, vol. 100, p. 026302, Aug 2019.

[90] T. Holz, D. Miller, H. Kampermann, and D. Brugf,
“Comment on “fully device-independent conference key
agreement”)” Phys. Rev. A, vol. 100, p. 026301, Aug
2019.

[91] L. Masanes, S. Pironio, and A. Acin, “Secure
device-independent quantum key distribution with
causally independent measurement devices,” Nature
Communications, vol. 2, p. 238, jul 2008.

[92] M. Navascues, S. Pironio, and A. Acin, “Bounding the
set of quantum correlations,” Phys. Rev. Lett., vol. 98,
p.- 010401, Jan 2007.

[93] M. Navascues, S. Pironio, and A. Acin, “A convergent
hierarchy of semidefinite programs characterizing the
set of quantum correlations,” New Journal of Physics,
vol. 10, p. 073013, jul 2008.

[94] T. Holz, H. Kampermann, and D. Bruf, “A genuine mul-
tipartite bell inequality for device-independent confer-
ence key agreement,” 2019. arXiv:quant-ph/1910.11360.

[95] V. Scarani and N. Gisin, “Quantum communication be-
tween n partners and Bell’s inequalities,” Phys. Rev.
Lett., vol. 87, p. 117901, Aug 2001.

[96] V. Scarani and N. Gisin, “Quantum key distribution be-
tween n partners: Optimal eavesdropping and bell’s in-
equalities,” Phys. Rev. A, vol. 65, p. 012311, Dec 2001.

[97] M. Takeoka, E. Kaur, W. Roga, and M. M. Wilde, “Mul-
tipartite entanglement and secret key distribution in
quantum networks,” 2019. arXiv:1912.10658.

[98] R. Augusiak and P. Horodecki, “Multipartite secret key
distillation and bound entanglement,” Phys. Rev. A,
vol. 80, p. 042307, Oct 2009.

[99] K. Horodecki, M. Horodecki, P. Horodecki, and J. Op-
penheim, “Secure key from bound entanglement,” Phys.
Rev. Lett., vol. 94, p. 160502, Apr 2005.

[100] K. Horodecki, M. Horodecki, P. Horodecki, and J. Op-
penheim, “General paradigm for distilling classical
key from quantum states,” IEEE Transactions on
Information Theory, vol. 55, pp. 1898-1929, April 2009.

[101] P. Horodecki and R. Augusiak, “Quantum states rep-
resenting perfectly secure bits are always distillable,”
Phys. Rev. A, vol. 74, p. 010302, Jul 2006.

[102] S. Das, S. Bauml, M. Winczewski, and K. Horodecki,
“Universal limitations on quantum key distribution over
a network,” 2019. arXiv:1912.03646.

[103] G. Carrara, H. Kampermann, D. Bruff, and G. Murta,
“In preparation,” 2020.

[104] D. Leibfried, E. Knill, S. Seidelin, J. Britton, R. B.
Blakestad, J. Chiaverini, D. B. Hume, W. M. Itano,
J. D. Jost, C. Langer, R. Ozeri, R. Reichle, and D. J.
Wineland, “Creation of a six-atom ’schrddinger cat’
state,” Nature, vol. 438, no. 7068, pp. 639-642, 2005.

[105] H. Héaffner, W. Hénsel, C. F. Roos, J. Benhelm,
D. Chek-al kar, M. Chwalla, T. Kérber, U. D. Rapol,

14

M. Riebe, P. O. Schmidt, C. Becher, O. Giihne, W. Diir,
and R. Blatt, “Scalable multiparticle entanglement of
trapped ions,” Nature, vol. 438, no. 7068, pp. 643-646,
2005.

[106] T. Monz, P. Schindler, J. T. Barreiro, M. Chwalla,
D. Nigg, W. A. Coish, M. Harlander, W. Haensel,
M. Hennrich, and R. Blatt, “14-qubit entanglement:
creation and coherence,” Phys. Rev. Lett., vol. 106,
p- 130506, 2011.

[107] J.-W. P. et al., “Multiphoton entanglement and inter-
ferometry,” Rev. Mod. Phys., vol. 84, p. 777, 2012.

[108] X.-C. Yao, T.-X. Wang, P. Xu, H. Lu, G.-S. Pan, X.-
H. Bao, C.-Z. Peng, C.-Y. Lu, Y.-A. Chen, and J.-
W. Pan, “Observation of eight-photon entanglement,”
Nature Photonics, vol. 6, no. 4, pp. 225-228, 2012.

[109] X.-L. Wang, L.-K. Chen, W. Li, H.-L. Huang, C. Liu,
C. Chen, Y.-H. Luo, Z.-E. Su, D. Wu, Z.-D. Li, H. Lu,
Y. Hu, X. Jiang, C.-Z. Peng, L. Li, N.-L. Liu, Y.-
A. Chen, C.-Y. Lu, and J.-W. Pan, “Experimental
ten-photon entanglement,” Phys. Rev. Lett., vol. 117,
p. 210502, Nov 2016.

[110] H.-S. Zhong, Y. Li, W. Li, L.-C. Peng, Z.-E. Su, Y. Hu,
Y.-M. He, X. Ding, W. Zhang, H. Li, L. Zhang, Z. Wang,
L. You, X.-L. Wang, X. Jiang, L. Li, Y.-A. Chen, N.-
L. Liu, C.-Y. Lu, and J.-W. Pan, “12-photon entan-
glement and scalable scattershot boson sampling with
optimal entangled-photon pairs from parametric down-
conversion,” Phys. Rev. Lett., vol. 121, p. 250505, Dec
2018.

[111] M. Malik, M. Erhard, M. Huber, M. Krenn, R. Fickler,
and A. Zeilinger, “Multi-photon entanglement in high
dimensions,” Nature Photonics, vol. 10, no. 4, pp. 248—
252, 2016.

[112] R. Barends, J. Kelly, A. Megrant, A. Veitia,
D. Sank, E. Jeffrey, T. C. White, J. Mutus, A. G.
Fowler, B. Campbell, Y. Chen, Z. Chen, B. Chiaro,
A. Dunsworth, C. Neill, P. O’Malley, P. Roushan,
A. Vainsencher, J. Wenner, A. N. Korotkov, A. N. Cle-
land, and J. M. Martinis, “Superconducting quantum
circuits at the surface code threshold for fault toler-
ance,” Nature, vol. 508, no. 7497, pp. 500-503, 2014.

[113] C. Song, K. Xu, W. Liu, C.-p. Yang, S.-B. Zheng,
H. Deng, Q. Xie, K. Huang, Q. Guo, L. Zhang, P. Zhang,
D. Xu, D. Zheng, X. Zhu, H. Wang, Y.-A. Chen, C.-
Y. Lu, S. Han, and J.-W. Pan, “10-qubit entanglement
and parallel logic operations with a superconducting cir-
cuit,” Phys. Rev. Lett., vol. 119, p. 180511, Nov 2017.

[114] M. G. et al, “Genuine 12-qubit entanglement on a su-
perconducting quantum processor,” Phys. Rev. Lett.,
vol. 122, p. 110501, 2019.

[115] S. B. van Dam, J. Cramer, T. H. Taminiau, and R. Han-
son, “Multipartite entanglement generation and contex-
tuality tests using non-destructive three-qubit parity
measurements,” Phys. Rev. Lett., vol. 123, p. 050401,
2019.

[116] L. Pezzé, A. Smerzi, M. K. Oberthaler, R. Schmied,
and P. Treutlein, “Quantum metrology with nonclassical
states of atomic ensembles,” Rev. Mod. Phys., vol. 90,
p- 035005, Sep 2018.

[117] J. Ma, X. Wang, C. Sun, and F. Nori, “Quantum spin
squeezing,” Physics Reports, vol. 509, no. 2, pp. 89 —
165, 2011.

[118] B. Liicke, J. Peise, G. Vitagliano, J. Arlt, L. Santos,
G. Té6th, and C. Klempt, “Detecting multiparticle en-




[119]

[120]

[121]

tanglement of dicke states,” Phys. Rev. Lett., vol. 112,
p. 155304, Apr 2014.

M. F. Riedel, P. Bohi, Y. Li, T. W. Hénsch, A. Sinatra,
and P. Treutlein, “Atom-chip-based generation of en-
tanglement for quantum metrology,” Nature, vol. 464,
no. 7292, pp. 1170-1173, 2010.

P. Kunkel, M. Priifer, H. Strobel, D. Linnemann,
A. Frolian, T. Gasenzer, M. Géarttner, and M. K.
Oberthaler, “Spatially distributed multipartite entan-
glement enables epr steering of atomic clouds,” Science,
vol. 360, no. 6387, pp. 413—416, 2018.

M. Fadel, T. Zibold, B. Décamps, and P. Treutlein,
“Spatial entanglement patterns and Einstein-Podolsky-
Rosen steering in Bose-Einstein condensates,” Science,
vol. 360, no. 6387, pp. 409-413, 2018.

15

[122] K. Lange, J. Peise, B. Liicke, I. Kruse, G. Vitagliano,
I. Apellaniz, M. Kleinmann, G. Téth, and C. Klempt,
“Entanglement between two spatially separated atomic
modes,” Science, vol. 360, no. 6387, pp. 416418, 2018.

[123] D. Dung, C. Kurtscheid, T. Damm, J. Schmitt,
F. Vewinger, M. Weitz, and J. Klaers, “Variable po-
tentials for thermalized light and coupled condensates,”
Nature Photonics, vol. 11, p. 565, 2017.

[124] M. Proietti, J. Ho, F. Grasselli, P. Barrow, M. Malik,
and A. Fedrizzi, “Experimental quantum conference key
agreement,” 2020. arXiv:quantum-ph/2002.01491.

[125] L. Sheridan and V. Scarani, “Security proof for quantum
key distribution using qudit systems,” Phys. Rev. A,
vol. 82, p. 030301, Sep 2010.

[126] M. Pivoluska, M. Huber, and M. Malik, “Layered quan-
tum key distribution,” Phys. Rev. A, vol. 97, p. 032312,
Mar 2018.




Analytical entropic bounds for
multiparty device-independent

cryptography

Title: Analytical entropic bounds for multiparty device-
independent cryptography
Authors: Federico Grasselli, Glaucia Murta, Hermann Kampermann
and Dagmar Bruf3
Journal: npj Quantum Information

Impact factor: 9.206 (2017)
Date of submission: 15 May 2020
Publication status: Under review

Contribution by FG: First author (input approx. 75%)

This publication corresponds to reference [Gra+20]. A summary of its content is
presented in chapter 7.

HK, GM and DB triggered the consideration of this research project. I developed
the project while having regular discussions with GM and HK on our intermediate
results and on the direction of the project. I derived most of the proofs of the
results presented in the manuscript and performed the analytical calculations of the
conditional entropies. In particular, I proved the two main theorems of the paper
(Theorem 1 and 2) and provided the proofs of the statements in sections II and III
of the Supplementary Information attached to the manuscript. I also contributed
in proving the statements in sections I, V and VI of the same attachment. I wrote
the whole manuscript except for section I and parts of sections V and VI of the
Supplementary Information, which were written by GM and HK. I performed all
the numerical simulations which played a decisive role in revealing the optimal
states minimizing the considered conditional entropies. The plots included in the
manuscript were also obtained by me. All the authors contributed to the discussion
of the results and to reviewing the manuscript.

289



2004.14263v2 [quant-ph] 15 May 2020

arxiv

Analytical entropic bounds for multiparty device-independent cryptography

Federico Grasselli,’ * Glaucia Murta,'*T Hermann Kampermann,! and Dagmar Bruf!

YInstitut fiir Theoretische Physik III, Heinrich-Heine- Universitit
Diisseldorf, Universitdtsstrafie 1, D-40225 Diisseldorf, Germany

We consider a device-independent (DI) scenario where N parties test a generic full-correlator Bell
inequality with two inputs and two outcomes per party. By exploiting the inequality’s symmetries,
we drastically simplify the general form of the quantum state that can be considered, without loss of
generality. We then focus on the Mermin-Ardehali-Belinskii-Klyshko (MABK) inequality and derive
an upper bound on the maximal violation of the MABK inequality by an arbitrary N-qubit state,
as a function of the state’s parameters. The two results enable us to derive analytical bounds on
the von Neumann entropy of the parties’ outcomes, conditioned on the eavesdropper’s information.
These quantities are crucial for the security of most cryptographic protocols and better bounds
significantly impact the protocols’ performance. In particular, we bound the conditional entropy of
a single party’s outcome and the joint conditional entropy of two parties’ outcomes, as a function
of the MABK violation observed by three parties. We extend the former bound to N parties and
prove its tightness, while we observe that the latter bound significantly improves previous results.

INTRODUCTION

Stimulated by data security concerns and by commercial
opportunities, several companies and governments are in-
creasingly investing resources in quantum cryptography
technologies [1, 2]. Those include, most prominently,
quantum key distribution (QKD) [3-10] and quantum
random number generation [11, 12]. The former enables
two parties to establish an information-theoretically se-
cure shared key, while the latter is considered the only
source of genuine randomness. In the context of emerg-
ing quantum networks [13-20], the task of QKD can be
generalized to quantum conference key agreement (CKA)
[21-27]. Here, N parties establish a common secret key
to securely broadcast messages within their network, as
proved recently in the first CKA experiment [28]. How-
ever, it is challenging to ensure that the assumptions on
the implementation of these cryptographic tasks are met
in practice, hence jeopardizing their security.

This led to the development of device-independent (DI)
cryptographic protocols, whose security holds indepen-
dently of the actual functioning of the quantum devices
and is based on the observation of a Bell inequality vio-
lation [29]. Such protocols include DIQKD [30-38] and
DICKA [39-42] schemes, where a secret key is shared
by two or more parties, respectively. Otherwise, with DI
randomness generation (DIRG) protocols [43-53] one can
generate intrinsic randomness which is guaranteed to be
private thanks to a Bell violation.

A crucial aspect of any DI protocol is the ability to
carefully estimate, from the observed Bell violation, the
minimum amount of uncertainty that a potential eaves-
dropper, Eve, could have about the protocol’s outputs.
Indeed, this quantity determines the length of the se-
cret random bitstring that can be distilled from the
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protocol’s outputs. Eve’s uncertainty is often quanti-
fied by an appropriate conditional von Neumann entropy
[6, 32, 33, 37|, relative to the effective state shared by the
parties in a generic round of the protocol. The goal is to
minimize the entropy over all the possible states yielding
the observed Bell inequality violation.

This task can be carried out numerically, however the
available techniques [54-57] focus on minimizing a lower
bound on the von Neumann entropy, namely the min-
entropy [6], thus producing sub-optimal results. Here we
follow an analytical approach that reduces the degrees of
freedom of the generic state shared by the parties with-
out loss of generality, by exploiting the symmetries of the
considered Bell inequality. The resulting state depends
on a small number of parameters, allowing a direct min-
imization of the conditional von Neumann entropy. This
can result in a tight bound of the eavesdropper’s uncer-
tainty, which directly translates to an increased perfor-
mance of the protocols. To the best of our knowledge,
such an analytical procedure has only been developed by
Pironio et al. [33] in the case of two parties testing the
Clauser-Horne-Shimony-Holt (CHSH) inequality [58].

In this work we develop a similar analytical procedure,
applicable to a broad class of DI scenarios. Specifically,
we consider N parties, each equipped with two measure-
ment settings with binary outcomes, testing a generic
full-correlator Bell inequality —i.e. an inequality where
each correlator involves every party [59]. Without loss
of generality, we reduce the density matrix of the generic
state shared by the N parties to a 2V x 2V diagonal ma-
trix, except for 2V~! — N purely imaginary off-diagonal
terms. This means, for instance, that three parties share
a state completely determined by only eight independent
parameters (one is removed due to normalization). No-
tably, we recover the result of Pironio et al. when N = 2.

We then focus on the Mermin-Ardehali-Belinskii-
Klyshko (MABK) inequality [60-62] and derive an an-
alytical bound on the maximal violation of the MABK
inequality obtained by performing rank-one projective
measurements on an arbitrary N-qubit state, as a func-



tion of the state’s parameters. This is a result of in-
dependent interest, which generalizes the bound for the
bipartite case of [63] and constitutes, to our knowledge,
the first of this kind valid for an arbitrary N-qubit state.

By combining the results on the state reduction and
on the MABK violation upper bound, we obtain ana-
lytical bounds on relevant conditional von Neumann en-
tropies when three parties, Alice, Bob and Charlie, test
the MABK inequality. Specifically, we obtain a tight
lower bound on the von Neumann entropy of Alice’s out-
come conditioned on the eavesdropper’s information. We
extend the bound to N parties by showing that it coin-
cides with one derived previously [64] on completely dif-
ferent grounds and with no allegation of tightness. The
bound can find potential application in DIRG based on
multipartite nonlocality. We also provide a heuristic ar-
gument for which full-correlator Bell inequalities, such as
the MABK inequality, are unlikely to be employed in any
DICKA protocol.

In the same tripartite context, we derive a lower bound
on the joint conditional von Neumann entropy of Alice
and Bob’s outcomes, which substantially improves the
result derived in [49], where the authors bound the cor-
responding min-entropy. The derived bound can be em-
ployed in proving the security of DI global randomness
generation schemes.

RESULTS
Reduction of the N-party quantum state

Consider a DI scenario with N parties, denoted Alicey,

, Alicey. The parties test a generic full-correlator Bell
inequality [59] where each of them can choose among two
measurement settings with binary outcomes. We iden-
tify this as the (N,2,2) DI scenario. We assume the
setup to be characterized by an eavesdropper, Eve, dis-
tributing an unknown quantum state to the parties, and

by unknown dichotomic observables A§f) representing the
possible measurements settings (x = 0,1) for each party
(i =1,...,N). Then, the considered Bell inequality is a
linear combination of full-correlators of the form:

(AR AD)Y. (1)

From the observed Bell violation, the parties could quan-
tify Eve’s uncertainty on some of their outcomes by com-
puting an appropriate conditional von Neumann entropy.
With this result, they could enhance their outcomes’ pri-
vacy (privacy amplification [6]) and use them for various
cryptographic tasks (e.g. DICKA or DIRG).

Here we present a fundamental result which enables
a direct computation of the conditional von Neumann
entropy of interest.

We first define the GHZ basis [21] for the Hilbert space
of N qubits as follows.

Definition 1. The GHZ basis for the set of N-qubit
states is composed of the following 2V states:

Yo,a) = +(=1)7 (1) [a)) (2)

1 4
NG (10) |a)

where o € {0,1} while @ € {0,1}V"! and @ = 1 & @ are
(N —1)-bit strings. In particular, for a three-qubit state,
the GHZ basis reads:

|¢i,j,k> = (|07jak>+(_1)1|13377€>) i?jake {051}7

3)

1
V2
where the bar over a bit indicates its negation.

We can now state the first major result of this work,
the proof of which is reported in the Methods section.

Theorem 1. Let N parties test an (N,2,2) full-
correlator Bell inequality. It is not restrictive to assume
that, in each round, Eve distributes a mizture ) Papa
of N-qubit states pe, together with a flag |o) (known to
her) which determines the measurements performed on
Pa given the parties’ inputs. Without loss of generality,
the measurements performed by each device on p, are
rank-one binary projective measurements in the (x,y)-
plane of the Bloch sphere. Moreover, each state p, is
diagonal in the GHZ basis, except for some purely imag-
inary off-diagonal terms:

pa= D altoa)(woal+A%lvra) (Yral
@e{0,1}N -1
+isg (|vo,2) (Y12 |—[v1,a) (Yo,al)] s (4)
Finally, N arbitrary off-diagonal terms s% can be as-

sumed to be zero.
(Afa AT

In the following we focus our analysis on a given state
pa- Hence, for ease of notation we drop the symbol « in
the parameters related to the state p (e.g. A§ ; and s)
when there is no ambiguity.

Note that, for N = 2, we recover the result of [33]. By
applying Theorem 1 to the case of N = 3 parties, it is not
restrictive to assume that they share a mixture of states
Pa, With the following matrix representation in the GHZ
basis:

Independently, N pairs of the form
) can be arbitrarily ordered (e.g. Aoz > A{z)-

Moo O 0 0 0 0 0 0 7
0 Moo O 0 0 0 0 0
0 0 Mo 0 0 0 0 0
. 0 0 0 Moi O 0 0 0
Pe=10 0 0 0 X O 0 0
0 0 0 0 0 Mo O 0
0 0 0 0 0 0 /\011 is

L0 0 0 0 0 0 —is A

(5)
The eigenvalues of (5) are given by:
pijk = Aije (4, k) # (1, 1)

Aot1 4+ A1+ (—1) (Aot — Ai11)? + 4s2

Pill1 = 9 . (6)



Upper bound on MABK violation

The MABK inequality [60-62] is one possible generaliza-
tion of the CHSH inequality [58] and is derived on the
following MABK operator.

Definition 2. The MABK operator My is defined by
recursion [64, 65]:
My = Gonsu(Ay), AT, AP, A7)
= AP 0 AP + AV © AP + AP © AP
1 2
— AV AP

1 -
My = iGCHSH(MNflaMNflaAg)N)yAEN))a (7)

where A&? for x; = 0,1 are the binary observables of
Alice; ((Ag?)f = AE}) and (A(xi.))2 <id) and where M; is
the operator obtained from M; by replacing every observ-
able A;ij) with Aﬁxl For N = 3, the MABK operator
reads:

Ms=Ay® By ®C1 + Ay ® By ® Cy
+ A1 ®By®Cy— A1 ® By ® Cy (8)

where A, B, and C, are Alice’s, Bob’s and Charlie’s
observables, respectively.

Then the N-partite MABK inequality reads as follows:
2, classical bound

2N/2, GME threshold (9)
2(V+1)/2 - quantum bound

(My) = Te[Myp] <

where My is the MABK operator and a violation of the
GME threshold implies that the parties share a genuine
multipartite entangled (GME) state.

The second major result is an upper bound on the
maximal MABK violation obtained when N parties share
an N-qubit state and perform rank-one projective mea-
surements on the respective qubits. The bound is state-
dependent and tight on certain classes of states (proof
and tightness conditions in Methods). This is, to the
best of our knowledge, the first bound of such kind for
an N-partite Bell inequality. Recently, the authors in [66]
derived a similar bound in the N = 3 case. Our bound
is tight on a larger set of states (discussion in Methods)
and is valid for general N.

Theorem 2. The mazimum violation M, of the
N-partite MABK inequality (9), attained with rank-one
projective measurements on an N-qubit state p, satisfies

My <2Vt + 1 (10)

where tg and t1 are the largest and second-to-the-largest
eigenvalues of the matriz TprT, where T}, is the correla-
tion matriz of p.

We define the correlation matrix of an N-qubit state
as follows.

Definition 3. The correlation matriz of an N -qubit state
p, T, is a square or rectangular matriz defined by the
elements [T,);; = Trlpo,, ® ... ® oy, such that:

[N/2]
i=1+4 Y BINEITRQ 1)
k=1
N
j=1+ > 3V Fw-1) (11)
k=[N/2]+1

where vq,...,vy € {1,2,3}, o,,are the Pauli operators
and [x| returns the smallest integer greater or equal to
x.

Remark. We remark that the most general measure-
ments to be considered in computing the mazimal MABK
violation are projective measurements defined by observ-
ables (AS))2 = id [59], since POVMs never provide
higher violations [67, 68]. Such measurements on qubits
reduce to either (i) rank-one projective measurements

—

given by AV = ai - with unit vectors @l € R® and
where & = (X,Y, Z)T is the vector of Pauli operators, or
(ii) rank-two projective measurements given by the iden-

tity ASZ’) = +id, i.e. measurements with a fized outcome.
While for N = 2 parties the identity does not lead to any
violation [63] and the optimal measurements are described
by case (i), in a multipartite scenario case (i) cannot be
ignored.

For instance, if N = 3 parties share the state id/2 ®
[%00) (%00 | (With |1go) given in Definition 1), an MABK
violation of 2/2 is achieved if the first party measures
Agl) = Agl) = id, whereas no violation is obtained if her
measurements are restricted to AL = a -ao.

We point out that previous works [66, 69-71] address-
ing the violation of multipartite Bell inequalities achieved
by a given multi-qubit state have neglected case (ii) and
only considered case (i). By applying the above exam-
ple, we stress that the results of [66, 69-71] characterizing
Bell violations yielded by multi-qubit states are, in fact,
less general than claimed.

Nevertheless, for states whose maximal violation is
above the GME threshold, the bound we provide in The-
orem 2 is general and holds independently of the parties’
measurements. Indeed, measuring the identity cannot
lead to violations above the GME threshold and thus
case (i) is already the most general.

By applying Theorem 2 to the state p, in (5), we ob-
tain an upper bound on the maximal MABK violation
M, achievable on p, with rank-one projective measure-
ments.

Corollary 1. For a tripartite state p, of the form given
in (5), the mazximal violation M,, of the MABK inequal-



ity achieved with rank-one projective measurements sat-
isfies:

1

> (pojk — prje)?, (12)

7,k=0

where {pi;i} are the eigenvalues of the state po, as spec-

ified in (6).

In the Methods section, we provide the tightness condi-
tions (75) for which the upper bound in (12) is achieved.

Tight conditional entropy bound

Consider the (3,2,2) DI scenario where Alice, Bob and
Charlie test the tripartite MABK inequality in order
to quantify Eve’s uncertainty on Alice’s outcome X,
by computing the conditional von Neumann entropy
H(X|E). We emphasize that, in a DIRG protocol, the
entropy H (X |E) determines the asymptotic rate of secret
random bits extracted by applying privacy amplification
[6] on Alice’s X outcomes [72, 73|. Similarly, in DICKA
the secret key rate is determined by H(X|E) decreased
by the amount of classical information disclosed by the
parties in the other steps of the protocol [41, 64, 72].

We derive a tight analytical lower bound on H(X |E) as
a function of the observed MABK violation. Theorem 1
guarantees that we can restrict the computation of the
conditional entropy H(X|E.t) over a mixture of states
pa of the form (5) and to rank-one projective measure-
ments performed by the parties. We emphasize that the
total information Fi,; = E'Z available to Eve includes the
knowledge of the flag = which carries the value of « (see
Methods). The goal is to lower bound the conditional en-
tropy with a function F' of the observed MABK violation
m. The bound is tight if, for any given MABK violation
m, there exist a quantum state and a set of measure-
ments that achieve that violation and whose conditional
entropy is exactly given by F(m).

Thanks to Theorem 1, we can be express the condi-
tional entropy H (X |Eiot) as follows:

H(X|Eor) = ZpaH(X|EE =a)

:ZPQH(X|E)pa7 (13)

as a matter of fact the state on which H(X|E;qt) is com-
puted is a classical-quantum state (see Eq. (38) in Meth-
ods). At the same time, the observed violation m can be
expressed as:

m = Zpama~ (14)

In (13), the entropy H(X|E),, is the conditional entropy
of Alice’s outcome given that Eve distributed the state

Pa, While p,, is the probability distribution of the mix-
ture prepared by Eve. In (14), m, is the violation that
the parties would observe had they shared the state p,
in every round of the protocol and performed the corre-
sponding rank-one projective measurements.

We then aim at lower bounding H(X|E),, with a con-
vex function F' of the MABK violation my:

H(X|E),, > F(ma). (15)

By combining (13), (14), (15) and the convexity of F,
one can obtain the desired lower bound on H(X|E}.t) as
a function of the observed violation m:

H(X|Etot) > F(m). (16)

In the following we show in detail how to obtain the func-
tion F. In particular, we minimize the conditional en-
tropy H(X|E),, over all the states p, of the form (5),
whose MABK violation m, achieved with rank-one pro-
jective measurements is upper bounded by (12).

The eigenvectors of the state p,, correspondent to the
eigenvalues in (6), read:

lpiji) = i) (G, k) # (1,1)
|po11) = cos(arctanq) [¢o1,1) —
)

|p111) = cos(arctan g) |¢1,1,1) — isin(arctang) |¢o1,1) ,
(17)

isin(arctan q) [¢1,1,1)

where the parameter ¢ is defined as:

2s
Xot1 — Ari1 + /ot — An)? + 4s2

q= (18)

By combining the freedom in ordering the diagonal ele-
ments \;; of po (c.f. Theorem 1) with the definition of
the eigenvalues p;jx in (6), one can impose the following
constraints on the eigenvalues:

Pojk = PLjk V., k. (19)

The entropy H(X|E)
quantum state:

pxe = (Ex ®@idg) Tree|¢apor) (Papcr|l; (20)

where |¢% g ) 1S a purification of p, (Eve holds the pu-
rifying system FE), while Ex represents Alice’s projective
measurement defined by the following projectors:

is computed on the classical-

Pa

(10) + (=1)% 1)) ae{0,1},  (21)

|a>X \f

where ¢ € [0, 27] identifies the measurement direction in
the (x,y)-plane of the Bloch sphere. The entropy min-
imization is greatly simplified if, instead of minimizing
over the matrix elements {\;;5} and s of p,, one mini-
mizes over its eigenvalues {p;;i } and over ¢. Indeed, there
exists a bijective map linking the two sets of parameters,
defined by the relations (6) and (18). The remarkable
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Figure 1. Tight analytical lower bound on the conditional
entropy H(X|Eot) as a function of the MABK inequality vi-
olation (Eq. (28)) observed by three parties. We notice that
Eve has no uncertainty on Alice’s outcome X for violations
below the genuine multipartite entanglement (GME) thresh-
old.

advantage of adopting the new variables {p;;i} and ¢, in
the minimization of H(X|E),,, is that the MABK vio-
lation upper bound M}, in (12) only depends on {p;;x}-
This allows us to first minimize the entropy over ¢ and
i without affecting the MABK violation. In particular,
one can easily verify that the entropy is minimized for
g = ¢ = 0, by using the constraints (19). In other words,
it is optimal for Eve to distribute a mixture of GHZ-
diagonal states (¢ = 0 implies s = 0), similarly to the
bipartite scenario studied in [33]. The resulting condi-
tional entropy reads:

H(X|E),, =1—H({pije}) + H{ piji. + pii})s (22)

where the Shannon entropy of a probability distribution
{pi}i is defined as H({p;}) = >, —pilog, p;.

The final step consists in minimizing the entropy in
(22) over {p;;r} and for a given violation m,, with the
constraint given by the MABK violation upper bound
(12):

Mme < M. (23)

We perform this optimization analytically and provide
the complete proof in section V of the Supplementary
Information.

Importantly, we show that the minimal entropy is at-
tained when equality holds in (23) and by the following
family of states for every value of the violation m:

T(Vm) = Vm|0,0,0)(¥0,0,0[+(1 = vm)[tho,1,1)(Yo,1.1 ]
(24)
The parameter v, is fixed by the violation m, via (23)
evaluated with the equals sign:

Mo = ML (V) = 44/202, — 20, + 1, (25)

where we used (12) to compute the upper bound on the
violation. The lower bound on the conditional entropy

H(X|E),
(24):

is thus given by the entropy of the states in

o

I{()(u?)pq > F(ma) = H(X|E)T(Vm) (26)

The entropy of the states in (24) is easily computed from
(22) and can be expressed in terms of the violation m,,
by reverting (25). We obtain:

1 1 /m2

where h(p) = —plogyp — (1 — p)logy(1 — p) is the bi-
nary entropy. Finally, the lower bound (27) is a convex
function, hence we can employ it in (16) and obtain the
desired lower bound on H(X|FE:xt) as a function of the
observed MABK violation:

H(X|Et0t)>1h<;+;\/n;21). (28)

In figure 1, we plot the lower bound on the conditional
entropy derived in (28), as a function of the observed
violation of the MABK inequality. We notice that the
minimized conditional entropy is zero for violations below
the GME threshold of 24/2. This means that GME is
a necessary feature to guarantee private randomness of
Alice’s outcome in a tripartite MABK scenario.

Moreover, the lower bound on the conditional entropy
in (28) is tight for any given observed violation. Indeed
for every violation m, there exists a state 7(v,,) whose
entropy coincides with the lower bound and that attains
an MABK violation equal to m. As a matter of fact,
the tightness conditions (75) of the MABK violation up-
per bound (12) (see Methods) are satisfied by the states
7(Vpm), implying that MI = M.

A lower bound on H(X|Ei.) as a function of the
MABK inequality violation is also derived in [64], for
the general N-party scenario. However, we emphasize
that the bound in [64] is based on a completely differ-
ent approach and with no allegation of optimality. The
conditional entropy bound obtained in [64] reads:

1 1 /m2
HX|EBw) >1—h =+ -/" —1), 2
(X|Ew) > <2+2 e ) (20)

where m is the observed violation of the N-partite
MABK inequality (9).

Surprisingly, the lower bound (29) for N = 3 coincides
with the tight bound (28) obtained in this work. This
observation proves the tightness of the bound (29) in the
N = 3 case. We further verify that the bound (29) is
actually tight for every number of parties N. In order
to do so, we show that the bound (29) is attained by
the following family of states that generalizes (24) to N-
parties:

T(v) = |y 5) (Yo 51+ (1 = ¥)[g 1) (Yo 1 (30)



In particular, by combining the conditional entropy and
the maximal MABK violation of (30), similarly to what
is done in the N = 3 case, we derive exactly the bound
in (29). Note that the family of states (30) saturates
(10), as they satisfy the tightness conditions of Theorem 2
given in Egs. (IV.75) and (IV.80) of the Supplementary
Information. In this way we prove that also (29) is a
tight bound.

Finally, we remark that the tight entropy bound (29)
is only defined for m > 2V/2 that is only for violations
above the GME threshold. Since private randomness of
a party’s outcome is a prerequisite of any DICKA proto-
col, it is an open question whether GME is a necessary
ingredient for DICKA. Besides, in the next section we
argue on the apparent incompatibility of full-correlator
Bell inequalities and DICKA protocols.

Full-correlator Bell inequalities and DICKA

We provide an heuristic argument on why full-correlator
Bell inequalities with two dichotomic observables per
party, such as the MABK inequality, seem to be useless
for DICKA protocols. We hope that this fundamental
question can spark the interest of the community towards
more conclusive results.

Any DICKA protocol is characterized by two essential
ingredients: a violation of a multipartite Bell inequality
to ensure secrecy of Alice’s outcomes and correlated out-
comes among all the parties yielding the conference key.
Since a part of Alice’s outcomes form the secret key, one
of the measurements she uses to assess the violation of
the inequality must be the same used for key generation
[33, 42, 74]. Note that, unlike Alice, the other parties are
equipped with an additional measurement option solely
used for key generation.

It is known that every full-correlator Bell inequality
with two dichotomic observables per party is maximally
violated by the GHZ state [59]. Moreover, the only mul-
tiqubit state leading to perfectly correlated and random
outcomes among all the parties is the GHZ state, when
the parties measure in the Z basis [21].

However, a GHZ state maximally violates a full-
correlator Bell inequality when the measurements are
chosen such that the resulting inequality (modulo re-
arrangements) is only composed of expectation values
of GHZ stabilizers, which acquire the extremal value 1.
Moreover, the stabilizers appearing in the inequality do
not act trivially on any qubit —i.e. do not contain the
identity— due to the full-correlator structure of the in-
equality. We call such stabilizers “full-stabilizers” for ease
of comprehension.

The problem is that none of the N-partite GHZ state
full-stabilizers, for N odd, contains the Z operator [75].
This implies that, in order to maximally violate the in-
equality, Alice’s measurement directions are orthogonal
to Z. Since one of these measurements is also used to gen-
erate her raw key, she would obtain totally uncorrelated

outcomes with the rest of the parties (perfect correlations
are only obtained with a GHZ state when measuring 7).
This causes the unwanted situation of having maximal
violation and perfect correlations among the parties’ key
bits as mutually exclusive conditions. Since both condi-
tions are required in a DICKA protocol, the above argu-
ment constitutes an initial evidence that full-correlator
Bell inequalities are not suited for DICKA protocols.

A similar argument holds when the number of parties
N is even (N > 2). As a matter of fact, in this case there
exists only one GHZ full-stabilizer which contains the Z
operator, namely: Z®N. If (Z®N) were to appear in the
rearranged inequality expression, there should be at least
another correlator containing at least one Z operator.
Indeed, if each observable in a correlator never appears
again in any other term of the inequality, that correlator
is useless since Eve could assign to it any value (Eve is
supposed to know the inequality being tested). The lack
of any other full-stabilizer containing the Z operator pre-
vents having a second correlator containing Z, thus ex-
cluding the term (Z®V) in the first place. Therefore,
also in the N-even case Alice’s measurements leading to
maximal violation are orthogonal to Z, yielding uncorre-
lated raw key bits. We remark that the N = 2 case is
peculiar since the low number of parties allows (ZZ) (ob-
tained from the term (A, (By — Bi)) in the inequality) to
appear just once in the CHSH inequality [58].

It is worth mentioning that in Ref. [74] the apparent
incompatibility of the MABK inequality with a DICKA
protocol was already discussed. In particular, it is shown
in the tripartite case that there exists no honest imple-
mentation such that the parties’ outcomes are perfectly
correlated and at the same time the MABK inequality is
violated above the GME threshold, which is a necessary
condition as we pointed out above.

Despite the concerns on the use of MABK inequali-
ties in DICKA protocols, the results of this paper are
still of fundamental interest for DIRG [43-53] based on
multiparty nonlocality. As a further application, in the
following we improve the bound on Eve’s uncertainty of
Alice and Bob’s outcomes derived in [49].

Joint conditional entropy bound

Consider the same DI scenario introduced in section
“Tight conditional entropy bound”, and suppose that Eve
wishes to jointly guess the measurement outcomes X and
Y of Alice and Bob, respectively. This scenario may oc-
cur in DIRG protocols where the parties are assumed
to be co-located and collaborate to generate global se-
cret randomness [49, 72]. We estimate Eve’s uncertainty
by providing a lower bound on the conditional von Neu-
mann entropy H(XY|E),,, as a function of the MABK
violation m,. The entropy is computed on the following
quantum state:

Pxve = (Ex ® & @idg) Trel|¢hpor)(9ascrll, (31)



where the maps £x and &y represent Alice’s and Bob’s
measurements, respectively, defined by the following
rank-one projectors:

o)y = %um + (1) 1) ae{0,1}
by = %um F(=DbERR 1)) be {01} (32)

The lower bound on H(XY|E),, is derived by minimiz-
ing the entropy over the eigenvalues {p;;r} of po and
over ¢ given in (18), having upper bounded the observed
MABK violation with (12), by employing the same argu-
ments used for H(X|E),, .

We perform a fully-analytical optimization which is re-
ported in section VI of the Supplementary Information.
Notably, in analogy with the case of H(X|E),, , we verify
that the entropy is minimized when ¢ = ¢4 = ¢p = 0,
i.e. when p, is a GHZ-diagonal state and both Alice and
Bob measure in the X basis.

The analytical lower bound on H(XY|E),, reads:

H(XY|E),, > G(m,), (33)
where:

G(ma) =2 —H ({1 = 3f(ma), f(Ma), f(Mma), f(ma)}

and where the function f is defined as:

F(ma) = % _ gx/mg "y (35)

Similarly to the case of H(X|E),,, we can exploit the
convexity of the function in (34) to lower bound the con-
ditional entropy of the global state prepared by Eve:

H(XylEtot) 2 G(m)7 (36)

where m is the violation observed by Alice, Bob and
Charlie and G(m) is the function defined in (34).

The bound in (36) is plotted in figure 2 (green line),
together with the tight lower bound on the correspondent
min-entropy obtained in [49] (magenta line).

We point out the dramatic improvement in certifying
device-independently the privacy of Alice and Bob’s out-
comes with our lower bound on the conditional von Neu-
mann entropy H (XY |Eit), as opposed to bounding the
conditional min-entropy Hmin (XY |Etot).

The min-entropy is often used to lower bound the von-
Neumann entropy in DI protocols, since it can be directly
estimated using the statistics of the measurement out-
comes [54-57]. In general it holds that H > Hp, [76].
However, bounding the von Neumann entropy with the
min-entropy can be far from optimal, as in the case ana-
lyzed here (see figure 2).

From figure 2, we also observe that the conditional
entropy of the outcomes X and Y is nonzero for violations

2.0 T
—— H(XY|E) bound
.8 —— Hmin(XY|E) bound
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= |
o 1
< 1.0 |
S I
Co05 :
o
o i
1
0. - L .
8.0 25 3.0 3.5 4.0
MABK violation

Figure 2. Analytical lower bound on the conditional von Neu-
mann entropy H(XY |Eiot) (green line, Eq. (36)) as a function
of the MABK violation observed by three parties. We com-
pare it to the lower bound on the conditional min-entropy
Humin(XY|Etot) derived in [49] (magenta line). Our bound
dramatically improves the one in [49] since it directly bounds
the von Neumann entropy. Unlike the case of H(X|FEot) in
figure 1, Eve’s uncertainty on Alice and Bob’s outcomes is
nonzero even for violations below the GME threshold.

below the GME threshold unlike the entropy of Alice’s
outcome X (c.f. figure 1).

Finally we remark that, differently from the bound on
H(X|Eot) given in (28), we cannot infer the tightness of
our analytical bound on H(XY |E). This is discussed
in detail in section VI of the Supplementary Information.

DISCUSSION

The security of device-independent (DI) cryptographic
protocols is based on the ability to bound the entropy of
the protocols’ outcomes, conditioned on the eavesdrop-
per’s knowledge, by a Bell inequality violation. To this
aim, we considered a DI scenario where N parties test a
generic full-correlator Bell inequality, with two measure-
ment settings and two outcomes per party. We proved, in
this context, that it is not restrictive to reduce the most
general quantum state tested by the parties to a mixture
of simple N-qubit states. Our result reduces to the only
other one of this kind [33] when N = 2.

In order to obtain the entropic bounds, we proved
an analytical upper bound on the maximal violation of
the MABK inequality achieved by a given N-qubit state
when the parties perform rank-one projective measure-
ments. The bound is tight on certain classes of states
and has general validity (i.e. independent of the par-
ties” measurements) for states whose maximal violation
is above the GME threshold. Our bound generalizes the
known result [63] valid for the CHSH inequality to an
arbitrary number of parties. To the best of our knowl-
edge, this is the first bound on the maximal violation of
a N-partite Bell inequality achievable by a given state,
expressed in terms of the state’s parameters.



These results enabled us to derive a tight analytical
lower bound on the conditional von Neumann entropy of
Alice’s outcome, when Alice, Bob and Charlie test the
tripartite MABK inequality. We also derived an analyt-
ical lower bound on the joint conditional von Neumann
entropy of Alice and Bob’s outcomes, which dramatically
improves a similar estimation made in [49] in terms of the
corresponding min-entropy. The improvement gained by
directly bounding the von Neumann entropy has direct
implications for randomness generation protocols, inas-
much as it increases the fraction of random bits guaran-
teed to be private.

Surprisingly, our tight lower bound on the conditional
entropy of Alice’s outcome coincides with an analogous
one [64] inferred with a completely different method-
ology, namely exploiting a correspondence between the
CHSH and the MABK inequality, and with no allegation
of tightness. Moreover, we showed that the N-partite
version of the bound in [64] is actually tight for arbitrary
N.

We deduced that genuine multipartite entanglement
(GME) is necessary to guarantee the privacy of Al-
ice’s random outcome in any device-independent scenario
based on the MABK inequality. It is an open ques-
tion whether GME is a fundamental requirement for DI
conference key agreement (DICKA). In this regard, we
heuristically argued that full-correlator Bell inequalities
with two binary observables per party, such as the MABK
inequality, are unlikely to be employed in any DICKA
protocol. We envision further and more conclusive results
in this direction from the scientific community interested
in this topic.

The bounds on the conditional entropies derived in this
work can find potential application in DI randomness
generation based on multipartite nonlocality. Depending
on the application, such protocols would generate local
randomness for one party or global randomness for two
or more parties. In all cases, the privacy of the generated
random data would be ensured by entropic bounds like
the ones we derived.

Furthermore, the techniques developed in proving The-
orem 1 can inspire analogous analytical reductions of the
quantum state for other Bell inequalities. Indeed, of par-
ticular interest are the Bell inequalities employed in the
existing DICKA protocols [41, 42], for which a result like
Theorem 1 would be the first step towards a tight security
analysis, which is still lacking.

METHODS

Here we present the proofs of Theorem 1 and Theorem 2.

Proof of Theorem 1

The proof of Theorem 1 is based on three main ingredients:
(i) the fact that each party has only two inputs with two

outputs allows to reduce the analysis to qubits and rank-one
projective measurements; (ii) the symmetries of the MABK
inequality allow us to set all the marginals to zero, without
changing the MABK violation or the information available
to the eavesdropper; (iii) the freedom in the definition of the
local axes is used to further reduce the number of free param-
eters. Our proof is inspired by a similar proof given in [33].
However, our result is valid for an arbitrary number of parties
N in the generic (N, 2,2) DI scenario described in the main
text. Notably, for N = 2 we recover the result of [33].

In order to prove Theorem 1, we make use of the following
Lemma 1 which is a consequence of a result given in [77] and
whose proof is reported in section I of the Supplementary
Information.

Lemma 1. Let {Po, P1} and {Qo, Q1} be two projective mea-
surements acting on a Hilbert space H, such that Py, P1,Qo
and Q1 are projectors and Py + P1 = id and Qo + Q1 = id.
There exists an orthonormal basis in an enlarged Hilbert space
H* such that the four projectors are simultaneously block di-
agonal, in blocks of size 2 x 2. Moreover, within a 2 X 2 block,
each projector has rank one.

Proof of Theorem 1. The first step consists in reducing the
state distributed by Eve to a convex combination of N-
qubit states. To start with, every generalized measurement
(positive-operator valued measure) can be viewed as a pro-
jective measurement in a larger Hilbert space. Since we did
not fix the Hilbert space to which the shared quantum state
belongs, we can assume without loss of generality that the par-
ties’ measurements are binary projective measurements on a
given Hilbert space H. In particular, the projectors Po(i) and
Pl(i) (Q(()i) and QY)) correspond to Alice;’s binary observable
A(()i) (Agi)) relative to input z; = 0 (z; = 1).

Now we can apply Lemma 1 to the projective measurements
of Alice; for i = 1,..., N and state that, at every round of
the protocol, the Hilbert space on which e.g. Alice;’s mea-
surements are acting is decomposed as:

H* = @aHi ) (37)

where every subspace HZ2 is two-dimensional and both
Alice;’s measurements act within H2 as rank-one projective
measurements. From Alice;’s point of view, the measurement
process consists of a projection in one of the two-dimensional
subspaces followed by a projective measurement in that sub-
space (selected according to Alice;’s input). Therefore, Eve is
effectively distributing to Alice; a direct sum of qubits at ev-
ery round. Alice;’s measurement then selects one of the qubit
subspaces and performs a projective measurement within that
subspace. Of course, since Eve fabricates the measurement
device, the projective measurements occurring in every sub-
space can be predefined by Eve. Since this argument holds
for every party, Eve is effectively distributing a direct sum of
N-qubit states in each round.

Certainly, it cannot be worse for Eve to learn the flag o of
the subspace selected in a particular round before sending the
direct sum of N-qubit states to the parties. For this reason,
we can reformulate the state preparation and measurement in
a generic round of the protocol as Eve preparing a mixture

ParAnE = Do Papa QL |a){ale, (38)

of N-qubit states p., together with a set of ancillae
Z:={&}Y, (known to her) which fixes the rank-one pro-
jective measurements that each party can select on pq.



Let us now focus on one specific occurrence defined by a
given «, i.e. on one of the N-qubit states po. For ease of
notation, in the following we omit the symbol a.

We define the plane individuated by the two rank-one pro-
jective measurements of each party to be the (z,y)-plane of
the Bloch sphere. Now, we assume without loss of generality
that the statistics observed by the parties is such that every
marginal is random:

<H A“’>> =0, (39)

iEP

where A® is any dichotomic observable of Alice; and P is any
non-empty strict subset of all the parties: P C {1,...,N}. In-
deed, if this is not the case, the parties can perform the follow-
ing classical procedure on their outcomes which enforces the
requirement in Eq. (39): “Alice; and Alice; flip their outcome
with probability 1/2”7, repeated for every ¢ = 2,..., N. This
procedure does not change the observed Bell violation since an
even number of flips occurs at every time, thus leaving the cor-
relators (1) composing the Bell inequality unchanged. More-
over, it requires classical communication between the parties
which we assume to be known by Eve.

Since the observed statistics always satisfies (39), we can
imagine that it is Eve herself who performs the classical flip-
ping on the outputs in place of the parties. To this aim, Eve
could apply the following map to the state p she prepared,
before distributing it:

p = p=0LDi(p), (40)

where the composition operator in (40) represents the succes-
sive application of the following operations

Dilp) = 5+ 5177 7], (41)
with Z; representing the third Pauli operator applied on
Alice;’s qubit. Note that the application of Z prior to mea-
surement flips the outcome of a measurement in the (z,y)-
plane. Thus, by applying the map in (40), Eve is distributing
a state which automatically satisfies the condition (39). We
can safely assume that Eve implements the map in (40) since
this is not disadvantageous to her. As a matter of fact, her
uncertainty on the parties’ outcomes, quantified by the con-
ditional von Neumann entropy, does not increase when she
sends the state p instead of p. We provide a detailed proof
of this fact in section II of the Supplementary Information.
Therefore, it is not restrictive to assume that the parties re-
ceive the state (40) from Eve, which can be recast as:

LY
- ]- >4 X
=2 D L7, (42)
n=0 xeI(n)
with
I(n) = {x e {0,1}" : w(x) = 2n}, (43)
N
7=z, (44)
j=1

where the Hamming weight w(x) of a bit string x returns the
total number of bits that are equal to one and |y| returns the
greatest integer smaller or equal to y.

By expressing the initial generic state p in the GHZ basis:

1
p= Z Z Poiy(+5) [Yo,a) (Yr.5

@,5€{0,1}N—1 0,7=0

» o (45)

where p(oa)(r5) € C and by substituting it into (42), we notice
that the state p is greatly simplified in the GHZ basis. In
particular, all the coherences between states of the GHZ basis
relative to different vectors @ are null:

1
P= > D Penen Vo) (Yral. (46)

#e{0,1}N—10,7=0

This means that the matrix representation of p is block-
diagonal in the GHZ basis. By relabeling the non-zero matrix
coefficients, we represent p as follows:

5= @ |:Tu )\0;f rg + 1Sz

—isg Mg |’
@e{0,1}N -1

(47)

where Az, 73 and sy are real numbers. The number of free
parameters characterizing (47) can be further reduced by ex-
ploiting the remaining degrees of freedom in the parties’ local
reference frames [33]. Indeed, although we identified the plane
containing the measurement directions to be the (z,y)-plane
for every party, they can still choose the orientation of the
axes by applying rotations R(f) along the z direction. Conse-
quently, the state distributed by Eve without loss of generality
is given by:

Py = ®Ri<0i> p ®RI (6:), (48)

where the rotation R;(6;) acts on the Hilbert space of party
number ¢ and reads:
0;. .0
R;(0;) = cos Eld + isin §Z¢, (49)

where “id” is the identity operator. Similarly to p, even the
global rotation operator is block-diagonal in the GHZ basis:

N Bl@) . o BO.D)

COS —5— 1SN —5—
QR0 = P . 2o (50)
i=1 Zef{o,1}N—1 |isin L%’") cos 7’3(%’")

where 6 is the vector defined by the rotation angles
{61,...,0n} and B is a function of 6 and u defined as:

B0, @) =01+ S (=1)" 0541 (51)

This fact greatly simplifies the calculation in (48), as it al-
lows to multiply the matrices (47) and (50) block-by-block.
The resulting block-diagonal matrix representing the state
distributed by Eve reads:

_ Py rg + sk
o= @ |, (52)

@e{0,1}N -1

where the new matrix coefficients are given by:
Aoa =% [/\011 + A1z + (Moz — Aiz) cos B(0, @)
+2s7 sin B(0.7)| (53)
sz =sacos B(0,1) — 5oz — M) sin B@H)  (54)
N =3 [Roz + M — oz — M) cos (0, @)

—2szsin B(0, ﬁ)} . (55)



From (54) we deduce that choosing the rotation angles
01,...,0n such that the following linear constraint is verified:

1+ 30 (—1)"76;41 = arctan (56)

_fw
Aoz — g’
sets the corresponding imaginary part in (52) to zero: s = 0.
However, we can only impose N constraints like (56) on the N
rotation angles, thus we are able to arbitrarily set to zero N
terms like sz in (52). Moreover, by applying further rotations
(note that the composition of rotations is still a rotation) such
that: _ ~

01 + Z;-\/:zl(*].)u-j 9j+1 =T, (57)

we can exchange the diagonal terms in (52): Ajz = A1z and
Y@ = Xoz- This allows us to arbitrarily order up to N pairs
(Mow, AM1z), for the same argument as above. Note that the
blocks with ordered pairs are in general independent from the
blocks with null imaginary parts. It is also possible to impose
both conditions on the same block: applying (57) in (54) does
not introduce a non-zero imaginary part sj, if the imaginary
part was previously set to zero (sg = 0) with (56).
Finally we construct the state p_ starting from p4 given in
(52) by replacing rz with —rg:

_ Ao —rg +isy
oo = @ {_mO_ﬁSL v ) (58)

@e{0,1}N -1

We observe that the two states p+ yield the same measure-
ment statistics and provide Eve with the same information
—i.e. their conditional entropies coincide. Additionally, it is
not disadvantageous for Eve to prepare a balanced mixture
of p+ and p_ given by (py + p_)/2, rather than preparing
one of the two states with certainty. A detailed proof of these
observations is given in section III of the Supplementary In-
formation.

We conclude that it is not restrictive to assume that Eve
distributes to the parties a mixture of N-qubit states po to-
gether with an ancillary system fixing the parties’ measure-
ments. Each state po is represented by the following block
diagonal matrix in the GHZ basis:

_ P+ t+p- _ Aoz 18z
e < T K S P

@e{0,1}N -1

where the diagonal elements of N arbitrary blocks are ordered
and the off-diagonal elements of N blocks, chosen indepen-
dently from the previous ones, are zero. This concludes the
proof. O

Proof of Theorem 2

We present the proof of Theorem 2, which generalizes the
analogous result valid in the bipartite case for the CHSH in-
equality [63]. This is, to the best of our knowledge, the only
existing upper bound on the violation of the N-partite MABK
inequality by rank-one projective measurements on an arbi-
trary N-qubit state, expressed as a function of the state’s
parameters. Note that an analogous upper bound on the vio-
lation of the tripartite MABK inequality was recently derived
in [66]. However, here we show that our bound is tight on a
broader class of states and valid for an arbitrary number of
parties. In order to prove Theorem 2 we make use of the fol-
lowing Lemma 2, which generalizes an analogous result in [63]

10

to rectangular matrices of arbitrary dimensions. The proof of
Lemma 2 is reported in section IV of the Supplementary In-
formation.

Lemma 2. Let Q be an m X n real matriz and let ||U]| be
the Euclidean norm of vectors © € R*, for k = m,n. Finally,
let “” indicate both the scalar product and the matriz-vector
multiplication. Then

max [1Q- AP+ [[Q-&|f] = w42y (60)
gLe’ s.t.
lei=lle’ =1

where u1 and uz are the largest and second-to-the-largest
eigenvalues of U = QT Q, respectively.

For illustration purposes, here we report the proof of The-
orem 2 for the case of NV = 3 parties. The full proof is given
in section IV of the Supplementary Information.

Proof of Theorem 2 for N = 3. By assumption we restrict
the description of the parties’ observables to rank-one pro-
jective measurements on their respective qubit [59]. Hence
they can be represented as follows:

—

Ae=0y- 3, By=b,-7, andC. =2 -5,  (61)

where d, gy, &, are unit vectors in R® and where o1 = X, 00 =
Y and o3 = Z. We can then express the tripartite MABK
operator (8) as follows:

3
M3 = Z Mijkai®a]'®0k, (62)

i,J,k=1
where we defined
Mijk = aOibOjC1k + aoibljcok + alibOjCOk — aub1]~c1k. (63)

A generic 3-qubit state can be expressed in the Pauli basis
as follows

3
1
p= 3 Z Ay ou @0y ® 04, (64)
p,v,y=0

with A,y = Tr[po, ® o, ® 04] and o9 = id. With the MABK
operator in (62), the MABK expectation value on the generic
3-qubit state in (64) is given by:

(Ms),, = Tr(Msp)

My~ Tr (050, @ 000 ® 0roy)

i,5,k=1 p,v,y=0 85; .6

I j,V‘sk,

~

3
Z MijrxNijk. (65)

i,5,k=1

By recalling the correlation matrix of a tripartite state
(c.f. Definition 3), the MABK expectation value in (65) can
be recast as follows:

(M3), = (do @by + @1 @ bo)" T, &
+ (@ ®bo— a1 ®b1)" T, (66)



Finally, the maximum violation M, of the MABK inequality
achieved by an arbitrary 3-qubit state is obtained by opti-
mizing (66) over all possible observables that the parties can
choose to measure:

Mpz max (5,’0@5'14»5:1 ®50)T~Tp~50
d’i,b—i,é’l s.t.
HaiH:Hbi”:HEiuzl

+ (@ ®bo — @ @b)" - T, -&. (67)

Let us now evaluate the norm of the composite vectors in (67):

- - |12
Hc_l'0®bl+&'1®boH =2+ 2cosf, cos O
—_————

=cos 43
= 4 cos” (%) , (68)

where 0, (0p) is the angle between vectors dp and @ (50 and
by). Similarly,

N - 12
a0 @ B0 — a1 @b = 4sin® (%) (69)

We then define normalized vectors Uy and 7 such that
I Oab \ -
o ® b1 + d1 ® bp = 2 cos - ) Yo (70)
- 7 — T . eab s
do ® by — d1 ® by = 2sin -5 ) (71)

It can be easily checked that the normalized vectors 7y and ¥
are orthogonal. By substituting the definitions (70) and (71)
into the maximal violation of the MABK inequality (67), we
can upper bound the latter as follows:

M, < max 2cos (@) o T, -
i\ Ti,0ap 5.t 2
1€ [1=I117; [I=1 A Bo Loy

+ 2sin (%) T, -&.  (72)
The inequality in (72) is due to the fact that now the optimiza-
tion is over arbitrary orthonormal vectors ¥, 1 and angle 0y,
while originally the optimization was over variables satisfying
the structure imposed by (70) and (71). We now simplify the
r.h.s. of (72) to obtain the theorem claim. In particular, we
optimize over the unit vectors ¢ and ¢ by choosing them
in the directions of T,,T - o and TPT - U1, respectively, and we
also optimize over 8, by exploiting the fact that the general
expression A cosf + B sin6 is maximized to v/ A2 + B? for
0 = arctan B/ A:

N

eab T -
Mps | max Q[COS(T) |7

[17; [I=1 A ¥o LTy
0 _
wsin (%) 73

max 2|77 @l Al @)
1 1=1 A 5o Lo

Finally, by applying the result of Lemma 2, we know that the
maximum in (73) is achieved when ¥y and ¢ are chosen in the
direction of the eigenstates of TprT corresponding to the two
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largest eigenvalues. This concludes the proof for the N = 3
case:

M, <2Vt + 1, (74)

where to and t; are the two largest eigenvalues of TprT .

Tightness conditions: The bound (10) is tight if the corre-
lation matrix 7}, of the considered state satisfies certain con-
ditions, i.e. for certain classes of states. Here we report the
tightness conditions valid in the N = 3 case, while the ones
for general N and their derivation are given in section IV of
the Supplementary Information.

The upper bound (10) on the maximal violation of the tri-
partite MABK inequality by a given state p is tight, that is
there exists an honest implementation achieving the bound,
if there exist unit vectors do, @1, I;o and 51 such that the fol-
lowing identities are satisfied:

~

0 —
t
to + 11 0

o R -
do @by — a1 b1 = 24/ t1, 5
ap ®bo — a1 @ b1 ot 1 (75)

where t_E) and t_i are the normalized eigenvectors of TprT cor-
responding to the two largest eigenvalues to and t;.

Go @by 4 a1 @by =2

It is interesting to compare the tightness of our bound with
the bound derived in [66]. The major difference is that our
bound can be saturated even when the matrix 7,7,/ has no
degenerate eigenvalues, opposed to [66] which requires the de-
generacy of the largest eigenvalue of TprT . When the matrix
T,,TE is degenerate in its largest eigenvalue (i.e. to = t1), we
recover the same tightness conditions of [66]. For this reason,
our bound is tight on a larger set of states compared to the
bound in [66].
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I. REDUCTION TO QUBITS AND RANK-ONE PROJECTIVE MEASUREMENTS
We now provide a detailed proof of Lemma 1 which is a consequence of a result proved in Ref. [77].

Lemma 1. Let {Py, P} and {Qo,Q1} be two projective measurements acting on a Hilbert space M, such that
Py, P, Qo and Q1 are projectors, Py + Py = id and Qo + Q1 = id. There exists an orthonormal basis in an enlarged
Hilbert space H* such that the four projectors are simultaneously block diagonal, in blocks of size 2 x 2. Moreover,
within a 2 X 2 block, each projector has rank one.

Proof. Let us consider the following three positive operators Py, PyQoPy and Py@Q1FPy. One can check that they
commute and therefore can be simultaneously diagonalized. Let |v) be one of their simultaneous eigenvector. Since
Py - Py =0, then P, [v) = 0. So |v) is also an eigenvector of P; with eigenvalue zero. Now, because Qo + Q1 = I, we
cannot have that Qg |v) = 0 and Qq |v) = 0. Therefore one of the following cases hold:

e If Qo |v) = 0: then Q4 |v) = |v), and the span of |v) corresponds to a 1 x 1 block in which Py, Pi, Qo, @1 have
|v) as a common eigenvector with respective eigenvalues 1,0,0, 1.

e If Q1 |v) = 0: then similarly we have a 1 x 1 block in which Py, P1,Qo, @1 have |v) as a common eigenvector
with respective eigenvalues 1,0, 1,0.

o If Qolv) # 0 and Q1 |v) # 0: then we define the orthogonal vectors |ug) = Qo |v) and |u1) = @1 |v) and the
2-dimensional subspace E, = {cg|ug) + ¢1 |u1) : co,c1 € C}. We have that |v) € E, since |v) = |ug) + |u1).
Because |v) is also an eigenvector of PyQoPy and PyQ1 Py, then Py |ug) = PoQo |[v) = PoQo Py |v)  |v), similarly
Py |uy) o |v). Therefore, 3|w) € E, such that Py |w) = 0 and then P; |w) = |w). So the vectors |ug) , |u1) € E,
are simultaneous eigenvectors of @)y and ()1, and the vectors |v),|w) € E, are simultaneous eigenvectors of
Py and P;. And the subspace F, corresponds to a 2 x 2 simultaneous diagonal block for the measurements
operators Py, P1, Qo, Q1.

This procedure can be performed on all the simultaneous eigenvectors of Py, PoQoFy and PyQ1Fy, and similarly on
the remaining simultaneous eigenvectors of Py, PiQoP; and P;QP;.

Now, if we restrict to a 2 x 2 subspace E, with II, being the projector on the subspace E,, the projectors
I, PoI1,, IT, P 1T, IT,, Qo 1L, I, @1 I1,, are given by

_ o) (]
ool =)
,PII, — w)(w|
2‘”';2 | (L76)
HvQOHv = <U0|U0>
_ua)(ua |
Hleﬂv - <’LL1|’LL1>

i.e., they are all rank-one projectors.

Within a 1 x 1 block, the two measurements defined by {Py, P1} and {Qo, @1} have fixed outputs. Let |0) be a
normalized simultaneous eigenvector of Py, PyQoFPo and PyQ1 Py and consider the case Qg |0) = 0, which leads to a
block of size 1 x 1 formed by the span of the vector |v). We can now artificially enlarge the system dimension by

1 corresponding author: federico.grasselli@hhu.de 2 corresponding author: glaucia.murta@hhu.de
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embedding this block into a block of size 2 x 2. Let |@)(w| be a projector on the extra artificial dimension, with
|@) a normalized vector. Then we can define the two-dimensional subspace E; = {cg |0) + ¢1 |@) : ¢g,c1 € C}, and we
define the projectors within this subspace to be given by: II; PIl; = |0)(0], Uz P 1l; = |w)(w], Uz Qoll; = |w)(w],
and II,Q11II, = |0)(¥]. One can perform a similar embedding for the other case that leads to a 1 x 1 block, that is
Q1]7) = 0. Note that the new projective measurements defined on H*, when applied to a quantum state p on H that
has no components in the artificial dimensions, have still fixed outcomes in the enlarged subspaces like Ej.

With this artificial construction, the representation of the four projectors Py, P, Qo and Q1 in the artificially
enlarged Hilbert space ‘H* is only composed of 2 x 2 diagonal blocks. Moreover, if we restrict to one of these blocks,
the two measurements defined by {Py, P1} and {Qo, Q1} are rank-one projective measurements. O

II. EVE’S UNCERTAINTY IS NON-INCREASING UNDER SYMMETRIZATION OF THE OUTCOMES

In proving Theorem 1, we argue that all the marginals are random (39) without loss of generality. This can be enforced
by assuming that Eve flips the classical outcomes of the measurements in specific combinations. Otherwise, Eve could
also provide the parties with a state that inherently leads to the symmetrized marginals, which is the mixture p given
in Eq. (42). However, Eve would provide such a state in place of the original (unknown) state p only if her uncertainty
on the parties’ outcomes does not increase.

In the paper, we quantify Eve’s uncertainty via the von Neumann entropy of the classical outcomes conditioned on
Eve’s quantum side information F. The specific outcomes that we consider depend on the cryptographic application
that is being addressed. For instance, in the paper we employ Theorem 1 to tightly estimate Eve’s uncertainty on
Alice’s random outcome X by computing H(X|FE), when Alice, Bob and Charlie test the MABK inequality. This
result finds potential application in DICKA and DIRG protocols. Indeed, in a DICKA scheme Bob and Charlie would
correct their raw key bits to match Alice’s bits represented by X, while in a DIRG protocol the goal is to ensure that
Alice’s random outcome X is unknown to Eve. Additionally, we employ Theorem 1 to estimate Eve’s uncertainty on
the outcomes of Alice (X) and Bob (Y') jointly, by computing H (XY |E).

For illustration purposes, here we provide the full proof that Eve’s uncertainty of Alice’s outcome X is non-increasing
if she distributes the state p in place of p to N = 3 parties. However, we remark that an analogous proof would hold
for any number of parties and any number of outcomes. Therefore, we must verify that the following condition is met:

H(X|E), > H(X|Es)p, (I1.1)

where Eve’s quantum system Ei, = ETT’ contains: the quantum side information E, the outcome of the random
variable T indicating to Eve which of the four states in the mixture p to distribute, and the purifying system 7".
Indeed, Eve preparing p can be interpreted as she preparing one of the four states:

p, (Z®Z®id)p(Z®Zid), (Z®id® 2)p(Zeid® Z), d0Z® Z)p(id® Z @ Z) (IL.2)

depending on the outcome t of a random variable stored in the register T. Since Eve holds the purification of every
state in (IL.2): {|¢% zop) ie1, the global state prepared by Eve is:

_ 1
PABCET = Z [$asce) (Papce! @ [t (IL3)
t
Finally, we assume that Eve holds the purifying system of the global state, thus the state she prepares is:
- 1
|paBcETT) = 5 D 1hper) @ [ty @ 81, (IL4)
¢

which is a purification of (II.3), where both registers 7' and 7" are held by Eve and thus appear in Fi.

In order to prove (II.1), we start by using the strong subadditivity property:
H(X|Eot); < H(X|ET); (IL5)
where the r.h.s. entropy is computed on the following state:
pxer = (Ex Qidpr) Trpe [paBceT]

1 .
= Z(EX ®idpr) Trpe Z [$apce) (Papcel @ [t
t

1
=1 Pxp®D{tlr, (IL6)
t
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where the quantum map

1

Ex(0) =) la){al(alo|a)

a=0

represents the projective measurement performed by Alice. Being the state in Eq. (I1.6) a c.q. state, its entropy
simplifies to:

H(X|ET), = i > H(X|E),. (IL.7)

The last part of the proof shows that H(X|E),: is actually independent of ¢ and equal to conditional entropy of the
original state H(X|E),. This is clear if the state p% ; is made explicit. From Eq. (II.6) we have that:

pxe = (Ex ®idpr) Trpe (|04 per) (PascEl] (IL.8)

where |¢% o) is the purification of one of the four states in (IL.2) prepared by Eve according to the random variable
T. For definiteness, let’s fix that state to be (Z ® Z ®id) p(Z ® Z ® id), although an analogous reasoning holds for
any other state in Eq. (II.2). By writing p in its spectral decomposition:

p=D ANN, (IL9)
A

we can immediately explicit |¢% 5o p) as follows:

|$aper) = Z VAN ape ®len) g s (IL.10)
X

where the eigenstates of the operator (Z® Z ®id) p(Z ® Z ®id) read: |\') = (Z ® Z ®id) |\). By substituting (II.10)
into (I1.8) and by expliciting the map Ex we obtain the following expression:

Pp = la)al®) VAo Trpe [{al |N) (o] a)] [ex)(eo |

a=0 Ao

= la)(a|®) VAo Trpe (ol (Z® Z ®id) M) (0| (Z ® Z ®id) |a)] |ex) (e |

a=0 Ao

= la)al® Y Vao Trpe (@l [N) (o] [@)] |ex) (e, |
a=0

Ao

=Y la)ale Y Vao Trpe [(al [N) (o] [a)] [ex)(eo |
a=0

Ao
1
= Ja(alop, (1111)
a=0

where in the third equality we used the fact that Alice’s measurement lies in the (z, y)-plane hence the Z operator flips
its outcome (a — @) and the cyclic property of the trace. In the fourth equality we relabelled the classical outcomes:
a <> a. Finally, by comparing (II.11) with the analogous state px g obtained from the original state p (i.e. in the case
where Eve does not prepare the mixture of states in (I1.2)):

1
pxp =3 la)(al@n, (IL12)
a=0
we observe that pl , and px g are the same state up to a permutation of the classical outcomes, thus their conditional
entropies coincide:
H(X|E)» = HX|E), Vt. (I1.13)

In conclusion, by combining Egs. (I1.13), (II.7) and (I1.5), we obtain the claim given in Eq. (II.1). This concludes the
proof.
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III. EQUIVALENCE OF p,. AND p_

In the main text we claim that it is not restrictive to assume that Eve distributes the following mixture

po =2t (IIL1)
2

in place of the state p; given in Eq. (52). As argued in section II, for illustration purposes we prove the claim in the

case where three parties, Alice, Bob and Charlie, test a (3,2,2) full-correlator Bell inequality and are interested in

bounding Eve’s uncertainty about Alice’s outcome X, quantified by the conditional von Neumann entropy H (X|FE).

Nevertheless, an analogous proof would hold for any number of parties and joint entropies.

In the first part of the proof, we verify that the states p; and p_ are equivalent from the viewpoint of the protocol.
Precisely, the statistics generated by the two states coincides, as well as Eve’s uncertainty about Alice’s outcome,
quantified by the conditional entropy H(X|E). In the second part we show that Eve’s uncertainty does not increase
if she prepares a balanced mixture of the two states (III.1), instead of preparing one of the two states singularly.

We start by computing the statistics generated by the states p4 and p_ (52), which read as follows for N = 3:

1

1
Pr = D NijklCije) Cijrl £ D rik (Cok) 1kl +hee) + s (Jo.11) ($1.11] — hoc.), (I11.2)

1,5,k=0 7,k=0

where h.c. indicates the Hermitian conjugate of the term appearing alongside it. Note that we arbitrarily assumed
three out of four off-diagonal elements to be purely real, according to the prescription characterizing py and p_ (52).

Since we fixed the parties’ measurements to be in the (x,y)-plane, their observables and the relative eigenstates
can be written as follows:

A = cos(pa)X +sin(pa)Y, |a), = %(l@ +(=1)%e 1 (1))
1

V2
_

V2

where X,Y and Z are the Pauli operators, A, B and C are the observables of Alice, Bob and Charlie, respectively,
and the measurement outcomes are defined to be a, b, c € {0,1} (where a = 0 corresponds to eigenvalue +1 and a = 1
to eigenvalue -1). Then, the statistics generated by the states p, and p_ reads:

B = cos(pp)X +sin(pp)Y, [b)g (10) + (=1)%€= |1))

C = cos(po) X +sin(pc)Y,  [e)¢ (10) + (=1)%€e (1)), (ITL.3)

1

PrlA=a,B=b,C=ds = > i (igrlla,be)(a,b,e|lvin)
i,.k—=0
1

+2 Z TijequO,j,kl |a7 b, C> <a7 b, C| le,j,kﬂ

,k=0
—2sIm[(¢1,1,1] |a,b,¢){a, b, c||o.1.1)]- (I11.4)

Therefore, the two statistics coincide if and only if the coefficients of the terms r;; are all identically null:

Re[(Yo,j,x

A straightforward calculation of the coefficients of rjz, by using the expressions in Eqgs. (IIL.3) and (3), leads to the
following result:

la,b,c){a,b,c||¥1;1)) =0 Vi, k,ab,c (I1L.5)

2(_1)a+b+cIm[eiapA eiupB(—l)j eﬁtpc(—l)k]

III.
= , (111.6)

(Yo,5.kla,b, c)(a, b, c|lthr j k) =1

which is indeed purely imaginary. This proves the condition (IIL.5) and thus that the statistics of py and p_ are
identical.

The next step of the proof consists in showing that Eve’s uncertainty about Alice’s outcome is unchanged if she
distributes p4 or p_, i.e. the following condition must be verified:

H(X|E),, = H(X|E),._. (IIL.7)
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In order to show (II1.7), we compute the conditional entropy produced by each state as follows:
H(X|E)=H(E|X)+H(X)—-H(E) (IIL.8)

and verify that each term in (II1.8) is identical for the two states p; and p_. To begin with, we know that the
Shannon entropy H(X) is given by:

H(X) = h(Pr[A = 0)), (I11.9)

where h(-) is the binary entropy, defined as: h(p) = —plogs p — (1 — p) log,(1 — p). Since we proved that the statistics
generated by py and p_ are the same, it follows that:

H(X)p, = H(X)p_. (111.10)
In order to compute the other two terms in (II1.8), we write p4 and p_ in their spectral decomposition:

1

e D ikl Pie) (Pl (IL.11)
1,7,k=0

where p;;; are the states’ eigenvalues, which one can easily verify to be identical for the two states, while | piij &) are
the normalized eigenvectors, expressed for simplicity in terms of the following non-normalized eigenvectors:

Aojk = Atjk — (—1)i\/4TJ2-k + (Nojk — Aijk)?
izrjk |"/}0,j,k> + W}l,j,k>
= =i [Yogr) + 1100 (k) # (1,1) (I1.12)

Mot — A = (=1)'V/4r] + 452 + (Ao — Ainn)?
502, + 57) tho,1,1) + [¥1,1,1)

= (£gi1 + ih1y) [Yo10) + [Y111) - (I1L.13)

‘ﬁiijk> =

|55, = (£r11 +1s)

Since p4 and p_ have the same eigenvalues, it holds that:

H(ABC);, = H(ABC);_. (I11.14)
Assuming that Eve holds the purification
B 1
6hsoE) = Y Pkl © lei) (IIL.15)
1,5,k=0

of the parties’ state, where {|e;;x)} is an orthonormal basis in E, it follows that:
H(E);, =H(E);_. (IIL.16)

The remaining term in (II1.8) is H(E|X), which is computed on the c.q. state:

1 1
e =Y la)al® S higspimn Tesc (ol 165,) (0l 10)] leak) (emnl
a=0

i,5,k=0
l,m,n=0
1
= " Pr[A = d]|a)(a|@p™, (111.17)
a=0

where p%i is the conditional state of Eve, given that Alice obtained outcome a. By employing the expressions in
Egs. (II1.12) and (IIL1.13), one can verify that the operators ,0‘},3’jE are one the transpose of the other: p5* = (p5~)7.

Thus p%"" and p%~ have the same eigenvalues, which implies that:

H(ps™) = H(pls™ (ITL18)
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Finally, since the conditional entropy H(F|X) is computed as follows on the classical quantum states in (I11.17):
1
H(E|X);. =Y Pr[A=d]H(py™), (IT1.19)
a=0

we conclude that:
H(E\X);, = H(E|X);_. (II1.20)

By combining the results in Eqgs. (II1.10), (II1.16) and (II1.20) into (IIL.7), we verified that the states g+ and p_ lead
to the same conditional entropy.

The final part of the proof shows that Eve’s uncertainty in preparing the mixture p, (II1I.1) does not increase with
respect to preparing one of the two states py:

H(X|Eot)p, < H(X|E)s, . (I11.21)

In this way we can guarantee that it is not restrictive to assume that Eve prepares the mixture (III.1). In giving Eve
maximum power, we assume that she prepares the following global pure state (similarly to section II):

|[paBcEMM) \}5 Z |0 BcE) @ M)y @ M)y, (I11.22)

m=+,—

where |ng5§ pop) are the purifications of the individual states pi defined in (II1.15), while M is an ancillary system
informing Eve on which of the two purified states she prepared and M’ is the purifying system of the global state.
Therefore, Eve has maximum power and her quantum system comprises: Eio; = FM M’. Naturally, it holds that:

pa =Trg,, [|¢aBcEMM ) (PaBCcEMM |] - (II1.23)

For the strong subadditivity property, we have that:

H(X|Eiot)p, = HX|EMM'),, < H(X|EM),, = H(X|E)z,,, (II1.24)

m=+,—

N | —

where the last equality is due to the fact that the state Trar[|papcErmar) (Papcrmmr|] is classical on M. Finally,
by employing the result (IIL.7) into (I111.24), we obtain the claim in (IIL.21). This concludes the proof. The same
argument can be used to generalized the proof for the case of N parties and for the conditional entropy of the joint
outcome of more than one party.

IV. MAXIMAL MABK VIOLATION BY AN N-QUBIT STATE: PROOF

Here we provide the full proof of Theorem 2 and of Lemma 2, which combined provide an analytical upper bound
on the maximal violation of the N-partite MABK inequality by an arbitrary N-qubit state, for rank-one projective
measurements. This is, to our knowledge, the only existing upper bound on the violation of an N-partite Bell
inequality by an N-qubit state, expressed as a function of the state’s parameters. In Ref. [66] the authors only
conjectured a bound for the N-party case based on their result valid for three parties. Analogously to the three-party
case (see the Methods section in the main text), our N-partite bound is tight on a broader class of states than the
bound conjectured in Ref. [66].
We start by proving Lemma 2, which plays an important role in the proof of Theorem 2.

Lemma 2. Let Q be an m x n real matriz and let ||7]| be the Euclidean norm of vectors v € R¥, for k = m,n. Finally,

let “7 indicate both the scalar product and the matriz-vector multiplication. Then
Zr2
max [[Q- P + Q&' = w1 +us (Iv.1)
gle! s.t.

\|5\|=||:-/\|=1

where uy and ug are the largest and second-to-the-largest eigenvalues of U = QT Q, respectively.
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Proof. Note that U is a symmetric n X n real matrix, thus it can be diagonalized. The eigenvalue equation for U
reads:

where the set of eigenvectors forms an orthonormal basis of R™: @@ -ii; = d; ; and without loss of generality we ordered
the eigenvalues as: u; > us > ... > u, > 0. Note that every eigenvalue is non-negative:

w=al U@ =a -QTQ @ =Q-@|*>0.

By considering that: ||@Q - 61|2 =¢cT.QTQ-¢=¢c7-U-¢and by expressing the vectors ¢ and ¢’ in the eigenbasis of U:

i=1
n
=/ s
= ciui s
i=1
we can recast the claim in (60) as follows:
n
2
max E ui (2 +¢°) = uy +uy . (IV.3)
ZLlé’ s.t. i—1
nei=flefl=1*=

Let us consider the most general scenario in which some of the eigenvalues of U are degenerate: u; > us = ug = --- =
Ug > Ugy1 > .. Up > 0, where d = 2,...,n. Note that we also account for the possibility that u; = us.

We are now going to prove (IV.3) by showing that for any couple of mutually-orthogonal unit vectors ¢ and ¢’ the
left-hand-side of (IV.3) is upper bounded by w1 + us and that the bound is tight.

We start by considering two unit vectors in R™:

=T _ 2 _
S,T_ (cll, .. .,cnl) s.t. ||ajl = 1 (IV.4)
¢t = (c,...,c) st |Ef =1,
and we define two unit vectors @, € R¢~! along the directions individuated by (ca, ..., cq) and (ch,...,c}), i.e.:
el = (cg,...,¢q)
Al =(cy,....c)), (IV.5)
where ¢, and ¢}, are the norms of (cz,...,cq) and (ch, ..., c),), respectively. For d = 2 we simply have that ¢, 77 = ¢z
and ¢/, W71 = c}.

With an abuse of notation, we can rewrite (IV.4) as:

ST T 2, 2 _

¢t = (1, V", Cag1y---yCn) st.ci+cei+r=1 V6
T o 2T ’ it ’2 ;2 "1 ( )
¢ o=, BT gy Cy) st T, =1,

where r = Z?=d+1 c? and 1’ = Z?:d-u 622 and for both holds that: 0 <7 <1 and 0 <7’ < 1. From the orthogonality

condition 7 - ¢’ = 0 we get that:
n
el = > e (IV.7)
i=2
and from the Cauchy-Schwarz inequality we deduce that:
n
Z cich| < \/(c?) + )2+ 7). (IV.8)
i=2
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By employing (IV.7), (IV.8) and the normalization conditions in (IV.6), we show that ¢ + ¢ < 1 holds:

2 12\? 4 14 2 72
]+ =c]+c] + 2

§c‘f+c’14+2(1—c§) (1—0'12)
2 72 2 122
:2—2(c1+c1)+(c1+c1) . (IV.9)
By comparing the left-hand-side with the right-hand-side one gets the desired result:
E+d’<1. (IV.10)

We now prove the claim in (IV.3) through the following chain of equalities and inequalities:
- 2 2 2 - 2
D ouild +¢7) =ua(f + i) Fualel + )+ D wild + )
i=1 i=d+1
<ul(E 4+ +us(l—r—E+1—1" =) +ugsi(r +1)
=y + (ug — u2)( + &) +ug — (r+ ") (ug — ugpr)
S U1 + ug s (IVll)

where we used the normalization conditions and the fact that the eigenvalues are ordered in descending order for the
first inequality, and we used (IV.10) together with the fact that 7" > 0 for the second inequality.

We are left to show that (IV.11) is tight, that is there exist unit vectors ¢ and ¢’ for which the equality sign holds.
If uy = ug, the upper bound is attained when r = ' = 0. Thus the most general pair of vectors satisfying (IV.3) is
given by:

(ST g et |7 = 7] <1 a 700, av.12)

gt =wTo,...,0)

If instead u; > ug, the upper bound is attained when r =7/ = 0 and ¢? + c’12 = 1. The second condition is verified
when the equality holds in (IV.8), which in turn happens when the unit vectors ¥ and & are parallel. Thus the most
general pair of vectors satisfying (IV.3) is given by:

{€T= (c1,c,07,0,...,0)

T "
¢ =(c,c,vT,0,...,0)

JTERYT A Z4dP=1, (IV.13)

and where the orthogonality and normalization conditions hold: ¢1¢} + ¢ycly =0, 2 4+¢2 =1 and ¢,° +¢,,°> = 1. Such
solutions can always be parametrized as follows:

{€T_(cosa,sinaz7T,07...,0) acR. (IV.14)

&t = (—sina,cosav?,0,...,0)
This concludes the proof. O

We are now ready to prove Theorem 2.

Theorem 2. The mazimum violation M, of the N-partite MABK inequality (9), attained with rank-one projective
measurements on an N-qubit state p, satisfies

M, <2Vtg+ 1 (IV.15)

where tog and t1 are the largest and second-to-the-largest eigenvalues of the matrix TprT, where T, is the correlation
matriz of p.

Proof. Firstly, we present closed expressions for the N-partite MABK operator, defined recursively in Definition 2. In
particular, in Ref. [74] the explicit expression of the N-partite MABK operator when N is odd is given:

N
1 1(N= i
MM = 3 (T ) @A), (Iv.16)
2 i=1

xELN
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where A((f) and Agi) are the two binary observables of Alice;, while x = (z1,...,2zx) is a bit string with Hamming
weight given by:

w(x)=[]{1 <i < Nlz; =1}, (IV.17)

and the set Ly is defined as follows:

Ly = {x e {0, 1}N‘w(x) - % mod 2} : (IV.18)

By applying once the MABK recursive formula (7) on (IV.16), one obtains an explicit expression of the N-partite
MABK operator for N even. We distinguish the case N/2 even:

N
N — 1 w(x )
5 even: MFT= )" (- TR A, (IV.19)
27 o i=1
and the case N/2 odd:
N even 1 No2_ \_“’(X)J Al (4)
5 odd: My = —— > (-1 = 1AL, (IV.20)
277 celoyn i=1

where [a] and |a| are the ceiling and floor functions, respectively.
We now derive an explicit expression of the MABK expectation value for a generic N-qubit state. As shown above,
the N-party MABK operator can be written in explicit form as follows:

N
1 _
MN:N—N > (1) Q) AD, (IV.21)
1

XESN i=

where the normalization factor My, the set of N-bit strings Sy and the exponent £y(x) depend on the parity of
N (e.g. Sy = {0,1}¥ for N even and Sy = Ly for N odd). By assumption we restrict to rank-one projective

measurements, hence every observable A&? can be individuated by a unit vector (_i;.i € R? such that:
3
A(l? — —*zi 0= Z a;i’yiaw, (IV22)
vi=1

where & = (X,Y, Z)T. By substituting (IV.22) into (IV.21) are by rearranging the terms we get:

3

N
My = /\%N Z Z (_1)5N(X)7;:H1a;i7yl Op, ®...Q 0y,

Vi,....yN=1 |xE€SN
1 3
o > My 00, ® . D0y, (IV.23)

Vl,..‘,l/Nil

We now employ (IV.23) and the expression for a generic N-qubit state:

3
1
P=oN Z Ay Oy @ 0. @ Opy, (IV.24)
p1...pn=0

to derive an explicit expression for the MABK expectation value as follows:

3
1
<MN> = TI‘[MNp] = X7 Z Ml/1,.‘.,l/NAl/1‘.‘l/N
! NN Vlyenny vn=1
1 3
e | 2 DI an A | (IV.25)

vi,....yn=1 LxESN
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where we used the fact that Tr[o;0;] = 26, ;.
We now specify the expressions for Ny, Sy and &x(x) when N/2 is even and prove the theorem’s statement in this
particular case. However, a similar procedure applies to the N/2 odd and N odd cases and leads to the same final

result.
We thus have the following expression for the MABK expectation value:

3
1 N_[w®
(My), = 5= Y. S (-1 [<62] al e a L Ay | (IV.26)

and we rearrange it as follows:

Mv)y=— X | X X pE e

277 o=t | x€{0,1}N/2 ye{0,1}N/2

T . _NJ2 N/2 . N
Ti,v1 TN/2,VN/2 A”I"'VN ayI:VN/E ayN/2aVN

_ Nl_2 Z Z Z (71)%_“(»«)?@)]

27z Vi, VN=1 | X€EN/2 yE{0,1}N/2

1 . . N/2 N/2 . N
awhm a-'L'N/27VN/2 AVl-'-VN ayl-,VN/Z ayN/ZvVN

+ Z Z (_1)%_(w(x);rw(yw

x€O0N/2 ye{0,1}N/2

N

1 N/2 N/2 N
am,ul Tt ax]\/;/g,uN/Q AV1---VN ayl/aVN/2 et ayN/2;VNi| ’ (IV'27)
where the sets En/2 and O/, are defined as follows:
Enja = {x € {0,1}V/2w(x) mod 2= o} (IV.28)
Oy = {x € {0,1}¥2|w(x) mod 2 = 1} . (IV.29)

We basically split the bit strings x into those with an even Hamming weight and those with an odd Hamming weight.
Now considering that the following identity holds:

we) +w(y)| _ fwe) even: |25+ [#] + (w(y) mod 2)
’V 2 “ B { w(x) odd: L#J + L#J +1, (IV.30)

we can recast the MABK expectation value in (IV.27) as follows:

3
1 N _ | w() 1 N/2
<MN>p = N2 Z Z (=1)4 =] Oy - .aa/’]\/f/27VN/2
27> Vi, yN=1 x€EN/2
wly) d2) N N
S Z (_1)|_ 2 | +(w(y) mod 2) %1/712/1\]/2 REERECHN
ye{O’I}N/Q
N_je ) g N/2
+ Z (=1 L= Ay " e aml\/f/2)VN/2
x€O0N/2
@Oy N N
Aoy Z (_1)|‘ 1+ ale/»gN/2 T Oyng N
ye{ojl}N/Q
1 Lo S
= N [U(? . Tp s U + Uf . Tp : ul] . (IV31)
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In the expression (IV.31) we defined the vectors:

N/2
=3 (—1)¥-1=%] Qi (IV.32)
x€EN/2 i=1
N/2
=Y (0¥ Rl (IV.33)
X€O N2 i=1
N/2
o= Y (~pLEFrer) med2 &g/ (IV.34)
ye{0,1}N/2 i=1
N/2
= Y (T Qaye, (IV.35)
ye{O,l}N/2 =1

and we used Definition 3 of the correlation matrix of an N-qubit state. The 3%/2-dimensional vectors in
(Iv.32),(IV.33),(IV.34) and (IV.35) are heavily constrained by their tensor-product structure and satisfy the following
properties:

Prop. 1:  ||to]® + || |)* = 2MV/? (IV.36)
Prop. 2: |do|® = ||@y|* = 2V/? (IV.37)
Prop. 3: ¥y -9 =0. (IV.38)

These properties play a fundamental role in deriving a meaningful upper bound on the MABK expectation value.
We prove the first property (IV.36) by directly computing the Lh.s.:

1o + [|51)1* = o - G0 + 1 - &

N/2

= Z (_])%7I_MEL’X)J7I_W(2),)J H(Cosgi)zﬁ}yi
xX,YEEN)2 i=1
N/2
+ Z (—1)%*|_w(2x>J*\_w(zy)J H(Cosei)w"'@y", (IV.39)
x,y€ON/2 i=1

where we used the fact that Ei;i are unit vectors and we called 6; the angle between the two measurement directions
of party number i: cosf; = a} - @i. Note that the symbol @ is the binary operation XOR. We now define the bit
string: r = x @y, whose Hamming weight can be computed as:

wr) =wxdy) =wx) +w(y) —2wxAy), (IV.40)

where A is the binary operation AND. From (IV.40) it follows immediately that the Hamming weight of the string
r is always even, since the Hamming weights of x and y are either both even or both odd in (IV.39). With this
information, we can recast (IV.39) as follows:

N/2
o - w(rdy) w(¥) w(rdy) @) .
Il 1wl = - | 3 (ol e S I ooy, (v
refn/2 [YEEN/2 YEON,2 i=1

where we used the fact that N/2 is even and where the string x is completely fixed once r and y are fixed: x =r®y.
Now we employ the relation (IV.40) in (IV.41) and we make use of the information on the parity of the Hamming
weights appearing in the two sums:

. . w(x) _ (M te@) —2wEAy)—1 | wiy)-1
[l + 312 = Y | 3D ()t (e
re€ny2 | YEEN)2 YE€ON/2

N/2
x [ ] (cos i)™ (IV.42)
=1
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Note that |a/2| = (a—1)/2 if a is an odd number. The expression in (IV.42) can be further simplified by considering
that even addends in the exponents of (—1) can be ignored:

N/2
Il + )2 = 3 | S ()t 4 5 (1)) | T (cos )"
re€nys2 [YEEN/2 YEON/2 i=1
N/2
= Z (_1)# Z (—I)W(My) H(cosei)”
re€€ny2 ye{0,1}N/2 i=1
o N/2
AR DN D DI G B | (CCIDRS (IV.43)
re€ny/2 ye{0,1}N/2 i=1

r#0

where we extracted the term r = 0 from the sum in the last equality.
The last step to prove the first property (IV.36) is to show that every term in the remaining sum in (IV.43) is
identically zero, i.e. we want to show that:

> ()Y =0 vr#£o. (IV.44)
ye{0,1}/2

In order for (IV.44) to be verified, there must be as many (—1) terms as +1 terms, and since there are in total 2/V/2
terms, there must be exactly 2¥/2=! terms (half of the total) that are (—1). We can count the number of (—1) terms
in (IV.44) as follows:

d (wlrAy) mod2), (IV.45)
ye{0,1}N/2
and check whether it equals 2¥/271 as claimed. Note that w(r Ay) represents the number of ones in r that are also
in y. The parity of this number is then summed over all the possible bit strings y of length N/2. We can thus recast
the sum, as a sum over the number of ones that r and y have in common (k), times the number of bit strings y that
share k ones with r:

w(r)

Z (w(rAy) mod?2) = Z(kj mod 2) (WE:)> oN/2—w(r) (IV.46)

ye{0,1}8/2 k=0

Note that the number of bit strings y that have k ones in common with a fixed string r, is given by the number of

possible combinations of &k ones from the total number of ones (w(r)) populating the string r, times the number of

possibilities (2V/2-«(*)) that we have to fill the remaining bits of y that are not part of the k ones in common with r.
We can now adjust the r.h.s. of (IV.46) to the following computable form:

w(r)

9N/2-w(r) Z <w§:)> — 9N/2—w(r) gu(r)-1
k=0
Eodd

=N/2= (IV.47)

where the first equality is obtained by combining two known facts about the binomial coefficient, namely:

(Z) = on (IV.48)

(—1)F (Z) =0. (IV.49)

bl
3 ||M:
fenl

=

=0

Indeed, by subtracting (IV.49) from (IV.48) one gets that:

3 <Z) — o1, (IV.50)
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which is used in the first equality in (IV.47).

Combining (IV.46) and (IV.47) we conclude that (IV.44) is verified. We have thus shown the validity of the first
property (IV.36).

We move on to prove the second property (IV.37). We start from (IV.34) and use the fact that Lw(x)J + (w(x)
mod 2) = (w(x) + [w(x) mod 2)]/2) :

Hﬁ0||2 _ Z (71)w(X)+(w(>;> mod 2)+w(y)+(w(5;) mod 2) le_[ COS QN/2+ 1®yi
x,y€{0,1}N/2 i1
= Z Z (_1) w(r)+w(y)—2w(rAy)-%2—(W(r>+u(y) mod 2) +w(y)+(w(3;) mod 2)
re{0,1}N/2 [ye{0,1}N/2
N/2
X H(COS(ON/2+Z‘))T17 (IV.51)
=1

where we defined r = x @ y and we used the relation (IV.40). We proceed to simplify (IV.51) by splitting the sum
over y over the strings with even and odd Hamming weight:

R w(r)+(w(r) mod2)
ldol* = ) PG )

re{0,1}N/2 |y€€ny/2

N/2
n Z (_1)w(r)+ +(w(r2)+ mod )7w(r/\y)+w(y) H(COS(QN/2+7;))’”- (IV52)
¥€ON,2 i=1
By employing the following identities:
w(r) + (w(r) mod?2) _w(r)
5 =1 (IV.53)
(-1)*=(-1)! aodd (IV.54)
w(r) + 14 (@(r) +1 mod2) _ w(r)+1-‘ _ P(ﬂ - () mod2) (1v.55)
2 2 2
into (IV.52) we obtain:
l@l* = Y ol YT (e
re{0,1}N/2 YEEN/2
N/2
£OY (e med D T (cos(a))"
YEON/2 i=1
—oN/2 | Z (_1)|—$-| Z (_1)W(r/\Y)
re{0,1}V/2 YE€EN/2
r#0
N/2
+ Z (71)w(r/\y)+(w(r) mod 2) H(COS(QN/%M))H
YE€ON/2 i=1
N/2
=2N2 4 Z (— Z (—1)=) H(COS(QN/2+Z'))H
refn/z ye{0,1}N/2 i=1

r#0
N/2

+ > (= S (=0 = N ()| T (cos(Onja4i)) (IV.56)

reOny2 YE€EN/2 YEON/2 i=1
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where we isolated the r = 0 term in the second equality and we split the sum over r in two sums over the strings with
even and odd Hamming weights in the third equality.
The first sum in (IV.56) is zero thanks to (IV.44). From (IV.44) we also deduce that:

ST (=) 4 N (—1)ete) < (IV.57)
YE€EN,2 YEON/2
which means that the term in square brackets in the second sum can be reduced to:
2 Y (—1)et = (IV.58)
YEEN,2

The proof that (IV.58) holds is analogous to that of (IV.44). In particular, (IV.58) is verified if the number of (—1)
terms is exactly half the total number of terms, that is 2¥/?2~2. We show that this is true by computing the number
of (—1) terms as follows:

7w(r)k d w(r) N/2—w(r)—1
Z (w(rAy) modZ)fz( mo 2)( k )2

YEEN/2 k=0
 oN/2—w(r)-1 g w(r) (IV.59)
_ o). .
k=0
kodd

Note that this time, compared to (IV.46), the number of possibilities (2V/2=<(")=1) to fill the non-fixed bits of y is
halved. The reason is that in this case y is constrained to have an even number of ones, thus after fixing N/2 — 1 of
its bits, no degree of freedom is left.

By employing again the result on binomial distributions (IV.50) in (IV.59), we obtain:

> (w(rAy) mod2) =272 (IV.60)

YEEN/2

which proves (IV.58).

We have thus shown that both the sums in (IV.56) are zero, thus proving the second property (IV.37) for . The
proof of (IV.37) for i is analogous and we omit it.

Finally we show that the third property (IV.38) is satisfied by direct computation:

N/2
Uy - U1 = Z (—I)L#JJFL%),)J H(Cosei)ﬂﬂi@yi
x€EN/2 i=1
YE€ON/2
N/2
= Z (_1)$+w(+)71 H(Cosgi)xi@yi
XEEN/2 i=1
Y€ON/2
N/2
_ Z Z (_1)W(X)—1+W(X)';w(r)—2w(r/\x) H(Cosei)”
reOn/2 | X€EEN/2 i=1
w(r)—1 N/
= D> 7| Y (=R T (cos i)
reOny2 xXEEN/2 i=1
=0, (Iv.61)

where we defined r = x ® y and used (IV.40) in the third equality, and used (IV.58) in the last equality.
Thanks to the properties (IV.36), (IV.37) and (IV.38), we can express the vectors 0y and @y (k =0, 1) as follows:

L

o = 2V/% cos 0 by (IV.62)
L =2V 0 6, (IV.63)
iy, = 2Ny, (IV.64)

L
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where 9 and 4 are unit vectors in the directions of v}, and uy, respectively, and where 6 is a real number. With the
expressions (IV.62), (IV.63) and (IV.64) we recast the MABK expectation value (IV.31) as follows:

9N/2
(M), = e [cosO0f T, - dg +sin@o] - T}, - ]

=2[cos 0] - T, tig+sin@ o] -Tp-iy]. (IV.65)

The maximal violation M, of the N-partite MABK inequality is then obtained by maximizing (IV.65) over all the
parties’ measurements directions @§ and af (for i =1,...,N). A valid upper bound on the maximal violation M, is
thus given by:

M, < Jmax_ 2 [cosOdg - T, - tig+sinf 0] - T), -], (IV.66)
Gl
where the inequality is due to the fact that we are now optimizing the expectation value over all the possible unit
vectors 0y, (such that 99 - 91 = 0) and 4y, and freely over 6, ignoring the more stringent structures (IV.32)-(IV.35)
characterizing these vectors and their relation to 6. By choosing 4o and @; in the direction of o¢ - T}, and o{ - T,
respectively, and by fixing 6 such that:

Tr %
fan § = M (IV.67)
175" - ol
we can simplify the maximization in (IV.66) as follows:
M, < max 2 [cos&f)g T, - g +sin9f)? -7, -111]

{}k,ﬂk,e
doLoy

= 1335( 2 [0089 HTpT . ’f}oH + sin 6 HTpT -1 H
doLoy

— max 2/ |77 - 5o |* + |77 - o (IV.68)

By

doL oy

Finally, by employing the result of Lemma 2 in (IV.68), we obtain the statement of the theorem:

M, <Vio +t, (IV.69)
where ty and t; are the two largest eigenvalues of TprT . This concludes the proof. ]

Tightness conditions: Here we derive the conditions for which the upper bound on the MABK violation given in
(10) is tight. That is, there exist observables for the N parties such that the violation achieved on the state p is
exactly given by the r.h.s. of (10). We first address the case N/2 even since it is the one explicitly derived in the
proof, then we present the tightness conditions valid in the other cases.

The bound is tight when equality holds in (IV.66). Considering that we made specific choices for the unit vectors
0; and 4; and for 6, the vectors in (IV.32)-(IV.35) should comply with these specific choices. In particular, consider
the eigenvalue equation for TprT with normalized eigenvectors and where ¢y and ¢; are the two largest eigenvalues:

TprTtAk = tkfk. (IV?O)
In order to use Lemma 2 in (IV.68), it must hold that:

—

Uk

[l

=i k=0,1, (IV.71)

where ¥, (k = 0,1) are defined in (IV.32) and (IV.33). Employing (IV.71) into the relation (IV.67) that fixes 6 we
get:

Al

T 3
Ol _ g = 172 11l e (v.72)
ol 177 =V
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where the last equality is due to (IV.70). Combining (IV.72) with property (IV.36) we completely fix the norms

of vectors ¥y and ¥, while their direction is already fixed by (IV.71). In conclusion we get the following tightness

conditions for ¥y and ¢, which we recall being specific combinations (IV.32) and (IV.33) of the parties’ measurement

directions:
[N

O =2V 8 k=0,1. IV.73

Uk to +t1 k 3 ( )

In addition to this, we also fixed the directions @y and @; to those of TT - 9 and TpT - U1, respectively. Due to
(IV.71) and recalling property (IV.37), we derive the following tightness conditions on @y and 1 :

2N/4

Uy =

Tl k=0,1. IV.74
\/tik P k ) ( )
One can verify that upon substituting the tightness conditions (IV.73) and (IV.74) into the MABK expectation value
(IV.31), the theorem claim is obtained.

Here we recapitulate the tightness conditions of theorem 2 for the two cases N even and N odd. The bound in (10)

is tight if there exist unit vectors @, @ (with i =1,..., N) such that:
o N even:
G — N4 [t g 2y ko1 (IV.75)
U = ——ty , Up = =0,1, .
k fo+ 1, " B e
where vectors ¥}, and @, are defined in (IV.32)-(IV.35) if N/2 is even, or as follows if N/2 is odd:
0 N/2
N-—2 w(x .
=Y (-0 Qal, (IV.76)
xESN/2 =1
0 N/2
N—-2 w(x .
a= Y () Qal, (IV.77)
XEON/Q =1
) N/2
=Y. () Qaye (IV.78)
ye{0,1}N/2 i=1
- N/2
=Y ) Qay, (IV.79)
ye{o,1}v/2 i=1
where the sets €/ and Oy, are defined in (IV.28) and (IV.29), respectively.
e N odd:
t . 2(N—3)/4 .
T = 2VHD/4 kg, iy =" 1T, k=01, (IV.80)

to+t1 ’ Ve f

where vectors ¥, and iy, are defined as follows:

(N+1)/2
= > (T & (IV.81)
XE€EEN1)/2 i=1
(N+1)/2
n= Y (I ® al, (IV.82)
x€O(N11)/2 i=1
(N-1)/2
=Y (-pl= R apve (IV.83)
YEI(N-1)/2 i=1
(N-1)/2
=Y & avrure (IV.84)
1=1

y€7<N71)/2
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with the sets J(ny_1)/2 and 7(]\]_1)/2 fixed as:
_ (N=1)/2 _N-1
Jin-1yy2 = {x € {0,1} ‘w(x) =S mod?2 (IV.85)

_ N -1
T(N-1)2 = {x e {0, 1}(N’1)/2‘w(x) +1= 5 mod 2} . (IV.86)

V. ANALYTICAL PROOF OF THE LOWER BOUND ON H(X|E),,

We want to derive an analytical lower bound on H(X|E),,, given by:

H(X|E)y, =1—H({pije}) + H{pijr + pigi}), (V.1)

for an observed MABK violation m,. For ease of notation, in the following we drop the subscript « in the observed
violation.
In the Methods section we provide an upper bound on the maximal MABK violation achieved on p,, given by:

1

Mo <ML =41 D" (poji — p1jr)*. (V.2)

J,k=0
Thus, we want to solve the following optimization problem:

H(X|E)} (m) = min H(X|E),,
¢ {piji}
sub. to ML > m ;5 pojr > pijn ; Zpijk =1, (V.3)
ik

where the second constraint is given in (19) and where m > 2+/2, otherwise the conditional entropy is null (see figure 1
of the paper). Because of the symmetry of the problem, we can assume w.l.o.g. that the largest element in {p;;x} is

pooo- Then, a necessary condition such that M > 21/2 is given by ppgo > 1/2. Indeed, the following upper bound
on M :

1 1
M, =4 Z (Pojk — p1jr)? < 4 Z Pogn < 4

4,k=0 4,k=0

1

1
Z Po0o * pojk =4 | pooo Z pojk | < 4v/pooo, (V.4)

4,k=0 j,k=0

is greater than or equal to 2v/2 when pgoo > 1/2.

Note that, by definition, the minimal entropy H(X|E)} (m) in (V.3) is monotonically increasing in m.

The upper bound on the maximal MABK violation (V.2) is tight on the following class of states (the tightness
conditions (75) are verified):

T(v) = v[tho,0,0)(Y0,0,0[+(1 — v)[tho,1,1)(Yo,1,1 ], (V.5)
and reads in this case
M (v) = ML(v) =4y/1? + (1 —v)2. (V.6)
It is straightforward to verify that
M (pooo) = ML Y {pijk}- (V.7)
Moreover, the entropy (V.1) evaluated on the states (V.5) reads:
H(X|E):(v) =1 = h(v), (V.8)

where we used the binary entropy h(p) = —plogp — (1 — p) log(1 — p). Here and in the following, “log” represents the
logarithm in base 2.
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By definition, the entropy minimized over all the states with M], > m (V.3) is upper bounded by the entropy of
any particular state with M, = m:

H(X|E);, (m) < H(X|E): (vm) (V.9)
where vy, is fixed such that the maximal violation of the state 7(vy,) is given by m:
M (V) = 412 4+ (1 — v)2 = m. (V.10)
On the other hand, in the following we prove that:
H(X|E),, > H(X|E)+(pooo) V{pijk}: (V.11)

where pgoo > 1/2 is the largest element in {p;;x}. In particular, the last expression holds for the state p, which is the
solution of the minimization in (V.3):
H(X|E), (m) = H(X|E)y, > H(X|E)-(p500)
> H(X|E); (). (V.12)
The last inequality in (V.12) is due to a couple of observations. Firstly, by applying (V.7) to the state p}, we obtain
M (p§o0) > m, which combined with (V.10) implies that pfy > vy, (in the interval of interest pfyq, vm > 1/2). Then,
we observe that the entropy of the states 7 in (V.8) is monotonically increasing in the interval v € [1/2,1]. The two

observations lead to the second inequality in (V.12).
By combining (V.12) with (V.9), we obtain the desired lower bound:

H(X|B);, (m) = H(X|E): (V). (V.13)

Note that the family of states 7(v) in (V.5) minimizes the entropy for every observed violation m. The bound in
(V.13) can be expressed in terms of the violation m by reverting (V.10) and by using it in (V.8), thus obtaining
Eq. (27) of the paper.

The derived bound is tight since, for every violation m, there exists a state 7(v,,) (where vy, is defined in (V.10))
such that its entropy coincides with the derived lower bound (V.13) and such that it can yield an MABK violation
equal to m. Indeed, we stated that for the family 7(v) the upper bound M is tight (V.6), i.e. there exists a set of
measurements that attain the violation MT.

We are thus left to prove the inequality in (V.11), which can be recast as follows:

h(pooo) + H({piji + piji}) — H({pijr}) > 0. (V.14)
To start with, we simplify the difference of the following entropies:
h(pooo) — H({pijr}) = —(1 — pooo) log(1 — pooo) + Z Pijk 10g pij. (V.15)
(4,4,k)#(0,0,0)
By substituting (V.15) into the Lh.s. of (V.14), we get:
H(X|E),, — H(X|E)+(pooo) =
H({pijr +pe )+ Y. pijelogpij — (1= pooo) log(1 — pooo)- (V.16)
(4,4,k)#(0,0,0)
We then apply Jensen’s inequality

f(22) + f(2y)

. , (V.17)

flx+y) >
where f(z) = —zlogz is a concave function, to the last three terms of the first entropy in (V.16):

H({pijr + pizi}t) = —(pooo + po11) log(pooo + po11) — (poo1 + po1o) log(poo1 + po1o)
— (p10o + p111) log(pioo + p111) — (p1o1 + p110) log(pior + pi10), (V.18)
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such that we get

H({piji + pi}) = —(pooo + po11) log(poco + por) + > —piji log(2pi;n)
(B3:R)# (011)
— (pooo + po11) 1og(pooo + po11) — (1 — pooo — po11) + Z —pijk 10g pijk. (V.19)

(i3:k)# (019)
With this result, the difference of entropies in (V.16) can be estimated by
(XIE)pa — H(X|E)+(pooo) =
1

(Pooo + po11) log(pooo + po11) — (1 — pooo) 1og(2(1 — pooo)) + po111og(2po011)
)-

=: g(po0os Po11 (V.20)

In the function g the first two terms are positive and the last is negative. We further analyze and estimate the function
g(z,y) in the range of interest, i.e. 1/2 <z < 1,0 <y < 1—z. In this range g(x,y) is concave in x because its second
derivative is always negative:

Bzg(x,y)_ 1 ( 1 1
(

9z2  In(2) 1_x)+(x+y)><0- (V.21)

Consider the boundary z+y = 1 of g(x, y) for which we get g(1—y,y) = 0. Due to the concavity it holds for 0 < p <1
that:

g (p; + (1 =p)(1- y),y> > pg <;y> + (1 =p)g(1—y,y),

or equivalently that:

l—z—y 1
g9(z,y) > <1> g (2y> - (V.22)
27Y
Note that from the parameter regimes of x and y it follows that
1— g —
0< <1wy) <1 (V.23)
57 Y

We finally analyze the properties of g( %, y), which is convex in y as its second derivative is always positive:

P9(5.y) 1

= >0 V.24
0y? yIn(2) + y2In(4) ( )
A convex function has a unique minimum if it exists in the parameter regime. In our case this is given by:
dg(3, 1 1
M =log(2y) — log( + y) =0 & y=-<- (V.25)
dy 2
for which g(1, 3) = 0 holds. Thus in general it holds:
1
By combining these considerations we obtain the desired inequality (V.11):
(V.20)
H(X|E),, — H(X|E)-(pooo) > g(pooos po11)
(V.22) /1 — _ 1
> (M) g <>/7011>
5 — Po11 2
>0, (V.27)

where in the last inequality we used the fact that the pre-factor is positive (V.23) and that g(%, po11) is lower bounded
by zero (V.26).
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VI. ANALYTICAL PROOF OF THE LOWER BOUND ON H(XY|E),,

In order to derive an analytical lower bound on H(XY|FE),, , we employ the same argument used in minimizing
H(X|E),, and perform the optimization over the eigenvalues {p;;i} of po and over the parameter ¢ given in (18).
This implies that we want to solve the following optimization problem:

H(XY|E), (m)=_  min  H(XY|E),,
¢ {pijr:0:04,9BY}
sub. to ML >m; pojk = Pijk Zpijk =1, (VL1)

ijk

where M is the upper bound on the MABK violation derived in the Methods section (see (V.2)), while ¢4 and g
determine the unknown measurement directions of Alice and Bob in the (z,y)-plane.

Eve is assumed to hold the purifying system E of the state p, shared by Alice, Bob and Charlie. The purification
of p, can thus be written as follows:

6%Ber) = > Pk pijk) @ lein) (V12)

ijk

where |p;ji) are the eigenstates of p, defined in (17), while {|e;;)} is an orthonormal basis of Eve’s eight-dimensional
Hilbert space Hg.

We restrict our proof to states p, with a non-negative off-diagonal term s > 0, which corresponds to ¢ > 0.
The complementary case corresponds to states p!, which would lead to the same result. For this, we employ a
parametrization of the eigenstates slightly different from (17), which reads as follows:

|pijk> = |1/)ijk>» for (j,k) # (1,1)
lpo11) =/ (1 = p) [Yo11) — iy/P [P111) (VL.3)
Ip111) =v/P[%o11) + v/ (1 = p) [¢h111) ,

where [t);;,) are the GHZ basis states (Definition 1) and where p is completely fixed by ¢ through the relation:
e

= —— V14
1+q2’ ( )

p

from which we deduce that 0 < p <1 and that p = 0 when g = 0.
From now on, we omit the subscript p, in the entropy symbol for ease of notation. We thus have that the conditional
entropy H(XY|E) can be expressed as:

H(XY|E) =H(XY) + H(E|XY) — H(E)
=2+ H(E|XY) — H({piji})- (VL5)

where the last equation follows from the fact that all marginals have been symmetrized and from the fact that the
state on ABCE is pure (V1.2), thus H(E) = H(ABC) = H({pi;r})-

The proof of the analytical lower bound on H(XY|FE) as a function of the MABK violation is subdivided in three
parts: (i) we first derive an analytical expression for H(E|XY'); (ii) we minimize H(E|XY) with respect to ¢, 4 and
¢p; (iii) we proceed minimizing the resulting expression in (VL.5) given a certain MABK violation. Note that we
are allowed to minimize H(F|XY) over ¢, 4 and ¢p independently of H(E), since the latter is independent of the
mentioned optimization variables.

Step 1 - Analytical expression for H(E|XY):
In order to derive the analytical expression for H(E|XY'), we will use the following Lemma.

Lemma 3. It holds that
H(E|XY)=H(C|XY). (VL.6)

Proof. The proof follows from the fact that the state shared by Charlie and Eve conditioned on the outcomes X = a of
Alice and Y = b of Bob, is a pure state. Indeed, if projective measurements are applied to a pure state, the resulting
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state, conditioned on a specific outcome, remains pure. Moreover, for a pure state, the entropies of its subsystems are
equal, which implies

H(E|X=a,Y=b) = H(C|X =a,Y =b) (VL7)
Therefore

H(E|XY) =) Pr(a,b)H(E|X =a,Y =) (VL8)

a,b
= Pr(a,b)H(C|X =a,Y =) (VL9)

a,b
= H(C|XY). (VL.10)
0

This Lemma is of great use as Eve’s system is described by an eight-dimensional Hilbert space, whereas Charlie is
only in possession of a single qubit. So the computation of H(C|XY') is significantly simpler.

We obtain Charlie’s state, conditioned on the outcomes X = a and Y = b, by partially tracing over Eve’s degrees
of freedom

P& =Tre (1088,,) (080, 1) (VL11)

where |¢% Eab> is the state of Charlie and Eve given that Alice and Bob obtain outcomes X = a and Y = b respectively,
which is determined by

[la)(a|®[b)(b|@idor] [|$9scr) (PapcE ] [la)(a|®]b)(b[@idor] = i|a><a|®|b><b|®|¢%Eab><¢%Eab B (VL.12)

The projected state [¢¢y ) can be computed using the definition of the purification given in Eq. (VI.2), the
definition of the eigenstates in Eq. (VI.3), and the fact that the measurements performed by Alice and Bob have been
restricted to the (z,y)-plane. Indeed, the measurements are defined by the projectors in (32) of the main text, that
we report here:

1 aipa a
)y = 55 (10)+ (1)1 1)) ae 0.1}
By = Z5(10)+ (17" 1)) be (0.1} (VL13)

In the following we abbreviate &, = (—1)%¥4 and &, = (—1)%!¥Z. We then have that

68,0 = 2 5 (G +6156) 1)+ G + B5660)(~1)' ) © ) V7

Jk#11

+(Va=p —ivp) & 10 + (VI =9) +ivp) & 10)) © leont) voort (VL14)
+((Vp+ivT=m) &)+ (Vp—iVT =) €&10) @lens) Vo,
Finally, the partial trace over Eve results in
p&., =Tre (1685,,) (085, 1) (VL15)

= Z % ((50j +01;6) |k) + (503§a + 513§a5b)(*1)l |E>) - (h.c.) pujk

ik

i (VL16)

+(Va=p —ivp) &0+ (VI =p) +ivp) & 10) - (ae) pors
+((+av=p) @+ (Vo +/T=p)) €10)) - (he) pun.
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As pg , is a qubit state, we can now analytically calculate its eigenvalues, which can be reduced to

(1=£1cl, (VL17)

N | =

A2(0¢,,) =
where:

C = (pooo — p100) &2 + (poo1 — p101) (&) + (po1o — p110) €2 (£2)” + (por1 — p111) (1 —2p —2iy/p(1 — P)) (VL18)
= (pooo — P100) €224 4 (poo1 — p1o1) € 22 4 (po10 — p110) €2PA79E) 1 (po1y — pi11) €47,

where 3 is a function of the parameter p. We see that the eigenvalues do not depend on the measurement outcomes
a and b of Alice and Bob. The entropy is then given by

H(E|XY)=H(C|XY)=h (; 1+ C)> : (VL19)

where h(z) = —zlogz — (1 — x) log(1 — z) is the binary entropy.

Step 2 - Minimization of H(F|XY):

Minimizing the binary entropy in (VI.19), with respect to the measurement directions and the parameter p, is
equivalent to maximizing the largest eigenvalue of pg, . The optimum can directly be deduced from Eq. (VI.17).
Since it holds that (pojr — p1jk) > 0V j, k, the largest eigenvalue is maximized if

o204 — o—i208 _ oi2(0a—¢B) _ el¥3 (VIL.20)

which holds e.g. for ¢4 = ¢ = 3 = 0. Since 3 = 0 implies p = ¢ = 0, we verified that even in the minimization of
the conditional entropy of two parties’ outcomes, H(XY|FE), it is optimal for Eve to distribute a GHZ-diagonal state
which Alice and Bob measure in the X basis. The largest eigenvalue is then given by

Amax :Zpojkn (VIZl)
ik

where we used normalization of the eigenvalues to eliminate the terms pij,. The lower bound on the conditional
entropy H(E|XY) is thus given by

H(E|IXY) =h | > poji | - (VL.22)
ik

Step 3 - Minimization of H(XY|E) with given MABK violation:
Using the result of Step 2 in (VI.5), we can concentrate on minimizing the following expression:

H(EIXY) = HE) =h [ 3 posi | = H{pisn ) (VL23)
ik
= — Z pojk | log Z pojk | — Z pijk | log ng‘k + Z Pijk 1og pij (VI.24)
ik ik ik ik ijk
Pojk POjk Pljk Pljk
=p ——log——= + (1 —p log VI.25
0 %: Po Do ( o) %: (I—po) ~(1—po) ( )
POjk P1jk
:_pH({}>_ 1-p H({}) V126
0 Po ( o) (1 —po) ( )
where we abbreviated the probability py = > ik POk We now use the concavity of the Shannon entropy over

probability distributions « and v, i.e.

poH (@) + (1 — po)H(¥) < H(poti + (1 — po)v), (VL.27)
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to get

H(E|XY) — H(E) > — poH ({p;;’“}) —(1—po)H ({(”U’“D (VI1.28)

1 *Po)
> — H ({pojr + prji}) - (VL.29)

With the lower bound obtained in (VI.29), the optimization problem we have to solve is now the following:

max H ({pojr + p1jr})

{pijn
2 (VI.30)
m
sub. to - < (Pojk = p1jk)* 5 D pigk = 13 pisk = 0,
k ijk

where m is the observed MABK violation. Now mnotice that for every solution {pg;x,p1;%} of the maximization
problem, there exists another equivalent solution —i.e. that leads to the same value for H ({pojr + p1,i})— of the form
{P0ji = Pojk + p1jk, Py jx = 0} Therefore, we can restrict the optimization to the solutions of that form:

(nax H ({pojr})

POjk

m2
sub. to 6 < Zpgjk
ik (VL.31)

P000 = Poo1 = Poio = poi1 = 0,

where we imposed the ordering of the eigenvalues without loss of generality, since the optimization problem is sym-
metric with respect to their permutations.

We have thus reduced the problem to the constrained maximization of H ({po;jx}), as described in (VI.31). In the
following calculations, we rescale the function H ({po;x}) by In2, so that it is expressed in terms of natural logarithms
instead of the logarithm in base 2. This simplifies the notation when computing its derivatives but does not change
the solution of the optimization problem.

We use the Karush-Kuhn-Tucker multipliers method |78, 79] to identify necessary conditions for extremal points of
the optimization problem in (VI.31). The Lagrangian for our maximization problem is then given by:

m?
L 3 ) ) y Uy U =H ) s s +u 2 + 2 + 2 —+ 2
(P0005 L0015 PO105 PO11 ) (P00, Po015 PO105 PO11) <p000 Poo1 + Po1o T Po11 16 (V1.32)

+ v (pooo + poo1 + poto + por11 — 1)

The necessary conditions to have an extremal point are given by the solution of the following system:

vPoJ‘kc = 0
2
Pdoo + Poor + Poro + Lo = 5
Pooo + poo1 + poio + porr =1 (VL.33)
u>0
2
U (Pgoo + PBo1 + Poro + Po11 — %) =0.

The last equation in (VI.33) implies that either u = 0 or the inequality constraint holds with the equal sign. Let us
first consider the case that u = 0 and compute the derivative of £ with respect to pg;x in the first equation of (VI.33):

oL
6p0jk

=—Inpyjr +v—-1=0 Vpojk. (VL.34)

Since the logarithm is a monotonic function, the set of equations in the last expression imply one of the following
cases:

(&) pooo = Poo1 = Poio = Poil,
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(b) pooo = poo1 = po1o and pp11 =0,
(¢) pooo = poor and po1o = po11 = 0,
(d) poor = poio = po11 = 0.

where we accounted for the border conditions, i.e. when one or more py;i are equal to zero.

By combining the equality conditions with the constraint that py;, sum to one, we can easily obtain the solution of
the system (VI.33) for each of the above cases. Note that the inequality constraint is still valid, therefore the derived
solutions will only hold for certain values of m:

(a) H({pojr}) = 2, valid for m <2,

(b) H({pojx}) = log3, valid for m < 4/v/3
(¢) H({pojr}) = 1, valid for m < 2v/2

(d) H({pojx}) =0, valid for m < 4.

The cases (a) and (d) are useless since the former is never valid in the range of interest for the observed violation
(i.e. above the classical bound), while the latter leads to zero entropy, which is definitely not the solution of our
maximization problem.

Let us consider now the case u > 0, which implies that the inequality constraint becomes an equality (the last
equation in (VI.33) must be satisfied). We compute the derivatives in the first equation of (VI.33):

oL
Opojk

=2pojru —Inpojr +v—1=0 VY poj. (VL.35)
Notice that the function g(z) = axz — Inz + b can have at most two roots (zero points), because
, 1
g (@) =a-—, (VL.36)
x

has at most a single root (zero point), corresponding to one extremum for g(x). It follows that there can be at most
a single y # x such that g(z) = g(y) = 0. The potential critical points of the Lagrangian £ are hence restricted to
the following cases (remember we use the ordering pooo > Poo1 = Po1o0 > po11 > 0)

(i) pooo = poo1 = po1o = Poi1s
(ii) pooo = poo1 = po1o > po1t,
(iii) pooo > poo1 = poio = Poi1,
(iv) pooo = poo1 > po1o = poi1-

We again account for the border conditions, and analog conditions directly follow in case some pg;i are zero:
(v) pooo = poo1 = poto and po11 = 0,
(vi) pooo = poo1 > po1o and po11 = 0,

(vii) pooo > poo1 = poio and po11 = 0,

(viii) pooo > poo1 and po10 = po11 = 0,
(ix) pooo = poor and po10 = po11 = 0,
(x) poor = po1o = po11 = 0.

Note that in all the listed cases there are a maximum of two distinct eigenvalues, which are thus completely fixed
by the two equality constraints. Moreover, we observe that the cases (i), (v), (ix) and (x) correspond to the already
investigated cases (a), (b), (c) and (d), respectively.
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Analysing the resulting entropy H as a function of the MABK violation m for each of the ten possible extremal
points, we conclude that the maximum is achieved for the case (iii) for every value of m. In this case, the eigenvalues
are fixed to:

powo = (2+VaVm2 = 1) = vy, (VL37)

3
po =020y £ 0,00 (VL8)

The solution of the optimization problem in (VI.31) then reads:

H (o) = 1 ({250 20 2 ) (V1.39)

The lower bound on the entropy difference (VI.29) is thus given by:

H(E|XY) - H(E) > —H ({um, ! _3”’", ! _3”’“, ! _3”’“ }) (VI.40)

Finally we can lower bound the entropy of Alice and Bob’s outcomes given Eve’s quantum side information by

1-—- m 1—- m 1—- m
H(XY|E):2+H(E|XY)—H(E)22—H<{zxm, 3” , 3” : 3” }) (V1.41)

with

U = i + gx/ m? — 4. (VI1.42)

On the tightness of the bound:
Similarly to the bound on H(X|E) (section V), we could identify a family of quantum states n(v) defined as:

1—v

Y o) (Wo,kl; (V1.43)
(7,k) £(0,0)

n(v) = v]10,0,0)(%0,0,0 |+

that attains the lower bound in (VI.41) for every observed violation m. Indeed, the conditional entropy H(XY |E), (V)
computed on the state 1(v,, ), where v, is given by (V1.42), is equal to the r.h.s. of (VL.41).
The upper bound M on the MABK violation (V.2) relative to the family of states (VI.43) reads:

My (v) = %\/ 4?2 —2v +1, (VL.44)

and for v = v, it reduces to:
T _
M (V) = m. (VI1.45)

Now, numerical computations suggest that the tightness conditions (75) of the MABK violation upper bound are in
general not satisfied by the states n(v). In other words, there exist no measurements that the parties can perform on
n(v) such that the violation of the MABK inequality reaches the value given by (VI.44). In particular, when v = vy,
there are no measurements such that the violation of value m is observed (due to Eq. VI.45).

Therefore, although the states n(vy, ) are such that their entropy attains the lower bound (VI.41) for a given observed
violation m, they do not prove the tightness of the bound since they cannot yield a violation of value m.

The tightness of the lower bound in (VI.41) is still an open question.
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