Quantum communication: Security
analysis and long-distance implementations

INAUGURAL-DISSERTATION

HEINRICH HEINE

UNIVERSITAT DUSSELDORF

zur Erlangung des Doktorgrades
der Mathematisch-Naturwissenschaftlichen Fakultét

der Heinrich-Heine-Universitat Disseldorf

vorgelegt von
SYLVIA MARTA BRATZIK

aus Schwientochlowitz, Polen

Diisseldorf, Marz 2014



Aus dem Institut fiir Theoretische Physik II1

der Heinrich-Heine-Universitat Diisseldorf

Gedruckt mit der Genehmigung der
Mathematisch-Naturwissenschaftlichen Fakultat der

Heinrich-Heine-Universitat Diisseldorf

(© Sylvia Marta Bratzik

Referentin: Prof. Dr. Dagmar Brufs
Koreferent: Prof. Dr. Reinhold Egger

Tag der miindlichen Priifung: 26. Méarz 2014



SWir kénnen davon ausgehen, dass die Welt tatsdchlich so verriickt ist, wie Einstein hoffte,

dass sie es nicht ist.“

(Zeilinger] 2005

T WAS SCHRODINGER'S I KNOW THE DO YOU
CAT BACK IN THE DAY. TRUTH ABOUT THE LANT STOP
THAT'S WHY I™ ALTVE AFTERLIFE BECAUSE 70 know) | PROJECT—
AND DEAD AT THE SAME MY DEAD HALF TOLD WHAT . _ING YOUR
TIME. MY LIVING HALF ALL HAPPENG? CURIOSITY

ON ME.

|

A

ABOUT IT.

p—

]

T-13 @203 Scott Adams, I, T by Usssmal Uk

Dilber com  DilberCanoonist@gmail.com







Danksagung

Zu allererst méchte ich Prof. Dr. Dagmar Bruf fiir die M6glichkeit danken, bei ihr die Dok-
torarbeit anzufertigen. Auch wenn der Weg nicht immer einfach war, hat sie stets ein offenes
Ohr fiir jegliche Probleme gehabt und zusammen haben immer wir eine Ldsung gefunden.
Ich schitze sie sehr als Betreuerin. Die Zeit, die ich an ihrem Lehrstuhl verbracht habe, war
eine sehr schone, spannende und inspirierende Zeit.

Dr. Hermann Kampermann danke ich fiir seine Ratschldge nicht nur von wissenschaftlicher
Seite, sondern auch fiir die Tipps in allen Lebenslagen und die Durchsicht meiner Doktorar-
beit. Meinen Biirokollegen Silvestre Abruzzo habe ich als einen sehr kooperativen und stets
offenen Mitarbeiter geschitzt. Thm danke ich fiir seine konstruktive Kritik und den steti-
gen wissenschaftlichen Diskurs. Meinen Kollegen Dr. Markus Mertz, Dr. Zahra Shadman,
Dr. Alexander Streltsov, Michael Epping, Junyi Wu und Jochen Szangolies danke ich fiir
die wunderbaren Diskussionen und die tolle Atmosphére am Institut. Michael Epping danke
ich vor allem fiir die Durchsicht meiner Arbeit. Ich werde euch alle vermissen! Auch danke
ich besonders Jens Bremer, der sich mit seiner Expertise um unsere Rechner kiimmert und
uns dadurch fiir die Forschung den Riicken freihilt. Dr. Roland Hiitzen danke ich fiir unse-
re interdisziplindren Diskussionen, die Durchsicht der Doktorarbeit und fiir seine wertvollen
Tipps.

Besonderer Dank geht an Jens, Nils, Angelika und Rainer Pfennig fiir ihre langjahrige
Unterstiitzung. Ich habe euch viel zu verdanken. Vor allem danke ich Jens, der mir in allen
Lebenslagen beratend zur Seite stand. Auch danke ich meinen Freunden Sonja, Monica und
Henning fiir lustige Stunden und ihre Unterstiitzung vor allem in schwierigen Lebenslagen und
in der Endphase der Doktorarbeit. Scott Adams danke ich fiir das Abdrucken des Comics.
Auch danke ich allen, deren Lebenswege sich mit den Meinigen gekreuzt haben und mich
positiv beeinflusst haben, die ich aber vergessen habe zu erwéihnen.

Dem Bundesministerium fiir Bildung und Forschung danke ich fiir die finanzielle Unter-
stiitzung im Rahmen des Projekts ,Quanten-Repeater-Plattform mit Methoden der Quan-
tenoptik®.

Grofier Dank gebiihrt auch meinen Eltern und meiner Familie fiir ihren Beistand wéhrend

meiner Promotionszeit.






List of included publications

Bratzik, S., Kampermann, H., and Brufy, D. “Secret key rates for an encoded quantum
repeater.” arXiv:1401.6859v1, to be published in Physical Review A, 2014.

Bratzik, S., Abruzzo, S., Kampermann, H., and Bruf, D. “Quantum repeaters and quantum
key distribution: The impact of entanglement distillation on the secret key rate.” Physical
Review A 87, 062335, 2013.

Abruzzo, S., Bratzik, S., Bernardes, N.K., Kampermann, H., van Loock, P., and Brufs, D.
“Quantum repeaters and quantum key distribution: Analysis of secret-key rates.” Physical
Review A 87, 052315, 2013.

Mertz, M., Kampermann, H., Bratzik, S., and Bruf$, D. “Secret key rates for coherent attacks.”
Physical Review A 87, 012315, 2013.






Summary

Quantum key distribution (QKD) allows to exchange secret keys using the laws of quantum
mechanics. These keys are utilized to encrypt messages with the Vernam cipher. Under the
assumption that the theory of quantum mechanics is correct and the setup is implemented
correctly, this cryptographic system is unconditionally secure meaning that its security does
not depend on the computational power and strategy of a potential eavesdropper. The
required qubits for QKD are distributed as photons through optical fibers and thus current
QKD systems are limited to a few hundred of kilometers due to losses in the fiber. To
overcome this problem, quantum repeaters were introduced. In classical telecommunication
technology, repeaters enhance the available signal; but in quantum theory simply copying
an unknown quantum state is prohibited by the no-cloning theorem. Quantum repeaters,
however, establish entanglement between qubits which are several hundreds to thousands
kilometers apart by relying on fundamental concepts from quantum information theory like
entanglement swapping and entanglement distillation.

This thesis covers two topics from quantum communication: Long-distance quantum key
distribution via quantum repeaters and security analysis for keys in the regime of a finite
number of signals.

On the one hand, secret key rates using quantum repeaters for infinitely many signals are
investigated. For this purpose, we present error models for the components of a quantum
repeater. We perform a quantitative analysis of the optimal secret key rates in terms of rele-
vant experimental parameters for different implementations of the repeater. Among them
are the original quantum repeater, the hybrid quantum repeater, the quantum repeater with
atomic ensembles, and the quantum repeater using quantum error-correcting codes. We find
that the original quantum repeater can tolerate more gate errors than the hybrid quantum
repeater and that the repeater with atomic ensembles is robust against realistic imperfections.
We also investigate the influence of different distillation strategies (i.e., distillation protocols
and different number of distillation rounds in each nesting level) on the original quantum
repeater scheme resulting in quantitative statements about the strategies for obtaining the
maximal secret key rate. We derive the rate for generating entangled pairs considering the
classical communication times required for entanglement swapping and entanglement distil-
lation. Furthermore, we analyze if different entanglement distillation techniques or the use of
quantum error-correcting codes is advantageous in terms of the secret key rate as the quan-
tum repeater using error-correcting codes needs less classical communication time. We find
that the former is advantageous for the parameter region studied here.

On the other hand, this thesis is devoted to QKD without repeaters. We derive a bound for
the secret key rate for a finite number of signals under the most general form of eavesdropping
attacks, namely coherent attacks. So far, not much is known about the difference in secret

key rates for collective and coherent attacks if the number of signals is finite but in the limit
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they become equivalent. Our results indicate that this does not hold in the finite case.



Zusammenfassung

Quantenschliisselverteilung erlaubt den Austausch von sicheren Schliisseln basierend auf
den Gesetzen der Quantenmechanik. Diese Schliissel werden verwendet, um Nachrichten mit-
hilfe der Vernamchiffre zu kodieren. Unter der Annahme, dass die Theorie der Quantenmecha-
nik korrekt ist und dass der Aufbau korrekt implementiert wird, sind diese kryptografischen
Systeme bedingungslos sicher. Bedingungslose Sicherheit bedeutet, dass die Sicherheit nicht
von der Rechenleistung und der Angriffsstrategie eines potenziellen Lauschers abhéingt. Da
die bendtigten Qubits als Photonen durch die Glasfaberkabel gesendet werden, ist die Quan-
tenschliisselverteilung aufgrund der Verluste im Kabel leider auf wenige Hundert Kilometer
beschrinkt. Um dieses Problem zu beheben, wurden Quanten-Repeater eingefiihrt. In der
klassischen Telekommunikationstechnik verstirken Repeater das vorhandene Signal; in der
Quantentheorie ist jedoch jegliches Kopieren von unbekannten Quantenzustinden durch das
no-cloning Theorem verboten. Quanten-Repeater hingegen kénnen Verschrinkung zwischen
Qubits erzeugen, die Hunderte bis Tausende Kilometern entfernt sind. Dabei basieren sie
auf fundamentalen Konzepten aus der Quanteninformationstheorie wie Verschrankungstausch
und Verschriankungsdestillierung.

Diese Arbeit befasst sich mit zwei Themen aus der Quantenkommunikation: Quantenschliis-
selverteilung liber weite Strecken mithilfe von Quanten-Repeatern und die Sicherheitsanalyse
fiir Schliissel im Bereich von endlich vielen Signalen.

Einerseits werden sichere Schliisselraten mithilfe von Quanten-Repeatern fiir unendlich
viele Signale untersucht. Zu diesem Zweck prasentieren wir Fehlermodelle fiir die Komponen-
ten eines Quanten-Repeaters. Wir fithren eine quantitative Analyse der optimalen sicheren
Schliisselraten fiir relevante experimentelle Parameter von verschiedenen Implementierun-
gen des Repeaters durch. Unter diesen Implementierungen sind der urspriingliche Quanten-
Repeater, der hybride Quanten-Repeater, der Quanten-Repeater bestehend aus atomaren
Ensembles und ein Quanten-Repeater basierend auf Fehlerkorrektur-Codes. Wir finden her-
aus, dass der urspriingliche Quanten-Repeater mehr Gatterfehler als der hybride Quanten-
Repeater tolerieren kann und dass der Quanten-Repeater bestehend aus atomaren Ensembles
robust gegen realistische Fehler ist. Wir untersuchen auch den Einfluss von unterschiedlichen
Destillierungsstrategien (Destillierungsprotokolle und Anzahl der Destillierungsrunden in je-
dem Zwischenschritt des Quanten-Repeaters) auf den urspriinglichen Quanten-Repeater und
kénnen quantitative Aussagen iiber die Strategien machen, die zu einer maximalen sicheren
Schliisselrate fiilhren. Wir leiten die Erzeugungsrate fiir verschrinkte Paare unter Beriick-
sichtigung der klassischen Kommunikationszeit, die fiir den Verschrinkungstausch und die
Verschriankungsdestillierung benttigt wird, her. Des Weiteren analysieren wir, ob verschie-
dene Destillierungstechniken oder Fehlerkorrektur-Codes von Vorteil beziiglich der sicheren
Schliisselrate sind, da der Quanten-Repeater mithilfe von Fehlerkorrektur-Codes weniger klas-

sische Kommunikation braucht. Wir kommen zu dem Ergebnis, dass ersterer Repeater von
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Vorteil ist fiir die hier betrachtete Parameterregion.

Andererseits ist diese Arbeit der Quantenschliisselverteilung ohne Repeater gewidmet. Wir
leiten eine Grenze fiir die sichere Schliisselrate fiir endlich viele Signale unter der Annahme der
allgemeinsten Form von Lauschangriffen (kohidrente Attacke) her. Bisher ist nicht viel iiber
den Unterschied von sicheren Schliisselraten unter kollektiven und koh&renten Lauschangriffen
fiir eine endliche Anzahl von Signalen bekannt; aber im Limes von unendlich vielen Signalen
existiert eine Aquivalenz. Unsere Resultate deuten allerdings darauf hin, dass das fiir endlich

viele Signale nicht stimmt.
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]_ Introduction

In the history of mankind, inventions for guaranteeing the secrecy of a message are numer-
ous. They range from the Caesar cipher, which is a substitution cipher (i.e, each letter is
substituted by another), to modern cryptographic systems relying on prime factorization (for
an introduction to the history of cryptography, see [Singh, (1999]). Most of the cryptographic
schemes have in common that their safety depends on the computational power available to
an adversary, making these protocols computationally secure. Prime factorization, for ex-
ample, has a subexponentia]E] running time depending on the size of the integer (see, e.g.,
|Hoffstein et al., 2008]). But by building a quantum computer |[Deutsch) [1985; |DiVincenzo,
1996], the running time can be decreased to polynomial scaling by an appropriate algorithm
[Shor; (1994], thus compromising the security of these schemes.

The security of quantum key distribution |Bennett and Brassard) [1984] or quantum cryp-
tography is not conditioned on the computational power and strategy of a potential eaves-
dropper, hence this cryptographic system is called unconditionally secure. The term quantum
cryptography might be misleading as it consists of two parts: distributing the key between
the two communicating parties by sending and measuring, e.g., photons and encrypting the
message with this key using the Vernam cipher |Vernam, 1926] (also called one-time pad).
The encryption of the bit-message (plaintext) using this cipher consists in adding modulo
2 the preshared key to the plaintext, leading to the so-called ciphertext. The ciphertext is
decrypted by reversing the encryption procedure: the same key is added modulo 2 to the
ciphertext. This method is called one-time pad, as the key is only used once for every mes-
sage. It was later shown in [Shannon| 1949| that a multiple use of the key compromises the
security. Furthermore, the key has to have the same length as the message. The security
of quantum key distribution relies on the fact that incompatible measurement results reveal
possible eavesdropping attempts on the established key. The Vernam cipher itself is uncon-
ditionally secure as long as the key is equally distributed and completely uncorrelated with
the eavesdropper.

Quantum key distribution is developing very fast since its invention almost thirty years ago:
commercial quantum key distribution systems are now available on the market [Scarani et al.,
2009]. But still these systems are limited to distances of a few hundred kilometers [Stucki
et al., 2009] due to the losses in optical fibers. For long-distance quantum key distribution
we require so-called quantum repeaters |Briegel et al.,|1998| to distribute entanglement over
large distances. They are based on principles like entanglement swapping and entanglement
distillation which are established concepts in quantum information theory. The main purpose

of this thesis is to investigate quantum key distribution in the context of quantum repeaters.

!Note that subexponential scaling is between exponential and polynomial growth, for further details see
[Hoffstein et al., [2008].



Several examinations in this field were performed, but either only on quantum relays (quan-
tum repeaters without distillation) |[Collins et al., 2005; [Waks et al., |2002; [Scherer et al.,
2011] or for specific experimental implementations [Razavi et al., 2010; |Amirloo et al., 2010].

This thesis is structured as follows: in Chapter [2| we present the theoretical background of
classical and quantum information theory. Chapter [3]is devoted to quantum key distribution;
we explain the basic concepts and introduce the secret key fraction which is the ratio of the
secret key length and the measured bits. The main purpose of Chapter [4] is to introduce
the theory of quantum repeaters. We describe the procedures of entanglement swapping and
entanglement distillation. Furthermore, we introduce the repeater rate as the production
rate of entangled pairs per second and motivate the error models used for the repeater. We
explain the strategies how to handle gate errors in the repeater by introducing new distillation
protocols and present the concept of quantum repeaters using quantum error-correcting codes.
In Chapter [5] we summarize the results of our papers, which are given in the appendix, and
in Chapter [6] we discuss possible continuations of our investigations. We finish the thesis by

giving a list of the main results in Chapter



2 Theoretical background

In this chapter we develop the necessary mathematical background of quantum information
theory [Nielsen and Chuang, [2000].

2.1 Quantum states

The state of a physical system is described by the state vector |¢)) which is an element of the

Hilbert space H. A prominent example of a quantum state is the quantum bit (qubit):

) = a]0) + B1), (2.1)

with a, 3 € C, |a|? + |8]?> = 1 and the orthonormal basis states {|0),|1)}. The qubit is an
element of the two-dimensional Hilbert space and the states |0) and |1) can denote, e.g., the
energy levels of an atom, the polarization of a photon or the spin of an electron. A qubit can
be in a superposition of two states |0) and |1); a phenomenon not known for classical bits.
During the thesis, we will encounter quantum states that are elements of the tensor product
of Hilbert spaces. If one party named Alice possesses a quantum state [1)4) € HA and the
other party (Bob) holds a state |¢g) € HP, then the total state of both parties together is
an element of the Hilbert space HAP := HA @ HE. Any state [¢) € HAP can be written in

the Schmidt decomposition as:

,
)= ajle) 4 lfip (2.2)

j=1
where a; € R>Y, ja? =1, and |ej), (|fj) ) are orthonormal states in H4 (H?Z). The

number r denotes the Schmidt rank. States for which the Schmidt rank r is greater than one
are called entangled, otherwise they are called product states. Important two-qubit entangled
states are the Bell states:

1

1
75 (100) & 1) and [v%) =

Bell states are important for quantum key distribution as explained in Chapter

) = (101) +[10)). (2.3)

Quantum systems which are in different quantum states |¢);) with probabilities p; are

described by density matrices:

p= ij lb5) (sl 5 (2.4)

with >, p; =1 and p; > 0. They fulfill the following properties:

e tr(p) =1,
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e p is a positive operator, i.e., (¢|p|¢) > 0 V|o),

e p is hermitean, ie., p = p.

In order to measure the quality of a density operator p with respect to a pure state [¢)),

we introduce the fidelity as
F(p) = (lpl). (2.5)

2.2 Quantum computation

The manipulation of quantum states is the topic of this section.

2.2.1 Quantum gates

Quantum gates are unitaryE] matrices, as they follow the rules of quantum mechanics, which
require reversible operations. For a single qubit important operations (quantum gates) are

the Pauli operators, given by the matrices:

X:(O 1),1/:(9 _Z>,Z:<1 0). (2.6)
10 i 0 0 -1

By convention, the vector () represents the state |0) and the vector () the state |1)
(often referred to as the computational basis). The action of the X-gate on the state
|) = a|0) + B|1) results into a bit-flip: X [¢)) = «|1) + £]0). The application of the
Z-gate causes a phase-flip: Z|y) = «|0) — 3|1), i.e., the relative phase between the two
states is changed. The Y-gate causes a bit- and a phase-flip. Another important qubit gate

is the Hadamard-gate, which causes a rotation of the vectors from the computational basis

1 {1 1
H:\/i<1 _1). (2.7)

The basis resulting from the rotation of the computational basis {|0),|1)} is usually called
rotated basis: {|4) := % 10y + 1)), |—) == % (|0)y — [1))}. The two bases (the computa-
tional and the rotated bases) are essential for quantum key distribution, as we will see in

Sec.

So far, we have treated quantum gates that act on single qubits. An important gate acting

by 7:

on two qubits is the controlled-NOT (CNOT) gate. It consists of one control and one target

qubit. A bit-flip (NOT) operation is applied to the target qubit if the control qubit is in the

2A matrix U is unitary, when UTU = 1 holds.
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state |1). Thus the gate can be written as the unitary operation:

CNOT = =10)(0°®@ 1" + 1) (1|° ® X". (2.8)

o O O =
o O = O
= o O O
o = O O

In the notation of quantum circuits, where each line represents a qubit, the CNOT gate is

given by

4697

One important property of the CNOT gate is that it is entangling, thus it is able to produce
the Bell states [see Eq. (2.3)] from product states. The circuit given in Fig. produces the
Bell states.

0)e —H}—+—{U}—

10,

A

Figure 2.1: Circuit for producing the Bell states, where U is given by
{1, X,Y, Z} producing the Bell states {|¢™), "), [7),|¢7)} up to some global
phase.

2.2.2 Quantum operations

A general quantum operation £ maps any density operator p into a valid density operator p/,

ie., E(p) = p', where the following axioms must be fulfilled:
o p,p' =0, and tr(p) = tr (o) =1,
e the map & is a convex-linear map, i.e., it holds that £ (3_, pipi) = >, pi€(pi),

e complete positivity is required for the map £. Positivity means that the output of the
map E(p) must be a positive operator for any p. A map is called completely positive
when the output state is positive if the map is only acting on one subsystem of the

input state, i.e., it holds that (14 ® Ep) (p) is positive for any bipartite p.

An equivalent representation for the map £ satisfying the axioms above is the Kraus-operator

representation [Kraus|, [1983]:

E(p) =D EipE], (2.9)
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where ), Ej E; =1 holds for the Kraus operators {E;}.
An important map is the so-called depolarizing map, as this map simulates the behavior of
quantum states in a noisy quantum channel. With probability 1 — p the state is replaced by

the completely mixed state and with probability p it is left unchanged:

1,

= (2.10)

Edep(p) = pp+ (1 —p)

with 14 being the d X d identity matrix.

In the operator-sum representation the map for one qubit looks as follows (with the

4F—1):

parametrization p = =5

1-F
Edep(p):Fp—I—T(XpX+YpY+ZpZ). (2.11)

This map is important as it generates the class of depolarized states. The action of a
depolarizing channel [Eq. (2.11)] on the Bell state |¢™) gives

pacp(F) = (L ® Eaep) [67) (0T | = F [¢7) (¢7| + % (1 — |67 (67]) (2.12)

Another map is the partial trace which results in reduced density operators. The partial

trace over subsystem B, denoted by trz(p) : HA @ HB — H4, is given by

trp(p) = > EipE], with E; =Y |aj) {a ] (bi], (2.13)
i J

and with the orthonormal states |a;) (|b;)) of system A (B). The completeness relation
> Ej E; = 1 4p is also fulfilled. The partial trace guarantees that the measurement statistics
of the remaining subsystem is not changed.

So far, we have defined depolarizing maps for qubits. We can generalize this concept for
general maps for n qubits in the sense that with probability pg an ideal map Efﬁe“l is applied
and with probability (1 — pg) we replace this subsystem by the identity matrix:

]l 7;17.7
4 )

1% (p) = paEl™ (p) + (1 — pa)tr(p) @ (2.14)

where tr; j(p) is the partial trace on the subsystems i, j and ]lfl’j is the 4 x 4 identity matrix
on the subsystems ¢ and j. This is the error model used for quantum gates throughout the

thesis.

2.2.3 Quantum measurements

Quantum measurements are performed via a set of measurement operators {E;}, where E;
is the measurement operator associated to the measurement outcome i. These operators
have to fulfill the completeness relation, ie., >, EZT FE; = 1. The probability of obtaining

outcome ¢ is given by p(i) = tr (Ej Eip). The resulting state after the measurement is given
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_ EipE]
by pi = p(i) -

An example of quantum measurements are projective measurements, i.e., where E? =F;

holds. In the following we explain how a measurement can alter a state. For this purpose we
introduce the measurement operators for the computational basis {mentioned in Sec. m
above) which are Fy = |0) (0] and E; = |1) (1] and for the rotated basis E; = |+) (+| and
E_ = |=)(—|. The probability of obtaining the measurement outcome 0 or 1 when the
state |0) is measured is p(0) = 1 and p(1) = 0. But if we measure the state in the rotated
basis, the probabilities of obtaining measurement + or — are equal, i.e., p(+) = p(—) = %
It means that measuring in the rotated basis, the state vector is projected into this basis,
i.e., it is either |+) or |—) after the measurement. If we then once again measure in the
computational basis, the probabilities of obtaining outcomes 0 or 1 have drastically changed:
p(0) = p(1) = 3. Although we had the state |0) in the beginning, we can have the state |1) in
the end. The basic idea of quantum key distribution is to exploit this behavior for detecting

an eavesdropper.

2.3 Classical and quantum entropies

The classical (quantum) entropy quantifies the uncertainty about a random variable (quantum
state) and is thus related to the security in quantum key distribution as it will be shown in

Sec.

The concept of entropies in information theory were developed in [Shannon| [1948alb].
Assume that the random variable X takes the value x with probability p(x), then the Shannon
entropy related to the probability distribution of this random variable is defined to be

H(X) =) p(x)log, p(), (2.15)

with the convention that 0logy 0 = 0 holds. The logarithm is taken to be in base two, as the
entropy is conventionally measured in bits. In the case where the random variable takes two

values, one with probability p and the other with 1 — p, the Shannon entropy is given by

h(p) := —plogy p — (1 — p) logy(1 — p), (2.16)

which is also called the binary Shannon entropy. For two random variables X and Y, the

joint entropy measures the total uncertainty of the pair (X,Y):

H(X,Y) =Y p(z,y)log, p(x,y), (2.17)
z,y

where p(x,y) is the probability that the random variable X (Y) takes value z (y). When

knowing the random variable Y, we can define the entropy of X conditioned on the knowledge
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of Y (conditional entropy):
H(X|Y)=H(X,Y)—-H(Y). (2.18)

The mutual information of the random variables X and Y represents the information we can

learn about X by knowing Y:
IX,)Y)=HX)+H(Y)-H(X,)Y). (2.19)

For quantifying information of quantum states we use the eigenvalues of the density operators
instead of probability distributions. The von Neumann entropy [von Neumann| 1927| for a

quantum state p is defined as
S(p) = —tr(plogp) = Z)\ log \;, (2.20)

where {)\;}; are the eigenvalues of p. The conditional entropy of a composite system pap is
given by
S(AIB) = S(A, B) — S(B) = S(pa) — S(pp), (2.21)

where pp is defined as the partial trace [see Eq. (2.13))] over the system A of the state pap,

i.e., p5 = tra(paB).

Another important entropy which we will encounter in the chapter about quantum key
distribution for finite keys is the min-entropy. The min-entropy in classical information
theory defines the uncertainty of correctly guessing the value of the random variable in one
single trial: Hmin(X) = —logmax, p(z) (see, e.g., [Renner and Konig, 2005]). R. Renner
developed a formalism for the quantum min-entropy in his PhD thesis |[Renner, 2008|. For

two density operators pap and op the conditional min-entropy is defined as [Renner, 2008|:

Huin(paglop) := —log (mln/\ 1a®op — pap > 0) (2.22)

where 0 — p > 0 means that the eigenvalues of the operator o — p are non-negative. When

we take the supremum over all arbitrary states o, we write

Hyin(paB|B) = sup Hmin(paB|oB). (2.23)

OB

The operational meaning of the min-entropy becomes clear by using the result from [Konig

et all 2009): First, let px g be a classical-quantum state, i.e.,
pxE =Y pulr) (2] ® ph. (2.24)
X

The classical-quantum state describes the system when party A has measured her system

(resulting in her classical system X) but the quantum party F is possessing information
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about the outcome of this measurement encoded in her state p7,. Second, let the set {M*},

be the elements of a positive operator valued measure (POVM)EI for system F, then

Hmin(pXE’E) = - logpguess> (2'25)

where the guessing probability pguess is given by

Dguess ‘= mai( prtr (M*p%) (2.26)

The min-entropy is thus related to the maximal probability pguess of correctly guessing the
outcome of a random variable X when we only possess system FE.

We introduce the e-smooth min-entropy by taking the supremum of all states with trace

distance € to the original state, i.e.,

Hiin(paBlop) = sup Hywin(paglos), (2.27)
p B

pAP||1 < e. The trace-norm ||p||; of a state p is defined as ||p||1 := tr (|p|) =

with ||pAP
tr <\/ ot p). The smoothing is essential as small modifications of the state have a large impact
on the entropy (see |[Renner|, 2008| for examples). The relation between the von Neumann

and the min-entropy is [Renner] 2008|
1 €
Hmm(pXE‘p ) Z S(X|E) - 6; (228)

where ¢ := (2logrank(px) + 3)+/log(2/e)/n and pxpg is a classical-quantum state [see
Eq. (2.24)]. In [Tomamichel et all 2009] it was shown that the e-smooth min-entropy con-

verges to the von Neumann entropy:

1
lim i~ Hy (05105") = S(X|E). (2:29)

e—0n—oo

This result it also known as the quantum asymptotic equipartition property (AEP). The
classical AEP states that the outcome of a random experiment is given by a sequence of
independent and identically distributed (i.i.d.) random variables (X7, ..., X,,) with probability
close to 2 "H(X) [Cover and Thomas, 2006]. Thus all events are equally likely. It is a
consequence of the weak law of large numbers, where the value of %Zl X, approaches the
expectation value of the random variable X for large n. The quantum AEP is a generalization

for a classical random variable X with quantum side information E.

3The operators of this measurement are positive and fulfill the completeness relation, see Sec. m
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2.3 Classical and quantum entropies




3 Quantum key distribution

3.1 Introduction

The aim of quantum key distribution is to generate a correlated string of symbols, e.g., bits
between two parties, which are usually called Alice and Bob. Alice and Bob use the laws of
quantum mechanics in their favor to distribute a secret key, hence the name quantum key
distribution (a review on quantum key distribution can be found in [Scarani et al., [2009]).
In order to start with the secret transmission of the keys, both parties should authenticate
each other’s identity. For authentication the parties need a preshared key, thus the procedure
is sometimes referred to as quantum key growing (see, e.g., discussion in |Alleaume et al.,
2007]). The first known quantum key distribution protocol is the BB84-protocol |Bennett
and Brassard, (1984] named after their inventors C. H. Bennett and G. Brassardlﬂ and it

contains the following steps:

(1) State distribution: Alice randomly prepares states in the computational basis
By = {|0),|1)} (encoding each the classical bits '0’ and ’1’) or in the rotated basis
By = {|+) = %(]0) +11)),]-) = %(!0) — 1))} (encoding 0" and ’1’) and sends

them to Bob. The sequence of bits is noted as it later serves for the key.

(2) Measurement: Bob randomly measures the qubits in the bases By or By and records

the measurement basis and the measurement outcome.

(3) Sifting: Alice and Bob compare their choices of bases over an authenticated channel
and keep only those measurement outcomes where their measurement bases coincided.
It is important to note that no information about the outcome of the measurements is

revealed.

(4) Classical postprocessing: Alice and Bob reveal a fraction of their keys in order
to estimate the error (which could have been introduced either by the channel or an
eavesdropper), apply an error correction algorithm to the remaining bits and decrease
the eavesdropper’s (possible) knowledge by procedures known as privacy amplification

(see |Scarani et al., 2009] for a review).

As Alice prepares the quantum states and sends them to Bob, this scheme is called prepare-
and-measure scheme. An equivalent description with a source of entangled Bell pairs (see
Eq. (2.3) in Sec. placed in the middle between Alice and BobE] is provided in |Ekert,

S. Wiesner should also be acknowledged as he had the idea of quantum money in the early seventies, but his
idea was only published in 1983 [Wiesner} [1983].
5The source can also be equivalently placed in Alice’s lab.

11
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1991} Bennett et all [1992]. The source could also belong to a potential eavesdropper who
pretends to send entanglement states, but in reality only sends classically correlated states.
Alice and Bob can discover the fraud as their results would not be correlated anymore and
the measurement results would not violate the CHSH-inequality |[Clauser et al.l |1969] which
can only be violated by entangled quantum states. It was shown in [Curty et al., 2004] that
entanglement is a necessary prerequisite for QKD. The reader might then think that the
eavesdropper could also produce entangled states which are tripartite entangled like the so-
called GHZ-state |Greenberger et al. (1990| % (1000) 45 + 1111) 4 5), but entanglement is
monogamous |[Koashi and Winter, 2004] thus Alice and Bob are not fully entangled anymore

as in the case of Bell states and this can also be detected.

3.2 Security of quantum key distribution

The security of a cryptographic setting can be either computationally or unconditionally
secure (see, e.g., [Maurer, 1999]). As already mentioned in the introduction, classical crypto-
graphic protocols are only computationally secure; the development of quantum computers
presents, e.g., a serious threat for the security. The advantage of quantum key distribution
is that it is wnconditionally secure thus technological advances would not compromise its
security.

In the following we will describe the possible eavesdropping attacks relevant for our work
and then introduce the notion of secret key rates, which gives the amount of extractable secret
bits divided by the initially sent quantum states. The secret key rate is the product of the

secret fraction and the raw key rate, which is the key rate before the classical postprocessing

([Scarani et all,[2009], see also Eq. (5.3)) in Sec. [5.2)).

3.2.1 Eavesdropping attacks

We divide the attacks by an eavesdropper into individual, collective, and coherent attacks
(see, e.g., |Scarani et al, 2009]). For the individual attacks we assume the following: Eve
attacks the states sent from Alice to Bob independently and with the same strategy; she
measures her ancillas (the auxiliary system that she appended to Alice’s states) before the
classical post-processing. In the collective attack scenario Eve has more power: she is allowed
to keep her ancillas in a quantum memory, but is still restricted to attack each of the states
independently. The most general attack is the coherent attack. In this case Eve is not

restricted at all.

3.2.2 Asymptotic secret fraction

We are now interested how to measure the amount of secrecy between Alice and Bob. We
know that the mutual information I(X,Y") of two random variables X and Y quantifies their
common knowledge (see Sec. . In order to determine Alice’s and Bob’s unique knowledge

about X and Y, we have to subtract Eve’s knowledge about their random variables from
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the mutual information. The fraction of secret bits over sent signals (secret fraction, in the

asymptotic limit and for one-way classical postprocessing [Scarani et al., 2009]) is given by

rm:]\;iinoo% =I1(X,Y) —max(Ixg, IyEg), (3.1)
where I'x g and Iy depend on the eavesdropping strategy. In the case of individual attacks
the quantities Ixg and Iy g are given by the mutual information maximized over all eaves-
dropping strategies, i.e., Ixg = maxg [ (X, E) or Iyg = maxg I(Y, E) (Csiszar-Koérner bound
|[Csiszar and Korner, 1978]). In the case of collective attacks Ixp = maxg x(X, E) [Devetak
and Winter} 2005], where x(X, F) is the Holevo quantity [Holevo, 1973|:

X(X,E) = S(E) =Y p:S(ph), (3.2)

with pxp = >, pe |2) (x| ® p}, being a classical-quantum state. In this case Eq. (3.1 is called
Devetak- Winter bound |Devetak and Winter), 2005 and can be rewritten as

ro = 1(X,Y) = X(X,E) = H(X) - H(X|Y) = S(E) + Y _ p:S(pf;) (3-3)

— S(X|E) - H(X|Y), (3.4)

where we used that S(X|E) = S(X,E) — S(E) and S(X,E) = H(X) + >, p=S(p%) (joint-
entropy theorem, see [Nielsen and Chuang, 2000]).

If the initial state between Alice and Bob is of Bell-diagonal form, i.e.,
pap =Al|6T) (67| + Bo7) (67| +C[¢7) (T |+ D[v7) (v7], (3.5)
the secret fraction for the BB8/-protocol is given by [Scarani et al., 2009]:

rBB8 — 1 h(ey) — h(ey), (3.6)

e}

where h(p) is the binary entropy given in Eq. (2.16]), and
ez=C+Dandex =B+ D (3.7)

are the error rates in the Z-basis (By) and in the X-basis (B1). The error rate in basis i
is defined to be the fraction of discordant bits, i.e., e; :== 5 ({01|p|01), + (10[p|10),). The
description of a qubit using only measurements in the X- and Z-basis is not complete; as
the qubit is represented in the Bloch sphere (see, e.g., [Nielsen and Chuang, 2000]), an
additional basis is required, the Y-basis. Its basis states {% (10) +41)), % (|0y —i|1))} are
the eigenstates of the Pauli Y-matrix [see Eq. ] and can also be used for quantum key
distribution. This is the idea of the siz-state protocol |Bruhl (1998} Bechmann-Pasquinucci
and Gisin, 1999|. It results in a higher secret fraction than the BB84-protocol, because we can

determine all parameters of the quantum state. The secret fraction for the siz-state protocol
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is [Scarani et al., |2009; Rennerl 2008]:

. 1 - 1- 2
poistate 1 _ o p ( + (ex ; eY)/€Z> —(1—ex)h < (6X1+_€ZZ+ ez)/ > — h(ez),

(3.8)

with
ey = B+ C. (3.9)

It was shown in [Kraus et al.,[2005; Renner et al.,|2005] that collective and coherent attacks
are equivalent under certain restrictions and under the assumption of infinitely many signals.
An equivalence has not yet been proved for a finite number of signals. We showed in our

publication |[Mertz et al.l 2013| that they might be inequivalent in the finite regime.

3.2.3 Finite-key analysis

Finite-key analysis is the study of secret key rates under the assumption of a finite number
of signals. We have already introduced in Sec. the notion of the e-smooth min-entropy
[Eq. (2.27)] and its connection to the von Neumann entropy [Eq. (2.28)]. It was shown in
|Renner, [2008; Scarani and Renner, 2008| that the secret key rate of an e-secure key for a

finite number of signals is given by

r= prAi;leng (Hoin (055 |E™) — leakpc) + %logQ (2epa). (3.10)
The probability € := epg + egc + epa + € describes the probability that the key is not securdﬂ
and any of the classical postprocessing procedures failed. The abbreviation PE stands for
parameter estimation (Alice and Bob estimate the error in the channel), EC stands for error
correction and PA for privacy amplification (see [Scarani et al.l 2009] for an introduction).
Different to other approaches for deriving finite-key rates (see, e.g., [Scarani and Renner,
2008]), the secret key rate presented here is composably secure. Composability means that
the secret key generated by these procedures remains secure if used for other application like
one-time pad encryption (see Chapter [I) [Renner, [2008]. The set I'c contains all the states
that are compatible with the measurement statistics for parameter estimation, where £ is the
deviation of the measured to the real parameter (see below). In parameter estimation we
estimate the statistics of the data by using a small subset of the sample. Assume that we
have sent m + n quantum states, and we perform measurements on m signals to estimate
the error @, in the channel. We are now interested in the deviation of @Q,, to the error @,
which we would obtain if we would measure the remaining n signals. We cannot measure
these signals as we want to use them for our secret key. It holds except with probability epg
that 1||Qm — Qnll1 < & The last term in Eq. is the leakage term for error correction

SWe define a key to be e-secure, if the trace distance to the uniformly distributed and completely uncorrelated
key is given by € (see, e.g., [Renner| [2008]).
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leakgc. It is defined by
leakpc :=nfH(X|Y) + logy(2/crc), (3.11)

where n is the number of signals on which we perform error correction and f is the efficiency
of the error correction protocol. The efficiency of the error correction protocol is given by the
length of the conversation (measured in the number of exchanged symbols) divided by the
optimal conversation length, which is given by the Shannon limit (see, e.g., [Elkouss et al.,
2011]). For infinitely many signals the efficiency f is assumed to be 1. Recent error correction
protocols can approach the Shannon limit by achieving good efficiencies of f = 1.05 — 1.1
|Elkouss et al., [2011]. Recently, it was found |[Tomamichel et al.l 2014] that the estimate of
the leakage term given in Eq. is too optimistic using f = 1.1 for the finite-key regime.
In their paper they propose a two-parameter estimation that is more suited to the finite-key

effects.
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4: Quantum repeaters

4.1 Introduction

The concept of quantum repeaters was introduced in [Briegel et al., |1998] and aims at dis-
tributing entanglement over distances greater than several hundreds of kilometers. The ne-
cessity for the development of quantum repeaters is that the photon transmission probabil-
ity decays exponentially with the length of the optical fiber (Beer-Lambert’s law, see, e.g.,
[Demtroder;, 2005]):

Py = e b/ T = 107L/10, (4.1)

where La¢¢ is the attenuation length, i.e., the length where the probability of transmission
drops to e™! and « is called the attenuation coefficient and is measured in dB/km. For
wavelengths used in telecommunication the attenuation coefficient is 0.35 dB/km at 1310
nm and 0.2 dB/km at 1550 nm |Gisin ef al., [2002]. If we send one photon at 1550 nm to a
receiver at 100 km, the probability of transmission is P, = 0.01, at 600 km it is P, = 10712
and at 1000 km it is already P; = 1072°. Even for a single-photon repetition rate of 10 GHz
(repetition rates of 50 MHz are available nowadays |Lee et al., 2011]), on average one photon
arrives every 318 years at a distance of 1000 km. Obviously, this is not feasible.

The quantum repeater uses techniques of entanglement swapping and entanglement dis-
tillation to extend the entanglement over a long distance. The basic principle is shown in
Fig. the distance between Alice and Bob is L. To distribute an entangled pair over

g L SEIIIIN | O-TTT@ L SEILLLIN 3 &I @ O-FTI 8
S |ewwre|  |ewmme| (esmmme| |ewmse o sruTin e
[N SN g s e| |0 mTs e | |8y e [
= |ewmre o sirie | |@iussre| |e-suins e o e kO rounds
- O- 5555500 - T e @~ TTEEET e | @~ 5ITEEs e @7
VN |emmmre o e | |8 TrTTIne | |@THIII e ot
a ;
gsta{mn@ 2 1yl 3 4 4 9N _ 1@ nesting level
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[Swapping [Swapping] 2N
-
o—/zrm?fm@mmmm e BEBEEEEEEES—0 N=1
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Figure 4.1: Quantum repeater, figure taken from [Bratzik et al., 2013]|.

this distance, they divide the distance L in equidistant parts with length Lo = L/2V and

17
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place a repeater station at every division point. Using entanglement distillation they increase
the quality of the quantum state and by entanglement swapping two repeater stations are
entangled that did not shared any entanglement before. These concepts will be described in

the following.

4.1.1 Entanglement swapping

For entanglement swapping |[Zukowski et all [1993] two distant parties want to share entan-
glement that never interacted before. In Fig. Alice and Bob each share entanglement
with Charlie, but not with one another. Charlie performs a Bell measurement and sends the
result to Bob, who depending on the measurement result applies an unitary operation on his

qubitﬂ Then Alice and Bob are entangled with each other. This scenario works perfectly

AT Result (L.])
Alice Charly —»Bob Alice Bob

Figure 4.2: Principle of entanglement swapping.

as long as the devices and the states are perfect. For mixed states of depolarized form [see

Eq. (2.12)], ie., -
pacp(F) = F|67) (6F] + —— (La = [¢7) (7). (4.2)

the fidelity [Eq. (2.5))] after swapping N pairs is given by [Briegel et al., 1998]

Fy = i [1 +3 <4F3_ 1>N] , (4.3)

thus decreases exponentially in the number of swappings V.

4.1.2 Entanglement distillation

The concept of entanglement distillation was presented in |[Bennett et al., 1996a]. There, the
initial states used for distillation are depolarized states [Eq. ] By applying appropriate
bilateral rotations (this operation is called twirl), any two-qubit state can be transformed to
a depolarized state |[Bennett et al., [1996a]. Assume that we distributed two of these pairs to
Alice and Bob, i.e., they hold the total state:

Ptot = pdep(FO)al,bl ® pdep(FO)QQ,bZa (44)

where Alice (Bob) holds particles al (b1) and a2 (b2) (see Fig. [£.3). We want to generate a
pair paep(F1)a1p1 with Fy > Fy. This is achieved by local operations and classical communi-
cation: Alice and Bob each perform a ¢NOT operation [see Eq. (2.8)] on their qubits with al

"This information is needed in order to know which of the four Bell states [see Eq. (2.3)] Alice and Bob share.
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Figure 4.3: Entanglement distillation.

(b1) as control and a2 (b2) as target qubits. Then they both perform a measurement in the
computational basis on their qubits as and by and communicate the result of the measure-
ment to each other. If their measurement results coincide they have successfully generated
Pdep(F1)a1p1. If their results do not match, they throw away the pairs, as the fidelity F;
of the resulting pairs is lower than Fy (it is even F; = 0.25, thus they have a completely
mixed state). Note that the process of entanglement distillation is probabilistic and requires
two-way classical communication. For protocols with one-way classical communication see
[Bennett et al.l |1996b|. The procedure is successful as the bilateral CNOT operation and the
measurements increase the probability of the appearance of the state |[¢T) in the resulting
mixed state [see Eq. (2.4)] and thus the fidelity. In the case of the described distillation
protocol, the fidelity after one round of entanglement distillation is [Bennett et al., |1996b]:

B F24+l1-F)?
SR 2F(-F)+3(1-F)

Fp (4.5)

The probability that this entanglement distillation procedure is successful is given by the

denominator of Eq. (4.5).
Other distillation protocols are presented in Sec.

4.1.3 Quantum repeater strategies

In this section we explain why entanglement swapping and entanglement distillation is in
principle needed for the quantum repeater. In Fig. .4 the procedure is explained. If we start
with a fidelity of around F' = 0.95 it decreases due to swapping as shown in the picture. In
order to achieve the same fidelity as in the beginning, we have to perform several rounds of
distillation. For quantum key distribution, it is not always advantageous to have the setup
for the repeater as depicted in Fig. with entanglement distillation after each swapping.
Additionally, it is also not necessary to distill to the same fidelity before swapping as shown in
Fig. As entanglement distillation is probabilistic, multiple rounds of distillation, have an
impact on the rate of generating entangled pairs (see Sec. and our publications |[Abruzzo
et al, 2013; Bratzik et al., 2013|). In our publication |Bratzik el all 2013|, we focus on the
best distillation strategy for obtaining the optimal secret key rate. By distillation strategy
we mean the number of rounds in each nesting level (see Sec. [5.2.2).
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Figure 4.4: The purification loop. Figure adapted from [Briegel et al., [1998|.
The function Fy [Eq. (4.3)] denotes the swapping of N = 3 pairs and Fp
[Eq. (4.5)] gives the resulting fidelity after one round of distillation.

4.1.4 Repeater rate

We are now interested in the rate of the quantum repeater, i.e., the production rate of
entangled pairs per second. This quantity is called repeater rate which is important in our
publications |[Abruzzo et al., [2013; Bratzik et al., 2013} 2014], where these rates are derived

for different quantum repeater schemes.

For this purpose, we think about the following game: consider that we have N coins which
we toss in parallel at certain discrete time steps 7. The probability of obtaining head is
given by P and for tail 1 — P. If we obtain head, the corresponding coin is kept and not
flipped anymore. We stop the game, when all coins are flipped to head (assuming that the
initial value for all coins is neither head or tail in the beginning). The average waiting time
7n of this game is given by the expectation value of the random variable with probability
distribution px(m) times T'. The distribution py(m) gives the success after m time steps for
N coins. For one single coin it is p;(m) = (1 — P)™ 'P. The average waiting time for one

coin is [Sangouard et all 2011]

TZmpl

For two coins the probability distribution is given by the maximum waiting time for each of

(4.6)

“U\’ﬂ

the coins [Sangouard et al., 2011]:
m—1
pa(m) = p1(m)* + 2p1(m) > p1(J (4.7)
7j=1

It can be explained as follows: either both coins are successful (i.e., show head) after m time

steps (first term) or one succeeds after m steps whereas the other coins already succeeded
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after j < m steps (second term). The expected waiting time is given by [Sangouard et al.,

2011]
3—2P 3T

(2—P)P" " 2P’ (48)

T9 =

for small P. In [Bernardes et al., [2011], the general formula for the average waiting time in
units of T' was developed:

™ =TZnN(P), (4.9)
where

_1)j+1

N
Zn(P) = ; (]JV) 1—((1—PW' (4.10)

The connection to the repeater rates is the following: assume that we have 2V — 1 repeater
stations (see Fig. and swapping is deterministic, i.e., the probability of swapping is
Prgs =1, then the repeater rate, which is the reciprocal value of the average waiting time, is
given by:

1
RN = ———— 4.11
Rep ™ Ty Zon (P))’ (4.11)

where Ty = % is the time a photon travels over the distance Ly = L/2N and P, is the
probability that the photon arrives at the repeater station [see Eq. ] Thus, the generation
of entanglement in the quantum repeater procedure corresponds to the coin tossing problem
described above. In our publication [Abruzzo et al.l [2013] we derive the repeater rates for
different scenarios, i.e., when entanglement swapping is probabilistic and when distillation is

included.

4.2 Imperfections in quantum repeater components

The quantum repeater consists of many components, such as the source of entanglement, the
detectors, the gates and the quantum memories. Each of these components can be subjected
to imperfections that will be described in the following.

The source of entanglement in general depends on the following parameters: the probability
of generating entangled pairs, the efficiency, the repetition rate and the fidelity of these pairs.
In the ideal case, the source produces entangled Bell pairs with an infinite repetition rate and

on demand. For realistic sources, the error model of the resulting pairs is the depolarizing

map as introduced in Sec. [2.2.2] Eq. (2.11)). For the detectors, we assume them to be photon-
number resolving. They are described by the POVM elements [Kok and Lovett, 2010]

e =g S (”Zm)u — )" |+ m) (n+m], (4.12)

m=0

where the element II(™) corresponds to the detection of n photons and nq is the detector
efficiency (the probability that the detector clicks upon arrival of a photon). The notation

|n +m) denotes here a state of (n + m) photons. Usually, commercial photon detectors are
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also subjected to dark counts, i.e., the detector counts a non-existing photon. We showed in
our publication |[Abruzzo et al., 2013| that dark counts on the order of 1075 are negligible.
Available detectors can reach this threshold (see, e.g., |Scarani et al. [2009]). For the gate

errors, we assume the depolarizing model [see Sec. [2.2.2] Eq. (2.14)], i.e., with probability pa

the perfect operation is performed, whereas with probability 1 — pg the affected subsystem is
replaced by a completely mixed state. This is the worst estimate of a gate error as the com-
pletely mixed states contains no useful information about the initial state anymore. Quantum
memories are an essential part of the quantum repeater. For a recent review on quantum
memories, see [Simon et al.l 2010|. Throughout our publications, we assume our memories
to be perfect, except for the quantum repeater with atomic ensembles in Sec. where
we employ the memory efficiency 7y,. It gives the probability that the photon is undisturbed
after it was stored in the memory. There are other imperfections that we did not consider
here such as the photon conversion efficiency, fiber coupling losses, and so on (see [Sangouard
et al., [2011] for further details); but they can be easily implemented into our analysis. The
losses in the fiber are modeled by the transmission probability given in Eq. .

4.3 Entanglement distillation strategies

In this section we will describe how to improve the distillation protocol introduced in
Sec. In the following we present two distillation protocols: the Deutsch et al. and the
Diir et al. distillation protocol. The latter was introduced in [Briegel et al., (1998; Diir et al.l
1999|, where the quantum repeater was analyzed regarding the gate errors; this distillation
protocol is more robust against gate errors.

In [Deutsch et al.,(1996] the Deutsch et al. protocol which is more efficient than the protocol
described in Sec. was introduced. The efficiency refers to the final fidelity, as the
Deutsch et al. protocol converges faster to unity. The only difference to the protocol given in
Sec. (which will now be called Bennett et al. protocol) is that after the application of
the ¢NOT Alice employs the following transformation to her qubits

1 .
0) — \ﬁ(\0>—2\1>) (4.13)
1 .
1) — ﬁ(\1>—2\0>)» (4.14)
and Bob’s transformation is:
1 ,
0) — ﬁ(\0>+2\1>) (4.15)
) = (1) +i]0). (4.16)

>

For the reader familiar with the Bloch vector representation of a qubit (see, e.g., [Nielsen and

Chuang}, 2000|), Alice’s (Bob’s) transformation corresponds to a § (5*)-rotation about the
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X -axis.

Under the influence of gate errors as given in Sec. [2.2.2] an analysis of the error resistance
of both distillation protocols was performed in |[Diir et al., 1999]. The result was that the
Deutsch et al. protocol is more resistant to errors than the Bennett et al. protocol. In [Diir
et al.,1999|, another protocol, which is more efficient than the Deutsch et al. protocol under
gate errors, was invented. It works as follows: compared to the Deutsch et al. protocol
that distills pairs with the help of pairs with the same fidelity (see Fig. , the Diir et
al. protocol (see Fig. , distills pairs using pairs with different fidelities. The advantage of
this protocol is that it uses less gates than the Deutsch et al. protocol and thus can tolerate
higher gate errors. But when using perfect gates, this protocol is not efficient as it will never

result in a fidelity of 1. Another difference is the number of resources, i.e., qubits, used in
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Figure 4.6: The Diir et al. pro-

Figure 4.5: The Deutsch et tocol. Figure adapted from [Diir
al. protocol. The fidelity in the et al., (1999|.

k-th distillation round is denoted
by F}. Figure adapted from [Diir
et al.,1999).

these procedures. As it can be seen on Figs. and the number qubits needed for the
Deutsch et al. protocol grows exponentially with the number of distillation rounds, whereas
for the Diir et al. protocol, it grows linearly. When considering several nesting levels and
k = (ko, ..., kn) being the distillation vector (k; is the number of distillation rounds in the
i-th nesting level), the number of memories needed per half repeater node is given by |Bratzik
et all 2013|

MP = 22 kn (4.17)

for the Deutsch et al. protocol and
MPT = N 42+ [{k; : k; = 0} (4.18)
for the Diir et al. protocol, where N is the total number of nesting levels and the set

|{k; : k; = 0} is the number of elements in & that are zero.

In our publication [Bratzik et al., 2013] we investigate the relation of obtaining the optimal
secret key rate and the required resources by evaluating the optimal secret key rate per

memory per second. The results are described in Sec. [5.2.2]
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4.4 Quantum repeaters with encoding

In order to correct and detect errors on a quantum state, quantum error correction was
developed (see, e.g., [Nielsen and Chuang, 2000| for an introduction). As in the classical
case, an encoding and decoding procedure is applied. We encode k logical qubits in n physical
qubits. The logical qubits for |0) and |1), denoted by |0z) and |11), span a two-dimensional
subspace. When errors occur on the qubits{ﬂ, the error operators map this subspace to other
subspaces. The errors are distinguishable (and thus correctable), if the subspaces are pairwise
orthogonal. If we measure the state which was subjected to errors with appropriate projectors
(see Sec. , we can determine the subspace and thus apply the corresponding error
correcting procedure. The important difference to classical codes is that quantum codes
must preserve the coherence such as given in Eq. . A simple example is the three-qubit
repetition code (see, e.g, [Nielsen and Chuang, 2000]), where |0) is encoded as |000) and |1) as
|111). This code can correct single bit-flip errors. We have four orthogonal subspaces telling
us if there was no error, an error on the first qubit and so on.

In [Jiang et all 2009] the idea of using quantum repeaters with quantum error-correcting
codes appeared. To encode the sent quantum states has an advantage over the distillation
protocols described above because they only require one-way classical communication. Clas-
sical communication can be a bottleneck in long-distance quantum key distribution, as it
might limit the speed of the entanglement generation process (see, e.g., |Jiang et al., 2009]).
There is a connection between entanglement distillation and quantum error correction: it
was shown in [Bennett et al., [1996b| that one-way distillation protocols are equivalent to

quantum error-correcting codes. The main principle of the quantum repeater using quantum
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Figure 4.7: Setup of the encoded quantum repeater for the three-qubit repe-
tition code, BM stands for Bell measurement. Figure taken from |Bratzik et al.,
2014], adapted from |Jiang et al., 2009].

8 An arbitrary error on a qubit can be completely described by the operators from the discrete set {1,X,Y, 7}
with XY, Z being the Pauli matrices given in Eq. (2.6]), see [Nielsen and Chuang}, 2000].
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error-correcting codes works as follows (see Fig. for the three-qubit repetition code): In
the first step encoded Bell pairs pene are distributed among the repeater stations R; and
Ri.1, where in the ideal case penc = }q3+> <<5+

code described above)

is given by (for the three-qubit repetition

- 1
‘¢+> -5 000) g, [000) g, + [111) 5, [11D)5 -

In the second step three Bell measurements (see Sec. 4.1.1)) are performed in the repeater

(4.19)

station leading to three measurement outcomes and thus leading to encoded entanglement
swapping. The measurement outcomes identify the resulting encoded Bell state, i.e., the
classical information in order to perform the correct rotation in the end (step 3), see Sec. m
Error correction is performed in the sense that a majority vote between the measurement
results is employed. No quantum operations are performed, as errors at the repeater stations
do not affect the final state. In Sec. we present the results of our publication [Bratzik

et al., [2014] where we calculate the secret key rates for the encoded quantum repeater.
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5 Summary of the results

5.1 Finite secret key rates for coherent attacks

We have introduced in Sec. possible attacks of an eavesdropper on the quantum states
sent from Alice to Bob. These are individual, collective and coherent attacks. The latter
is the most general attack. It was shown in |[Kraus et al., 2005; Renner et al.| [2005] that
under the assumption of certain quantum key distribution protocols the asymptotic secret
key rates (see Sec. are equivalent for collective and coherent attacks. These protocols
are permutationally invariant, i.e., the output of the protocol remains the same if we change
the order of the input pairs. It holds for these protocols that the resulting state of Alice and
Bob after the distribution of N qubit pairs (after sifting and parameter estimation n signals

remain) is given by [Kraus et al., 2005; Renner et al., [2005|

pag = Pn < Z fno?™ @ 0™ @ o™ @ of”“) ) (5.1)
I'IEA"

where P, is a permutation map, o; are the projectors onto the four Bell states [Eq. ], Un
is the probability of one particular realization and A™ := {n = (n1,ng, n3,n4) : Yo, n; = 1}
is the set of all possible realizations. In the context of finite-key analysis (see Sec. the
equivalence of collective and coherent attacks was not proven yet. In our publication [Mertz
et al.l 2013| we provide a possible evidence of an inequivalence. The main result of our paper
is bounding the min-entropy (see Sec. for states subjected to coherent attacks with the
min-entropy for product states which are the result of collective attacks:

HE

m

n (el 2 mf H (o (A= 1B) - 1. (5.2)
The state p% , describes Alice’s (X) and Eve’s (E) system after Alice’s measurement and
Eve’s collective attack. This state is a classical-quantum state as presented in Sec. The
set ['¢, contains all the states that comply with the statistics for parameter estimation
with deviation parameter .o (see Sec. , € is the smoothing parameter for the min-

entropy [see Sec. Eq. ], and o4p[A] = Z?Zl Aio; are Bell-diagonal states with A :=
(A1, A2, A3, \q) = (m Rz N3 M). We use for this bound that permutation-invariant states

n’>n’>n’n
are a convex combination of tensor products of Bell states [Kraus et al.l 2005; Renner et al.,
2005]. For evaluating Eq. (5.2)), we use the bound of the min-entropy via the von Neumann

entropy given in Eq. (2.28)) in Sec. and the results about the secret key rate for a finite
number of signals given in Eq. (3.10) in Sec.

27
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Figure shows the secret key rate for the six-state protocol in terms of the total number
of signals N using the estimate given in Eq. , Teoh, compared to the secret key rate using
collective attacks rcon [Eq. ] for different values of the quantum bit error rate (QBER)ﬂ
Additionally, the secret key rates using the post-selection technique rpos |Christandl et al.l
2009] are depicted. We see that in the asymptotic limit the secret key rates converge to
the asymptotic value, but for a small number of signals our estimate for coherent attacks
(reon) shows an increase of the secret key rate of 51% (for QBER = 0.01, N = 10°) and 45%
(QBER = 0.1, N = 10®) compared to rpest. It means for the same number of signals the
secret key rate using our estimate is higher. As the approaches do not coincide in this region,
it hints that collective and coherent attacks are not equivalent for a small number of signals
(N < 10%).
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Figure 5.1: Comparison of the secret key rates reon [Eq. 1} using Eq. 1)

(black circles), rpost (green squares) and reon [Eq. (5.2) using Eq. (2.28))] (red
triangles) versus the number N of initial signals for different quantum bit error

rates (QBER) with security parameter ¢ = 107Y for the six-state protocol in
logarithmic scale; QBER = 0.01 (straight lines) and QBER = 0.1 (dotted lines).
Caption and figure taken from [Mertz et al.l 2013].

5.2 Asymptotic secret key rates using quantum repeaters

5.2.1 Analysis for different experimental scenarios

In our publication [Abruzzo et al. [2013] we start our analysis by modeling the building
blocks (see Sec. of a repeater and its imperfections. The main purpose of the paper is
to introduce a general analysis in such a way that it could be used for different experimental
setups. We have already identified the main problems in Chapter[4] which can be summarized
as the losses in the quantum channel, the error in the entanglement source (which was modeled

as a depolarizing error with parameter F'), the depolarizing error (parameter pg) in the gates,

°The quantum bit error rate is the ratio of wrong bits to received bits [Gisin et al., [2002], see also Eq. li
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the detector efficiency nq and the memory efficiency ny,. These errors also influence the
processes of entanglement swapping and entanglement distillation.
In our work we characterize quantum key distribution using different quantum repeater

schemes. The secret key rate using quantum repeaters is defined by the product of the secret

fraction (see Sec.[3.2.2)) and the repeater rate (see Sec. [4.1.4):
RQKD = RRepToo' (53)

In [Abruzzo et al., 2013, we develop the repeater rate for specific situations, such as proba-
bilistic entanglement distillation and probabilistic entanglement swapping. Before, only the
repeater rate for deterministic swapping (see Sec. was known. Deterministic means
that the probability of success is one. Usually, another factor that accounts for the sifting
(see Sec. appears in the formula for the secret key rate. But throughout the paper we
assume a specific protocol, the so-called asymmetric protocol |[Lo et al. 2005|, where the
probability of choosing the measurement basis (see Sec. is biased; thus the sifting factor
is one.

In the following we will briefly describe the experimental quantum repeater schemes and
the main results. As our analysis is quite extensive, we focus on the outstanding aspects of

the different repeater schemes.

5.2.1.1 The original quantum repeater

We denote the scheme from |Briegel et al., [1998| (see Chap. {4} by the original quantum re-
peater scheme. For simplicity, we assume that we distill only in the beginning (the restriction
will be released in Sec. [5.2.2)). In Table we identify the minimal parameters for the initial
fidelity Fy and gate quality pg to establish a nonzero secret key for different QKD-protocols
(see Sec.[3.2.2). We find that increasing the number of distillation rounds, the input pairs for

k
N 0 1 2 3
BB84 6S BB84 65 BB84 685 BB84 685

0 0.835 0.810 0.733 0.728 0.671 0.669 0.620 0.614
1 0.912 0.898 0.821 0.818 0.742 0.740 0.669 0.664
2 0.955 0.947 0.885 0.884 0.801 0.800 0.713 0.709
3 0.977 0973 0.929 0.928 0.849 0.848 0.752 0.749
4 0.988 0.987 0.957 0.957 0.887 0.887 0.788 0.785
5 0.994 0993 0975 0975 0917 0.917 0.819 0.818
6 0.997 0997 0.985 0.985 0.939 0.939 0.847 0.846
7 0.999 0998 0.992 0.992 0.956 0.956 0.872 0.870

Table 5.1: Minimal initial fidelity Fy (pg is fixed to one) for extracting a secret
key with maximal nesting level N and number of distillation rounds k& for the
BB84- and six-state protocols, from |Abruzzo et all 2013|.
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the repeater can have low fidelity. In Fig. the number of distillation rounds that maxi-
mize the secret key rate in terms of the gate quality pg and initial Fj is depicted. Introducing
more distillation rounds, increases the fidelity (see Sec. and thus the secret fraction,
but at the same time the repeater rate, which is a function of the success probability of distil-
lation, decreases. For example for fairly good gates (pg > 0.97) and fidelities (Fy > 0.97), the
optimal distillation strategies is to not distill. Thus, the effect of distillation is not dominant
here. In regions for low fidelities (Fy > 0.7) and low gate quality (pe < 0.98), distillation is

a necessary tool for having a nonzero secret key.
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Figure 5.2: Original quantum repeater and the BB84-protocol: Number of
distillation rounds k that maximizes the secret key rate as a function of gate
quality pg and initial fidelity Fy. In the white area, it is no longer possible to
extract a secret key. (Parameters: N = 2, L = 600 km), figure and caption taken
from [Abruzzo et al., 2013].

5.2.1.2 The hybrid quantum repeater

In the hybrid quantum repeater (HQR) [van Loock et al., 2006; Ladd et al. |2006] the en-
tanglement is transmitted via a coherent-laser pulse, which has previously interacted with a
qubit in a cavity (for details we refer to our publication [Abruzzo et al.,[2013]). The main dif-
ference to the protocol given in Sec. is that the entanglement swapping operations are
not probabilistic and that the probability of successful entanglement generation Py depends
on the initial fidelity Fj of the state and the detector efficiency ng (compared to Py = P, for

the original quantum repeater protocol):
Ping
Py=1—(2Fy — 1) #P0-20q) (5.4)

with P, the transmission probability in a channel defined in Eq. (4.1). Different to the original

quantum repeater, the produced state is of the form

po:=Fo|¢") (¢F|+ (1~ Fo) o) (|, (5.5)
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which is also called a binary state. Due to the dependence of the generation probability
Py [Eq. (5.4)] on the fidelity, interesting effects for the secret key rate can be observed (see
Fig. [5.3): the secret key rate exhibits a nonmonotonic behavior in the fidelity. The reason is
that the generation probability Py decreases with increasing fidelity, thus the repeater rate
decreases, but at the same time the secret fraction increases. This implies that at some point
a higher fidelity does not necessary lead to higher secret key rates. We examined also whether
the optimal fidelity changes with the total distance, and we found that for distances L > 100

km, the optimal fidelities are almost constant.
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Figure 5.3: Hybrid quantum repeater with perfect quantum operations (pg = 1)
and perfect detectors (ng = 1) (black lines) compared to imperfect quantum
operations (pg = 0.995) and imperfect detectors (ng = 0.9) (orange lines): Secret
key rate per second as a function of the initial fidelity for 2% segments (N = 3)
and various rounds of distillation k. The distance between Alice and Bob is 600
km. Figure and caption taken from |Abruzzo et al., [2013].

5.2.1.3 The atomic ensemble quantum repeater

Another experimental protocol uses atomic ensembles which is called the DLCZ-protocol
[Duan et al, 2001] named after Duan, Lukin, Cirac and Zoller. Entanglement between
two remote parties is established by interfering and detecting Stokes photons emitted from
two distant atomic ensembles at a beamsplitter (see, e.g, [Sangouard et al., [2011]). The
entanglement is thus created in the atomic excitation, as it is unknown which atomic ensemble
emitted the photon.

The protocol [Minaf et al., 2012] investigated in our publication |Abruzzo et al., |2013]
is an improvement of the DLCZ-protocol in the sense that the states produced in the end
do not contain any vacuum components. This protocol uses heralded qubit amplifiers in
order to produce entanglement on demand, different to the experimental setup described in
Sec. which is probabilistic. Figure [5.4] shows the resulting secret key rates for the
quantum repeater scheme with atomic ensembles optimized over the pump parameter p of the

spontaneous parametric downconversion source and R the reflectivity of the beam splitter
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(see our publication [Abruzzo et al., [2013| for details). The figure shows that even with
realistic parameters, the secret key rate is only one order of magnitude smaller compared to

ideal parameters thus providing a high error tolerance.
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Figure 5.4: Quantum repeaters based on atomic ensembles: Optimal secret key
rate per second versus the distance between Alice and Bob. The secret key rate
has been obtained by maximizing over p and R. Ideal setup (solid line) with
parameters nm = 1q = ¢ = 1,Yr¢p = 00. More realistic setup (dashed line) with
parameters 7, = 1, nqg = 0.9, ¢ = 0.96, 7,¢p = 50 MHz. The parameter ¢ is the
efficiency of the single-photon source and ~,., is the repetition rate. Figure and
caption taken from [Abruzzo et al., 2013).

5.2.2 Improving the distillation strategies

So far, we focused in our analysis on distillation only in the beginning and only on one specific
distillation protocol. In our publication |Bratzik et al.. [2013], we performed a generalized
analysis for the original quantum repeater investigating the effects on the secret key rate
regarding the distillation protocols and distillation strategies (see Secs. and . By
distillation strategies, we mean different numbers of distillation rounds in each nesting level,

described by the distillation vector
k= (ko,....kn), (5.6)

where k; gives the number of distillation rounds in the i-th nesting level (see also Fig. {.1)).
In order to start with the analysis, we developed the repeater rate (see Sec. for the

Deutsch et al. and Diir et al. protocol (see Sec. considering the classical communication

time for entanglement distillation and entanglement swapping. In the following, the figure of

merit will be the secret key rate per memory per second defined as:

Téo(Fova’al;a N)

K'= Rk, (k,N,L _
R VI

: (5.7)

where the parameter i gives the different distillation protocols ( Deutsch et al. or Diir et al. ),
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the memories M* are presented in Sec. the repeater rate Rpep is explained in Sec.
and the asymptotic secret fraction is described in Sec. [3.:2.2] For a fixed distance L = 600
km, we optimize the secret key rate per memory per second [see Fig. [5.5[a)| and give the
resulting parameters for the optimization [Figs. [5.5[(b)-(f)]. For simplicity, we focus on two
distillation strategies:

—

e strategy «, where k = (k,...,k), i.e., the same number of distillation rounds in each

nesting level,

e strategy (3, where k= (k,0,...,0), i.e., distillation is only performed in the beginning.

=)
— . —
o g no dist. §
2 o g
= &
=3 = Diur §
o £ g
© ® =
4] 5 2
3 D a
n
4
&
> ~ 3 z
= © T
S E 2 E
= s
]
@ © 1 0
[4)
0
4096 "
© 8 1024 £
= Pz £
2 = 256 5
= S
=3 S 64 5
& = -
(V) o’ €
e 2
07 075 08 08 09 095 1 07 075 08 08 09 0.9 1
Initial fidelity Fg Initial fidelity Fq

Figure 5.5: (a) Optimal secret key rate per memory per second (bits per second)
[Eq. (5.7)] for the distance L = 600 km. The smallest secret key rate still depicted
is chosen to be 10710 secret bits per second per memory. In the white region an
extraction of a non-zero secret key rate is not possible. The parameters for the
optimal secret key rate per memory per second are: (b) Distillation protocols:
Deutsch et al. protocol (blue), Dir et al. protocol (green), and no distillation
(vellow). (c) Number of rounds of distillation & (for the optimal distillation
strategy). (d) Number of nesting levels N. (e) Distillation strategies: Strategy «
(nested distillation) and strategy [ (distillation only before the first entanglement
swapping). (f) Number of used memories per repeater node. Figure and caption
taken from [Bratzik et al., 2013].

We find that regarding the distillation protocols [Fig. [5.5(b)], we can divide the optimal pro-
tocols roughly in three regions: First, for good fidelities (Fp > 0.97) and all gate parameters
it is always optimal to not distill. Second, for gate qualities 0.94 < pg < 0.99 and fidelities
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Fy > 0.8, the Diir et al. protocol performs best and third, the Deutsch et al. protocol for the
remaining regions. It is not obvious, why the Diir et al. protocol is optimal in the aforemen-
tioned region. There are many competing terms in the secret key rate [Eq. such as the
repeater rate, the number of memories and the resulting state. As mentioned above, during
our analysis we only restricted to either distillation strategy a or 3. In Fig. [5.5|e), we show
that for relatively good gate qualities pg > 0.98 it is optimal to distill only in the beginning.

For specific values of the initial fidelity Fy and the gate quality pg, we optimized the
distillation strategy without any restriction and we have seen that the secret key rate can
be improved by almost one order of magnitude than to use strategy o or §. Furthermore,
allowing more general distillation strategies lead to different results regarding the optimal
distillation protocols, see Table For specific examples of Fy and pa, we have seen that
changing the distillation strategy leads to an improvement of the secret key rate by a factor
of 3.

Diir et al. protocol Deutsch et al. protocol
K k K k
3.92-1077 (0) 3.92-107Y (0)
2.11-107° 0,2 2.63-107° (0,1)

1.09-1074  (2,3,2) 3.03-107%  (0,3,1)
2.66-107%  (3,4,5,5) 1.51-107%  (0,3,3,1)
0 0 1.37-107%  (0,3,3,3,1)

B w N o~ o2

Table 5.2: Optimal secret key rate per memory per second [Eq. (5.7)] and cor-
responding distillation vector k [Eq. l} for the different distillation protocols,

Fy = 0.9, and pg = 0.96. From |Bratzik et al., [2013].

Instead of varying the distillation strategies, i.e., the distillation vector, one can also think
of parallel repeater setups. For parallel setups, the secret key rate resulting from each repeater
is added. By fixing the total number of memories used per half node of a repeater station,
we analyzed the optimal configuration and found that using parallel setups allows to improve
the secret key rate by a factor of 3. Furthermore, for our choice of parameters, parallel setups
may also be optimal for a different distillation protocol.

In our paper, we investigated the impact of the classical communication time on the secret
key rate. We compared the secret key rate using the repeater rate that we developed to
the repeater rate without any classical communication time and have found, different to the
statement in |Jiang et all 2009|, that the communication time has a small impact on the
secret key rate for a given distance and protocol considered here. We analyzed also the
influence of the form of input states onto the secret key rate. Usually we assumed the input
states to be depolarized states, see Eq. . The hybrid quantum repeater |van Loock
et al, 2006; Ladd et al), [2006] produces binary states [see Eq. (6.5)]. We have found that
here we can have a nonzero secret key for a larger range of parameters, i.e., 0.7 < Fy < 1 and
0.92 < pg < 1.
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5.2.3 Encoded quantum repeater

In Sec. we described the quantum repeater using quantum error-correcting codes |Jiang
et al., [2009] (in the following called encoded quantum repeater). The idea of our publication
[Bratzik et al., [2014] is to compare the secret key rates for the quantum repeater using
distillation (the original quantum repeater, see Sec. to the encoded quantum repeater.
The motivation behind it is that the encoded quantum repeater does not require classical
communication time except for entanglement generation and the announcement of the results
for entanglement swapping in the end. In the case of the original quantum repeater, depending
on the rounds of distillation, much time is lost by communicating the measurement results
needed for entanglement distillation. There exist concepts of running the repeater scheme
blindly (i.e., without any communication, see, e.g., [Hartmann et al., 2007]) but at the expense

of exponentially decreasing the success probability.

For starting the analysis, we first developed an error model for the encoded quantum
repeater. Different to the original paper [Jiang et al., 2009|, our idea was to initialize the
states without fault-tolerance in order to save resources. Additionally, our analysis allows
the employment of initial Bell states (needed for the generation of the encoded Bell pair, see
Eq. in Sec. that have fidelity smaller than 1. Our model is as follows: We use
the depolarizing gate error model given in Eq. . If we have n quantum gates, we only
consider terms with gate error § = 1 — pg, i.e., the linear terms and set all remaining states
to be the identity:

n

n T
U“) P (H Ua) +nB(1—8)""1p +p%, (5.8)
1 a=1

where d = dim(p) and p = 1 — (1 — 3)" — nB(1 — B)"~L. The state j is given by the map

Alffaulty(p)
n T
(H Ub> , (5.9)

b=a+1

Aconc(ﬂ) = (1_B)n<

a—1
(ias o), 0, [ U
c=1

p=: M_fautty(p) = %Z ( H Ub) !

a=1 \b=a+1

with f[(i,7), p, A] := tr;; (ApAT) ® %. The operator U® defines the two-qubit operation
U on the qubits (i4,J,) and the vector U= {U!,...,U"} gives the sequence of the unitary
maps. Expanding the probability p for small 3 gives: p =~ %52 — n(”gl)ﬂ?’. Thus, p is on
the order of 32 for appropriate n. The reason for introducing this map lies in the complexity
of the computations as already for the simple three-qubit repetition code (see Sec. we

2'2_dimensional Hilbert space. Additional to this error model,

perform the computations in a
we also investigated the errors that can be corrected during the encoded connection step and
we have found a remarkable improvement if all correctable errors are used in comparison to
[Jiang et al., |2009]. Considering these additional errors in our analysis increases the error-

tolerance of the secret key rate [Bratzik et al.,[2014]. Additionally, we explicitly accounted for
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the effect of the decoding scheme. Our advances also involved the derivation of the repeater

rate for the encoded quantum repeater scheme using the methods described in Sec. .1.4]
Table shows the minimal parameters for establishing a nonzero secret key for the

encoded quantum repeater. If we compare this results with Table[5.1]in the preceding section,

we see that the encoded quantum repeater does not have any advantage here.

r N PG min FO,min
1 1 0984 0.943
3 2 0992 0972
7 3 0994 0.981
15 4 099 0.986
31 5 0997  0.989
63 6 0997 0.991
127 7 0.998 0.992

Table 5.3: Minimal pg (Fp is fixed to one) and minimal fidelity Fy (pg is fixed to
one) for extracting a secret key for the six-state protocol with r = 2V —1 repeaters
with NV being the nesting level for entanglement swapping. From |Bratzik et al.,
2014].

Calculating the secret key rates, we find that it is always optimal to use original quantum
repeaters with the Deutsch et al. distillation protocol (see Sec. for the whole range of error
parameters. The reason is that in the region where the encoded quantum repeater produces
a nonzero secret key rate (see Table , it is not optimal to perform any distillation (see
Fig. . When no distillation is performed, fewer classical communication is exchanged,
and less resources are needed, whereas in the encoded quantum repeater we constantly need
three Bell pairs.

During the preparation of the manuscript we became aware of a paper which treated a
quantum repeater scheme with one-way classical communication using teleportation-based
error correction |[Muralidharan et al., 2013]. There, as a figure of merit the cost function was
defined as the minimal number of total qubits per secret bit:

2N+1

C = min

M (5.10)

where K is the secret key rate as defined in Eq. , N is the nesting level and ¢ are
the different repeater protocols, i.e, either the encoded or the original quantum repeater.
Figure shows the cost coefficient which is the cost function [Eq. (5.10)] divided by the
total distance. Compared to the rather complicated protocol given in [Muralidharan et al.,
2013|, the encoded and the original quantum repeater are one order of magnitude better up to
distances of 5000 km. Additionally, using the rather simple three-qubit repetition code, the
optimal distance of the repeater stations is between 30 — 100 km compared to 1 — 2 km given
in [Muralidharan et al.l 2013|. This means that the total number of required repeater stations

is roughly 1 — 2 orders of magnitude smaller for the original quantum repeater scheme.
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To = 1 as in [Muralidharan et al.,2013|). Figure and caption from |Bratzik et al.l

2014].
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0 Outlook

We investigated asymptotic secret key rates in the context of quantum repeaters. For our
analysis, some assumptions regarding the components of the repeater have been made. We
considered, e.g., the quantum memories to be perfect (except for the quantum repeater with
atomic ensembles, we assumed a memory efficiency). Our findings could be extended using
the results given in [Hartmann et al., [2007] where the role of memory errors in quantum
repeaters was analyzed. Furthermore, advances had been made regarding the repeater rate
and imperfect memories [Praxmeyer, [2013|, which could also be implemented in our analysis.
The repeater rate and thus the secret key rate can be improved by strategies like multiplexing
|[Abruzzo et al., 2014].

So far, we only treated quantum repeater for secret keys in the asymptotic limit. An
analysis of the secret key rate for quantum repeaters in the finite-key formalism remains
open. In this context new advances for calculating secret keys in the finite regime appeared
by employing uncertainty relations [Tomamichel and Renner| 2011; ‘Tomamichel et al., 2012].
This approach gives tighter bounds on the finite secret key rate. Recently, new discoveries
regarding the information leakage term for error correction appeared |[Tomamichel et al.,
2014]. It was found that the existing results were too optimistic and an approach using a
two-parameter approximation was given. This advance can be easily adapted to our finite-
key analysis. Still, the problem of the equivalence of collective and coherent eavesdropping

attacks for keys in the regime of a finite number of signals remains open.
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7

List of main results

e We developed a bound for coherent eavesdropping attacks in the context of finite-key

analysis. This bound is better for a small number of signals compared to the existing
techniques and gives evidence of an inequivalence of collective and coherent attacks in

the finite regime.

We quantified and modeled the building blocks of a quantum repeater in order to per-
form a general analysis for different experimental repeater schemes. These schemes in-
clude the original quantum repeater, the hybrid quantum repeater, a quantum repeater
scheme based on atomic ensembles and the encoded quantum repeater. We performed
a quantitative analysis of the optimal secret key rates for each repeater scheme under
different realistic parameters and identified the particularities of each scheme. Regard-
ing the original quantum repeater, we determined the minimally required parameters
(such as the gate quality and the initial fidelity) for obtaining a nonzero secret key. The
requirements on the initial fidelity are not so strong, if distillation is allowed. The quan-
tum gates however, should not exceed errors of 1%. For the hybrid quantum repeater,
we found that the secret key rate is not a monotonic function in the initial fidelity,
thus there exists for each nesting level and number of distillation rounds a fidelity that
optimizes the secret key rate. This repeater scheme only tolerates gate errors in the
order of 0.1%. The analysis of the repeater scheme with atomic ensembles showed that
it is robust against most imperfections. Additionally, we derived the repeater rate for

probabilistic entanglement swapping and entanglement distillation.

For given gate errors and initial fidelities, we investigated the repeater configuration
(i.e., the distillation protocol, the distillation strategy, the number of distillation rounds,
number of nesting levels, and the number of memories) to obtain the optimal secret
key rate. Regarding the distillation protocols we optimized either between the Deutsch
et al. protocol and the Diir et al. protocol. The former works in a recursive way and
is efficient in achieving the fidelity in few steps; the latter pumps the entanglement
but is more noise-tolerant than the former protocol. We found that for the parameters
pg < 0.99 and Fy > 0.8 the Dir et al. protocol performs best; considering lower
fidelities the Deutsch et al. protocol is better. For extremely good fidelities Fy > 0.97
employing no distillation is favorable. Additionally, we derived the repeater rate for
different distillation protocols including the classical communication time needed for
entanglement swapping and entanglement distillation and showed the communication

time has a small impact on the secret key rate for the parameters considered here.

e We derived the repeater rate for an encoded quantum repeater and investigated un-
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der which circumstances it can be better than other repeater schemes like the original
quantum repeater using distillation. The encoded quantum repeater does not need as
much communication time as the original repeater scheme, but requires more resources.
For our analysis, we introduced a concatenated error model which allows the analysis
of Bell pairs with a fidelity smaller than one. We identified the errors that can be
corrected during entanglement connection for the three-qubit repetition code and addi-
tionally analyzed a decoding procedure. For the encoded quantum repeater using the
three-qubit repetition code, no advantage over the original repeater scheme was found.
Furthermore, we investigated the cost function which is the ratio of required resources
over the secret key rate and we have seen that our approaches lead to a significant im-
provement of roughly 1 — 2 orders of magnitude compared to a recent repeater proposal
using one-way classical communication working on a scheme called teleportation-based

error correction.
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We investigate secret key rates for the quantum repeateg @sicoding [L. Jiangt al, Phys. Rev. A79,
032325 (2009)] and compare them to the standard repeatemschy Briegel, Dur, Cirac, and Zoller. The
former scheme has the advantage of a minimal consumptiolaggical communication. We analyze the trade-
off in the secret key rate between the communication time andetingred resources. For this purpose, we
introduce an error model for the repeater using encodinghwhilows for input Bell states with a fidelity
smaller than one, in contrast to the model given in [L. Jiah@l, Phys. Rev. A79, 032325 (2009)]. We
show that one can correct additional errors in the encodademdion procedure of this repeater and develop
a suitable decoding algorithm. Furthermore, we derive #te of producing entangled pairs for the quantum
repeater using encoding and give the minimal parameteesdlyate quality and initial fidelity) for establishing
a nonzero secret key. We find that the generic quantum repsatetimal regarding the secret key rate per
memory per second and show that the encoded quantum repsatgrthe simple three-qubit repetition code
can even have an advantage with respect to the resourcesuirtp other recent quantum repeater schemes
with encoding.

PACS numbers: 03.67.Hk, 03.67.Dd, 03.67.Bg

I. INTRODUCTION AND MOTIVATION purpose, we modify the analysis given in [12] by using a con-
catenated error model for which we obtain a bound for the

Quantum repeaters [1, 2] are a key tool for long-distancdidelity. Our model does not need a fault-tolerant prepara-
guantum communication with photons due to the attenuatiofion of the initial states, as it handles input pairs whick ar
in the optical fiber (see, e.g., discussion in [3]). They per-depolarized states with fidelitjo < 1. This approach saves
mit to establish entangled Bell pairs over distances ofrs¢ve resources, compared to [12], where multi-qubit errors are e
hundreds of kilometers. A quantum repeater setup condists &€ suppressed or avoided via distillation. Furthermae,
segments of small distances, where entangled Bell pairs afow how to correct additional errors in the encoded connec-
created and then entanglement swapping [4] with the neighion procedure - this correction leads to higher secret aessr
boring pairs is performed. In order to overcome the decrease@nd we develop a decoding algorithm suitable for quantum
in the fidelity due to swapping, entanglement distillating] ~ key distribution. We derive the rate for generating entedg|
can be performed. There are several suggestions for expeRairs with the encoded quantum repeater and use it to calcu-
mental realizations of quantum repeaters [7, 8]. For a tecerd@te secret key rates.
review on quantum repeaters, see [9]. The paper is organized as follows: in Sec. Il we first briefly

Recently, we investigated the optimal quantum repeater s¢eview the repeater scheme from Ref. [12]. Furthermore, the
tups with respect to the secret key rate [10, 11]. The limit-error model and itsféect on the quantum states is introduced.
ing factor of these quantum repeater schemes, especially r¥ve show which errors can be corrected during the encoded
garding the repeater rate, can be the classical communic&onnection step and develop an appropriate decoding proce-
tion time to acknowledge the success of entanglement diglure. We then derive the repeater rate for the encoded quan-
tillation [12]. To overcome this bottleneck, the quantum re tum repeater scheme, i.e., the average number of entangled
peater using quantum error-correcting codes [12, 13] was déBell pairs per second. In Sec. lll, we review the generic guan
veloped. In these protocols, classical communication Ig on tum repeater, which uses distillation instead of quantuarer
needed between the neighboring repeater stations. Tre-clascorrecting codes. Then we provide the parameter thresholds
cal communication time becomes especially important wheifor the encoded quantum repeater for obtaining a nonzero se-
the memories are not perfect (see, e.g., [14]), as the storedet key rate. We continue to calculate the optimal secrgt ke
states degrade with time. rate of these quantum repeater protocols and point out where

In this paper we investigate thefitirence in the secret key our analysis dfers from the original proposal of the encoded
rates between the quantum repeater using distillaiendéric ~ quantum repeater scheme [12]. We then present a short analy-
quantum repeatérand the quantum repeater using quanturrsis of the cost function which was introduced recently in {15
error-correcting codeseficoded quantum repeajeby em-  We conclude in Sec. IV.
ploying the analysis developed in [11] for the generic quan-
tum repeater. As a representative for the encoded quantum

repeater we choose [12]. We analyze the trafiddetween Il. ENCODED QUANTUM REPEATER SCHEME AND
the communication time and the needed resources. For this SECRET KEY RATES

' ' In this section we introduce for the quantum repeater using
* bratzik@thphy.uni-duesseldorf.de encoding [12] (in the following calleéncoded quantum re-



peate) a generic error model, show itgfect in the diferent 1. Error models
steps of this quantum repeater model and derive the repeater

rate, which is needed to calculate the secret key rate. This analogously to [2, 12], we will employ the depolarizing er-

fidelity Fo < 1 and thus saving resources as no fault-toleranUi’j acting on qubits and j is replaced according to the fol-
distillation of the states needs to be performed. Furtheemo |owing mapA(p):

we identify additional correctable errors during entangget
connection gnd show that considering these additionatserro U, ijiT' > (1-B), ijﬁ- n /—gtri’j(p) o1 = Al). (2)
leads to an improvement of the secret key rate. Also, we de- """ ") R

velop a decoding circuit in order to quantify itfect on the  \yhereg is the gate error parameter. We further assume no
states used for quantum key distribution. misalignment and errorfree one-qubit operatfoivge define
U= L1 Niiajal ® Yiaja- 3)

.....

A. Principlesof theencoded QR . . . L
to be the unitary operation acting on the two qubits j¢)

%nd the identity on the remaining — 2 qubits. The vector

The principle of the encoded quantum repeater is depicte
P P g b P = {U1,...,U" defines the sequence of applications of the

in Fig. 1: the first step is to distribute Bell pairs betweea th =~ . . : X
neighboring repeater stations, it follows the encodingrape Unitary operations: first one applies the gatteon the qubits
tions [step 1) in Fig. 1] and an entanglement swapping schemig J1. thenU? and so on. For our analytical analysis we will

[step 2)] which allows to obtain error information. The erro aPProximate the concatenationofwo-qubit gates by assum-

information reveals the necessary rotation in order to get ing that not more than one gate acts in a faulty way (which
specific encoded Bell pair in the end [step 3)]. The details fo COT"€SPonds to an expansiondnkeeping only terms in ze-
entanglement swapping and classical error correctionare goth and first order): Normgl|;at|on |s.guar'anteed by gddmg
scribed in [12]. The encoded quantum repeater was developdd€ Worst case density matrix (i.e., the identity) for thaan-
for any CSS-code [16, 17]. ing probability. .

For simplicity, we will consider the three-qubit repetitio 1 NUS: the resulting maficondp) is:
code throughout this pager In the ideal case the encoded n n i
statepene, Shared between the repeater statiBnandR;; at Acondp) = (1-8)" (n Ua) p[l_[ Ua] +nB(L-B)"*p

step 1) is of the formenc = |¢*) (¢*| with a-1 a-1
1
1 + P (@)
[57) = —= 10005 1000, +|11Dg [11Dg,. (1) | | o
V2 whered = dim(p), 14 is thed x d-identity matrix, andp =

1-(1-p8)"-ns81-p)" . For smallg we can expang
1) Encoded Generation in p = n(nz_l)ﬂz - n(ngl)ﬂ‘?‘, thus P is in the order owz for

an appropriate. The normalized state iS given by the map
E| Penc B B Penc B B Penc B Al—faulty(P)
a-1 T
Bob

Alice Repeater 1 Repeater 2 ﬁ = % i[ ﬁ Ub) f (ia’ ja)’pv l—l UC [ 11[ Ub)’

2) Encoded Connection a=1 \b=a+1 c=1 b=a+1

- BM BM = Al—faulty(p), (5)

e e e e B with f[(i, j), 0, A] := tr;, J-(ApAT) ® %. Thus,o represents the
Lei] convex combination of states where one gate is replaced by
3) Pauli Frame the identity matrix in the corresponding subspace. Instéad
(@] the first-order approximation map in Eq. (4) one could use the

° [2eis B simpler map

[ ]

n n il
~ :[Ld
(1 _ p@\n a a —(1-R\"12=2
Figure 1. (Color online) Setup of the encoded quantum repeat Ap) = (1-5) (l_[ U ]P(n U ) +[1-1-5)] d’ 6)
(adapted from [12]), BM stands for Bell measurement. In theal a=1 a1

CaS&0enc = |<Z>+><¢”>+| with |¢”>+> defined in Eq. (1). But our analysis shows a distinct improvement in the secret
key rate using the map in Eq. (4).

2 This assumption about errorfree single-qubit rotatiomstEamade as these
1 We will see in Sec. Il D that this simple code leads to a godib raf the rotations can be implemented in the classical postprawggsipplication
secret key rate and the required resources. of bit-flips on the measurement data).



2. Encoded state generation ﬁ””j“éj‘m” w0
® Paep [ @] tcleportation-based
The first step performed in the encoded quantum repeater | ¢ Pdep ° 2; o
is to generate the encoded Bell state of Eq. (1) between all ooy i ol

repeater stations. Thus, the encoded Bell state is densted a ;> Romeater i 41 Repeater i Repeater i 4+ 1
(we drop the indice® andR;,; for better readability)
Figure 3. (Color online) Generation of the encoded state (see

|67) = % 1000000 + [111113. 7 text).

To generate this state one starts with the state
\/ii(|00(»+|11]>) at one repeater station and witB00

(actNtohs [oltgga?d appliestaleportation-based controlleger o = % 1+,8(§ B ?1)] (Tooo + Mizy)
% (1000 +111)) ® [000) +% (1-B)? (1000111 +|111X000)
’ 1 B(3
MTQ 1000000 +[111113. (8) 7 (5 —ﬁ) (ITjao1) + i)
The teleportation-basedor consists of multiple gates and re- +’[—; (IMooy + IMa1g + 100 + Hp1y) (10)

quires Bell pairs as a resources, as shown in Fig. 2. The setup
wherellxm, = |klm) (klm|. The stateenc after all operations
is lengthy and will not be given explicitly here.

k), 7] |k)
1 X |

Figure 2. Teleportation-basedor, see [20].

3. Encoded connection

In the second step we perform three pairwise Bell measure-
ments (BM in Fig. 1 and Fig. 4) in the repeater station in
order to connect two encoded Bell pairs. The results of the

[l k)

|
L e

in the encoded quantum repeater is shown in Fig. 3. Between
the repeater stations we have a sou®edf Bell states. The
teleportation-basedvor is marked by the red dashed box, i.e.,

qubits 1 and 2 in Fig. 2 correspond to one black and one yel- .
low (light grey) qubit of repeater statiomnd qubits 3 and 4 to Bell measurements determine the encoded Bell state (ske [12

the qubits of repeater statior 1. In total we have three tele- _for further explanation).  As the three-qubit repetitiordeo

portation basedvors (see Fig. 3). The total circuit in Fig. 3 1S used, we can correct up to one bit-flip error in the mea-

consists of 6 two-qubit gates, thus we apply the concatemati surement results. The bit-flip error is corrected wiajority

of gates as described in the map of Eq. (4). The distributeHOting Note that the error is corrected classically in the mea-
Bell states are depolarized due to imperfections in thecgour SUrément results; no quantum operation is performed on the

resulting inpaep With fidelity Fo: state.
9 Nodep ¥ o We denote the map for the total encoded conneation

1-Fo B(H) —» B(H’), whereB(H) is the space of bounded oper-
_ + + + +
paep= Fo|#*) (9" + 3 (14 -l ¢ l) ®)  ators with dimH = 212 and dinH’ = 2. The map consists
. . . ... of the following procedures: Bell measurement, correctibn
Stgzrseggtgoahﬁa?/reoﬁgzﬁtll}m aEIlnzwks\;vgnaeSSlE)rSg :giaéhge:ng'_althe measurement results and application of the correspgndi
0 ' PO pauli matrices in order to obtaﬁ¢5+> in the end. Note that the

larizing error of the quantum operations, see Eq. (2), thest ; i ) ; )
% (1000 + |111) (repeater statiohin Fig. 3) transforms t a_ctlon of the Pauli matrices can be re_placed by applying bit-
2 flips on the measurement data of the final state. In the follow-
ing we determine all statég;) € H, such that an application
of perfect gates would lead to the correct state, i.e.,

Figure 4. Circuit for a Bell measurement.

3 We obtain this state by applying two faultyors (cNor1_,3 andcenori_,p) ; . .
on the stateX; (0) +11))[00). (1) (pil) = |¢+> <¢+| ) (11)



a. Correctable errors for ideaknor The three-qubit ¢ (1), thus we can correct errors from the set
repetition code can correct single bit-flip errors. However

due to the properties of the Bell measurement given in Fig. 4 E = {Xe X, Yo, Vi, Zo, Zy, Lo Ly, L Xy, X 1y ) (12)
one can correct more errors, which were not considered in the
analysis in [12]. Each of the six pairs from the set of errors can happen at one of

If an X error on the control and the target qubit occurs be-the threexor gates, thus we havé 6 216 combinations. But
fore a perfectnor gate, the resulting error after the applica- some of these combinations have to be excluded, e.g., cases
tion of thecnor is an X-error on the control qubit (see, e.g., like 1¢, X;, 1, X, 1,1, are not allowed, as they would lead to a
[21]). As the Bell measurement is performed by applying awrong measurement outcome for the majority voting (Xvo
measurement in th¥-basis Z-basis) on the control (target) errors cannot be corrected by the three-qubit repetitiale o
qubit, this error does not corrupt the measurement resh#. T Excluding these cases 160 combinations remain. We count
same holds also for- andZ-errors if they appear both in the the number of permutations for threeor gates: Fixing, e.g.,

control and target qubit of onaor (see Fig. 5). the combinationX X, Ye, Yy, Zo Zy With i # | # k € {1,2,3}
one has 6 possible permutations{df2, 3}. In total we have
160x6 = 960 possible combinations of correctable errors. Let

—{xXF—— ——{X}— _
X X us denote these correctable errorEswith i = 1,...,960,
and the set that contains themB&g,.
X1 B The probability of successful entanglement swappings is
— ———[X] defined by the overlap of the states to be swappeg, (see

Fig. 1) with the correctable stat@s). These statefi) are
computed by the action of correctable err&sfrom the set

—fy—e— = —a&—{7}— Ecorr ONto the stateh7>+>®|¢~5+>i

ey =E'(|¢*) @|67)). i =1....,960 (13)

Out of the 960 correctable states we have 64 distinct orthog-
Figure 5. Commutation rules for theor gates, see [21]. onal states, denoted g%). The probability of successful en-
tanglement swapping is thus:

Our analysis shows that considering the correlaedy-,
andZ-errors leads to a substantially higher error tolerance for & -
obtaining a nonzero secret key rate. As the error in the gates Ps = Z (@iloenc® pendépi).
is only important for the secret fraction in Eq. (27), the se- =1

cret fraction for diferent ig_itiall fid((ejli'gies asa functi(]zné)f rt}he where penc is the output state after the teleportation-based
gate error parametg is displayed in Fig. 6. We find that ., Thig probability holds for one repeater station. For

including the correlated error makes the secret key rat@morrepeaters we can bound the success probability by

noise-tolerant, where the amount of improvement depends on
the initial fidelity Fo.

(14)

Pf = (pS)r’ (15)
1l ‘ ‘ ‘ ‘ because we assumed that the errors can be corrected indepen-
1 dently. The final state after entanglement swapping is given
0.1} 1 by:
s
5 i ~\/~1 (@1-P) .
prva) = Peld ) (@] + o= (12 - [6)(¢¥]). 16)
g
@ ie.,
0.001 ¢
cret (Penc® pend) = Pisdvsg;l)(r)- (17)
0.0001 : : : : :
0.002 0.004 0006 0.008 001 0012 The state given in Eq. (16) is an estimate; with probability
B P, we obtain the perfect state and with probability P, we

Figure 6. The secret fraction [Eq. (27)] plotted as a functé the obtain the completely mixed state without the perfect state

gate errorB including all errors according to Eq. (12) (black cir-
cles) and those where only single bit-flip errors were caatde (red
squares)Fo = 0.98, one repeater station £ 1).

4 Note that this estimate is a lower bound, as with more en¢anght swap-
We denote the control (target) qubits of ik cnor gate as pings we could certainly correct more errors.



b. Nonidealcnvor The nonideale~or operation in the @
Bell measurements is obtained by using the noise model of I
. A
Eq. (4): D4
Acsar(p) = (1= B)2UpUT + 38(1 - B)%5 —a—7}
jIPS
H1-@-pP-3a-p 5. @8 X
whereU is the concatenation of ideators. The statg, see D @
Eq. (5), is the convex combination of states where one of the
threecnor gates is replaced by the identity matrix in the cor- %B—@

responding subspace [see Eq. (2)]. The map for encoded con-
nection with |mperfectN0Ts acting on the correctable states Figure 7. Decoding procedure: The upper three qubits ardica'a

gy withi=1,...,64is and the lower are on Bob's side.

C™e (1) pil) = (1-B8)°|67) (7]

51 error for Alice and Bob. Other errors cannot be corrected by

+ 36(1-8)5 (H\oooooo +Ip11113) this code. Depending on their measurement results, Alide an
5 o1 1o Bob have to correct their qubit with a bit-flip operation. IFA

[1 (1-p)°-36(1-p) ] ice’s and Bob’s input state was only subjected to one-qubit
= pe (19) bit-flip errors, they only have to correct their qubit if thei

measurement outcome was "11”, which is the case when there
The resulting state for imperfectors after one round of en- was a bit-flip error on the first qubit. If an error occurs in the

tanglement swapping is given by: second or the third qubit, the error does not propagate to the
imert first qubit, thus no correction has to be performed.
C"™P*" (penc® penc) To obtain the final state which is used for quantum key dis-
B 1-P ~ tribution, we take the state after swapping in Eq. (22) ane pe
= Pipos+ 261 (126 |¢ ><¢ |) (20) form the decoding operatiaf:
For more than one repeater station, we use the approxima-
tion P PP Pdec=D [pg\?vggeatr)] . (23)
Cimperf(m) (oi |®r) = (1-B)* l(z,+> <(z,+| The decoding map has the following properties:
1 2\ [ 2+ — 14t +
+ 3rﬂr(1—,3)2r— (IMooo000 + ITj111113) D(|¢ ><¢ |) lARACHE (24a)
, o1 s D (IMooooog + Miz11113) = [00) (00 + [11) (11, (24b)
_ _ " ) r ”
+[1--p7 -3 a-p7| 5 D(E) = Lie" o'+ 2[5 (12 ~ 1) (67D)] = £ (240)
= ps(r), (21)

The first property [Eq. (24a)] follows from the action of the
which leads to a lower bound on the secret key rate; higher oeNor gates, see Fig. 7:
der terms are represented as identity, more useful statds co -
be present. |¢+> — |¢)1,4,®10000 356, (25)
Finally, the state withr repeater stations after swapping is
given by:

nonidea|
r) = Pros(r
Pswap t ) r]/-)S(F{ IMjooooog + 111119
r

toe— (L= = 16) (). (@) — (100) (00l + [11) (11l1.4) ® 10000 (000Q; 356 - (26)

with P, given in Eq. (15). The last equality [Eq. (24c)] can be verified by inserting
the completely mixed state into the decoding map. Using
Egs. (21) and (22) the state after perfect decoding is given
4. Decoding and final state by:

where the index denotes the number of qubits. The second
property [EQ. (24b)] can be shown in an analogous way:

P (1-p)* -

In order to do quantum key distribution, one needs to de- Pdec= L Pr] |¢ ) (8" |
code the statpionaed{r) in Eq. (22).

We assume that the decoding procedure is the reverse pro- +P 3 (1 _ﬁ)zr_ (100) (00 + |11) (11))
cess of the encoding procedure (see Fig. 7): Alice and Bob 2
each measure two of their three qubits. As we employ the

three-qubit repetition code, one can only correct one Ipt-fl

(1-P)2°] 1
26_-1 | 4°

+|Prgr + 27)



withg =1-(1-8)% - 38 (1-pB)?.

as we need six qubits on each side to perform the

We can also include gate errors in the decoding, by agaiteleportation-basedkor (see Fig. 3). The formula for the se-

using the error model in Eq. (4), leading to the final state:

prinal = (1 _,8)4Pdec

+4,3(1 _ IB)Spgggideal
1
H1-1-pt-4a-p07.  (28)

where phonideal = pyimperf(,nomdealy)) which is composed of

cret fraction using the six-state protocol [23, 24] can henfi,
e.g., in Ref. [25]:

A1tauy(P3oane3(r)), see Eq. (5), and applying the correcting where the binary Shannon entropy is given by

operation (see Fig. 7) such that

) .\~ . 1
gyimpert (|¢+> <¢+|) - Dmperf(é (000009 + H|1lllll))

1(]3 1
{[é (100) (00 +111)<11)) + £ (102) €01 +[10) <1Q)]

2
14
k)
=7 (29)
The statey}2n9elis given by
gggidealz P, {[(1 _ﬂ)3r + 3rﬂr(l -B 2r]'5;
HL-[A- P + 36 1~ 5115
1-P (sls .,
+26—1( 4 p)' (30)

We now use the final staggna in Eq. (28) to calculate secret
key rates.

B. Secret key rate

Analogously to [11], we define the secret key rate per mem-

ory per second for the repeater to be

K’ = R+

v (31)

o =1-— ezh(w)

- epn(ilerecrelr

—h(ez), (33)
h(p) = —plog, p - (1 - P) 10g,(1 - p). (34)

andey, ey ande; are the error rates in the-, Y-, andZ-basis,
respectively. The analytic form of the error rates for Bell-
diagonal states can be found in [25]. It is possible to penfor
the analysis in an analogous way for other QKD-protocols
such as the BB84-protocol [26].

The remaining term in the secret key rate is the repeater
rateR’, which is the average number of generated entangled
Bell pairs per second. For its derivation, we first estimhee t
average waiting time to distribute the Bell pairs needed for
the teleportation-basedkor (see Fig. 2). The probability of
successful generation of one Bell pair over the distdnds

Po = 107"/, (35)

with @« = 0.17 dBkm a realistic photon absorption dée
cient for telecom fibers. The probabili&), corresponds to
the transmittivity of photons in an optical fiber with an atte
uation length ofLyx = 255 km. In [27] the average waiting
time for generatind\ Bell pairs with probabilityPy is given
by

(T)n = ToZn(Po), (36)

whereTy = Lo/cis the fundamental time (where= 2 x 10°
km/s is the speed of light in the fiber) and

= 3
£\ j)1-(1-Po) (37)

is the average number of attempts to conmepairs, see [27].
For the encoded quantum repeater witiepeater stations we
need to establish B¢ 1) Bell pairs, thus the repeater rate (the

whereR"is the repeater rate, i.e., the average number of genefacinrocal value of the average waiting time) for the encode
ated entangled Bell pairs per second for the repeater Séhemﬁuantum repeater is given by

v, I IS the secret fraction, i.e., the ratio of secret bits and

measured bits in the asymptotic limit (Devetak-Winter bibun EC _ 1 = ;
[22]) andM” is the number of memories used for each proto- (M) 2ToZsg+1)(Po)
col. For the three-qubit repetition code employed here, theinder the assumption that the entanglement swapping groces
number of memories per half node of a repeater station i deterministic, i.e., the probability of successful ewje-

given by ment swapping is one. The factor 2 in front of the fundamen-
tal time Ty accounts for the time needed to send a photon and
acknowledge its arrival. Note that no further classical oam
nication is needed in this repeater protocol. This is coptia

the generic quantum repeater, where after distillationeand
tanglement swapping in each step the success has to be com-

(38)

MQEC — 6, (32)

5 By the repeater schemg we mean the scheme mentioned in the intro-
duction: either the encoded quantum repeatet (QEC) or the generic
quantum repeater (= QR).

municated [11]. We will compare this protocol with respect
to the secret key rate to the generic quantum repeater which
needs much more classical communication.



I11.  RESULTSAND COMPARISON OF THE SECRET KEY
RATES

1
0.998
In this section, we first investigate the minimally required 0.996 |
parameter values for obtaining a nonzero secret key fonthe e 0.994 |-
coded quantum repeater. Then we find the optimal secret key 0.992
rate by optimizing over the encoded quantum repeater and the 009:: I
generic quantum repeater model (see [11]). We further state 0.986 |
the diterences between our analysis and the analysis given in 0.984 |
[12]. The recent development of a repeater scheme which con- 0.982
sumes minimum classical communication time [15] is a fur- 094 095 096 097 098 099 1
ther subject of our investigation. We calculate the costfun Inital fidelity Fo
tion which is the minimum number of total memory qubits per
secret bit for the aforementioned scheme and compare ieto thrigure 8. (Color online) The optimal secret key rate per mgrper
schemes analyzed in this work. second, see Eq. (31), as a function of the initial fidefityand the
gate qualitypg, optimized over the number of repeater stations for
the encoded quantum repeater=£ 600 km). In the white region it
is not possible to extract a nonzero secret key.

Gate quality pg

A. Minimal parameter values

B. Optimal secret key rates
Similar to our analysis in [10], we derive for the encoded

quantum repeater the minimally required parameter values, 1o purpose of this paper is to investigate whether the op-
i.e., the initial fidelity Fg [for the depolarized state given_ N timal secret key rate is reached for the encoded or the generi
Eq. (9)] and the gate qualitys = 1-4[see Eq. (4)], to ob_tam uantum repeater. By the generic quantum repeater, we mean
a nonzero secret key, see Eq. (31). Table | summarizes thge repeater scheme using distillation (either Ereutsch et
results of our investigations about the minimal fidelitiesla [6] or the Diir et al. [2] distillation protocols, see [11]).

gate qualities, which are needed to achieve a nonzero secret,:igure 9 shows the optimal secret key rate per memory per
key rate. second [Eq. (31)] for the two fierent repeater schemes plot-
ted as the function of the distance for some realistic patame
values (initial fidelityFo = 0.98 and gate qualitpg = 0.992).

r N pG,min FO,min . . .
We find that the generic quantum repeater leads to an optimal
1 1 0984 Q943 ) .
3 2 0992 0972 secret key rate that is one order of magnitude better than the
encoded quantum repeater. We know from [11] that in this
730994 Q981 range of parameter values it is optimal for the generic quan-
15 4 Q996 0986 tum repeater to not distill, thus the number of used memories
31 5 0997 Q989 is one in this case. For the encoded quantum repeater, how-
63 6 Q997 Q991 ever, we constantly use six memories [see Eq. (32)] which
127 7 0998 Q992 reduces the secret key rate by this factor. In the case of no

distillation and deterministic entanglement swappingéehe
Table I. Minimal gate qualitydmin [see Eq. (4) withps = 1 -8 coded quantum repeater is not an advantage for the chosen
andFo = 1] and minimal fidelityFomin With ps = 1 for extracting  parameter values. Also in regimes where distillation is-opt

a secret key for the six-state protocol, see Eq. (33), with2" — g for the generic quantum repeater (see [11]), we find that
1 repeater stations, whef¢ is the nesting level for entanglement the encoded repeater is never better

swapping.

Comparing these numbers to the results for the generic C. Comparison to the schemein Jiang et al.
quantum repeater in [10], we find that the encoded quantum
repeater is less tolerant against gate errors. This can-be ex As mentioned in the introduction, Ref. [12] analyzes the er-
pected as many gates are needed for generating the encodeds of the encoded quantum repeaterf@ent to their anal-
Bell pair. Regarding the initial fidelityro, the encoded quan- ysis, we allow the initial Bell pairs to have a fideliBy < 1,
tum repeater also requires fairly good initial Bell statés.  whereas in the original reference fault-tolerant didiitla is
Fig. 8, we show the secret key rate for the encoded quantumssumed which would require additional qubits and opera-
repeater, optimized with respect to the number of repetgter s tions. Also we do not perform fault-tolerant initializatiaf
tions, as a function of the gate qualipg and initial fidelity ~ the codes which has the following advantages: our scheme
Fo, for a fixed distance. We find that a nonzero secret key ratsaves resources and no additional measurements have to be re
for the encoded quantum repeater is restricted to gateserroalized. Our error model, see Eq. (4), is a very good estimate,
belowg = 0.0165 and fidelities aboviey = 0.943. especially for the3 resulting from our investigations of the



10* ———— the necessity to herald the successful generation of eletdng
0 Bell pairs between the repeater stations.
.o In [15], the cost function was defined to be the minimum
, 0°F . Tt e number of total memory qubits per secret bit:
é 10 o 1 oN+1
C=min (40)
@ -6
10 . whereK is the secret key rate as defined in Eq. (30)js
10® 3 the nesting level and is the index for the chosen protocol.
10 e The factor 2+! accounts for the total number of memories
100 200 300 400 500 600 700 800 900 1000 [with the number of memorielsl per half node of the repeater

L (km) station, see Eq. (32), being implicitly contained in thersec

Figure 9. (Color online) The optimal secret key rate per mgmo key rate K: (2\1 —1)2 is the sum of all memory qubits in the

e . .
per second in Eq. (31) for the encoded (red squares) and tiegige repeater Statlon$ & 2 - 1)'. Add”?g 2 memory qubltsérolm
quantum repeater (black circles) as a function of the tashdcel.  the tWO communicating parties (Alice and Bob) resultsin2

(ParametersE, = 0.98, pg = 0.992). memory qubits in total.

minimal parameter valueg (= 102 — 1072, see Sec. Il A):
the probabilityp for the identity is on the order of 18. It I ’
means that the distance to a map, where the exact output state 100 ¢ )
is used, is small. We verified this statement for the decod-
ing map (Sec. IlA4) and found that the Uhlmann fidelity
of the state in Eq. (28) compared to a state calculated with i .o
a map, where all gates with errors are used, is one for the 10¢ oo’
range ofB given above. - So far, we do not consider mem- .
ory and measurement errors, but they could be implemented .
in a straightforward way to our analysis (see discussiohén t ‘ ‘ ‘ ‘
conclusions). 2000 4000 6000 8000 10000
Another diference in the analysis is the repeater rate. In L (km)
[12] it was assumed that the generation rate for undistilled

Bell pairs withm i vailabl h ion is aiven’l Figure 10. (Color online) The cost déeient C’ = C/L) [Eq. (40)]
ell pairs wit qutse available at each station is given'by for the encoded (green squares), the generic quantum eggjbksck

Po circles) and the quantum repeater protocol presented ih (f&8
R= mL_o’ (39) crosses, with theffective qubit erroe = 1074, for an explanation see
[15]) as a function of the total distantgParameters-, = 0.99995,
using a perfect overallfciency for collecting and detecting ps = 0.9999, andl, = 1 as in [15]).
single photons. This is only an appropriate estimate indse c
of infinitely many memories. We considered that exaatly Figure 10 shows the cost dieientC’, which is the cost
Bell pairs to start the encoding process are needed and sne hgnction C [Eq. (40)] divided by the total length, using
m memories instead of infinitely many memories available the encoded guantum repeater with the three-qubit repetiti
This r_esults in the estimate with the average waiting time aggde, the generic quantum repeater and the repeater protoco
described by Eq. (37) (Sec. IIB) and leads to a decrease @fresented in [15]. The optimal distillation protocol foreth
the repeater rate [Eq. (38)] by several orders of magnftudegeneric quantum repeater is tBeutsch et alprotocol. We
compared to Eq. (39). find that up to 5000 km both the generic quantum repeater
and the encoded quantum repeater are below the cosi-coe
cient given in [15]. The generic quantum repeater has arbette
resource ficiency for all distances. The generic quantum re-
peater needs less resources and the overhead in classical co
Recently, in [15] a quantum repeater scheme was investimunication is compensated by fewer numbers of qubit mem-
gated that only uses one-way classical communication witho gries used.
In Fig. 11, we show the optimal distantg between the
repeater stations for the encoded and the generic quantum re
6 Note thatm = M/2 with M given in Eq. (32). peater as a function cbf.. We pointlout thaLo_is in the order
" The probability of successful transmissiByg [see Eq. (35)] is equivalent of 30— 100_kmv depending oh, while the _optlmal distance in
to the expression explo/Lat) given in [12]. [15] was given by 1 2 km. In the generic quantum repeater
8 The repeater rate and thus the secret key rate can be intrepsesing  scheme the total number of required repeater stationsda cir
multiplexing as shown in [28]. 1 - 2 orders of magnitude smaller than in [15].

D. Cost function



‘ ‘ ‘ ‘ cret key rate for the encoded quantum repeater, we derieed th
120 1 rate for generating entangled pairs. The comparison ofghe s
cret key rates for the encoded and generic quantum repeater
100 ¢ . 1 showed that the generic scheme is advantageous for the whole
. considered range of parameter values for the gate quality an
80 1 . 0 the initial fidelity. Finally, we calculated the cost furmtifor
’ the repeater schemes studied here. The cost function deter-
mines the required resources divided by the secret key rate.
We found that the cost function for the schemes analyzed here
is better than the scheme presented in [15], for a wide range
‘ ‘ ‘ ‘ of parameters. Furthermore, the number of repeater station
2000 4000 6000 8000 10000 is circa 1- 2 orders of magnitude smaller than in the latter

L (km) scheme.
So far, measurement errors are excluded, but can be im-

stationsL, for the cost cofficient C’ = C/L), see Eq. (40), for the plemented easily in our analysis in. the same manner as (_:ione
encoded (green squares) and the generic quantum repdatérgl- N [10]. The measurement error will not change the qualita-

cles) (parameter§, = 0.99995 andpg = 0.9999,T, = 1 as in [15]) tive results of the paper; the secret key rate will decreSse.
as a function of the total distante far, we treated perfect memories. Memory errors (see, e.g.,

[29]) may change the results as the lower communication time
(and thus the lower degradation of the state) of the encoded
quantum repeater might compensate the additional need for
resources and thus increase the secret key rate. Thisiinvest
gation is left for future work.

We investigated secret key rates for the so-cadiedoded The secret key rate can be improved by applying multiplex-
quantum repeatethat utilizes quantum error-correcting codes ing (see, e.g., [28]). As we performed the calculations an de
instead of entanglement distillation as used in gemeric  Sity matrices, the quantum error-correcting codes usee her
quantum repeater The advantage of the former repeaterfor the encoded quantum repeater are limited to a small num-
scheme is that the classical communication is minimal as iber of qubits. As an example we treated the three-qubit rep-
is needed only for the entanglement generation. Minimag tim etition code. We showed that even with this simple quantum
consumption is essential for non-perfect memories. Befor@rror-correcting code we can have an advantage regardng th
starting to calculate the secret key rate, we improved tter er cost function over complicated schemes using more ressurce
model for the encoded quantum repeater [12] and replaced We conjecture that utilizing more sophisticated codes, (see
by a concatenated one, which leads to a very good estimagg., [12]) does not lead to an increase of the secret key rate
of the fidelity. This model permits us to start with Bell pairs as more resources are needed especially when the encoding is
with fidelity smaller than one. We also accounted for addi-performed with errors.
tional correctable errors for the encoded connection of the
encoded Bell states, leading to higher secret key rates, and
finally developed a decoding algorithm suitable for the ¢hre ACKNOWLEDGMENTS
qubit repetition code using an analogous error model. We est
mated the minimally required parameter values for a nonzero The authors thank Michael Epping, Sreraman Muralidha-
secret key and found that for many repeater stations the rean, and Liang Jiang for discussions. The authors acknowl-
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We investigate quantum repeaters in the context of quantum key distribution. We optimize the secret key
rate per memory per second with respect to different distillation protocols and distillation strategies. For this
purpose, we also derive an analytical expression for the average number of entangled pairs created by the quantum
repeater, including classical communication times for entanglement swapping and entanglement distillation. We
investigate the impact of this classical communication time on the secret key rate. Finally, we study the effect of

the detector efficiency on the secret key rate.

DOI: 10.1103/PhysRevA.87.062335

I. INTRODUCTION AND MOTIVATION

Losses in the optical fiber limit the distance for the
distribution of entangled photon pairs and, hence, the range
of quantum key distribution. Recent experiments cannot reach
more than a few hundred kilometers (see, e.g., Ref. [1]). To
overcome this problem, the concept of a quantum repeater
was developed [2,3], which acts like a “distance amplifier:”
It permits enhancing the probability that an entangled pair is
created at a certain distance (see, e.g., calculations in Ref. [4]).
For a recent review on quantum repeaters, see Ref. [5]. The
main ingredients of a quantum repeater are entanglement
swapping [6] and entanglement distillation [7-9]. After the
distribution of entangled photon pairs between two distant
parties, one can perform quantum key distribution (for reviews,
see, e.g., Refs. [4,10]).

Since the original proposal of the quantum repeater, existing
protocols were analyzed or were improved, inter alia [11-25].
Moreover, new protocols, such as, e.g., the hybrid quantum
repeater [23] or quantum repeaters with atomic ensembles
[26], were introduced.

Recently, the following analyses of the secret key rate
in connection with a quantum repeater were performed: In
Ref. [27], a quantum key distribution (QKD) setup with
one repeater node and without distillation is investigated. In
this case, the parameters for the optimal secret key rate are
explored. In Ref. [28], the secret key rate for one node of the
Duan-Lukin-Cirac-Zoller (DLCZ) repeater [26] is analyzed.
Reference [29] treats a variation of the DLCZ repeater, namely,
Ref. [20]. In Ref. [30], secret key rates for the original quantum
repeater [2], for the hybrid quantum repeater [23], and for a
variation of the DLCZ repeater [18] are investigated where
distillation was considered only before the first entanglement
swapping. Here, we want to lift this restriction and allow
distillation in all nesting levels.

The main goal of the current paper is to analyze the
achievable secret key rate under different distillation protocols
and strategies. For the distillation protocols, we consider
a recurrence protocol [9] and the entanglement pumping
protocol [3]. The protocol [9] is more efficient regarding
the final fidelity for perfect gates but at the expense of an
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exponentially growing number of memories. The protocol in
Ref. [3] reaches a higher fidelity than the protocol in Ref. [9]
in a certain regime of errors and uses less spatial resources
but at the expense of a temporal overhead. As performed in
Refs. [29,31], we will divide the secret key rate by the number
of memories needed per node. For the distillation strategies of
the quantum repeater, we consider a nested distillation scheme,
i.e., where distillation after each swapping is performed. A
special case will be distillation only before the first swapping,
which might be experimentally more feasible. We thoroughly
investigate the case where the number of distillation rounds
in each nesting level is identical. Then, we lift this restriction
and vary the number of distillation rounds individually after
each swapping. Additionally, we account for the classical
communication time needed for acknowledging the success
of entanglement swapping and entanglement distillation in the
quantum repeater nodes. For this purpose, we will derive a
formula for the generation rate of the entangled pairs (repeater
rate) including these classical communication times.

The paper is structured as follows: In Sec. II, we review
the concept of quantum repeaters, the relevant distillation
protocols, and the distillation strategies. In Sec. III, we present
analytical formulas for the secret key rates. As the secret key
rate is a product of the secret fraction and the repeater rate,
we will derive the latter for the different distillation protocols.
In Sec. IV, we analyze the quantum repeater in the context of
quantum key distribution and present the optimal secret key
rates. Here, the secret key rates are optimized with respect
to the different distillation protocols and distillation strategies,
the number of nesting levels, the number of distillation rounds,
and the number of used memories. Furthermore, we investigate
the impact of finite-efficiency detectors on the secret key rate.
Then, we will fix the number of required memories and will
investigate the optimal setup. In Sec. V, the influence of
the classical communication time on the secret key rate is
analyzed. We conclude in Sec. VI.

II. QUANTUM REPEATER AND
DISTILLATION STRATEGIES

In Fig. 1, we show a quantum repeater setup, whose concept
was introduced in Ref. [2]. The goal is to establish an entangled
pair between the two parties Alice and Bob over distance L. For

©2013 American Physical Society
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FIG. 1. (Color online) A generic quantum repeater protocol with
nested distillation (see text).

this reason, one divides the distance into segments of length
Lo = 2% where N is the number of maximal nesting levels for
swapping. The segments are connected by repeater stations,
which are able to perform Bell measurements and distillation.
Due to entanglement swapping, the fidelity degrades, which
we compensate by entanglement distillation. We define the
fidelity of a state p as its overlap with the Bell state |¢T) =
—5(100) +[11)), ie.,

F(p):= (¢ Iplp™), 1)

where |0) (1)) is, e.g., a horizontally (vertically) polarized
photon.

In the following, we will describe the distillation protocols
that we want to compare. Our figure of merit is the secret key
rate. Note that the influence of distillation on the fidelity was
studied in Ref. [3]. The analysis of distillation protocols on the
entanglement generation rate was investigated in Ref. [32]. As
the secret key rate is a nontrivial function of these and other
parameters, we will arrive at new results. In the following, we
will assume, analogous to Ref. [3], that the quantum gates are
subjected to depolarizing noise with probability (1 — p¢g) and
with probability pg, they are perfect.!

A. The distillation protocols

General distillation protocols consist of performing local
operations on n-qubit pairs resulting in m < n pairs with a
higher fidelity than the initial pairs. Throughout this paper, we
will consider protocols that operate on two-qubit pairs and lead
to one-qubit pair. Usually, local operations and a CNOT gate
are applied. The sequence of these operations is specific for
every protocol. Finally, both parties perform a measurement
and, depending on the outcome, the resulting pair has a higher
fidelity or is discarded. Thus, the protocols are probabilistic.

The formulas for the fidelity and the success probability consider-
ing this error parameter can also be found in Ref. [3]. Different from
Ref. [3], we do not assume any misalignment, and the single-qubit
operation is error free.

PHYSICAL REVIEW A 87, 062335 (2013)

FIG. 2. Recurrence protocol: The Deutsch et al. protocol (figure
adapted from Ref. [3]). The fidelity F; is the fidelity in the kth
distillation round.

In the following, we briefly describe the protocols considered
in this paper.

1. Recurrence protocol: The Deutsch et al. protocol

The Deutsch et al. protocol [9], sometimes called the Oxford
protocol, works in a similar way as the distillation protocol
introduced in Refs. [7,8] but is more efficient. It can reach
a higher fidelity in fewer distillation rounds and, therefore,
results in higher secret key rates. In general, the protocol
operates on Bell-diagonal states, i.e.,

pBen = Alljg+) + BIljy-) + CIjy+) + DIy, (2)

with A,B,C,D>0,A+B+C+ D=1, and Iy =
|¥) (| being the projectors onto the four Bell states |¢~) =
25(100) £ [11)) and [*) = —=(|01) % [10)). For each state
of the form in Eq. (2), the first qubit belongs to Alice, and
the second belongs to Bob. Both share two pairs of the state
given in Eq. (2). Alice (Bob) applies a /2 (—m/2) rotation
about the X axis on her (his) two qubits, followed by a CNOT
operation on both sides. After that, a bilocal measurement
on one qubit in the computational basis is performed. The
values of parameters A, B, C, and D as a function of the
imperfections of the CNOT and the fidelity F can be found in
Ref. [33]. The protocol works in a recursive way, i.e., it uses
two copies of the same fidelity for the next distillation step;
therefore, it is called the recurrence protocol (see Fig. 2).

2. Entanglement pumping: The Diir et al. protocol

This protocol, introduced in Ref. [3], sometimes also called
the Innsbruck protocol, uses the Deutsch et al. protocol, but
the two input states do not need to have the same fidelity.
Here, distillation is performed with an auxiliary pair always
having the same initial fidelity Fy, see Fig. 3, hence, the name
entanglement pumping. We see that, different from the Deutsch
et al. protocol, the number of required memories does not
depend on the number of rounds of distillation, but it is linear
in the number of nesting levels (see Sec. II1 C).

Throughout the paper, we will assume that we only start
with entanglement swapping and entanglement distillation
when both pairs are present.

o / L AN F e
[ ) | R | 34'\ [ R - £
/ / / ./

FIG. 3. Entanglement pumping: Diir et al. protocol (figure
adapted from Ref. [3]).
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FIG. 4. (Color online) Distillation strategy f: distillation only in
the beginning.

B. Distillation strategies for the quantum repeater

The protocols described in the previous section can be
inserted into the quantum repeater protocol in different
ways. In the following, we want to compare two different
specific distillation strategies. For this purpose, we define the
distillation vector,

k= (ko, ... k) (3)

for the distillation rounds where each component with index
n gives the number of distillation rounds in the nth nesting
level (see Fig. 1). Throughout the paper, distillation strategy
a denotes a strategy with the same number of distillation
rounds in each nesting level, hence, the distillation vector is
k= (k, ..., k). A strategy, which might be less demanding
for experimental realizations,? is the distillation strategy B (see
Fig. 4) where we only distill at the beginning. The distillation
vector is, thus, kP = (k,0,...,0). In Sec. IVCI, we will
use general distillation vectors. This strategy will be called
distillation strategy y .

III. SECRET KEY RATES AND
THE QUANTUM REPEATER

In the previous section, we have described the generation
of entangled pairs over a distance L between the parties
Alice and Bob using the quantum repeater protocol. For
performing QKD, they measure each of their particles in some
measurement basis. In this paper, we consider the six-state
protocol [34,35]; the BB84 protocol [36] leads to similar secret
key rates. The former works as follows: For each qubit pair,
Alice and Bob each perform measurements in the X, Y, and Z
directions. After the measurement, the used basis is announced
(sifting phase). Only those measurement results where their
measurement bases coincided will be utilized in the further

2When only swapping is performed, one can collect the outcomes
of the Bell measurements and later can apply bit flips on the classical
data resulting from the QKD measurement on the final state (see also
Ref. [30]). For the case of distillation after swapping, the single-qubit
rotations have to be applied, thus, the number of quantum operations
is increased.

PHYSICAL REVIEW A 87, 062335 (2013)

analysis. Here, we adopt the asymmetric protocol [37], which
uses different probabilities for the choice of the measurement
direction. In this protocol, the sifting parameter, i.e., the
fraction of sifted bits, is the one in the asymptotic limit, which
we also assume here. The quantum bit error rate, i.e., the
fraction of discordant bits, bounds the eavesdropping attempt:
If it is above a certain threshold, the protocol is aborted. The
quantity we are interested in is the secret key rate K per
memory per second, which is the product of the repeater rate
Rgep and the secret fraction ry, (see, e.g., Ref. [4] for areview)
divided by the number of memories,

K' = Ry (k. N.Lyrl (Fo,pg.k.N)/M'(k.N),  (4)

with the superscript i being either D (the Deutsch et al.
protocol) or Diir (the Diir et al. protocol).

In the following sections, we will describe or will derive
each component of the secret key rate given in Eq. (4).

A. The secret fraction

The secret fraction is the ratio of secret bits and the
measured bits in the asymptotic limit, thus, denoted by 7.
It is given by the so-called Devetak-Winter bound [38] and
can be expressed in terms of the error rates appearing in the
six-state protocol [4], Appendix],

oo = 1 —ezh (l +(€X2—€Y)/6’Z>
(1 eph (1 — (ex 1* er + ez)/ 2) “hen). )
—

with A(p) = —p log, p — (1 — p)log,(1 — p) being the bi-
nary Shannon entropy and ey, ey, and ez being the error rates
inthe X, Y, and Z bases, respectively. These error rates depend
on the components of the quantum state (see, e.g., Ref. [4],
Appendix]) and, thus, are a function of the initial fidelity Fp, the
gate quality pg, the maximal nesting level N, the distillation
vector k, and the distillation protocol. For a detailed analysis of
the topic of quantum key distribution in connection to quantum
repeaters, we refer to Ref. [30].

B. The repeater rate, including classical communication times

By the repeater rate Rgc,, we denote the average number
of long-distance entangled pairs generated by the quantum
repeater per second. Considering a setup, which connects
only the neighboring pairs (so-called parallelization), several
formulas for different physical realizations of a quantum
repeater were derived: Ref. [39] treats the repeater rate for
deterministic swapping and probabilistic distillation before
the first swapping, Ref. [5] deduces the rate for probabilistic
swapping without distillation, and in Ref. [30], the formula
from the latter reference was modified to allow distillation
before the first swapping. These expressions have in com-
mon that they do not consider the classical communication
times needed to acknowledge the success of entanglement
swapping and entanglement distillation. In the following,
we will derive a repeater rate for probabilistic swapping
and probabilistic distillation including these communication
times. Our derivation is inspired by the recurrence formula
developed for quantum repeaters based on nitrogen-vacancy

062335-3
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centers in diamond [40]. In Sec. V, we show how the secret
key rate changes when we omit the classical communication
times needed for entanglement swapping and entanglement
distillation. We will always assume that the entanglement
distribution requires classical communication.

1. The Deutsch et al. protocol

We define the repeater rate to be the reciprocal value of
the time 7°(k, N) needed to establish an entangled pair over
the distance L with N being the maximal nesting level and the

distillation vector k# = (k,0, ..., 0), i.e.,
1
RR = ————. (6)
Rep ™ 0Dk, N)

Here, the superscript D refers to the Deutsch et al. protocol.
Note that the time T°(k, N) is given in units of the fundamental
time 7y := %2 with ¢ =2 x 10° km/s as the speed of light
in the optical fiber and Ly := 2LN as the fundamental length,
i.e., the distance between the repeater stations. The symbol
tP(ky,N), with only one vector component ky as the first
argument, denotes the time needed in nesting level N for ky
distillation rounds. In the following, we present a recurrence
formula for P (ky,N) given by

b 2
Py =0,N =0) = —, (7a)
Py

Py =0,N >0) = ! ErD(kN LN =D 42N
' Pes(N) |2 o '
(7b)

Py > O,N) = - FrD(kN —1,N)+ 2N]

’ PR(ky,N) |2 ’ ’

(7c)

with Pgs(N) being the success probability of entanglement
swapping in the Nth nesting level and PJ(i,N) being the
probability of success for entanglement distillation using
the Deutsch et al. protocol in the ith distillation round
in the N'th nesting level. Here, P, is the probability to generate
an entangled photon pair over a distance L¢ and is given by
Py = 1072Lo/19 with o = 0.17 dB/km being the attenuation
coefficient. To explain the recurrence formula in Eq. (7), we
start from the first line [Eq. (7a)]. There, we assume that the
source is placed at one side and the photon is distributed
over the distance L leading to a distribution time of 7. The
acknowledgment of the arrival of the photons at least needs the
same time, so we have, in total, 27T, (see Ref. [30] for further
details and other schemes of entanglement distribution). We
divide by the probability P, to generate this entangled photon
pair as, on average, we have to perform this process Pio times
(see, e.g., Ref. [5] for an explicit calculation of this waiting
time). The next line [Eq. (7b)] gives the time for the Nth
nesting level before starting with distillation, i.e., it is the time
directly after entanglement swapping. The formula consists of
two parts: the generation time for the pairs needed to begin the
swapping [%ID(kN,l ,N — 1)Ty] (see,e.g.,Ref. [5], Appendix]
for an explanation of the factor %) and the time to acknowledge
the success of the swapping, i.e., 2V ~! Tp; both divided by the
probability of successful swapping in the Nth nesting level

PHYSICAL REVIEW A 87, 062335 (2013)

1
Pes(N)*

probabilities. The first part [%‘L’D(kN_ 1,N — 1)Tp] corresponds
to the average time to generate two pairs after ky_; rounds
of distillation in the (N — 1)th nesting level. The last line
[Eq. (7c)] concludes the recurrence formula: We need the time
%‘L’D(kN — 1,N)Ty to generate two pairs for the kyth round
of distillation. As distillation is performed over distance 2%,
the acknowledgment time is 2V 7. Both terms are divided
by the probability of success for entanglement distillation
[PR(ky.N)].

We present the analytic solution of the recurrence formula
in Eq. (7) in Appendix Eq. (A2).

Note that the factor % is an approximation for small

2. The Diir et al. protocol

The repeater rate for the Diir et al. protocol differs from the
repeater rate for the Deutsch et al. protocol as the entanglement
distillation process works in a sequential way, i.e., the auxiliary
pair for each distillation round is always the same (see Fig. 3).
As the swapping process is the same in both distillation
protocols, Egs. (8a) and (8b) are analogous to Egs. (7a)
and (7b),

Diir 2
P (kg = O,N = 0) = —, (8a)
Py
P (ky =0,N > 0) = ! Esz“(k N—1)+2"!
N ) PEs(N) 2 N—1, )
(8b)
P ky > ON) = ———[tP¥(ky — 1,N)
PR (ky,N)
+ P70, N) + 2"1. (8¢)

The third line [Eq. (8c)] differs from Eq. (7c). Equation (8c)
represents the time needed to distill a pair in the kyth round in
the Nth nesting level. In the entanglement pumping protocol,
we start to produce the elementary pair p(ky = 0,N) for
distillation when the pair to be distilled p(ky — 1,N) is
present. Thus, we have to add the time for generating the
elementary pair TP (0,N)T, to the time for the pair to be
distilled TP¥(ky — 1, N)Tp. The repeater rate for the Diir et al.
protocol is then given by

1

o S — )
Rep ™ 1 ¢Diir(k )

We give an analytic solution of the recurrence formula in
Appendix Eq. (A3).

C. Number of memories

In this section, we describe the needed number of memories
at each half of the repeater station (see the black dots in Fig. 1).
The vector k consists of the number k,, of distillation rounds
in the nth nesting level, see Eq. (3). The number of memories
needed at half a node for the Deutsch et al. protocol is

MP =22k (10)

because, in each nesting level, the number of memories needs
to be increased by a factor of 2% as the distillation for all
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FIG. 5. (Color online) (a) Optimal secret key rate per memory per second (bits per second) [Eq. (4)] for the distance L = 600 km. The
smallest secret key rate still depicted is chosen to be 107!° secret bits per second per memory. In the white region, an extraction of a nonzero
secret key rate is not possible. The parameters for the optimal secret key rate per memory per second are as follows: (b) Distillation protocols:
Deutsch et al. protocol (blue, dark gray), Diir et al. protocol (green, medium gray), and no distillation (yellow, light gray). (c) Number of rounds
of distillation k (for the optimal distillation strategy). (d) Number of nesting levels N. (e) Distillation strategies: strategy « (nested distillation)
and strategy B (distillation only before the first entanglement swapping). (f) Number of used memories per repeater node.

nesting levels is performed in parallel. The superscript D
denotes the Deutsch et al. protocol.

The Diir et al. protocol works in a sequential way, so the
number of memories is

MPY = N 4+ 2 — [{ki:k; = 0], (11)
where the set [{k;: k; = 0}| is the number of elements in k that
are zero. Equation (11) for strategy «, i.e., k = (k, k, ..., k),
can be explained as follows: For nesting level N = 0, at most
two memories are needed for the distillation process (see
Fig. 3). The resulting pair p(ko,N = 0) at distance L after
ko distillation rounds is stored in one memory, and the other
one is emptied. After swapping two neighboring pairs, we
have the pair p(0,N = 1) at the distance 2L. For starting the
distillation process in this nesting level (N = 1), one needs
another pair p(0,N = 1), which is generated by the same
procedure as above, so two additional memories are needed.
In total, one needs three memories for N = 1. For strategy $,
ie., k= (k,0, ...,0), one just needs two memories where we
store the state during the gate operation.

IV. OPTIMAL SECRET KEY RATES:
COMPARING DIFFERENT DISTILLATION
PROTOCOLS AND STRATEGIES

A. Comparison of key rates (strategy « vs 8)

We investigate how the Deutsch et al. and the Diir et al.
protocols perform under gate errors where we use the secret
key rates as a figure of merit.

In the following, we calculate the secret key rate divided
by the number of needed memories [see Eq. (4)]. The division
by the number of memories allows for a fair comparison when
considering the resources. For a fixed set of parameters Fy
(initial fidelity) and pg (gate quality), we aim at finding
the optimal distillation protocol, the optimal number of
distillation rounds, the optimal number of nesting levels, the
best distillation strategy, and the minimal number of memories.
Note that, in the ideal case, i.e., for perfect detectors, we
assume the entanglement swapping to be deterministic, i.e.,
Pes(N) = 1.

We will consider two error models for the input states:
on one hand, depolarized states and on the other hand,
so-called binary states. The latter states are interesting as
they can be produced by the hybrid quantum repeater [23,41].
Additionally, in Ref. [3], it was mentioned that the binary state
given in Eq. (13) below has the optimal shape for the Diir et al.
protocol.

1. Input states: Depolarized states

In this section, we want to investigate the optimal secret
key rates [Eq. (4)] when we start with depolarized states, i.e.,

1-F
poep = FIljgr) + T(HW) + My + ). (12)

Optimization of the distillation protocols (Deutsch et al. or
Diir et al.), the number of nesting levels N, the number of
distillation rounds k, and the distillation strategy (« or 8), lead
to the secret key rates depicted in Fig. 5(a). We point out that
we find the global maximum as we calculate K for all possible
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FIG. 6. (Color online) Expanded region from Fig. 5(f): Number
of memories that lead to the optimal secret key rate per second per
memory [see Eq. (4), L = 600 km].

combinations of parameters for the length L and then choose
the maximal value. The parameters leading to the optimal
secret key rates of Fig. 5(a) are shown in Figs. 5(b)-5(f). The
optimal distillation protocol is shown in Fig. 5(b). It is difficult
to find an intuitive explanation why, in certain regimes, either
the Deutsch et al. or the Diir et al. protocol is optimal; there are
many different effects, such as the repeater rates [see Eqgs. (7)
and (8)], the number of memories, and the resulting state.
Figure 5(c) shows the optimal number of distillation rounds
(for the optimal distillation strategy) that lead to the secret
key rate per memory per second of Fig. 5(a). We find that,
for a wide range of parameters, it is enough to have k < 3
distillation rounds. The role of the optimal number of nesting
levels is treated in Fig. 5(d). We find that, with increasing gate
quality and initial fidelity, more nesting levels are optimal. In
Fig. 5(e), the optimal of the two distillation strategies () or (8)
is shown: For good gates and low fidelities, it is better to only
distill in the beginning, which would be experimentally less
demanding. We emphasize that, in this regime of parameters,
distillation in later nesting levels degrades the secret key rate.
From the previous plots, in Fig. 5(f), we calculate the minimal
number of memories needed to obtain the secret key rate in
Fig. 5(a).

Figure 6 provides a zoom of Fig. 5(f) into the region where
the secret key rate is on the order of bits per second. In the
black region, no distillation is optimal, therefore, we only need
one memory. For the number of memories M = 2 and M = 4,
the optimal protocol is the Deutsch et al. protocol, whereas,
for M = 6, the Diir et al. protocol becomes favorable. From
Eq. (10), we see that, in a single setup, the number of memories
is restricted to a power of 2 for the Deutsch et al. protocol. If
we want to use, e.g., M = 6 memories and the Deutsch et al.
protocol, we have to employ setups in parallel. We will treat
this subject in Sec. IV C2.

2. Input states: Binary states

We will now consider binary states, i.e., states of the form
pBin = FloT)(@T 1+ (1 — F)lp™) (o |. (13)

We performed a complete analysis of this case, in analogy to
Sec. IV Al. The results of our investigation can be summarized
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as follows:

(1) Different from the setup where we start with depolarized
states, it is possible to extract a nonzero secret key rate
per memory per second for the whole range of parameters
considered here, i.e., for 0.7 < Fp < 1 and 0.92 < pg < 1.
The largest value of the secret key rate per memory per second
using binary states is on the same order of magnitude as for
depolarized states.

(2) The region where the Diir et al. protocol is optimal
extends to lower initial fidelities, compared to Fig. 5(b), and
the largest value for the optimal rounds of distillation is k = 3.
Also, the region where no distillation is optimal increases.

(3) Due to the small optimal k, the maximal number of

memories decreases.
One would recommend the use of binary states when pg <
0.97 and F; < 0.8 as then, the number of used memories is
smaller than for depolarized states and the secret key rate per
memory per second is nonzero.

B. The influence of the detector efficiency

In this section, we want to investigate the impact of
finite-efficiency detectors on the secret key rate. The detector
efficiency is given by the parameter 1, with O < n; < 1 where
na = 1 corresponds to perfect detectors. For implementing the
detector efficiency in our formulas, we have to replace the
probability of successful distillation Pp(k,n) and the proba-
bility of successful swapping in the nth nesting level Pgs(n)
in the equations for the repeater rate [Eqgs. (6) and (9)] by

Pp(k,n) — 0 Pp(k,n) (14a)

Pes(n) — 3 Pes(n), (14b)

because the Bell measurement requires a twofold detector
click. Additionally, we have to multiply the secret key rate
[Eq. (4)] by a factor of 775, which accounts for the final
quantum key distribution measurement.

The only contribution of the detector efficiency in the
secret key rate is in the repeater rate. For simplicity, we will
consider the repeater rate without classical communication
for entanglement swapping and entanglement distillation [see
Egs. (17) and (18) in Sec. V]. After replacing the probabilities
in the repeater rates by Eq. (14), the repeater rate scales with

ANHY, k)
Ng .

When analyzing different detector efficiencies, we made
the following observations:

(1) With decreasing 14, the region where no distillation is
optimal increases such that, for n; = 0.1, it is optimal to not
perform distillation for almost all parameters,

(2) with decreasing n,, the optimal number of nesting levels
also decreases,

(3) with decreasing n,, the region where the distillation

strategy B (distillation only in the beginning) is optimal
increases (see Fig. 7).
Figure 7 shows the optimal distillation strategies for the secret
key rate per memory per second with a detector efficiency
of ny = 0.9. This can be compared to Fig. 5(e) where the
detectors are perfect, i.e., n; = 1. We see that, for low initial
fidelities, the region where the distillation strategy g is optimal
increases.
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FIG. 7. (Color online) Distillation strategies with imperfect
detectors: strategy « (nested distillation strategy) and strategy S
(distillation only before the first entanglement swapping) that lead
to the optimal secret key rate per memory per second [Eq. (4),
L = 600 km and n;, = 0.9].

C. More general strategies
1. Distillation strategy y

As mentioned in Sec. II B, we now lift the restriction that the
number of distillation rounds in each nesting level is the same.
For this purpose, we fix the parameters for the initial fidelity
Fy and the gate quality ps and vary the number of nesting
levels and the number of distillation rounds in each nesting
level. A result for the parameters Fy = 0.9 and pg = 0.96
is shown in Table I. There, we report the optimal distillation
vector k, see Eq. (3), for the number of nesting levels up to
N = 4 and the corresponding secret key rate per memory per
second. We found the optimal k by calculating the key rate
for all possible k’s. For the given parameters, distillation only
in the beginning does not help. Comparing the values that
we achieved in Sec. IV A, i.e., only considering strategy o
[distillation vector k = (k.k, ..., k)] or B [k = (k,0, ..., 0)],
the optimal secret key rate for the given set of parameters
was 0.99 x 10~ with N = 2, k= (2,2,2) for the Diir et al.
protocol. Here, the best secret key rate is 3.03 x 10~ for
N =2, k= (0,3,1) and the Deutsch et al. protocol. Thus, the
secret key rate is on the same of order of magnitude but can
be improved by a factor of 3.

Table II gives results for the parameters Fy = 0.97 and
pc = 0.99. The parameters that lead to the optimal secret
key rate per memory per second of K = 0.32 in Sec. IVA
are for the nesting level N = 3, distillation strategy B, and

TABLE 1. Optimal secret key rate per memory per second
[Eq. (4)] and corresponding distillation vector k [Eq. (3)] for the
different distillation protocols Fy = 0.9 and pg = 0.96.

Diir et al. protocol Deutsch et al. protocol

- -

N K k K k
0 3.92 x 10°° (0) 3.92 x 107 (0)

1 2.11 x 105 (0,2) 2.63x 10°° (0,1)

2 1.09 x 10~* 2.32) 3.03 x 10~ 0,3,1)
3 266 x10° (3455  1.51 x 10~ 0,3,3,1)
4 0 0 137 x 1075 (0,3,3,3,1)
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TABLE II. Optimal secret key rate per memory per second
[Eq. (4)] and corresponding distillation vector k [Eq. (3)] for the
different distillation protocols Fy = 0.97 and pg = 0.99.

Diir et al. protocol Deutsch et al. protocol

- -

N K k K k
0 7.97x107° () 7.97 x 102 ()

1 9.64x 10~ (0,0) 9.64 x 104 (0,0)

2 0.19 (0,0,0) 0.19 (0,0,0)

3 0.57 (0,0,2,0) 0.73 (0,2,0,0)

4 0.96 (0,1,1,1,0) 0.88 (0,1,1,1,0)
5 0.62 (0,1,1,2,0,0) 0.54 (0,0,2,1,0,0)
6 0.34 (0,1,1,1,1,1,0) 0.2 (0,1,1,1,1,1,0)

k= (2,0,0,0) using the Deutsch et al. protocol. In this ex-
ample, we see that, by allowing general distillation strategies,
the optimal secret key rate can be increased by increasing the
nesting level. In this example, different from above, the Diir
et al. protocol remains optimal.

Due to the computational complexity, we only calculated
the general distillation strategies for two specific set of
parameters (see Tables I and II). As the quantum repeater
exhibits a self-similar structure, dynamical programming was
used in Ref. [42] in order to optimize the average time to
create an entangled pair for a given final fidelity and distance.
The results and methods of Ref. [42] cannot be used for a
global optimization as we have found counterexamples where
the distillation vector consists of different numbers in each
nesting level (see, e.g., Table I for the Diir et al. protocol and
Table 1I).

We see that it is not trivial to make general statements
about the optimal number of rounds of distillation, regarding
the secret key rate. For implementations, one has to determine
the parameters of the experiment, i.e., F and pg, and then to
optimize the secret key rate for any specific set of parameters.

2. Optimal strategies for a fixed number
of memories allowing parallel setups

In Sec. IIT C, we have mentioned that, in the following, we
want to fix the number of memories and find which setup is
optimal. As the memories in the Deutsch et al. protocol are
restricted to a power of 2 (see Sec. III C), we also allow setups
working in parallel.

For calculating the optimal strategy for a fixed number
of memories M, we solve the following equation to get all
possible setups:

M
Zsmm =M (15)

m=1

for 5, € N and L%J > s, = 0. The number s,, denotes how
many setups using m memories work in parallel. For each
setup, we then proceed by calculating the optimal secret key
rate per second, i.e., mK,, = rocRgep. The index m for the
secret key rate K means that we restrict to distillation vectors
and nesting levels that solve Egs. (10) and (11) for m memories.
The optimal vector § = (s1, ..., 5y), a solution of Eq. (15), is
found by maximizing the value ), s,mK,,. The secret key
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TABLE III. Secret key rate per total number of used memories
[Eq. (16)] for the different distillation protocols and for a fixed
number of memories M. The optimal configurations are given
by the distillation vectors I;M = (ko, . ..,ky) with EM denoting the
distillation strategy using M memories. The notation (l%,,, %W,/) means
parallel setups using m and m’ memories. Parameters: F, = 0.97 and
pc = 0.99.

Diir et al. protocol Deutsch et al. protocol

M K Configuration K Configuration
1 0.19 ki = (0,0,0) 0.19 ki = (0,0,0)
2 0.58 % = (0,0,2,0) 0.58 % = (0,0,1,0)
3 096 k3 =(0,1,2,0,0) 045 k1, %)

4 082  k;=(0,1,1,1,00 087  k4=(0,0,2,0,0)
5 0.81 (k2,%3) 0.73 k1, k)

6 0.96 (k3,%3) 0.78 )

7 0.89 (k3. ks) 0.69 (ky k2 k)

rate of the total setup with a fixed number of memories M is,
thus, given by

Zsmme
— m

M

K , 16)

with > s,,m = M. We will also compare this result to a
configuration of one setup with distillation vector k [see
Eq. (3)], if possible. For the parameters Fy = 0.97 and pg =
0.99, we calculated the optimal § to see if a parallel setup
was advantageous. In Sec. IV A, we showed that the optimal
number of memories is 4 using the Deutsch et al. protocol
for N =3,k = (2,0,0,0) with a secret key rate per memory
per second of K = (0.32. In Table III, we fixed the number of
memories and calculated the optimal key rate by optimizing
the remaining parameters. We find that, except for M = 4, the
secret key rate per memory per second is higher (or equal) for
the Diir et al. protocol.

V. IMPACT OF CLASSICAL COMMUNICATION
ON THE SECRET KEY RATE

In this section, we investigate the impact of the classical
communication time required for acknowledging the success
of entanglement swapping and entanglement distillation on
the secret key rate. First, we calculate the repeater rates
RRep,nc Where we only consider the classical communication
for entanglement distribution. Then, we compare the optimal
secret key rates using the repeater rate without (Rgep nc) and
with classical communication (Rg.p) [see Egs. (6) and (9)] and
discuss the differences.

The repeater rate for the Deutsch et al. protocol, with-
out the classical communication time due to entanglement
swapping and entanglement distillation, is given by (see, e.g.,
Refs. [5,30])

1 /2 \Vk N b
RRDep,NC = (§> POHPES(n)l_[ Pp(i,n), (17)
n=1 i=0
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FIG. 8. (Color online) The relative change [Eq. (20)] in the
optimal secret key rate per memory per second [Eq. (4)] without
and with the classical communication time (see text) in terms of the
initial fidelity F, and gate quality pg (L = 600 km).

which is derived from the solution of the recurrence relation
in Eq. (7) by omitting all terms acknowledging the classical
communication time, i.e., the terms with 2V~! and 2V [see
Appendix Eq. (A2)].

The corresponding repeater rate for the Diir et al. protocol
can be derived analogously by omitting terms in the recurrence
relation given in Eq. (8). This leads to

) Py (2\" & Pes(i
RRepnc = 2—T°0 (g) ]1 jfl.()), (18)
where
ki—1 ki—1 m
atiy= [T Pp¥k — i)™ + Y T PB¥ ki — ji)™",
j=0 m=0 j=0
(19)

and Pgs(0) = 1 (see Appendix A 2b for details).

For investigating the relevance of the classical communi-
cation time, we determine the relative change in the optimal
secret key rates with this classical communication K (Rgep)
and without classical communication K (Rgep,Nc)s 1.€.,

Arel(I((RRep,NC)s K(RRep))a (20)

with K being the optimal secret key rate per memory per
second [Eq. (4)]. The relative change A, is defined by

Avi(@,b) := (a — b)/max{a,b}. Q1)

We optimize both secret key rates over the same parameter set
as in Sec. IV.

Figure 8 shows the relative change in the optimal secret key
rate per second per memory. Depending on the parameters,
the secret key rate, without the classical communication time
K (Rgep,Ne), can be bigger by a factor of 2. This is the yellow
region in Fig. 8. By inspecting Fig. 5(a), the secret key rate
in this region is on the order of secret bits per second. Except
for some regions, the parameters leading to the optimal secret
key rate without and with the classical communication time
are almost the same.

In a previous paper [3], it was claimed that the main
contribution of the entanglement generation time (i.e., the
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inverse of the repeater rate) is the classical communication
time needed for acknowledging the success of entanglement
swapping and entanglement distillation. Here, we have seen
that this is not the case. Comparing the results given in Ref. [3],
we have found that the relative change [Eq. (20)] is not more
than 40% and both secret key rates are on the same order of
magnitude (distance L = 1280 km). We discovered that the
influence of nonperfect success probabilities for distillation
is substantial. Here, the entanglement generation time is 1
order of magnitude larger than in Ref. [3] where the success
probability of entanglement distillation was not considered
(parameters: Fy = 0.96 and pg = 0.995).

Note that, here, we consider the memories to be perfect.
Certainly, if the storage time of the memories is limited, such
an analysis might lead to other results.

VI. CONCLUSION

For given imperfect initial fidelities and imperfect gates, we
found the quantum repeater configurations (i.e., the distillation
protocol, distillation strategy, number of distillation rounds,
number of nesting levels, and number of memories) that lead
to the optimal secret key rate per memory per second. For this
purpose, we focused on a specific recurrence protocol (Deutsch
et al.) and an entanglement pumping protocol (Diir et al.).
We found that there exists a regime (pg < 0.99 and Fy >
0.8) of parameters where the entanglement pumping protocol
performs best. However, for lower initial fidelities, typically,
the recurrence protocol is favorable.

Regarding the distillation strategy [distilling with the same
number of rounds in each nesting level (strategy o) or distilling
only in the beginning (strategy )], we have seen that, for some
parameters, strategy 8, which is experimentally more feasible,
is optimal and that this region strongly depends on the detector
efficiency. We found that, with decreasing detector efficiency,
it is optimal to not distill. Lifting the restriction of an equal
number of distillation rounds in each nesting level for some
set of parameters (initial fidelity and gate quality), we have
found that the improvement of the secret rate is not more than
1 order of magnitude compared to distillation strategy . We
also showed that increasing the number of repeater stations and
rounds of distillation does not necessarily lead to an increase
in the secret key rate.

We investigated the role of the form of the input states where
we used either a depolarized or a binary state. We found that the
secret key rate per memory per second for both forms is in the
same order of magnitude; the binary states have the advantage
that, for low fidelities and gate qualities, they provide a nonzero
secret key rate compared to a depolarized input state. Binary
states can be produced by the hybrid quantum repeater.

When fixing the number of memories for a specific set
of parameters, we investigated which distillation protocol is
optimal and found that setups working in parallel can be
advantageous.

Finally, we derived formulas for the generation rate of
entangled pairs per second (repeater rate) including the
classical communication times for acknowledging the success
of entanglement swapping and entanglement distillation. We
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calculated the secret key rate per memory per second without
and with the classical communication time and found that the
main contribution is the time to distribute the entangled pairs,
which is contrary to the results in the literature.

Further studies could implement the formalism for the
quantum repeater in the context of finite keys (see, e.g., Ref. [4]
for areview) and for imperfect memories (see, e.g., Ref. [43]).
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APPENDIX: SOLUTIONS FOR THE
RECURRENCE FORMULAS

In this appendix, we give the solutions for the recurrence
formulas [Eqs. (7) and (8) in Sec. III B] that are needed for
calculating the repeater rate for the Deutsch et al. and the Diir
et al. protocols.

1. The Deutsch et al. protocol

We first solve the recurrence relation for Eq. (7c¢) and
terminate when ky = 0,

3\ kv kat 1
D __.D -
Py, N) =1 (0,N)<2> U T
j=0
=:¢(N)
ky—1 i 1
N _—
2 Z( ) 1_[PD(k — N’ (AD
=:B(N)

Then, we replace T°(0, N) by Eq. (7b), resulting in

aN) (3,
PEs(N)( N

Pky,N) = - D+ 2N—1> + B(N),

which is another recurrence relation depending on N. We can
now solve this relation until we reach 7°(k,0),

N N—
D D (N_J)

Mo\ St T &N =)
+2 (5) 1_[ Pes(N — J)

N 3 N—i N—(i+1) Ot(N—j)
— ] ——, (A2
+,§(2) o jll Py =y

where we can replace t°(ko,0) by t2(0,0)x(0) + B(0) using
Eq. (A1)
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2. The Diir et al. protocol

a. Solution of the recurrence relation Eq. (8)

The solution of the recurrence relation in Eq. (8) is analogously given by

ky—1 kn—1 i kn—1 i
Pk, N) = 20, N) | [T PRk — o)™+ 3 [T PRtk — )™ | +2Y | D[] PRtk — 57|
Jj=0 i=0 j=0 i=0 j=0
=:a(N) =:b(N)

where we use the convention that 2710 f@)=0 and
[T, c(i) = 1. Now, inserting t”¥(0,N) = 3Dy N —
1) + 2V linto tPW(ky,N) = tD‘“(O,N)a(N) + b(N)leads to
the recurrence relation,

alN) (3 py _ N—1
gy (37 -t =02 )

+ b(N). (A4)

™ (ky,N) =

The solution of this relation is

) AN v — )

Dty N) = 7(ko,0 (-) —
Pk, N) = 7(ko,0) E)PESW—J')
o 3“,1 a(N — j)

+Z <§> 1_[ Pgs(N — j)
N—(i+1)

s (;)N o 1

=0

_a(N—j)
Pes(N — j)’

(AS)
We get the solution for TP (k¢,0) from Eq. (A3),
2% (ko,0) = °%(0,0)a(0) + b(0). (A6)

(A3)

b. Derivation of the repeater rate without the classical
communication time for entanglement distillation and
entanglement swapping, Eq. (18)

For obtaining the solution for the recurrence relations with-
out classical communication time for entanglement distillation
and entanglement swapping, in Eq. (A3) we justset b(N) =
What remains from the solution is just the first term of Eq. (AS),
which is exactly

NS awv - )
Diir Diir =
e kn N) = 1ty (ko,0) <2) jlzol —PES(N 5 (A7)

We replace 7y¢ Dir(ko,0) by TP (0,0)a(0) [see Eq. (A6)] and get

e (ky N) =1 (0,0)(2> E)PES(N—J')' (A8)

The repeater rate is given by

RDiir _ 1
RPN Toni k. ")
Py (2 Pes (i)
=—|= , A9
2T, (3> 1]0 a(i) (A9

where we used the fact that tP%(0,0) = =
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We analyze various prominent quantum repeater protocols in the context of long-distance quantum key

distribution. These protocols are the original quantum repeater proposal by Briegel, Diir, Cirac and Zoller, the
so-called hybrid quantum repeater using optical coherent states dispersively interacting with atomic spin qubits,
and the Duan-Lukin-Cirac-Zoller-type repeater using atomic ensembles together with linear optics and, in its
most recent extension, heralded qubit amplifiers. For our analysis, we investigate the most important experimental
parameters of every repeater component and find their minimally required values for obtaining a nonzero secret

key. Additionally, we examine in detail the impact of device imperfections on the final secret key rate and on the

optimal number of rounds of distillation when the entangled states are purified right after their initial distribution.

DOI: 10.1103/PhysRevA.87.052315

I. INTRODUCTION

Quantum communication is one of the most exciting and
well developed areas of quantum information. Quantum key
distribution (QKD) is a subfield, where two parties, usually
called Alice and Bob, want to establish a secret key. For
this purpose, typically, they perform some quantum operations
on two-level systems, the qubits, which, for instance, can be
realized by using polarized photons [1-5].

Photons naturally have a long decoherence time and hence
could be transmitted over long distances. Nevertheless, recent
experiments show that QKD so far is limited to about 150 km
[6], due to losses in the optical-fiber channel. Hence, the
concept of quantum relays and repeaters was developed
[7-11]. These aim at entangling qubits over long distances
by means of entanglement swapping and entanglement dis-
tillation. There exist various proposals for an experimental
implementation, such as those based upon atomic ensembles
and single-rail entanglement [12], the hybrid quantum repeater
[13], the ion-trap quantum repeater [14], repeaters based on
deterministic Rydberg gates [15,16], and repeaters based on
nitrogen-vacancy (NV) centers in diamond [17].

In this paper, we analyze the performance of quantum
repeaters within a QKD setup for calculating secret key
rates as a function of the relevant experimental parameters.
Previous investigations on long-distance QKD either consider
quantum relays [9,11,18], which only employ entanglement
swapping without using quantum memories or entanglement
distillation, or, like the works in [19,20], they exclusively refer
to the original Duan-Lukin-Cirac-Zoller (DLCZ) quantum
repeater [12]. Finally, in [21] the authors analyze a variation
of the DLCZ protocol [22] where they consider, at most, one
repeater station. Here, our aim is to quantify the influence
of characteristic experimental parameters on the secret key
rate for three different repeater schemes, namely the original
quantum repeater protocol [7], the hybrid quantum repeater

*abruzzo @thphy.uni-duesseldorf.de
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[13], and a recent variation of the DLCZ repeater [23]. We
investigate the minimally required parameters that allow a
nonzero secret key rate. In order to reduce the complexity of the
full repeater protocol, we consider entanglement distillation
only directly after the initial entanglement distribution. Within
this scenario, we investigate also the optimal number of
distillation rounds for a wide range of parameters. The
influence of distillation during later stages of the repeater, as
well as the comparison between different distillation protocols,
will be studied elsewhere [24].

This paper is organized as follows. In Sec. II we present a
description of the relevant parameters of a quantum repeater,
as well as the main tools for analyzing its performance for
QKD. This section should also provide a general framework
for analyzing other existing quantum repeater protocols and
for studying the performance and the potential of new proto-
cols. Sections III, IV, and V investigate long-distance QKD
protocols for three different quantum repeater schemes; these
sections can be read independently. Section III is devoted to the
original proposal for a quantum repeater [7], Sec. IV analyzes
the hybrid quantum repeater [13], and finally, in Sec. V, we
investigate quantum repeaters with atomic ensembles [12].
The conclusion is given in Sec. VI, and more details on the
calculations are presented in the Appendixes.

II. GENERAL FRAMEWORK

A. Quantum repeater

The purpose of this section is to provide a general
framework that describes formally the theoretical analysis of
a quantum repeater.

1. The protocol

Let L be the distance between the two parties Alice and Bob
who wish to share an entangled state. A quantum repeater [7]
consists of a chain of 2V segments of fundamental length
Lo := L/2" and 2V — 1 repeater stations which are placed
at the intersection points between two segments (see Fig. 1).

©2013 American Physical Society
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FIG. 1. Scheme of a generic quantum repeater protocol. We adopt
the nested protocol proposed in [7]. The distance between Alice
and Bob is L, which is divided into 2" segments, each having the
length Lo := L/2". The parameter n describes the different nesting
levels, and the value N represents the maximum nesting level. In this
paper, we consider quantum repeaters where distillation is performed
exclusively before the first entanglement swapping step. The number
of distillation rounds is denoted by k.

Each repeater station is equipped with quantum memories and
local quantum processors to perform entanglement swapping
and, in general, also entanglement distillation. In consecutive
nesting levels, the distances over which the entangled states
are shared will be doubled. The parameter N is the maximal
nesting level.

The protocol starts by creating entangled states in all
segments, i.e., between two quantum memories over distance
Ly. After that, if necessary, entanglement distillation is
performed. This distillation is a probabilistic process which
requires sufficiently many initial pairs shared over distance
Ly. As a next step, entanglement swapping is performed at
the corresponding repeater stations in order to connect two
adjacent entangled pairs and thus gradually extend the entan-
glement. In those protocols where entanglement swapping is
a probabilistic process, the whole quantum repeater protocol
is performed in a recursive way as shown in Fig. 1. Whenever
the swapping is deterministic (i.e., it never fails), then all
swappings can be executed simultaneously, provided that no
further probabilistic entanglement distillation steps are to be
incorporated at some intermediate nesting levels for enhancing
the fidelities. Recall that in the present work, we do not
include such intermediate distillations in order to keep the
experimental requirements as low as possible. At the same
time it allows us to find analytical rate formulas with no need
for numerically optimizing the distillation-versus-swapping
scheduling in a fully nested quantum repeater.

2. Building blocks of the quantum repeater
and their imperfections

In this section we describe a model of the imperfections
for the main building blocks of a quantum repeater. In an
experimental setup more imperfections than those considered
in this model may affect the devices. However, most of them
can be incorporated into our model. We point out that if not
all possible imperfections are included, the resulting curves

PHYSICAL REVIEW A 87, 052315 (2013)

for the figure of merit (throughout this paper: the secret key
rate) can be interpreted as an upper bound for a given repeater
protocol.

(a) Quantum channel. Let us consider photons (in the form
of single- or multiphoton pulses) traveling through optical
fibers.

Photon losses are the main source of imperfection. Other
imperfections like birefringence are negligible in our context
[8,25]. Losses scale exponentially with the length ¢; i.e., the
transmittivity is given by [8]

ne (0) = 107", (1)
where o, is the attenuation coefficient given in dB/km. The
lowest attenuation is achieved in the telecom wavelength range
around 1550 nm and it corresponds to e, = 0.17 dB/km. This
attenuation is also used throughout the paper. Note that other
types of quantum channels, such as free space, can be treated
in an equivalent way (see, e.g., [26]). Further note that besides
losses, the effect of the quantum channel can be incorporated
into the form of the initial state shared between the connecting
repeater stations.

(b) Source of entanglement. The purpose of a source is to
create entanglement between quantum memories over distance
L. An ideal source produces maximally entangled Bell states
(see below) on demand. In practice, however, the created state
may not be maximally entangled and may be produced in a
probabilistic way. We denote by py a state shared between two
quantum memories over the elementary distance L, and by Py
the total probability to generate and distribute this state. This
probability would contain any finite local state-preparation
probabilities before the distribution, the effect of channel
losses, and the success probabilities of other processes, such
as the conditioning on a desired initial state p, after the state
distribution over L.

For improving the scaling over the total distance L from
exponential to subexponential, it is necessary to have a
heralded creation and storage of py. How this heralding
is implemented depends on the particular protocol and it
usually involves a form of postprocessing, e.g., conditioning
the state on a specific pattern of detector clicks. This can
also be a finite postselection window of quadrature values
in homodyne detection. However, in the present work, the
measurements employed in all protocols considered here are
either photon-number measurements or Pauli measurements
on memory qubits.

(c) Detectors. We consider photon-number resolving de-
tectors (PNRDs) which can be described by a positive-operator
valued measure (POVM) with elements [27]

o =5 > ("tm)(l —na)" In+m) (n+ml. (2)

m=0

Here, I1% is the element of the POVM related to the detection
of n photons, ng is the efficiency of the detector, and |n 4 m)
is a state of (n 4+ m) photons. In the POVM above, we
have neglected dark counts; we have shown analytically for
those protocols considered in this paper that realistic dark
counts of the order of 107> are negligible [see Appendix B,
below Eq. (B5), for the proof]. Note that our analysis could
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also be extended to threshold detectors, by replacing the
corresponding POVM (see, e.g., [27]) in our formulas.

(d) Gates. Imperfections of gates also depend on the par-
ticular quantum repeater implementation. Such imperfections
are described, e.g., in [28]. In our analysis, we characterize
them using the gate quality, which will be denoted by p¢ [see
Egs. (19) and (24)].

(e) Quantum memories. Quantum memories are a crucial
part of a quantum repeater. A complete characterization of
imperfections of quantum memories is beyond the purpose
of this paper (see [29] for a recent review). Here we account
for memory errors by using a fixed time-independent quantum
memory efficiency 7, when appropriate. This is the probability
that a photon is released when a reading signal is applied
to the quantum memory, or, more generally, the probability
that an initial qubit state is still intact after write in, storage,
and readout. We discuss the role of 7, only for the quantum
repeater with atomic ensembles (see Sec. V).

(f) Entanglement distillation. As mentioned before,
throughout this work we only consider distillation at the
beginning of each repeater protocol. Entanglement distillation
is a probabilistic process requiring local multiqubit gates
and classical communication. In this paper, we consider
the protocol by Deutsch et al. [30]. This protocol performs
especially well when there are different types of errors (e.g.,
bit flips and phase flips). However, depending on the particular
form of the initial state and on the particular quantum repeater
protocol, other distillation schemes may perform better (see
[24] for a detailed discussion). The Deutsch ez al. protocol
starts with 2% pairs, and after k rounds it produces one
entangled pair with higher fidelity than at the beginning. Every
round requires two controlled NOT (CNOT) operations, each
performed on two qubits at the same repeater station, and
projective measurements with postselection.

Distillation has two main sources of errors: imperfect
quantum gates which no longer permit to achieve the ideal
fidelity, as well as imperfections of the quantum memories and
the detectors, decreasing the success probability. We denote the
success probability in the ith distillation round by Pp[i].

We study entanglement distillation for the original quantum
repeater protocol (Sec. IIT) and the hybrid quantum repeater
(Sec. IV). For the quantum repeater with atomic ensembles
(Sec. V), we do not consider any additional distillation on two
or more initial memory pairs.

(g) Entanglement swapping. In order to extend the initial
distances of the shared entanglement, entanglement swapping
can be achieved through a Bell measurement performed at
the corresponding stations between two adjacent segments.
Such a Bell measurement can be, in principle, realized
using a CNOT gate and suitable projection measurements on
the corresponding quantum memories [31]. An alternative
implementation of the Bell measurement uses photons released
from the quantum memories and linear optics [32]. The latter
technique is probabilistic, but typically much less demanding
from an experimental point of view.

We should emphasize that the single-qubit rotation de-
pending on the result of the Bell measurement, as generally
needed to complete the entanglement swapping step, is not
necessary when the final state is used for QKD applications.
In fact, it simply corresponds to suitable bit flip operations

PHYSICAL REVIEW A 87, 052315 (2013)

on the outcomes of the QKD measurements; i.e., the effect
of that single-qubit rotation can be included into the classical
postprocessing.

Imperfections of entanglement swapping are characterized
by the imperfections of the gates (which introduce noise and
therefore a decrease in fidelity) and by the imperfections
of the measurement process, caused by imperfect quantum
memories and imperfect detectors. We denote the probability
that entanglement swapping is successful in the nth nesting
level by P

(h) Other imperfections. Other imperfections which are
not explicitly considered in this paper but which are likely
to be present in a real experiment include imperfections of the
interconversion process, fluctuations of the quantum channel,
fiber coupling losses, and passive losses of optical elements
(see [25] and references therein for additional details). These
imperfections can be accounted for by a suitable adjustment
of the relevant parameters in our model.

3. Generation rate of long-distance entangled pairs

In order to evaluate the performance of a quantum repeater
protocol it is necessary to assess how many entangled pairs
across distance L can be generated per second.

A relevant unit of time is the fundamental time needed
to communicate the successful distribution of an elementary
entangled pair over distance L, which is given by

7= P2, )

c

where ¢ =2 x 10° km/s is the speed of light in the fiber
channel (see, e.g., [25]) and B is a factor depending on the
type of entanglement distribution. Note that here we have
neglected the additional local times needed for preparing and
manipulating the physical systems at each repeater station.
Figure 2 shows three different possibilities of how to model
the initial entanglement distribution. The fundamental time 7
consists of the time to distribute the photonic signals, Tg;s, and
the time of acknowledgment, 7,., which all together can be
different for the three cases shown.

Throughout the paper, we denote the average number of
final entangled pairs produced in the repeater per second by
Rrep. We emphasize that, regarding any figures and plots,
for each protocol, we are interested in the consumption of
time rather than spatial memories. Thus, if one wants to
compare different setups for the same number of spatial
memories, one has to rescale the rates such that the number of
memories becomes equal. For example, in order to compare
a protocol without distillation with another one with k rounds
of distillation, one has to divide the rates for the case with
distillation by 2* (as we need two initial pairs to obtain one
distilled pair in every round).

In the literature, two different upper bounds on the en-
tanglement generation rate Rrpp are known. In the case of
deterministic entanglement swapping (Pé”s) = 1) we have [35]

RSy = [ToZn (P [KDI 7, (4)

with Pp [i] being a recursive probability depending on the
rounds of distillation i as follows [35]:

Ppyli =0] = Py, &)
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We remind the reader that Pp[i] is the success probability in
the ith distillation round. Here,

oV i
' 2N (_1)j+1
Zx(Po) .=Zl<j )—1 Ry @
j:

is the average number of attempts to connect 2V pairs, each
generated with probability Pp.

In the case of probabilistic entanglement swapping, proba-
bilistic entanglement distillation, and Py < 1, we find an upper
bound on the entanglement generation rate,

prob 1 2 Nk 1) p(2) (N) - :
Rier = 7- (37;) PP PR - P il_!PD[z], (8)
with a < %PLO [k]1Z,(Pr,[k]). Our derivation is given in Ap-
pendix A. For the plots we bound a according to the occurring
parameters, typically a is close to one, which corresponds to
the approximate formula given in [25] for the case when there
is no distillation.

Equations (4) and (8) should be interpreted as a limiting
upper bound on the repeater rate, due to the minimal time
needed for communicating the quantum and classical signals.
For this minimal time, we consider explicitly only those
communication times for initially generating entanglement,
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FIG. 3. Scheme of QKD. The state psp is produced using a
quantum repeater. Alice and Bob locally rotate this state in a
measurement basis and then they perform the measurement. The
detectors are denoted by dg'.d;',d¥,df and to each detector click a
classical outcome is assigned.

but not those for entanglement swapping and entanglement
distillation.

B. Quantum key distribution
1. The QKD protocol

In Fig. 3 a general QKD setup is shown. For long-distance
QKD, Alice and Bob will generate entangled pairs using the
quantum repeater protocol. For the security analysis of the
whole repeater-based QKD scheme, we assume that a potential
eavesdropper (Eve) has complete control of the repeater sta-
tions, the quantum channels connecting them, and the classical
channels used for communicating the measurement outcomes
for entanglement swapping and distillation (see Fig. 3). The
QKD protocol itself starts with Alice and Bob performing
measurements on their shared, long-distance entangled pairs
(see Fig. 3). For this purpose, they would both independently
choose a certain measurement from a given set of measurement
settings. The next step is the classical postprocessing and for
this an authenticated channel is necessary. First, Alice and Bob
discard those measurement outcomes where their choice of
the setting did not coincide (sifting), thus obtaining a raw key
associated with a raw key rate. They proceed by comparing
publicly a small subset of outcomes (parameter estimation).
From this subset, they can estimate the quantum bit error rate
(QBER), which corresponds to the fraction of uncorrelated
bits. If the QBER is below a certain threshold, they apply an
error correction protocol and privacy amplification in order to
shrink the eavesdropper’s information about the secret key (for
more details, see, e.g., [36]).

Various QKD protocols exist in the literature. Besides the
original QKD protocol by Bennett and Brassard from 1984,
the so-called BB84 protocol [37], the first QKD protocol
based upon entanglement was the Ekert protocol [1]. Shortly
thereafter the relation of the Ekert protocol to the BB84
protocol was found [38]. Another protocol which can also be
applied in entanglement-based QKD is the six-state protocol
[39,40].

2. The quantum bit error rate

In order to evaluate the performance of a QKD protocol,
it is necessary to determine the QBER. This is the fraction
of discordant outcomes when Alice and Bob compare a small
amount of outcomes taken from a specified measurement basis.
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This measurement can be modeled by means of four detectors
(two on Alice’s side and two on Bob’s side; see Fig. 3),
where to each detector click a classical binary outcome is
assigned. Particular care is necessary when multiphoton states
are measured [41,42]. In the following, we give the definition
of the QBER for the case of PNRDs and we refer to [20] for the
definition in the case of threshold detectors. The probability
that a particular detection pattern occurs is given by

p®

. D& 7@ qm) @)
i =t (AT 00 ) ©)

where the POVM I1®™ has been defined in Eq. (2) with a
subscript denoting the detectors given in Fig. 3. The superscript
i refers to the measurement basis and pX}; represents the state
pap rotated in the basis i.

A valid QKD measurement event happens when one
detector on Alice’s side and one on Bob’s side click. The
probability of this event is given by [20]

@ ._ p® (@) (@) ()
Paiex = Pioro + Poror + Porto + Pioor- (10)
The probability that two outcomes do not coincide is given
by [20]
i) . (@) @)
P& = Pojio + Pioor- an

err

Thus, the fraction of discordant bits, i.e., the QBER for
measurement basis i is [20]
Py
e = P(i) . (12)

click

For the case that pp is a two-qubit state, we find that the
QBER does not depend on the efficiency of the detectors, as
Py = ng and P oc 173,

If we assume a genuine two-qubit system' like in the
original quantum repeater proposal (see Sec. III) or the
hybrid quantum repeater (see Sec. 1V), without loss of
generality,” the entangled state p4 g can be considered diagonal
in the Bell basis, i.e., pap = AlpT)(@T|+ Blop )| +
Cly ™Y (™| + Dy~ ) {3y~ |, with the probabilities A,B,C, D,
A+ B+ C+ D =1, and with the dual-rail® encoded Bell
states* [¢*) = (]1010) £ |0101))/+/2 and |¢*) = (]1001) +
|0110))/+/2 (we shall use the notation |¢=) and |y*) for the

'Note that the states of the DLCZ-type quantum repeaters (see
Sec. V) are only effectively two-qubit states when higher-order
excitations of the atom-light entangled states [12], or those of
the states created through parametric down-conversion [23], are
neglected.

2As proven in [43,44], it is possible to apply an appropriate local
twirling operation that transforms an arbitrary two-qubit state into
a Bell diagonal state, while the security of the protocol is not
compromised.

3In this paper, by dual-rail representation we mean that a single
photon can be in a superposition of two optical modes, thus
representing a single qubit. By single-rail representation we mean
that a qubit is implemented using only one single optical mode.
See [27] for additional details.

“The ket |abcd) is a vector in a Hilbert space of four modes and
the values of a, b, ¢, and d represent the number of excitations in the
Fock basis.
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Bell basis in any type of encoding throughout the paper). Then
the QBER along the directions X, Y, and Z corresponds to [6]

ex =B+D, e;:=C+D, ey:=B+C. (13)

Throughout the whole paper X, Y, and Z denote the three
Pauli operators acting on the restricted Hilbert space of qubits.

3. The secret key rate

The figure of merit representing the performance of QKD
is the secret key rate Rokp, which is the product of the raw key
rate Ry (see above) and the secret fraction ro. Throughout
this paper, we use asymptotic secret key rates. The secret
fraction represents the fraction of secure bits that may be
extracted from the raw key. Formally, we have

Rqkp := Ruawreo = RRep Pelick RsiftF oo, (14)

where the sifting rate Rgy is the fraction of measurements
performed in the same basis by Alice and Bob. Throughout
the paper we use Rgf = 1, which represents the asymptotic
bound for R when the measurement basis are chosen with
biased probability [45]. We point out that both Rgrgp and ry,
are functions of the explicit repeater protocol and the involved
experimental parameters, as we discuss in detail later. Our aim
is to maximize the overall secret key rate Rokp. There will be
a trade-off between Rrpp and 7, as the secret key fraction 7o,
is an increasing function of the final fidelity, while the repeater
rate Rrgp typically decreases with increasing final fidelity.

Note that even though for the considered protocol we find
upper bounds on the secret key rate, an improved model (e.g.,
including distillation in later nesting levels or multiplexing
[46]) could lead to improved key rates.

The secret fraction represents the fraction of secure bits over
the total number of measured bits. We adopt the composable
security definition discussed in [47-49]. Here, composable
means that the secret key can be used in successive tasks
without compromising its security. In the following we
calculate secret key rates using the state produced by the
quantum repeater protocol.

In the present work, we consider only two QKD protocols,
namely the BB84 protocol and the six-state protocol, for which
collective and coherent attacks are equivalent [43,44] in the
limit of a large number of exchanged signals. The unique
parameter entering the formula of the secret fraction is the
QBER.

In the BB84 protocol only two of the three Pauli matrices
are measured. We adopt the asymmetric protocol where the
measurement operators are chosen with different probabilities
[45], because this leads to higher key rates. We call X the basis
used for extracting a key, i.e., the basis that will be chosen with
a probability of almost one in the measurement process, while
Z is the basis used for the estimation of the QBER. Thus, in
the asymptotic limit, we have R = 1. The formula for the
secret fraction is [6]

BB — 1 — h(ey) — h(ex) a5)

with h(p) := —plog, p — (1 — p)log,(1 — p) being the bi-
nary entropy. This formula is an upper bound on the secret
fraction, which is achievable only for ideal implementations
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of the protocol; any realistic, experimental imperfection will
decrease this secret key rate.

In the six-state protocol we use all three Pauli matrices.
We call X the basis used for extracting a key, which will be
chosen with a probability of almost one, and both ¥ and Z
are the bases used for parameter estimation. In this case, the
formula for the secret fraction is given by [6,36]°

55— 1 —esh (1 + (ex —ey)/€z>

& 2
— (l _ ez)/’l (1 B (8X1+ ey + eZ)/2> _ /’l(ez).
—ey
(16)
C. Methods

The secret key rate represents the central figure of merit for
our investigations. We study the BB84 protocol, because it is
most easily implementable and can also be used for protocols,
where p4p is not a two-qubit state, with help of the squashing
model [41,42]. Throughout the paper, we also report on results
of the six-state protocol if applicable. We evaluate Eq. (14)
exactly, except for the quantum repeater based on atomic
ensembles where we truncate the states and cut off the higher
excitations at some maximal number (see footnote 11 for the
details). For the maximization of the secret key rate, we have
used the numerical functions provided by Mathematica [50].

III. THE ORIGINAL QUANTUM REPEATER

In this section, we consider a general class of quantum
repeaters in the spirit of the original proposal by Briegel
et al. [7]. We analyze the requirements for the experimental
parameters such that the quantum repeater is useful in
conjunction with QKD. The model we consider in this section
is applicable whenever two-qubit entanglement is distributed
by using qubits encoded into single photons. This is the case,
for instance, for quantum repeaters based on ion traps or
Rydberg-blockade gates. We emphasize that we do not aim
to capture all peculiarities of a specific setup. Instead, our
intention is to present a fairly general analysis that can give
an idea of the order of magnitude, which has to be achieved
for the relevant experimental parameters. The error model we
consider is the one used in [7].

A. The setup
1. Elementary entanglement creation

The probability that two adjacent repeater stations (sepa-
rated by distance L) share an entangled pair is given by

Py :=n; (Lo), 17

where 7, (£), as defined in Eq. (1), is the probability that a
photon is not absorbed during the channel transmission. In a

Note that the formula for the six-state protocol is independent of the
choice of basis, when we assume the state of Alice and Bob p,4p to be
Bell diagonal. Then the secret fraction reduces to rgg =1-S(pg)
with S(p) the von Neumann entropy and pg is the eavesdropper’s
state.
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specific protocol, Py may contain an additional multiplicative
factor such as the probability that entanglement is heralded or
also a source efficiency. We assume that the state created over
distance L is a depolarized state of fidelity F;, with respect to

lpT); ie.,
po = Folg™) (™|

1 - F
S+ W)W+ 107 o). (18)

T3

The fidelity Fy contains the noise due to an imperfect
preparation and the noise in the quantum channel. We have
chosen a depolarized state, because this corresponds to a
generic noise model and, moreover, any two-qubit mixed
quantum state can be brought into this form using local twirling
operations [S1].

2. Imperfect gates

For the local qubit operations, such as the CNOT gates, we
use a generic gate model with depolarizing noise, as considered
in [7]. Thus, we assume that a noisy gate O ¢ acting upon two
qubits B and C can be modeled by

i I-p
Osc(pse) = pa O3 (ppe) + — ¢

Ige, (19

where Ojggal is the ideal gate operation and ps describes the
gate quality. Note that, in general, the noisy gates realized in an
experiment do not necessarily have this form; however, such
a noise model is useful for having an indication as to how
good the corresponding gates must be. Other noise models
could be analogously incorporated into our analysis. Further,
we assume that one-qubit gates are perfect.

3. Entanglement distillation

We consider entanglement distillation only before the
first entanglement swapping steps, right after the initial pair
distributions over Ly. We employ the Deutsch et al.protocol
[30] which indeed has some advantages, as shown in the
analysis of [24]. In Appendix B2, we review this protocol and
we also present the corresponding formulas in the presence of
imperfections. We point out that when starting with two copies
of depolarized states, the distillation protocol will generate an
output state which is no longer a depolarized state, but instead
a generic Bell diagonal state. Distillation requires two-qubit
gates, which we describe using Eq. (19).

4. Entanglement swapping

The entanglement connections are performed through en-
tanglement swapping by implementing a (noisy) Bell measure-
ment on the photons stored in two local quantum memories.
We consider a Bell measurement that is deterministic in the
ideal case. It is implemented using a two-qubit gate with gate
quality p¢ [see Eq. (19)]. Analogous to the case of distillation,
starting with two depolarized states, at the end of the noisy Bell
measurement, we obtain generic Bell diagonal states. Also in
this case, it turns out that a successive depolarization decreases
the secret key rate and this step is therefore not performed in
our scheme.
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B. Performance in the presence of imperfections

The secret key rate Eq. (14) represents our central object of
study, as it characterizes the performance of a QKD protocol.
It can be written explicitly as a function of the relevant
parameters,

R8KD = Rgrep(Lo, Nk, Fo, pG,na) Petick(1a)
X Ritiroo(N,k, Fo, pc), (20)

where Rgpp is given by Eq. (4) when nq = 1 (because then
Pgs =1) or by Eq. (8) if nq < 1.° The probability that
the QKD measurement is successful is given by Pgjicx = r)ﬁ
and the secret fraction ro, is given by either Eq. (15) or
Eq. (16), depending on the type of QKD protocol. For the
asymmetric BB84 protocol, we have Rgs = 1 (see Sec. IIB).
The superscript O refers to the original quantum repeater
proposal as considered in this section. In order to have a
nonzero secret key rate, it is then necessary that the repeater
rate, the probability for a valid QKD measurement event, and
the secret fraction are each nonzero too. As typically Rgrgp > O,
Rgife > 0, and Puick > 0, for Rokp > 0, it is sufficient to have
a nonzero secret fraction, ro, > 0. The value of the secret
fraction does not depend on the distance, and therefore some
properties of this protocol are distance invariant.

Minimally required parameters. In this paragraph, we
discuss the minimal requirements that are necessary to be able
to extract a secret key; i.e., we specify the parameter region
where the secret fraction is nonzero. From the discussion in the
previous paragraph, we know that this region does not depend
on the total distance, but only on the initial fidelity Fp, the
gate quality pg, the number of segments 2", and the maximal
number of distillation rounds k. Moreover, note that even if
the secret fraction is not zero, the total secret key rate can be
very low (see below).

For calculating the minimally required parameters, we start
with the initial state in Eq. (18), we distill it £ times (see the
formulas in Appendix B2), and then we swap the distilled state
2N — 1 times (see the formulas in Appendix B1). At the end,
a generic Bell diagonal state is obtained. Using Eq. (13) one
can then calculate the QBER, which is sufficient to calculate
the secret fraction.

Tables I and II show the minimally required values for Fy
and pg for different maximal nesting levels N (i.e., different
numbers of segments 2V) and different numbers of rounds of

%The supposed link between the effect of imperfect detectors
and the determinism of the entanglement swapping here assumes
the following. Any incomplete detection patterns that occur in the
Bell measurements due to imperfect detectors are considered as
inconclusive results and will be discarded. Conversely, with perfect
detectors, we assume that we always have complete patterns and thus
the Bell state discrimination becomes complete too. Note that this
kind of reasoning directly applies to Bell measurements in dual-rail
encoding, where the conclusive output patterns always have the same
fixed total number for every Bell state (namely, two photons leading
to twofold detection events), and so any loss of photons will result in
patterns considered inconclusive. In single-rail encoding, the situation
is more complicated and patterns considered conclusive may be the
result of an imperfect detection.
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TABLE 1. Minimal initial fidelity Fy (pg is fixed to one) for
extracting a secret key with maximal nesting level N and number of
distillation rounds k for the BB84 and six-state protocols.

k
N 0 1 2 3

BB84 6S BB84 6S BB84 6S BB84 6S

0.835
0.912
0.955
0.977
0.988
0.994
0.997
0.999

0.810
0.898
0.947
0.973
0.987
0.993
0.997
0.998

0.733
0.821
0.885
0.929
0.957
0.975
0.985
0.992

0.728
0.818
0.884
0.928
0.957
0.975
0.985
0.992

0.671
0.742
0.801
0.849
0.887
0.917
0.939
0.956

0.669
0.740
0.800
0.848
0.887
0.917
0.939
0.956

0.620
0.669
0.713
0.752
0.788
0.819
0.847
0.872

0.614
0.664
0.709
0.749
0.785
0.818
0.846
0.870

NNk WD = O

distillation k. Throughout these tables, we can see that for the
six-state protocol, the minimal fidelity and the minimal gate
quality pg are lower than for the BB84 protocol. Our results
confirm the intuition that the larger the number of distillation
rounds, the smaller the affordable initial fidelity can be (at the
cost of needing higher gate qualities).

InFig. 4, the lines represent the values of the initial infidelity
and the gate error for a specific N that allow for extracting a
secret key. As shown in Fig. 4, any lower initial fidelity requires
a correspondingly higher gate quality and vice versa. Note that
above the lines in Fig. 4 it is not possible to extract a secret
key.

The secret key rate. In this section, we analyze the influence
of the imperfections on the secret key rate; see Eq. (20).

In Fig. 5 we illustrate the effect of gate imperfections on the
secret key rate for different numbers of rounds of distillation
and for a fixed distance, initial fidelity, and maximal number of
nesting levels. Throughout this whole section, we use = 2
in Eq. (3) for the fundamental time, which corresponds to
the case where a source is placed at one side of an elementary
segment (see Fig. 2). The optimal number of distillation rounds
decreases as pg increases. We see from the figure that k = 2 is
optimal when pg = 1. This is due to the fact that from k = 1
to k = 2, the raw key rate decreases by 40%, but the secret
fraction increases by 850%. However, from k = 2 to k = 3,
the raw key rate decreases once again by 40%, but now the

TABLE II. Minimal pg (Fj is fixed to one) for extracting a secret
key with maximal nesting level N and number of distillation rounds
k for the BB84 and six-state protocols.

k
N 0 1 2 3

BB84 6S BB84 6S BB84 6S BB84 6S

0.800
0.922
0.965
0.984
0.992
0.996
0.998
0.999

0.773
0.910
0.960
0.981
0.991
0.995
0.998
0.999

0.869
0.942
0.973
0.987
0.994
0.997
0.999
0.999

0.860
0.937
0.970
0.986
0.993
0.997
0.998
0.999

0.891
0.947
0.974
0.987
0.994
0.997
0.999
0.999

0.884
0.942
0.972
0.986
0.993
0.997
0.998
0.999

0.780
0.920
0.965
0.984
0.992
0.996
0.998

0.748
0.908
0.959
0.981
0.991
0.995
0.998

NN kW= O

052315-7



SILVESTRE ABRUZZO et al.

0.1¢
)
ix
g 001 — N=1,k=0 E
° [|-- N=1,k=1
3 - N=1, k=3
) — N=3,k=0
— N=3,k=1
.= N=3,k=3
0.001 bt
0.001 0.01

Initial infidelity (1-F )

FIG. 4. (Color online) Original quantum repeater and the BB84
protocol: Maximal infidelity (1 — Fp) as a function of gate error (1 —
Pc), making it possible to extract a secret key for various maximal
nesting levels N and numbers of distillation rounds k (parameter:
L = 600 km).

secret fraction increases only by 141%. In this case, the net
gain is smaller than 1 and therefore three rounds of distillation
do not help to increase the secret key rate compared to the
case of two rounds. In other words, what is lost in terms of
success probability when having three probabilistic distillation
rounds is not added to the secret fraction. For a decreasing pg,
more rounds of distillation become optimal. The reason is that
when the gates become worse, additional rounds of distillation
make it possible to increase the secret key rate sufficiently to
compensate the decrease of Rrgp.

In Fig. 6 we show the optimal number of rounds of
distillation &k as a function of the imperfections of the gates
and the initial fidelity. It turns out that when the experimental
parameters are good enough, then distillation is not necessary
at all.

Let us now investigate the secret key rate Eq. (20) as a
function of the distance L between Alice and Bob. In Fig. 7
the secret key rate for the optimal number of distillation rounds
versus the distance for various nesting levels is shown for a
fixed initial fidelity and gate quality. These curves should be

T
'g 0.2 == 11§=£ e
g - =3
z oo k=4
5 0.15 Hoo ks o
o — k=6
Z ‘ 2
o 0.1r E
> ]
= 0.05F Pha —
o . -
w2
0 Lie===
0.975 0.98 0.985 0.99 0.995 1

Gate quality pj

FIG. 5. (Color online) Original quantum repeater and the BB84
protocol: Secret key rate Eq. (20) versus gate quality p¢ for different
rounds of distillation k. The case k = 0 leads to a vanishing secret
key rate (parameters: Fp = 0.9, N = 2, L = 600 km).
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FIG. 6. (Color online) Original quantum repeater and the BB84
protocol: Number of distillation rounds k that maximizes the secret
key rate as a function of gate quality ps and initial fidelity F;. In the
white area, it is no longer possible to extract a secret key (parameters:
N =2, L =600 km).

interpreted as upper bounds; when additional imperfections
are included, the secret key rate will further decrease. We see
that for a distance of more than 400 km, the value N =4
(which corresponds to 16 segments) is optimal. Note that with
the initial fidelity and gate quality assumed here, it is no longer
possible to extract a secret key for N = 5.

In many implementations, detectors are far from being
perfect. The general expression of the raw key rate including
detector efficiencies iy becomes

1 2\ v T
Riaw = —Riin (5) na MR ] Polil. @D
0 i=1

using Eq. (14) with the repeater rate Rggp given by Eq. (8). The
term n3* arises from the twofold detections for the distillation,
and, similarly, nﬁN comes from the entanglement swapping
and 773 from the QKD measurements.

— N=Lk=2,n71
- N=1,k=2,1,70.9
o N=2, k=2, 1 ~1
& aN=2,k=2,1,-0.9

10000 g

1000 |
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— N=3,k=3,n09| |
L N=4,k=4,1 1

10 L N=4, k=4,1,=0.9
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i L 1 L 1 1 L
0.001 0 200 400 600 800
Distance L (km)

Optimal secret key rate (bits per second)

71000

FIG. 7. (Color online) Original quantum repeater and the BB84
protocol: Optimal secret key rate Eq. (20) versus distance for different
nesting levels, with and without perfect detectors. For each maximal
nesting level N, we have chosen the optimal number of distillation
rounds k. A nesting level N > 5 no longer permits to obtain a nonzero
secret key rate (parameters: Fy = 0.9 and ps = 0.995).
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In Fig. 7 we observe that even if detectors are imperfect, it is
advantageous to do the same number of rounds of distillation
as for the perfect case. This is due to the fact that the initial
fidelity is so low that even with a lower success probability, the
gain in the secret fraction produces a net gain greater than 1.

For realistic detectors, the dark count probability is much
smaller than their efficiency. We show in Appendix B that,
provided that the dark count probability is smaller than 107>,
dark counts can be neglected. This indeed applies to most
modern detectors [52].

IV. THE HYBRID QUANTUM REPEATER

In this section, we investigate the so-called hybrid quantum
repeater (HQR) introduced by van Loock et al. [13] and
Ladd et al. [53]. In this scheme, the resulting entangled pairs
are discrete atomic qubits, but the probe system (also called
qubus) that mediates the two-qubit entangling interaction
is an optical mode in a coherent state. The scheme does
not only employ atoms and light at the same time, but it
also uses both discrete and continuous quantum variables;
hence, the name hybrid. The entangled pair is conditionally
prepared by suitably measuring the probe state after it has
interacted with two atomic qubits located in the two spatially
separated cavities at two neighboring repeater stations. Below
we consider a HQR where the detection is based on an
unambiguous state discrimination (USD) scheme [54,55]. In
this case, arbitrarily high fidelities can be achieved at the
expense of low probabilities of success.

A. The setup
1. Elementary entanglement creation

Entanglement is shared between two electronic spins (such
as A systems effectively acting as two-level systems) in
two distant cavities (separated by L). The entanglement
distribution occurs through the interaction of the coherent-
state pulse with both atomic systems. The coherent-state
pulse and the cavity are in resonance, but they are detuned
from the transition between the ground state and the excited
state of the two-level system. This interaction can then be
described by the Jaynes-Cummings interaction Hamiltonian
in the limit of large detuning, H;,, =hx Za'a, where X is
the light-atom coupling strength, a (a) is the annihilation
(creation) operator of the electromagnetic field mode, and
Z =10)(0] — |1)(1] is the Z operator for a two-level atom
(throughout this section, |0) and |1) refer to the two Z Pauli
eigenstates of the effective two-level matter system and not
to the optical vacuum and one-photon Fock states). After the
interaction of the qubus in state ) with the first atomic state,
which is initially prepared in a superposition, the output state
is Unill) (10) + 1)/+/2] = (jre™"*%)[0) + [ere'?)[1))/ /2,
with & = 2t an effective light-matter interaction time inside
the cavity. The qubus probe pulse is then sent through the lossy
fiber channel and interacts with the second atomic qubit also
prepared in a superposition. Here we consider the protocol
of [55], where linear optical elements and photon detectors are
used for the unambiguous discrimination of the phase-rotated
coherent states. Different from [55], however, we use imperfect
PNRDs, as described by Eq. (2), instead of threshold detectors.
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LO optical
A \ A switch g o)

channel
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FIG. 8. (Color online) Schematic diagram for the entanglement
generation by means of a USD measurement following [55]. The
two quantum memories A and B are separated by a distance L.
The part on the left side (an intermediate Alice) prepares a pulse
in a coherent state |«), (the subscript refers to the corresponding
spatial mode). This pulse first interacts with her qubit A and is then
sent to the right side together with the local oscillator pulse (LO).
The part on the right side (an intermediate Bob) receives the state
|/n:2)5, and produces from the LO through beam splitting a second
probe pulse |,/7;a)5,, Which interacts with his qubit B. He further
applies a 50:50 beam splitter to the pulses in modes b, and b,, and a
displacement D(—+/2n, cos §/2) = e~V eos0/2@'~a) o the pulse
in mode b4. The entangled state is conditionally generated depending
on the results of detectors D; and D,. The fiber attenuation n,(L)
has been defined in Eq. (1).

By performing such a USD measurement on the probe state,
as illustrated in Fig. 8, the following entangled state can be
conditionally prepared,

po i= Fol¢ ") (@1 + (1 = Fo)lg™) o1, (22)

where we find Fy = [1 + ¢~ 20+m(1=2na)e sin’6/2)] /3 for o real,
n:(Lo) is the channel transmission given in Eq. (1), and 7, is
the detection efficiency (see Sec. II A2). Our derivation of
the fidelity Fy can be found in Appendix C1. Note that the
form of this state is different from the state considered in
Sec. III. It is a mixture of only two Bell states, since the two
other (bit flipped) Bell states are filtered out through the USD
measurement. The remaining mixedness is due to a phase flip
induced by the coupling of the qubus mode with the lossy
fiber environment. We find the optimal probability of success
to generate an entangled pair in state po,

Po=1—(2F, — )Fntm, (23)

which generalizes the formula for the quantum mechanically
optimal USD with perfect detectors, as given in [54], to the case
of imperfect PNRDs. We explain our derivation of Eq. (23) in
Appendix C1.”

2. Entanglement swapping

A two-qubit gate is essential to perform entanglement swap-
ping and entanglement distillation. In the HQR a controlled-Z

7One may also measure the qubus using homodyne detection [13].
However, for this scheme, final fidelities would be limited to Fy <
0.8 for Ly = 10 km [13], whereas by using USD, we can tune the
parameters for any distance Ly, such that the fidelity F, can be chosen
freely and, in particular, made arbitrarily close to unity at the expense
of the success probability dropping close to zero [54].
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(CZ) gate operation can be achieved by using dispersive
interactions of another coherent-state probe with the two input
qubits of the gate. This is similar to the initial entanglement
distribution, but this time without any final measurement
on the qubus [56]. Controlled rotations and uncontrolled
displacements of the qubus are the essence of this scheme. The
controlled rotations are realized through the same dispersive
interaction as explained above. In an ideal scheme, after a
sequence of controlled rotations and displacements on the
qubus, the qubus mode will automatically disentangle from
the two qubits and the only effect will be a sign flip on the |11)
component of the input two-qubit state (up to single-qubit
rotations), corresponding to a CZ gate operation. Thus, this
gate implementation can be characterized as measurement-free
and deterministic. Using this gate, one can then perform a fully
deterministic Bell measurement (i.e., one is able to distinguish
between all four Bell states), and consequently, the swapping
occurs deterministically (i.e., Pgg = 1).

In a more realistic approach, local losses will cause errors in
these gates. Following [57], after dissipation, we may consider
the more general, noisy two-qubit operation Opg¢ acting upon
qubits B and C,

Osc(ppc) = O pi(x)pse
+ pe@[1 = pNZP ppcZ® + Z€ ppcZ©)

+[1 = pe)PZPZ  ppc2€ 2%}, (24)
where
14 e ¥?
pe(x) = ——— (25)

is the probability for each qubit to not suffer a Z error, and
2

N _I-pg .
’ Vpa(l+pg)’
that incorporates photon losses in the local gates.® We
derive explicit formulas for entanglement swapping including
imperfect two-qubit gates in Appendix C2.

X here pg is the local transmission parameter

3. Entanglement distillation

For the distillation, the same two-qubit operation as
described above in Eq. (24) can be used. It is then interesting
to notice that if we start with a state given in Eq. (22), after one
round of imperfect distillation, the resulting state is a generic
Bell diagonal state. The effect of gate errors in the distillation
step is derived in Appendix C3.°

B. Performance in the presence of imperfections

In the following, we only consider the BB84 protocol,
because it is experimentally less demanding and also because

8Note that this error model is considering a CZ gate operation. For
a CNOT gate, Z errors can be transformed into X errors.

Note that we assume perfect qubit measurements for the distillation
and the swapping, but imperfect two-qubit gates. In principle, these
qubit measurements can be done using a local qubus and homodyne
measurement [54]. In this case, losses in the qubit measurement can
be absorbed into losses of the gates. On the other hand, if we consider
imperfect detectors for the qubit measurement then entanglement
swapping will succeed with probability given by Eq. (B5).
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FIG. 9. (Color online) Hybrid quantum repeater with perfect
quantum operations (pg = 1) and perfect detectors (n, = 1) (black
lines) compared to imperfect quantum operations (pg = 0.995) and
imperfect detectors (17, = 0.9) (orange lines): Secret key rate per
second Eq. (26) as a function of the initial fidelity for 2° segments
(N = 3) and various rounds of distillation k. The distance between
Alice and Bob is 600 km.

we found in our simulations that the six-state protocol produces
almost the same secret key rates, due to the symmetry of the
state in Eq. (22). The secret key rate per second for the HQR
can be written as a function of the relevant parameters:

Rokp = Rigp(Lo, Nk, Fo, pcna)
X RsiftrchS4(L07N9k9FO’pG)’ (26)

where Rﬁﬁp is the repeater pair-creation rate for deterministic
swapping Eq. (4) described in Sec. ITA3 and rBB% is
the secret fraction for the BB84 protocol Eq. (15). For the
asymmetric BB84 protocol, we have Rg i = 1 (see Sec. II B).
The superscript H stands for HQR. Note that the fundamental
time is Ty = zcﬂ, as the qubus is sent from Alice to Bob
and then classical communication in the other direction is
used (see Sec. II A3 and Fig. 2). Further notice that the
final projective qubit measurements which are necessary for
the QKD protocol are assumed to be perfect. Thus, the
secret key rate presented here represents an upper bound and,
depending on the particular setup adopted for these measure-
ments, it should be multiplied by the square of the detector
efficiency.

The secret key rate. Figure 9 shows the secret key rate for
23 segments (N = 3) for various rounds of distillation. We
see from the figure that for the HQR the secret key rate is
not a monotonic function of the initial fidelity. The reason
is that increasing Fy decreases Py [see Eq. (23)] and vice
versa. We find that the optimal initial fidelity, i.e., the fidelity
where the secret key rate is maximal, increases as the maximal
number of segments increases (see Table III). On the other
hand, examining the optimal initial fidelity as a function of the
distance, it turns out that it is almost constant for L > 100 km.
Thus, for such distances, it is neither useful nor necessary
to produce higher fidelities, because these would not make it
possible to increase the secret key rate.

We also observe that the maximum of the initial fidelity is
quite broad for small N, and gets narrower as N increases.
If we now consider perfect gates and perfect detectors, we
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TABLE III. Hybrid quantum repeater without imperfections
(pg =1 and n, = 1): Initial fidelity F, that maximizes the secret
key rate in Eq. (26) for a given number 2V of segments and k rounds
of distillation.

0.898
0.946
0.972
0.986

0.836
0.876
0.907
0.931

0.765
0.788
0.812
0.834

0.705
0.715
0.726
0.741

AW = |z
_—
=
W]
W

see that by fixing a certain secret key rate, we can reach this
value with lower initial fidelities by performing distillation.
Furthermore, by distilling the initial entanglement, we can
even exceed the optimal secret key rate without distillation by
one order of magnitude. However, note that distillation for k
rounds requires 2% memories at each side. If we then assume
that we choose the protocol with no distillation and perform it
in parallel 2* times, i.e., we use the same amount of memories
as for the scheme including distillation, the secret key rate
without distillation (as shown in Fig. 9) should be multiplied
by 2%. As a result, the total secret key rate can then be even
higher than that obtained with distillation.

Let us now assess the impact of the gate and detector
imperfections on the secret key rate (orange lines) in Fig. 9. We
notice that p has a large impact even if it is only changed by a
small amount, like here from ps = 1to pg = 0.995; the secret
key rates drop by one order of magnitude. Imperfect detectors
are employed in the creation of entanglement. As we see in
Fig. 10, imperfect detectors do not affect the secret key rate
significantly. As for N = 3 and & = 0, improving the detector
efficiency from 0.5 to 1 leads to a doubling of the secret key
rate. We conclude that for the HQR, the final secret key rates
are much more sensitive to the presence of gate errors than
to inefficiencies of the detectors. However, recall that in our
analysis, we only take into account detector imperfections that
occur during the initial USD-based entanglement distribution.

._
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FIG. 10. (Color online) Hybrid quantum repeater with perfect
gates (pg = 1): The optimal secret key rate Eq. (26) for the BB84
protocol in terms of the detector efficiency n, for the distance
L = 600 km with various numbers of segments 2" and rounds of
distillation k.
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FIG. 11. (Color online) Hybrid quantum repeater with distillation
and imperfections: Maximally allowed infidelity (1 — Fp) as a
function of the local loss probability (1 — pg) for various maximal
numbers of segments 2V and rounds of distillation k (distance:
L = 600 km). Above the curves it is no longer possible to extract a
secretkey. The lines with & = 0 correspond to entanglement swapping
without distillation.

For simplicity, any measurements on the memory qubits
performed in the local circuits for swapping and distillation are
assumed to be perfect, whereas the corresponding two-qubit
gates for swapping and distillation are modeled as imperfect
quantum operations (see footnote for more details).

Minimally required parameters. As we have seen in the pre-
vious section, it is also worth finding the minimal parameters
for Fy and pg, for which we can extract a secret key. Figure 11
shows the initial infidelity required for extracting a secret key
as a function of the local loss probability pg, which was
introduced in Sec. IV A2. We obtain also the minimal values
of the local transmission probability pg"}v without distillation
(solid lines in Fig. 11). If pg < pg'y, then it is no longer
possible to extract a secret key. As shown in Fig. 11, these
minimal values (for which the minimal initial fidelity becomes
Fo=1, without distillation) are p?“]‘ = 0.853 (not shown in
the plot), pg'y = 0.948, pg's = 0.977, and pg'y = 0.989 (not
shown in the plot). When including distillation, we can extend
the regime of nonzero secret key rate to smaller initial fidelities
at the cost of better local transmission probabilities. So there
is a trade-off: If we can produce almost perfect Bell pairs, that
is, initial states with high fidelities Fj, we can afford larger
gate errors. Conversely, if high-quality gates are available, we
may operate the repeater with initial states having a lower
fidelity. Note that these results and Fig. 11 do not depend on
the length of each segment in the quantum repeater, but only
on the number of segments.

In Fig. 12 we plotted the optimal secret key rate for a fixed
local transmission probability ps and detector efficiency n, in
terms of the total distance L. We varied the number of segments
2N and the number of distillation rounds k. We observe that a
high value of k is not always advantageous: There exists for
every N an optimal k, for which we obtain the highest key
rate. We see, for example, that for N = 1, the optimal choice
is k = 2, whereas for N = 3, the optimal & is 3. One can also
see that there are distances, where it is advantageous to double
the number of segments if one wants to avoid distillation, as,
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FIG. 12. (Color online) Hybrid quantum repeater with imperfect
quantum operations (pg = 0.995) and imperfect detectors (n, =
0.9): Optimal secret key rate Eq. (26) for the BB84 protocol as a
function of the total distance L, for various numbers of segments 2V
and rounds of distillation k. For N =5, it is not possible to obtain a
secret key when distillation is applied.

for example, for N =3 and N =4 at a distance of around
750 km.

V. QUANTUM REPEATERS BASED
ON ATOMIC ENSEMBLES

Probably the most influential proposal for a practical real-
ization of quantum repeaters was made in [12] and it is known
as the DLCZ protocol. These authors suggested to use atomic
ensembles as quantum memories and linear optics combined
with single-photon detection for entanglement distribution,
swapping, and (built-in) distillation. This proposal influenced
experiments and theoretical investigations and led to improved
protocols based on atomic ensembles and linear optics (see
[25] for a recent review).

To our knowledge, the most efficient scheme based on
atomic ensembles and linear optics was proposed very recently
by Minaf et al. [23]. These authors suggest to use heralded
qubit amplifiers [58] to produce entanglement on demand
and then to extend it using entanglement swapping based on
two-photon detections. The state produced at the end of the
protocol no longer contains vacuum components and therefore
can be used directly for QKD. This is an improvement over
the original DLCZ protocol in which the final long-distance
pair is still contaminated by a fairly large vacuum term
that accumulates during the imperfect storage and swapping
processes. !?

In this section, we first review the protocol proposed in
[23] and then we analyze the role of the parameters and the
performance in relation to QKD.

0Very recently it was shown that in the context of QKD over
continuous variables, an effective suppression of channel losses
and imperfections can also be achieved via a virtual, heralded
amplification on the level of the classical postprocessing [59,60].
In this case, it is not even necessary to physically realize a heralded
amplifier.
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A. The setup

The protocol is organized in three logical steps. First,
local entanglement is created in a repeater station, then it is
distributed, and finally it is extended over the entire distance
[23].

As a probabilistic entangled-pair source we consider
spontaneous parametric down-conversion (SPDC) [61] which
produces the state (see [23,62])'!

Ppair := (1 — p)z

where BT := (gLinL + g;[,in{,)/ﬁ. The operator ng (inj)
denotes a spatial mode with polarization given by i = H,V.
The pump parameter p is related to the probability to have an
n-photon pulse by P(n) = p"(1 — p).

A probabilistic single-photon source with efficiency ¢
produces states of the form

1—4)10) (0] + qa] 10) (0] ;. (28)

Tym m

i —
psingle T (

where a lT (a;) is the creation (annihilation) operator of a photon
with polarization i = H,V.

We also define by y, the smallest repetition rate among
the repetition rates of the SPDC source and the single-photon
sources.

1. On-demand entanglement source

The protocol that produces local entangled pairs works as
follows (see Fig. 13 and [23] for additional details).

(1) The state ppyir ® ,ogng]e ® ,os‘i/ng]e is produced.

(2) The single photons, which are in the same spatial mode,
are sent through a tunable beam splitter of reflectivity R cor-
responding to the transformation a; — V/Re; + /T = Rout;.

(3) The spatial modes in and c are sent through a linear-
optics network which is part of the heralded qubit amplifiers,
and the following transformations are realized,

dy +ds + dy — d;

cg—> ——— =
2

dy +dy —dy + dy

Cy  SE—
2

. dy+d+d3—ds

iny > —————,

. dr)+dy —d;+ d,

iny > ——————.

where d;, d», ds, dy are four spatial modes, corresponding to
the four detectors.

(4) A twofold coincidence detection between d; and dj
(or dy and d4 or dr and d3 or d and dy) projects the modes
g and out onto an entangled state. These are the heralding
events that acknowledge the storage of an entangled pair in the

"In our calculation, similar to [23], we consider only those terms
with m < 2. The reason is that the contribution to the total trace of
the first three terms is given by 1 — p* and therefore for p < 0.1 the
state obtained by considering only the first three terms differs in a
negligible way from the full state.
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FIG. 13. (Color online) Quantum repeater based on atomic
ensembles: Setup for creation of on-demand entanglement (see also
[23]). The whole setup is situated at one physical location. A pair
source produces the state ppir. One part of the pair (the mode g) is
stored in an atomic ensemble and the other part (mode in) goes into
a linear-optics network. A single-photon source produces the states
psﬁgle and ,os‘i/ngle which go through a beam splitter of reflectivity R.
The output modes of the beam splitter are called ¢ and out. The
mode out is stored in a quantum memory and the mode ¢ goes into a
linear-optics network which is composed of a polarizing beam splitter
in the diagonal basis +45° (square with a circle inside), two polarizing
beam splitters in the rectilinear basis (square with a diagonal line
inside), and four detectors.

quantum memories out and g.The probability of a successful
measurement is given by

Py(p.q,R,na)

= 4tr(T1Y ()T )T )TIS (0P oty s s)
(29)

Where 0} oo 4, dn.dy.a, 19 the total state obtained at the end of
step (iii) and the superscript s stands for source. The POVM for
the detectors has been defined in Eq. (2). The factor 4 accounts
for the fact that there are four possible twofold coincidences.
The resulting state is

4 1 0 1
p5(p.q.R.ng) = P_Ostrdl,dz,d3,d4(H;])(nd)nzz)(nd)nfh)(nd)

)
x I, (nd)l’;,out,d, ,dz,d_;,d4)' (30)

This is the locally prepared state that will be distributed
between the repeater stations. In the ideal case with perfect
detectors and perfect single-photon sources, the resulting state
(after a suitable rotation) is pf = |¢+) (™|, which can be
obtained with probability Pj = pR(1 — R). In the realistic
case, however, additional higher-order excitations are present.
In [23], the explicit form of p; and P can be found for the
casewhenl > R > pand1 > 1—gq.

Therefore, we have seen that the protocol proposed in [23]
makes it possible to turn a probabilistic entangled-pair source
(SPDC in our case) into an on-demand entangled photon
source. In this context on-demand means that when a heralding
event is obtained then it is known for sure that an entangled
quantum state is stored in the quantum memories our and g.
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FIG. 14. (Color online) Quantum repeater based on atomic
ensembles: Setup used for entanglement distribution (swapping)
(see [23] for additional details). The modes out and out’ are released
from two quantum memories separated by distance L (or located at
the same station for the case of swapping) and sent into a linear-optics
network consisting of one polarizing beam splitter in the rectilinear
basis (square with diagonal line inside), two polarizing beam splitters
in the diagonal basis (square with circle inside), and four detectors.

2. Entanglement distribution and swapping

Once local entangled states are created, it is necessary to
distribute the entanglement over segments of length L, and
then to perform entanglement swapping. Both procedures are
achieved in a similar way (see Fig. 14), as we describe in
this section. Entanglement distribution is done as follows (see
Fig. 14 and [23] for additional details).

(1) Each of the two adjacent stations create a state of the
form pj. We call g and out the modes belonging to the first
station and g’ and out’ the modes of the second station.

(2) The modes out and out’ are read out from the quantum
memories and sent through an optical fiber to a central station
where a linear-optics network is used in order to perform
entanglement swapping. The transformations of the modes
are as follows:

outy — s+ ds uty — u
H ﬁ ) \4 ﬁ )
) dy +d; . dy—d,
out, —

, outy, > ——,
V2 ! V2

where dy, d, ds, and d, are four spatial modes.

(3) A twofold coincidence detection between d; and d3 (or
d; and dy4 or d, and ds or d;, and dy4) projects the modes out
and out’ onto an entangled state. The probability of this event
is given by

PO(P,CI,R,ﬂd, nmtd) = 4tr(Hijﬁ)(nmtd)Hl(joz)(nmtd)nfj?(nmtd)
0
X 9 Muia) Pl gty draras)s 3D

where p, o 4 4, 5 .a, 1S the total state obtained at the end of step

(i1) and nyrg = N n,(%)nd, with 1,, being the probability that
the quantum memory releases a photon. The factor 4 accounts
for the fact that there are four possible twofold coincidences.
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The resulting state is

4 0
Ftrd],dz,ds,m (Hizll)(rlmtd)nﬁzz)(nmtd)
0

0
X T i) 1Y) )Py g1y ) (32)

The state pg,, is the entangled state shared between
two adjacent stations over distance Ly. In order to perform
entanglement swapping, the same steps as described above are
repeated until those two stations separated by distance L are
finally connected. Formally, the probability that entanglement
swapping is successful in the nesting level n is given by

PA(p.q R4 Nmea) = H0(T15) )15 )11 ()

)
X Hd4 (nmd)'o"*qug'qdlqdzqd3-d4)’
(33)

00,58 =

where p/,_ 1,0.¢"d1 da.ds,dy 1S the total state resulting from steps
(i) and (ii) descrlbed above in this section, and 7,4 := 1, N4-
The swapped state is given by

4 1 0
Pk,g.g = P(i) trd|,d2,d3,d4(H(dl)(nmd)nzz)(nmd)
ES

X T )1 M) Pi—1 gy o) (34

The state p, ¢, is the state that will be used for QKD
when n = N. In a regime where higher-order excitations can
be neglected, the state p, , o is a maximally entangled Bell
state. In [23] is given the expression of the state p, , , under
the same assumptions on the reflectivity R and the efficiency
q of the single-photon sources as discussed regarding pg in
Eq. (30).

Given the final state pap := pn g, it is possible to calculate
Peick and the QBER, using the formalism of Sec. II B3 and
inserting 7,,4 for the detector efficiency.

The final secret key rate then reads

R3kp = Rrep(Lo, PN 04,1 Veeps@) Petiek (Lo, P, N 11d, i -q)
P (Lo, p,N a1y 9)s (35)

where Rggp is given by Eq. (8) with 8 = 1 for the communica-
tion time [see Fig. 2(c)]. As for the QKD protocol, we consider
the asymmetric BB84 protocol (R = 1, see Sec. II B). The
superscript AE stands for atomic ensembles.

Note that even though for the explicit calculations we
used PNRD, the previous formulas hold for any type of
measurement.

X Rmftr

B. Performance in the presence of imperfections

As in the previous sections, we shall focus on the secret
key rate. The free parameters are the pump parameter p and
the reflectivity of the beam splitter R. In all plots, we optimize
these parameters in such a way that the secret key rate is
maximized. As all optimizations have been done numerically,
our results may not correspond to the global maximum, but
only to a local maximum. In general, we observed that if
we treat the secret key rate as a function of p (calculated at
the optimal R), the maximum of the secret key rate is rather
narrow. On the other hand, when calculated as a function of R
(at the optimal p), this maximum is quite broad.
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FIG. 15. (Color online) Quantum repeaters based on atomic
ensembles: Optimal secret key rate per second versus the distance
between Alice and Bob. The secret key rate has been obtained by
maximizing over p and R. Ideal setup (solid line) with parameters
N = Na = q = 1,Yp = 00. More realistic setup (dashed line) with
parameters 1, = 1, ng = 0.9, g = 0.96, y;,, = 50 MHz.

The most favorable scenario (ideal case) is characterized by
perfect detectors (ng = 1), perfect quantum memories (1, =
1), and deterministic single-photon sources (¢ = 1) which can
emit photons at an arbitrarily high rate (¥, = 00). In this case,
the heralded qubit amplifier is assumed to be able to create
perfect Bell states and the secret fraction therefore becomes
one. The only contribution to the secret key rate is then given
by the repeater rate. In Fig. 15 the optimal secret key rate
versus the distance, obtained by maximizing over p and R, is
shown (see solid lines).

For the calculation of Fig. 15, we have assumed that the
creation of local entanglement, i.e., of state pj, is so fast that
we can neglect the creation time. In the case of SPDC, the
repetition rate of the source is related to the pump parameter
p and, moreover, the single-photon sources also have finite
generation rates that should be taken into account. For this
purpose, we introduce the photon-pair preparation time which
is given by Tj = #PJ [23]. The formula for the repeater

rate in this case corresponds to Eq. (8) with Ty — Tp + T}
As shown in Fig. 16, when ng = 1 the secret key rate is

= I‘\IZZ,T‘[;:O.Q
— N=31,=0.9
1 -~ N=4n,~0.9
e N=2n =1
— N=3q -1
N=4.n~1

0.01

Secret key rate (bits per second)

10" 10> 10° 10° 10° 10° 10" 10° 10° 10"

Basic repetion rate of source Veep (Hz)

FIG. 16. (Color online) Quantum repeaters based on atomic
ensembles: Optimal secret key rate per second versus the basic
repetition rate of the source y,.,. The secret key rate has been obtained
by maximizing over p and R (parameters: g = 1,, = g = 1).
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FIG. 17. (Color online) Quantum repeaters based on atomic
ensembles: Optimal secret key rate per second versus the efficiency
of the detectors ny. The secret key rate has been obtained by

maximizing over p and R (parameters: 1,, = ¢ = 1, ¥ep = 50 MHz,
L = 600 km).

constant for y, > 107; however, for realistic detectors with
na = 0.9, much higher repetition rates are required in order to
reach the asymptotic value. Nowadays, SPDC sources reach
a rate of about 100 MHz, whereas single-photon sources
have a repetition rate of a few MHz [52]. Recently, a new
single-photon source with repetition rate of 50 MHz has been
realized [63]. In the following, we employ y;., = 50 MHz.

A consequence of imperfect detectors is that multiphoton
pulses contribute to the final state. The protocol we are
considering here is less robust against detector inefficiencies
than the original DLCZ protocol. This is due to the fact that
successful entanglement swapping is conditioned on twofold
detection as compared to one-photon detection of the DLCZ
protocol. However, twofold detections make it possible to
eliminate the vacuum in the memories [25], thus increasing
the final secret key rate. As shown in Fig. 17, the secret key
rate spans four orders of magnitude as nq4 increases from 0.7
to 1. Thus, an improvement of the detector efficiency causes a
considerable increase of the secret key rate. For example, for
N = 3, an improvement from 1q = 0.85 to q = 0.88 leads to
a threefold increase of the secret key rate. Notice that we have

H=aN=21,0.9
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3 Ll = N—3,nd—0.9
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FIG. 18. (Color online) Quantum repeaters based on atomic
ensembles: Optimal secret key rate per second versus the probability
to emit a single photon. The secret key rate has been obtained
by maximizing over p and R (parameters: 1, = 1,¥p = 50 MHz,
L = 600 km).
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FIG. 19. (Color online) Quantum repeaters based on atomic
ensembles: Optimal value of p versus the distance between Alice
and Bob. The corresponding secret key rate is shown in Fig. 15
(parameters: 1,, =1, np =0.9, ¢ =0.96, y,p =50 MHz, L =
600 km).

considered photon detectors which are able to resolve photon
numbers. Photon detectors with an efficiency as high as 95%
have been realized [64]. These detectors work at the telecom
bandwidth of 1556 nm and they have negligible dark counts.
The drawback is that they need to operate at very low tem-
peratures of 100 mK. The reading efficiency of the quantum
memory 1,, plays a similar role as the detector efficiency. In
accordance with [25], intrinsic quantum memory efficiencies
above 80% have been realized [65]; however, total efficiencies
where coupling losses are included are much lower.

A single-photon source is also characterized by its effi-
ciency, i.e., the probability g to emit a photon. As shown
in Fig. 18, we see that it is necessary to have single-photon
sources with high efficiencies, in particular, when detectors
are imperfect. The source proposed in [63] reaches g = 0.96.

In Fig. 15 we show the secret key rate as a function of
the distance between Alice and Bob for parameters (dashed
lines) which are optimistic in the sense that they could be
possibly reached in the near future. We observe that with an
imperfect setup and for N = 4, the realistic secret key rate
is by one order of magnitude smaller than the ideal value.
This decrease is mainly due to finite detector efficiencies. For
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FIG. 20. (Color online) Quantum repeaters based on atomic
ensembles: Optimal value of the reflectivity R versus the distance
between Alice and Bob. The corresponding secret key rate is shown
in Fig. 15 (parameters: n,, = 1,np = 0.9,9 = 0.96, y,, = 50 MHz).

052315-15



SILVESTRE ABRUZZO et al.

N = 4, the secret key rate scales proportionally to n3n3n3*n3

(local creation, distribution, entanglement swapping, and QKD
measurement). For ng = 0.9, finite detector efficiencies lead
to a decrease of the secret key rate by 78%. Regarding the
optimal pump parameter p, we observe in Fig. 19 that for
large distances (L > 600 km) its value is about 0.15%. The
order of magnitude of this value is in agreement with the results
found in [20] regarding the original DLCZ protocol and the
BB&84 protocol.

The optimal reflectivity R is given in Fig. 20. We observe
that as N increases, the optimal value of R has a modest
increase.

VI. CONCLUSIONS AND OUTLOOK

Quantum repeaters represent nowadays the most promising
and advanced approach to create long-distance entanglement.
Quantum key distribution is a developed technology which
has already reached the market. One of the main limitations of
current QKD is that the two parties have a maximal separation
of 150 km, due to losses in optical fibers. In this paper, we
have studied long-distance QKD by using quantum repeaters.

We have studied three of the main protocols for quantum
repeaters, namely, the original protocol, the HQR, and a varia-
tion of the so-called DLCZ protocol. Our analysis differs from
previous treatments, in which only final fidelities have been
investigated, because we maximize the main figure of merit for
QKD, the secret key rate. Such an optimization is nontrivial,
since there is a trade-off between the repeater pair-generation
rate and the secret fraction: The former typically decreases
when the final fidelity grows, whereas the latter increases when
the final fidelity becomes larger. Our analysis makes it possible
to calculate secret key rates under the assumption of a single
repeater chain with at most 2¢ quantum memories per half
station for respectively k distillation rounds occurring strictly
before the swappings start. The use of additional memories
when parallelizing or even multiplexing several such repeater
chains as well as the use of additional quantum error detection
or even correction will certainly improve these rates, but also
render the experimental realization much more difficult.

The comparison of different protocols is highly subjective,
as there are different experimental requirements and difficul-
ties for each of them; therefore, here we investigated the main
aspects for every protocol separately.

The general type of quantum repeater is a kind of prototype
for a quantum repeater based on the original proposal [7].
We have provided an estimate of the experimental parameters
needed to extract a secret key and showed what the role of each
parameter is. We have found that the requirement on the initial
fidelity is not so strong if distillation is allowed. However,
quantum gates need to be very good (errors of the order of 1%).

Further, we have studied the HQR. This protocol makes it
possible to perform both the initial entanglement distribution
and the entanglement swapping with high efficiencies. The
reason is that bright light sources are used for communication
and cavity quantum electrodynamics (CQED) interactions are
employed for the local quantum gates, making the swapping,
in principle, deterministic. Using PNRDs, we have derived
explicit formulas for the initial fidelity and the probability of
success for entanglement distribution. Furthermore, we have
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found the form of the states after entanglement swapping
and entanglement distribution in the presence of gate errors.
We have seen that finite detector efficiencies do not play a
major role regarding the generation probability. This makes it
possible to have high secret key rates in a setup where it is
possible to neglect imperfections of the detectors. By studying
imperfect gates we found that excellent gates are necessary
(errors of the order of 0.1%).

Finally, we have considered repeaters with atomic en-
sembles and linear optics. There exist many experimental
proposals and therefore we have studied the scheme which
is believed to be the fastest [23]. This scheme uses heralded
qubit amplifiers for creating dual-rail encoded entanglement
and entanglement swapping based on twofold detection events.
In contrast to the previous two schemes, the Bell measurement
used for entanglement swapping is not able to distinguish
all four Bell states. We have characterized all common
imperfections and we have seen that using present technology,
the performance of this type of quantum repeater in terms
of secret key rates is only about one order of magnitude
different from the corresponding ideal setup. Thus, this scheme
seems robust against most imperfections. These types of
repeater schemes, as currently being restricted to linear optics,
could still be potentially improved by allowing for additional
nonlinear-optics elements. This may render the entanglement
swapping steps deterministic, similar to the HQR using CQED,
and thus further enhance the secret key rates.

For the protocols considered here, single-qubit rotations
were assumed to be perfect. Obviously, this assumption is
not correct in any realistic situation. However, most of these
single-qubit rotations can be replaced by simple bit flips of the
classical outcomes which are used when the QKD protocol
starts. Therefore, we see that in this case, specifically building
a quantum repeater for QKD applications permits to relax
the requirements on certain operations that otherwise must
be satisfied for a more general quantum application, such as
distributed quantum computation.

As an outlook our analysis can be extended in various
directions: In our work we have considered standard QKD,
in which Alice and Bob trust their measurement devices. To
be more realistic, it is possible to relax this assumption and
to consider device-independent quantum key distribution (DI-
QKD) [1-5]. An analysis of the performance of long-distance
DI-QKD can also be done using the methods that we developed
in this paper.

A possible continuation of our work is the analysis of
multiplexing [25,46]. It has been shown that this technique has
significant advantage in terms of the decoherence time required
by the quantum memories. On the other hand, it produces
only a moderate increase of the repeater rate [25,66,67].
Possible future analyses include the effect on the secret key
rate by distilling in all nesting levels [24] or by optimizing
the repeater protocol as done in Refs. [68,69]. Moreover, other
repeater protocols which are based on quantum error correction
codes [70-72] may help to increase the secret key rate.
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APPENDIX A: ADDITIONAL MATERIAL FOR THE
GENERAL FRAMEWORK

1. Generation rate with probabilistic entanglement swapping
and distillation

In this Appendix, we give the derivation of Eq. (8) in
Sec. I A2, which describes the generation rate of entangled
pairs per time unit 7j with probabilistic entanglement swap-
ping and distillation; i.e.,

s 12\ i
) (1) p(2) (N) :
REEP = FO <3—a> POPESPES"'PES EPD[Z]' (Al)
In [25] the formula has been derived only for the case without
distillation and there it reads as

N

R = (3) prdeRery. oo
o \3

where P, is the probability to generate a pair for entanglement

swapping. This formula was derived for small P,.

In order to incorporate distillation into Eq. (A2) we use the
definition of the recursive probability Py [k] given in Eq. (6);
see [35]. It describes the generation probability of an entangled
pair after k rounds of purification. If we choose an appropriate

a < 1suchthat Z;(x) = f(z’f;) > %a, we can rewrite P[],

Polk]  _ 2
Z\(P [k —1]) ~ 3a
2 Pplk — 1]

30 PR 7 e =2

2 k k
< <3—a> POEPDU], (A3)

where in the last line Py [k]is arecursive formula. For deriving
Eq. (Al), we replace in Eq. (A2) Py with Py, and we use
Eq. (A3).

For the plots we have L = 600 km and usually 5, = 0.9,
which leads to Py [k] < 0.037 and a < 0.994.

Prylk] = Pplk] P,k — 1]

N

APPENDIX B: ADDITIONAL MATERIAL FOR THE
ORIGINAL QUANTUM REPEATER

1. Entanglement swapping

In this Appendix we present the formulas of the state
after entanglement swapping and the distillation protocol.
Moreover, we bound also the role of dark counts in the
entanglement swapping probability.

(a) The protocol

We consider the total state p,; ® p.s. The entanglement
swapping algorithm consists of the following steps.
(1) AcNOT s applied on system b as source and ¢ as target.
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(2) One output system is measured in the computational
|H)+[V)

basis and the other one in the basis {|+) := A |—) =
%}, obtained by applying a Hadamard gate.

(3) In the standard entanglement swapping algorithm,
a single qubit rotation depending on the outcome of the
measurement is performed. However, for the purpose of QKD
it is not necessary to do this single-qubit rotation.'”> We
propose that Bob collects the results of the Bell measurements,
performs the standard QKD measurement and then he can
apply a classical bit flip depending on the QKD measurement
basis and on the Bell measurement outcomes.

(b) Formulas in the presence of imperfections

We consider a setup with two detectors d; and d,.
We associate the detection pattern of these two detectors
with a two-dimensional Hilbert space, e.g., d; = click, d, =
noclick = |H) = |14,,04) and d; = noclick, d, = click =
[V) =104,,14,), where {|H),|V)} are a basis of a two-
dimensional Hilbert space which can be, for example, identi-
fied with horizontal and vertical polarizations of a qubit. We
discard those events where there are no clicks or when both
detectors click. If the detectors are imperfect, we may have an
error in the detection of the quantum state. The POVM consists
of two elements [Ty (ITy) which detect mode |H) (|V)):

Op =y H)(H|+A-y)|V)(V], (B1)

My =y V) (VI+U - y)|H)(H], (B2)
with
_ Nd + pdark(1 — 1q)
0+ 2paan(l = 10)”

where pgak 1S the dark count probability of the detectors and
14 is their efficiency.!?

The POVM above has been used also in [7,73]; however,
the connection with the imperfections of the detectors was not
made.

(B3)

2Note that this step is different from [7], where the single-qubit
rotations were explicitly included.

3The coefficient y can be calculated as follows. The POVM for
having a click under the assumption of single-photon sources and
imperfect detectors is given by

E“Y = pianc 10) (0] + (1 — (1 — paan)(1 — 1a)) 1) (1]
and that for no click is given by
E®D = (1 — pan) [0) (O] + (1 = paarn)(1 — na) [1) (1].

When we say that the detector a clicked, and b did not click and we
discard the vacuum events, and those where both detectors clicked,
the POVM looks as follows:

Ei,C]iCk) ® E}(}noclick)
=[1 = = paan)(1 = 1)1 (1 = Paarid) [1a,05) (1a,05]
+ pdark(1 - pdark)(l - nd) |0a71h> <0a7117| .

The trace is (1 — Pdark)[Md + 2Paark(1 — na)], which is exactly the
probability that we have this measurement. If we normalize this
measurement and relate it to the POVM in Eq. (B1), we get y.
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If we start with the states pup = pcq = AlpT) (T + Bl )@~ | + Cly )T | + Dl =) (|, the resulting state after
entanglement swapping between a and d is still a Bell diagonal state with coefficients of the form [74]

;o 1 —pG 2042 2 2 2 RY _
A = 7 + pely“ (A“+ B+ C-+ D°)+2(1 —y)(AD + BC) +2y(1 — y)(A + D)(C + B)],
1—
B = 4PG + p[2y*(AB 4+ CD) +2(1 — y)*(AC + BD) + y(1 — y)(A* + B* + C* + D> + 2AD + 2BC)],
(B4)
1—
C = 4PG + p6[2y*(AC + BD)+2(1 — y)>(AB + CD) + y(1 — y)(A> + B> + C* + D> + 2AD + 2BC)],
, _1=pg 2 A2 Rl 22 _
D' = 2 + pcl2y“(AD +BC)+ (1 —y) (A*+ B+ C°+ D)+ 2y(1 — y)(A+ D) B + C)],
[
and the probability to obtain the state above is equal to 1, )
5 C'=—(B"+ (9, (B9)
Pres(Md, paark) = {[1 — paa][na + 2paa(l — na)1}*,  (BS) Pp
1
which can be interpreted as the probability that entanglement D' = N 2BC), (B10)
D

swapping is successful.'* Note that P(,0) = ? and P(1,0) =
1 as we expect. When we consider dark counts pga < 1073,
then these are negligible as (Pgs(0.1,107%)/(Pgs(0.1,0))N <
1.03", so the impact on the secret key rate is minimal. Note
that we open the gates only for a short time window, which
is the interval of time where we expect the arrival of a photon.
The dark count probability pguk represents the probability
that in the involved time window the detector gets a dark
count.

2. Distillation
(a) The protocol

We assume that Alice and Bob hold two Bell diagonal states
Pa,.b, and g, 5, . The algorithm is as follows.

(1) In the computational basis, Alice rotates her particles
by 7 about the X-axis, whereas Bob applies the inverse rotation

—7) on his particles.

(2) Then they apply on both sides a CNOT operation, where
the states a; (b1) serve as source and a, (b;) as target.

(3) The states corresponding to the target are measured in
the computational basis. If the measurement results coincide,
the resulting state p,, 5, is a purified state; otherwise, the
resulting state is discarded. Therefore, this entanglement
distillation scheme is probabilistic.

(b) Formulas in the presence of imperfections

Given a Bell diagonal state with the coefficients

Pab = Al )@+ Blo™ ) (@I + Cly Ny
+ DI )yl (B6)

the coefficients transform according to the map [30]

r_ 1 2 2
A'=—(A"+ D), (B7)
Pp
B' = —(2AD), (BY)
4This probability was derived by taking the probability of the

measurement in the preceding footnote squared, as we need two
coincident clicks for the Bell measurement.

where Pp is the probability that the measurement outcomes
are both the same for Alice and Bob, and thus the probability
of successful distillation is

Pplk] = (Ax—1 + Dx—1)* + (Bi—1 + Cx—1)*. (B1D)

Including the gate quality pg, these formulas change to [74]
Pplkl = 3 {1+ pg (=1 + 24,1 + 2D 1)*}, (BI2)
with
A ={1+4pgi[(A-—B—-C+D)3BA+B
+C +3D) +4(A - DY’]}/(8Pp),
B' = {1— pg[A*+2A(B +C —171D)
+ (B + C+ D)*]} /8Pp),
C'={1+ps[4B-CY—(A—B
— C+D)A+3(B+C)+ D)} /8Pp),
D' ={1—- p{[A*+2A(B +C+ D)+ B?
+2B(D —7C) + (C + D)*]} /(8Pp).

APPENDIX C: ADDITIONAL MATERIAL FOR THE
HYBRID QUANTUM REPEATER

In this Appendix we derive the formula for successful
entanglement generation when PNRD are used for the mea-
surements. Moreover, we present the formulas for the states
after entanglement swapping and entanglement distillation.

1. Entanglement generation
The total state before the detector measurements is de-
scribed by [55]

PAB.b3.bs = PLL0YL;(100) a1 B)os + [11) ar|—B)ss)/2
+10)6,(|01) a5l =B)p, + [10)a51B)s,)/2] x H.c.}
+ (1 = p){[10)5,(100) ag|B)os — 111) agl—=B)ss)/2
+10)5,(|01) 481 =B)p; — [10) a51B)s,)/2] x H.c.},
(CD)

052315-18



QUANTUM REPEATERS AND QUANTUM KEY ...

where H.c. stays for the Hermitian conjugate of the previous
term, A (B) represents the qubit at Alice’s (Bob’s) side,
b; is the coherent-state mode arriving at the detector Dj,
bs is the coherent-state mode arriving at the detector Dy,
and B = i+/2n;sin(6/2) [see Eq. (8)]. The probability of
error caused by photon losses in the transmission channel
is given by (1 — p), with p = (1 4 ¢~ 2(—me’sin*(6/2)) ;3 ¢
is possible to observe from Eq. (Cl) that whenever Bob
detects a click in either one of the detectors D; or D,
an entangled state has been distributed between qubits A
and B.

We discuss in the following the case that D; and D,
are imperfect PNRD [see Eq. (2)]. When detector D, does
not click and D, clicks, the resulting state psp is then
given by

0
p trp, s (H§,3)Hg?pAB,b3,b5)
AB = o
tr(nzs)nz)PAB,m,m)

with n > 0. The same result up to local operations can be
obtained in the opposite case (a click in detector D; and no
click in detector D,).

) (C2)

PHYSICAL REVIEW A 87, 052315 (2013)

Depending on the outcome of the detector, a local op-
eration maybe applied to change the resulting state into
the desired state. In this way, if the outcome is an even
number, nothing should be done; otherwise, a Z operation
should be applied. Following this, the resulting state can be
written as

p=Fol¢g" )T+ (1~ Folg~) o™l

where
Fo = [(00[45 + (—1)”<11|A3]pA . [100) a5 + (=1)"[11) 5]
V2 ’ V2
1 4 e~ 214 (=2na)le’ sin’(6/2)

= 3 . (€3)

The probability of success is calculated by adding all success-
ful events, and is given by

5

o0
0 0
Py = Ztr(H§73)H§,n)/)AB,b3.b5 + HZS)HE,Z)PAB,b3,b5)- (C4)
n=1

Combining Egs. (C1) and (2) we obtain Eq. (23).

2. Entanglement swapping

The initial states used in the swapping operation are a full rank mixture of the Bell states, pg := A|¢pT)(¢T| + Bl )¢~ | +
ClyTY (™| + D|y~) {3y ~|. After the connection, the resulting state will remain in the same form, A'|¢p™){¢ ™| + B'|¢p ) {(¢p~| +

C'lyHY(WT| + D'|vv~){¥r~|, but with new coefficients:

A" =2BC +2AD +2[-2BC + A(B + C —2D) + (B + C)Dlps + (A — B — C + D)*pZ,
B' =2AC +2BD +[A*+ (B + C)* —4BD + D* + 2A(—=2C + D)]pc — (A — B — C + D)*pZ,

C' =2AB +2CD +[A*+ (B + C)* —4CD + D* + 2A(—2B + D)Ipc — (A — B — C + D)*pZ,

(C5)

D' = A+ B>+ C?*+ D* - 2[A*+ B>+ C* - A(B+C)— (B+C)D + D*Ip; + (A — B — C + D)*pZ.

It is possible to see that A" + B’ + C’ + D’ = 1, such that even for the case of imperfect connection operations, the swapping

occurs deterministically.

3. Entanglement distillation

We calculated also the effect of the gate error in the distillation step. Starting with two copies of states in the form of
00 := Al @T| + Bl )¢~ | + Cly )t + D)y~ ) (™|, the resulting state after one round of distillation is given by

AllpT ) (@T+ Bl¢™ )| + C'IY ) (| + DIy~ ) (™|, where

1
A= (D* + A’[1 +2(—1 + p)pG)* — 2A(—1 + pG)pG[C +2D +2(B — C — 2D)pg + 2(—B + C + 2D)p¢;|
D
—2D(—=1 + pg)pc{—2D —2(C + D)(—1 + pg)pc + B[1 +2(—1 4+ pc)pcl}),

, 1
B' = —— [F2(D(=1+4 p6)pc(C + D +2BpG = 2CpG = 2Dpg = 2Bpg +2CpG +2Dpg) + A’ po (=1 +3pc — 4pG +2p)
D

—A{D(1 = 2pg +2p%)" = (=1 + pe)pa[ — 2C(=1 + pe)pa + B(1 = 2pc +2p3)11)].

1
C'= P—D(32(1 —2pG + 2]?20)2 —2B(—1+ po)pc| — 2A(—=1 + pg)pc + D(1 — 2pg + 2pg) + C(2 — 4pg + 4pg)]

+C{C(1 = 2pg +2p3)° = 2(~1 + pe)pe[ — 2D(~1 + pe)pc + A(1 - 2p6 +2p3)]}).

, 1
D' = —{-2(C(=1+ pc)pc(C + D +2Apg —2Cpg — 2Dpg — 2Apg; +2Cpg +2Dpg) + B> pe(—1 +3pc — 4pg +2p%)

Pp

—B{C(1—2pg +2p3)° — (=1 + pe)pc[ — 2D(~1 + pc)pe + A(1 — 2pc +2p%) ) }- (C6)
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Pp is the distillation probability of success and is given by

PHYSICAL REVIEW A 87, 052315 (2013)

Pp= (B+CY+(A+ D) —2(A—B—C+D)’ps+2(A—B—C+ D)pt. (C7)
For the case of pg = 1, Egs. (C6) and (C7) are in accordance with [30].
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We develop a method to quantify the secret key rate for permutation-invariant protocols for coherent attacks and
finite resources. The method reduces the calculation of secret key rates for coherent attacks to the calculation for
collective attacks by bounding the smooth min-entropy of permutation-invariant states via the smooth min-entropy
of corresponding tensor-product states. The comparison of the results to the well-known postselection technique
for the BB84 and six-state protocol shows the high relevance of this method. Since our calculation of secret key
rates for coherent attacks strongly depends on the way of treating collective attacks, a prospective progress in the

analysis of collective attacks will immediately cause progress in our strategy.
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I. INTRODUCTION

The aim of quantum key distribution (QKD) is the gen-
eration of a secret key between two authorized parties Alice
and Bob in the presence of an eavesdropper Eve. In practical
implementations the number of signals used to establish a
secure key is finite. An essential element of the calculation of
key rates for a finite number of signals is the evaluation of the
smooth min-entropy [1] for high-dimensional states, which is
in general hard or even impossible to compute. In the last years
many results have appeared [1-11] considering the calculation
of secret key rates for finite resources under the restriction of
the eavesdropper’s attack to a collective attack [12,13], where
Eve interacts with each signal independently and identically.
This restriction leads to a state, which has tensor-product
form and allows one to bound the smooth min-entropy by
the conditional von Neumann entropy of a single-signal state
by using the asymptotic equipartition property (AEP) [1,14].

In studies of coherent attacks [15,16] the eavesdropper is
not restricted at all (i.e., she may interact with all signals
simultaneously). Already in the year 2005 it was shown in
Refs. [17,18] that for protocols, which are invariant under
permutations of single-signal states, collective and coherent
attacks are equivalent in the case of infinitely many signals.
But for a finite number of signals this equivalence has not
been proven yet. As a consequence the development of tools
to compute a secret key for finite resources in the presence of
coherent attacks is necessary.

Up to now direct strategies that treat coherent attacks only
exist for the BB84 [19] protocol (see [10,11]). In Ref. [10]
Tomamichel e al. used an uncertainty relation for smooth
entropies [20] to circumvent the evaluation of the smooth
min-entropy by the computation of the smooth max-entropy
[1]. Since the resulting max-entropy has to be evaluated for a
classical state, the calculation becomes analytically solvable.

In comparison to these direct strategies, many studies have
focused on indirect approaches like postselection [21] or the de
Finetti approach [1,22] to quantify secret key rates, where the
analysis for coherent attacks is traced back to the investigation
of collective attacks. In Ref. [7], these indirect approaches have
been compared to each other for the BB84 protocol with the
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result that the postselection technique exceeds the de Finetti
approach in terms of secure key rates.

In this paper we present a strategy to calculate secret key
rates for general permutation-invariant (i.e., the output of the
protocol remains the same under permutations of the input
pairs) protocols for coherent attacks. In particular, we relate
the secret key rate for coherent attacks to the calculation of
secret key rates for collective attacks by bounding the smooth
min-entropy of a permutation-invariant state via the min-
entropy of a corresponding tensor-product state “smoothed”
over a reduced environment. We compare the results to
the postselection technique by applying the AEP bound for
the treatment of collective attacks. Note that most of the
protocols studied in the literature already fulfill the condition
of permutation invariance or can made to be permutation
invariant, like, for example, the BB84 and six-state [23,24]
protocol. Note that in this paper we only consider single-
photon pulses. An analogous investigation of weak coherent
pulses could be fruitful by following the strategy in Ref. [25].

The paper is organized as follows. In Sec. I we explain the
protocol and fix the notation. We clarify the formalism used
to calculate secret key rates under the assumption of collective
attacks in Sec. III. The formalism to analyze coherent attacks,
the main result of this paper, is presented in Sec. IV. Section V
shortly reviews the postselection technique, which is then
compared to our strategy with respect to secret key rates for
the BB84 and six-state protocol in Sec. VI. Finally, Sec. VII
concludes the paper.

II. PRELIMINARIES

In this paper we consider permutation-invariant
entanglement-based QKD protocols, which consist of
these steps: state distribution, sifting, parameter estimation
(PE), error correction (EC), error verification, and privacy
amplification (PA) (for a detailed description, see [17,18]).
Here, permutational invariance means that for any permutation
of the input pairs the output of the protocol remains unchanged.
In the following we denote by p1}; the initial state of N signals
shared by Alice and Bob, and by piy a purification of pXy,
which describes the state shared by Alice, Bob, and Eve after
the state distribution. Now, let A/ag be the operation, that
represents the procedures, which Alice and Bob perform on
their states (i.e., measurement, sifting, parameter estimation,

©2013 American Physical Society
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error correction, and error verification. (Note that privacy
amplification is not included here, since the output of this
procedure is the final bit-string used as key.) Then we define
the resulting classical-quantum state containing Alice’s bit
string and Eve’s quantum state as py 1= (Nag ® HE)pAVBE.
As the main quantity for the calculation of secret key rates we
use the smooth min-entropy [1],

HE.(paglE) = sup sup H; (oaglpe), (1)

oareB? (pap) PEESTHE)
defined as an optimization of the min-entropy,

H,i.(0aElpE) == sup{h € R : 274114 ® pp — oap = 0},
2

over an 5 environment glven by

2

& 1
B:(p) := {a:5||o—p||1<§}, 3)

with the 1-norm ||A||; = tr(v/ AAT). S(H) denotes the set of
density operators on the Hilbert space Hg.

III. COLLECTIVE ATTACKS

In contrast to coherent attacks, the assumption of collective
attacks forces the eavesdropper Eve to interact with each of the
signals separately. Under this restriction the distributed state
can for permutation-invariant protocols regarded as a product
state pfév , which is diagonal in the Bell basis [17,18]. We
denote by m the number of randomly chosen signals used for
parameter estimation and by » the remaining number of signals
for privacy amplification. Then, the rate of an e-secure key can
be quantified in the following way.

Theorem 1. [3] Let &pg,egrc,epa,& > 0 and let pXE =
(Nap ® 11 £)p5% be a tensor-product state for a purification
paBE in Hagg Of the state pag € S(Hag). Then the rate of an
€coll := (€pg + €BC + €pa + £)-secure key is given by

(Hin (X% E) =

2
leakgc) + 5 log,(2¢pa).
4)

The smooth min-entropy of the classical-quantum state
,oX i shared by Alice and Eve and the correction 2 log,(2&pa)
arise from the analysis of privacy amplification. The entropy
quantifies Eve’s uncertainty of Alice’s bit string.

The term leakgc stands for the number of bits which Alice
and Bob leak to the eavesdropper due to public communication
during the error correction procedure and cost for the error
verification. In total, the leakage can be estimated by [3,10]

r:=— inf
N PABE coll

2
leakgc :=nl.1H(X|Y) + log, <s_> (®))
EC

Here, the factor 1.1 denotes the efficiency of a specific
error-correction protocol used during the key generation. The
minimization of the smooth min-entropy is due to parameter
estimation, where we only except qubit states pag Which are
contained in the set [10],

eont 1= {0aB : 51|Pn — Pulli < &(epe.n,m)}, (6)
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with

(n +m)(m + 1)ln(1/8pE)
8m2n

)

&(epg,n,m) 1=

This means, that the tolerated quantum bit error rate (QBER)
P, due to an m-fold independent application of a POVM
£ on a tensor-product state is & close to the parameter P,,
which corresponds to a virtual measurement on the remaining
n signals, which are used for the key generation, except with
probability epg (see Lemma 6 in the Appendix). Note that this
estimate has been developed in Ref. [10] for coherent attacks
on permutation-invariant states. As tensor-product states in
collective attacks are permutation invariant, Lemma 6 can be
applied.

For product states pgp: we can use the asymptotic equiparti-
tion property [see Eq. (B7)] to bound the smooth min-entropy
by the conditional von Neumann entropy of a single copy pxg.
Finally, we get for the rate of an e.oy := (epg + €rc + €pa +
g)-secure key:

leak log,(2/&
Teoll 1= i[ inf (S(X|E) — ﬂ) _5 0g,( /8)i|
N | paselecan n n

2
+ v log,(2¢epa), 3
where
S(X|E) = S(pxe) — S(pE), ©
with S(p) := —tr(p log, p).

In the next section we present a formalism to treat coherent
attacks. We will see that the analysis of secret key rates for
coherent attacks can be traced back to the calculation of
secret key rates under the assumption of collective attacks
[see Eq. (8)].

IV. COHERENT ATTACKS

A coherent attack is the most general attack an eavesdropper
can perform (i.e., Eve is not restricted at all). For the investiga-
tion of secret key rates for coherent attacks, we have to consider
nonproduct states for the evaluation of the smooth-min entropy.
No changes are needed in the analysis of parameter estimation
for collective attacks [see Eq. (6)], because it also holds for
coherent attacks [i.e., nonproduct states (see Lemma 6 in the
Appendix)]. Since error correction and error verification are
also independent of the underlying attack of the eavesdropper
(they are purely classical procedures), the protocol analysis for
these steps can be adopted from the one for collective attacks.

For permutation-invariant protocols it has been shown
in Refs. [17,18] that we can assume w.l.o.g. that, after
the distribution of N qubit pairs, Alice and Bob share
a permutation-invariant quantum state, which is a convex
combination of tensor products of Bell states:

pas = P (Z o ® 0" ®U®m ®U®n4) , (10)

neAVN
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with probabilities w, for the “realization” n and the set of
realizations,

4
AV :=in=@unanang) Yy np=Np. (1)
i=1
The o; fori =1, ...,4 correspond to the projector onto the
four Bell-states in H4 ® Hp, that is,
o1 =1¢")dTI, oa=1lp7) oI,
Ty gt . (12)
o3 =Y "N YT, o= Ny
with
1
£y i= —(]00) £ |11 13
l$~) ﬂ(l ) £ [11) (13)
and
" 1
[¥=) == —=(01) £ [10)). 14

V2
Py denotes the completely positive map (CPM) which sym-
metrizes the state with respect to all possible distinguishable
permutations of the N qubit pairs.

The following section explains the analysis of parameter
estimation for permutation-invariant states [see Eq. (10)].

A. Parameter estimation

Let the sifting procedure now be such that n + m signals
remain, where m denotes the number of randomly chosen sig-
nals used for parameter estimation and n denotes the remaining
number of signals for privacy amplification. Then we can adopt
Lemma 6 to estimate the QBER Q,, by the tolerated QBER Q,,
coming from a measurement on general permutation-invariant
states [see also the arguments below Eq. (7)].

Theorem 2. Let epg >0 and m,n > 0. Let pig" €
S(HZ%™™) be a permutation-invariant quantum state, and let €
be a POVM on H ag which measures the QBER. Let Q,, and Q,,
be the frequency distributions when applying the measurement
E®™ and E®", respectively, to different subsystems of p’y2".
Then for any element Q,, and Q, from Q,, and Q, except
with probability epg

QO — Qulli < E(epg,n,m), (15)

with &(epg,n,m) := W.
Proof: This follows directly from Lemma 6 in the
Appendix, which is a consequence of [10]. ]
Now with the definition of the set of states, which pass the

parameter estimation procedure,
i = {088 1 311Qn — Qulli < &(eppnm)}. (16)

we are able to give an analytic expression for the rate of an
e-secure key for coherent attacks.

Corollary 1. Let epg,€xc,6pa,€ > 0 and let p} , = (Nag ®
I g)p\pr be a permutation-invariant state for a purification
oNop in H: of ply € S(HSLY). Then the rate of an egop 1=
(epg + €5c + €pa + &)-secure key is given by

1 . 2
ri=o pg;ggm (Hiin (0% | E) — leakec) + + 022 epa).

A7)
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In the following section we show that the smooth
min-entropy for permutation-invariant states can be mainly
bounded by the min-entropy for corresponding product states
“smoothed” over a reduced ¢ environment.

B. Privacy amplification

In order to get a calculable formula for the key rate
[Eq. (17)] we bound the smooth min-entropy for permutation-
invariant states by the smooth min-entropy for tensor-product
states, which then can be easily evaluated by the asymptotic
equipartition property [Eq. (B7)] as explained in Sec. III.

We now define analogously to Eq. (10) the permutation-
invariant state with n signals, which Alice and Bob share after
the parameter estimation procedure.

IOZB =P, (Z I,Lno'1®"1 ® o‘2®ﬂz ®03®r13 ®O,4®n4) i (18)

neA”

where o; with i =1,...,4 correspond to the projectors
onto the four Bell states in Hy ® Hp and A" :={n =
(n1,n2,n3,n4) : Y+, n; = n} [see Eq. (10)]. Additionally, we
denote the single-copy state shared by Alice and Bob in the
following as

4
oalA] =) o, (19)
i=1

with A 1= (A1,A2,A3,A4) = (':—11,':—12,'173,’;—14 .

The next theorem is one of our central results. It gives
a relation between the smooth min-entropy for permutation-
invariant states and the smooth min-entropy for tensor-product
states. The proof is inspired by [18] and uses the fact, that
there exists a certain measurement on oag[A]®", such that the
resulting state is equal to the state p/; ; for a specific realization
n. Then, the application of some fundamental properties of the
smooth min-entropy leads to the result.

Theorem 3. Let & > 0, A = (51,722,723 %) and Mg be the
quantum operation which describes the local measurements
Alice and Bob perform followed by a partial-trace operation
on Bob’s part (Hp). Let plyp = (Map ® 1g)®" pkpp be the
classical quantum state obtained after applying the quantum
operation (Mug ® 11£)®" on a purification piy. in Hipg
of a permutation-invariant state p, € S(H%). Analogously
let oxg[A]®" = (Map ® 1£)®"0oage[A]®" be the classical
quantum state obtained after applying the quantum operation
(Mg ® 1£)®" on a purification oaggp[A]®" of a tensor-
product state oAp[A]®" € S(HSR). Let £ beaPOVMon H 4 ®
‘Hp which measures the QBER. Let Q,, P, be an element
of the frequency distribution Q,, P, of the outcomes when
applying the measurement £®" to pl, and o5y, respectively.
Then except with probability &,

= . 5/(2n2 n
HiloelE) > int g (072 = 2 [£) -1
coh
(20
where

Ceon := {TAB : %”Qm — Pl < &con(E,n,m)}, 2D
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with
e Emm) 2= SEE 2) +s<§nm) 22)
where
£ B2 i \/ 161n(2) 4’; 81n(1 /g)’ 23)
and

8m?n

é(gnm) " (m +n)(m + 1)In(2/%) (24)

defines the set of tensor-product states T®" which pass the
parameter estimation procedure.

Proof: The state to be considered is given by p% . and can
be expressed as a convex combination of states for all possible
realizations n with probability u,, that is,

Pxe =Y tnpignl. (25)

neA”

Note that this structure is provided in Eq. (18) and is conserved
due to the linearity of Mg and a purification of o}, which
is optimal for Eve.

The first part proves the theorem for the special case, that
only one u, in Eq. (25) is nonzero (i.e., we consider a single
realization n). Then, part 2 extends part 1 to the general case.

Part 1: Let |¢;) be an extension to Hy @ Hp ® Hg of
o; [see Eq. (18)] with the condition, that the remaining states
trap(P4,)) are mutually orthogonal fori € {1, ... ,4}. Note that
this choice of orthogonal ancillas is optimal, since it enables
the eavesdropper to distinguish perfectly the reduced states
shared by Alice and Bob. Let S, be the set of distinguishable
permutations 7 on n qubits for a fixed realization n. Then,
with

V) )" |, (26)
ok ﬁl = XS: ®
and
) hpE = Zf i), 27)
i=1
we define
Pxen] == (Map ® 1)®" Py, (28)
oxelA] := (Map @ Ig) Py, (29)
for an arbitrary, but fixed realization n. For any i € {1, ...,4}

let P; be the projector onto the support of (M ® 1 g)Py,
which by definition are orthogonal for distinct i. Let F be a
measurement defined by

1

Fip— ) FpFl @2l (30)
z=0
where
Fo:=) a(PP"@PPm @ PP @ PP™), (1)
TES,
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and F| := 1l — Fy. Then Fj picks out a specific realization n
from the tensor-product state oy g[A]®", that is,

P pn] = Fo(oxe[A®")F, (32)

Pz(Z =0)
with Pz(Z = 0) = tr(Fo(o SLADF]) = [S,| [Ti—, A" (For a
detailed proof see [18], Lemma A.4).

Now let p% ;- ,[n] be the resulting state after applying F on
Ox Zr[A] and let Z be the classical measurement outcome, that
is,

Pxezn Z F.ogiIMF! ®2)(z] (33)
Z PAZ = )Pyl ® l2)(zl.  (34)
z=0
Then it follows directly from Eq. (32) that
Py enl = py7="[n], (35)

and therefore

Hiin (P £ [0 E) = Hpgo (P57 [ E). (36)

With some fundamental properties of the smooth min-entropy
we get

Eq.(A7
HE (P2 E) > ngfrfz 0% (5, M| EZ)

Eq.(B1) 70
D annzn( )¢ (PXEz[n“E)
— log, (rank(pz)). (37

By definition, the orthogonality and completeness of the set
{F.} ensures that trz(p% ,[n]) = 0®” [A], such that we can
apply Eq. (A2) in the Appendix. ThlS leads to

H}H?=0 (5% g [n]|E) — log, (rank(p2))
Eq.(A2) (Z—0)% (o
> HE 7 (ogE[MIE) — log, (rank(pz))

> Heft (0FRIMIE) — 1, (38)

where we used in the last step that rank(pz) < 2 and from
Lemma 7 in the Appendix that

4
pz(Z=0)=|S,|[ [2" > 1/n*. (39)

i=1

The following part generalizes the proof to the unrestricted
case.
Part 2: Now let p)gp := Py with

)i= D V¥ )hee (40)

neA”

be a purification of pjy. For any n e A" let H}, be the
smallest subspace of H}" containing the support of the traces
pgln] = e (pipe[n]). By the definition of the vectors |¢; ) as
in part 1, the subspaces H'; are orthogonal for distinctn € A”.
There exists a projective measurement J’ onto the subspaces
HZ @ H.. Now let the state g% ., be the resulting state from
the measurement F’ of the state p%, and let Z’ € A" be the
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classical outcome, that is,

Prez = D FapkpFd @ n)(n] (1)
neA”

= Y {npie[n] @ [n)(nl. (42)
neA”

By the definition of the state p% , we know that for a tolerated
QBER Q,, the parameter 0, for a virtual measurement on n
signals has to fulfill except with probability 5 that

! < £ 43
EHQm_QnHl \E(Evn’m>~ ( )

Note that the choice of % is arbitrary. In principle, the intro-
duction of a new parameter could lead to better results. Now,
this condition implies that realizations n in the permutation-
invariant state pip = > v nPrg[N], Wwhose corresponding
parameter Q,, does not fulfill the condition in Eq. (43), only

appear with small probability, that is, more precisely,

g
> i < 5. (44)
0:111Q—Qull >£(5.n.m)

This behavior of the probabilities enables us to apply Eq. (A6)
in the Appendix for probability &’ = 5 to restrict the states
oag[n] (or equivalently their corresponding realizations n) to
the set,

~ 1
Iy = {UKB[H] : §||Qm - Oulli < S(;Jl,m)}. (45)

Namely, we have

g n Eq.(A9) g ~n /
Hmin(pXE|E) = Hy, (pXEZ’IEZ)
Eq(A6) : E/2( n
> inf_ H>(pp[n]E). (46)

Pipmlel &2
Then Eq. (46) becomes, together with Egs. (36)—(38),

inf_ Hl>(pypM|E)

min
Pag[nlely

> inf_ HID (o,% [x = E} ‘E) —1. 47)
paglnlely n

Since the min-entropy is now a function of a tensor-product
state, we would like to express the restricting infimum in terms
of the statistics P,, of this tensor product. By definition, we
have ,0)1( gl =oxplA = ;—:], such that we can apply Lemma
8 in the Appendix (for k = N = n), which states that, except
with probability &, the statistics P, of the tensor-product state
ogrA = 2] is &y close to Q,,, that is,

31Qu = Pulli < & IELn). (48)
(Here the choice of & is arbitrary. The consideration of a new
parameter could in general lead to better results.) Now we
are able to bound the distance between P, and the tolerated
QBER Q,, measured during parameter estimation by using the
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triangular inequality.
1IIQ 1l <1IIQ QII+1IIQ Al
) m nlll X ) m nlll ) n nlll
f(;,n,m)—f—ém(é’z’n)

N

2
= scoh(§7nvm)a (49)
where we used that for the POVM applied for parameter

estimation [see Eq. (6) and Sec. IV A] the number of POVM
elements becomes 2 (see [8]) and that [8]

311 = Pull < 3311Qu = Pull1. (50)
Consequently we end up in
- n
inf  HZ/®™) (af?;; [x - _] E) —1
,ojiB[n]eI‘g/2 n

. gy onfy, _ 1
2 fTABlglfécuh Hyin <"XE |:)" = n]
The assertion then follows by putting Eqgs. (51) and (47) into
Eq. (46). |

Finally, we are able to formulate a calculable rate of an
&con-secure key for coherent attacks.

Theorem 4. Let epg,egc,epa,& > 0 and let ply . = (Nap ®
1 £)pige be a permutation-invariant state for a purification
oNog in HLG of ply € S(HELY). Then the rate of an egop :=
(epe + €gc + epa + 28)-secure key is given by

leak; log(4n2 /5
Teoh = i[ inf (S(X|E) — ﬂ) _5 0g,(4n /8)}
N | pas€Teon n n

1 2
-5 + v log, (2epa), (52)

E) -1 (629

where

Teon = {0aB : 3110w — Pulli < &con@,n.m)},  (53)

with
Eoon(Enm) = 221 +s<§,n,m), (54)
2 2
for
g _[m+n)m+ 1)In(2/%)
5(5,n,m) = Sin , (55)
EE ) = \/ 161n(2) + 81n(1 /5)’ 56)
n
and
S(X|E) = S(pxe) — S(pE), (57)

with S(p) := —tr(p log, p).

Proof: The proof follows by inserting the result from
Eq. (20) into Eq. (17) and using Eq. (B7) to express the smooth
min-entropy of product states by the conditional von Neumann
entropy of a single-copy state. |

A careful analysis of the proof of Eq. (20) enables us to
obtain the main corrections for the secret key rate for coherent
attacks [Eq. (52)] in comparison to collective attacks [Eq. (8)]:
First, for coherent attacks the probability of measuring a single
realization n for a given tensor-product state is rather small,
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which makes the e environment, for example, in Eq. (51)
small. Second, the statistics for the different attacks are
not identical in general. Additional fluctuations have to be
taken into account as done by considering &, [see Eqs. (54)
and (56)]. These corrections lose their corrupting influence
on the secret key rate, when considering the asymptotic
limit (N — o0, ¢ — 0). In this case &, becomes zero and
no additional fluctuations have to be added to the QBER,
thus the corrections vanish. This confirms the equivalence
of collective and coherent attacks for permutation-invariant
protocols stated in Refs. [17,18] in the asymptotic limit.
But for a finite number of signals these corrections have
a dramatic impact on the secret key rate. And, since these
additional terms seem unavoidable, this might be a hint, that
the equivalence of collective and coherent attacks might not
hold for permutation-invariant states in the regime of finite
resources.

The following section shortly reviews the known postselec-
tion technique [21], which we then will compare to Eq. (52).

V. POSTSELECTION—A SHORT REVIEW

In order to determine the quality of r.on [Eq. (52)] from
the previous section, we have to compare it to key rates
obtained by strategies existing in the literature. Up to now,
there exist two main techniques to quantify secret key rates
for finite resources for coherent attacks for the whole class
of permutation-invariant protocols, namely the de Finetti
approach [1,22] and the postselection technique [21]. Since
Sheridan et al. showed in [7] that the latter technique leads
to higher secret key rates, we only take the postselection
technique for comparison.

The postselection technique applied to QKD estimates
the deviation of the finite key rate rpo obtained from a
permutation-invariant protocol against coherent attacks from
the corresponding rate r.,) against collective attacks. The rate
of an gp,-secure key is given by [21]

Tpost = Teoll — 3010g, (N + 1)/N, (58)

where 7. is given by Eq. (8) evaluated for the security
parameter g = Epost(N + 1)1,

VI. COMPARISON

In this section we compare our newly developed secret key
rate reon [Eq. (52)] and the known rate ryo [Eq. (58)] for
coherent attacks to the secret key rate evaluated under the
assumption of collective attacks r.oy [Eq. (8)] for the BB84
protocol and the six-state protocol.

The finite-key rates are calculated for a total security
parameter of & := £¢ol = Epost = Econ = 107°. Inthe following
let QBER:=Q,, denote the tolerated QBER from the POVM
used for parameter estimation [see Eq. (6) and Sec. IV A].
Then the values of S(X|E) and leakgc are fully determined
via the estimated QBER P,. For the BB84 protocol the exact
shape of dependence is given by [4]

S(X|E) =1—h(Py), (59)
H(X|Y) = h(Py), (60)
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where h(P):= —Plog, P — (1 — P)log, (1 — P) denotes
the binary Shannon entropy. This enables us to determine the
crucial terms in r¢on [Eq. (52)] by

inf  S(X|E) =1 —h(Qm + 28con(€,n,m)),  (61)

PABE con

inf  H(X[Y) = h(Qm + 28con(€,n,m)), (62)

PABE con

and analogously by
inf S(X|E)=1—-h(Q, + 2&(epg,n,m)), (63)

PABE coll

inf H(X|Y) = h(Qm + 2&(epg,n,m)), (64)
PaBE ol
for reon [Eq. (8)]. For the six-state protocol the entropies can
be obtained as [1]

S(X|IE)y=(1—P)[1—h L= 3k 65
X|E) =(1 - n)( - (W)) (65)

H(X|Y) = h(P,). (66)

Then, analogously to the BB84 case, the evaluation of the
infimum in reon [Eq. (52)] and reon [Eq. (8)] is determined by
replacing P, by O + 28con(8,n,m) and Q,, + 2§ (epg,n,m),
respectively.

The results are obtained from a numerical optimization
procedure, which maximizes the key rate with respect to the
parameters m,&,&pg,Epc,&pa. Note that then n follows from
the fact that for a fixed total number of signals N, the number
of sifted bits n + m is fully determined as being a ratio of
N. This ratio depends on the actual used protocol. To obtain
our results we used an asymmetric protocol, which means that
the probabilities of measuring in a certain basis are different.
Since in our calculations we take the signals measured in the x
(x and y) basis for parameter estimation and generate the key
from signals measured in the z (z) basis for the BB84 (six-state)
protocol, the measurement probabilities are directly connected
to the signals m used for parameter estimation or the signals n
used for the key generation. Consequently, the optimization of
m determines the measurement probabilities and therefore .

In Fig. 1 the secret key rates are shown as a function of
the initial number of signals N for different QBERs for the
BB84 protocol. Figure 2 presents an analogous calculation for
the six-state protocol. Note that, as mentioned in Sec. IV B, in
both cases we recover the known result that coherent attacks
become collective attacks in the limit of infinitely many signals
N. For finite N the figures show that the new rate rq, is always
significantly higher in comparison to the rate rp, Obtained
from the postselection technique. This advantage of r.o, can
be seen for a rather small QBER = 0.01 as well as for a high
value QBER = 0.1. For example, we obtain that the increase
of reon in comparison to rpe is around 43% for a QBER of
0.01 (N = 10%) and 33% fora QBER of 0.1 (N = 10'°) for the
BB84 protocol. In case of the six-state protocol r.o, exceeds
T'post by around 51% for a QBER of 0.01 (N = 10°) and 45%
for a QBER of 0.1 (N = 10®).

The trends of the rates §; and ¥ for different N' show in all

three approaches that the importance of parameter estimation

decreases with increasing N. More precisely, the fraction %

decreases from a value about 10% — 20% (for the minimal
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FIG. 1. (Color online) Comparison of the secret key rates rop
[Eq. (8)] (black circles), rpos [Eq. (58)] (green squares), and reon
[Eq. (52)] (red triangles) versus the number N of initial signals for
different QBERs with security parameter ¢ = 10~° for the BB84
protocol in logarithmic scale; QBER = 0.01 (straight lines) and
QBER = 0.1 (dotted lines).

number of signals needed to extract a nonzero key rate) to near
0% (for N = 10'®) while the ratio of signals & related with
the final key rate increases from about 60% (for the minimal
number of signals needed to extract a nonzero key rate) to near
100% (for N = 10'%). Note that the effect that the total ratio
of sifted signals % increases from about 70% — 80% to near
100% 1is due to the asymmetry in the protocol (see above).
In comparison to the case of low numbers of N, where the
probability of measuring in different bases has a significant
portion, the probability to measure in a single basis used for

the generation of the key becomes almost one for large N,

—_
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FIG. 2. (Color online) Comparison of the secret key rates 7.
[Eq. (8)] (black circles), rpos [Eq. (58)] (green squares), and reon
[Eq. (52)] (red triangles) versus the number N of initial signals for
different QBERSs with security parameter ¢ = 107° for the six-state
protocol in logarithmic scale; QBER = 0.01 (straight lines) and
QBER = 0.1 (dotted lines).
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such that in this case the number of sifted signals is close
to N.

VII. CONCLUSION

In this paper we presented a method to quantify the rate
of a secret key for general permutation-invariant protocols for
coherent attacks. We show a technique to trace the calculation
of secret key rates for coherent attacks back to the analysis of
collective attacks. The high quality of this method manifests
itself by a comparison to the up to now best-known strategy,
the postselection technique. For the treatment of collective
attacks we applied the von Neumann entropy bound. We
showed that for a finite number of initial signals the secret
key rates for the BB84 and the six-state protocol obtained by
our method exceed the rates coming from the postselection
technique significantly. In case of the BB84 protocol, higher
secret key rates have been obtained in Refs. [10,11] by a
specialized method, which can, however, not be applied to the
six-state protocol. Our method, in contrast, can be applied to all
permutation-invariant quantum key distribution protocols for
which an analysis of collective attacks is available. Since our
results strongly depend on the underlying analysis of collective
attacks, a prospective progress in the analysis of collective
attacks will automatically cause a progress in our strategy
with respect to secret key rates.

Additionally the results of our derivation confirm the known
result that, in the limit of infinitely many initial signals, coher-
ent attacks are as powerful as collective attacks. Furthermore,
we point out the main impact on the corrections for the key rate
against coherent attacks in comparison to collective attacks.
Since this extensive impact seems unavoidable, this might give
some evidence for the inequivalence of the two types of attacks
for finite resources.

Since the assumption of permutation invariance is fairly
weak (most protocols used in the literature are permutation
invariant or can be made to be), the results of this paper can
be widely applied.
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APPENDIX A
1. Properties of the (smooth) min-entropy

Lemma 1. Let papz =) .z Pz(zx)pig ®12)(z] €
S(Hi® Hp ® Hz) be a classical-quantum state with
oaB = trz(papz) and op € S(Hp), then

H?.(papz|B) = Hy (paB|B). (AD)

Proof: For any v > 0 there exists pag € B %(pAB) such that
for any o,

H,..(paslog) > H, (paslog) — v.
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Then it follows with Eq. (B4) that

H_..(pazlog) = H; (paBloB).

To conclude the proof it suffices to verify that papz €
B2(papz)-

1 1
EHPABZ — paBzlh < §||,0AB — paBll1 <

5 )
where we used the fact that the trace distance cannot increase

when applying a quantum operation (see [1], Lemma A.2.1).
The assertion then follows by choosing op such that

H:. (palop) = Hyy (paBl|B),

and the fact that

H .. (papz|B) > H,; (PapzloB). u

Lemma 2. Let pap € S(Ha ® Hp), {Iz)}; a family of
orthogonal vectors in Hz and & > 0. Then for a state
Panz =Y .cx FopaFl ® |2)(z] with Y FI F, = 1 and
trz(PaBz) = PAB,

Hyin(oaB|B) < Hyi(Papz|B).

Proof: From the definition of p4p it follows immediately
that

(A2)

H:, (trz(pagz)|B) = Hy; (oAl B).

Then the assertion follows with Lemma 1,
(A3)

[ |

Lemma 3. Let pag € S(Ha ® Hp), {|z)}; a family of

orthogonal vectors in Hz and ¢ > 0. Then for a state pspz :=

Yooz P2(Z = D)F.pasFl ® 2)(z] with Y, FIIF =1
and trz(6apz) = PAB-

Hy i (trz(Papz)|B) < Hyy(Pasz|B).

H:..(papz|BZ).

Proof: From the definition of p4p7 it follows immediately
that

H.in(0aB|B) = (A4)

HE(ttz(Papz)|B) =

Then the assertion follows from the strong subadditivity of the
smooth min-entropy [see Eq. (B3)], that is,

H:..(papz|BZ).

H.in(0AB|B).

(A5)

[ |

Lemma 4. Let papz = ).z Pz(2)pxg ® |z)z| be a clas-

sical quantum state and €,&’ > 0, then for any subset Z' C Z
such that Prob[z € Z2'] > 1 — ¢/,

H(ttz(Papz)|B) >

Hit (papz|BZ) > inf, Hiio (03| B)- (A6)

Proof: For any v >0 and z € Z’' there exists i €
B3 (pip) such that for any 0§,

ag) — .

Hmin(ﬁ/iB|‘7123) > Hrflin(p,ZAB
Let

pasz =Y Pz(2)pip ® |2)zl.
zeZ2’
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Then it follows with Eq. (B2) that
H, ..(papzlopz) = 1nf Hmm(pzzAB|0129)
z lnf Hmm(p/z\B|aé) -V

To conclude the proof it suffices to verify that papz €
6+€

2 (paBz)-

1 . 1
§||,5ABZ — paszlh alo ; PZ’(Z)EHKSXB — PaB ”1

1
+ ) Prz@s sl

zeZ\Z'
e 1
< 3 Z Py(2) + 3 Z P2z/(2)
€2 €Z\Z'
/
< e+ ¢ '
2

The assertion then follows by choosing o7, such that
Hrinn (’O./Z\B |G§) Hrflm (pf\B | B) ’
and the fact that
H .. (Papz|BZ) =

Lemma 5. Let papz = ) ..z Pz(2)pip ® |z)z| be a classi-
cal quantum state and ¢, := Pz(z)e, then

HE (papz|BZ) < HE, (pis|B)-

Proof: For any v >0 and z € Z there exists p),, €
B%’(pABZ) such that for any o7,

H_..(paBz|0BZ). |

(A7)

H, . (phpzloBz) = Hi: (papzlosz) — V.

Then it follows with Eq. (B5) that

Hmin(p//\ZB|o—§) H?: (papzlogz) — v.

To conclude the proof it suffices to verify that p/%y € B2 (p%p).

€ 1 Eq.(B6) 1
EZ 2 Ellpggz —pagzlh = ZPZ(Z)EHIOZB — pisl,
zeZ

1 Z Z
> PZ(Z)EHPAB — PaB ”1

The assertion then follows by choosing o such that

H:: (papzlopz) = Hy (papz|BZ),

and the fact that

Hmm(pAB|B) mln(pAB|aB) u

2. Estimation of frequency distributions

Lemma 6. Let spg > 0and 0 < k < N. Let pV¥ € S(H®Y)
be a permutation-invariant quantum state, and let £ be a POVM
on ‘H which measures the quantum bit error rate (QBER). Let
QO and O n_ be the QBERs when applying the measurement
E®* and £8N K respectively, to different subsystems of p".
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Then except with probability epg it holds that
310Nk = Qulli < E(ep,N — k k), (A8)

with &(epe, N — k.k) 1= /ML G/on)

Proof: 1t follows from the supplementary information (note
; o P ey Qk(ers N—k )Y
2) of [10] that with epg := e~ ¥ & s

Prob[Q, > Qk + 28(epe, N —k.k)] < epe.  (A9)

The assertion then follows by negation of the statement. W

3. Multinomial distribution
Lemma 7. Let n € N and A; = for i = 1,...,4 with
S ni =n. Then

n!
— ||\ s =, A10
ni'na!nslng! E iz n? (AL0)
for n > 500.
Proof: After applying the logarithm we get
n! h
n{—" T
n (nl!nzln3!n4! 11:! ! )
4 .
=In(n!) — Z;ln(n,-!)—i—n,- In <;> (A1)
By using the Stirling formula,
n\" 1 n\"
2nrnl— ) <n!< |1+ — 2nn|—| , (A12)
e 11n e

we get forn > 0,

4
() =Y In(r!) +n;In (”-)
n
i=1
1 ‘1 1
> - In2mn) — (Z 5 In@7n;) +1In (1 + E))

i=1
4

3 1 n; 1
_ —Eln(Zﬂn) — (Z Eln (;) + In (1 + m))

i=1

3 12
> —5 In27n) —41In <—>, (A13)

11

where we used in the last line that %ln(%) < 0 and In(1 +
ﬁ) < In(1+ ﬁ) forn; > 0Vi =1,...,4. After exponenti-
ation we end up in

n! li[’\m (S IAN! Ald)
_— s — ([ — ) > —,
ny'lnylnzlng! . ! 2mrn)3/2\ 12 n?

i=

which holds for n > 500. |

APPENDIX B: KNOWN RESULTS

Here, we review known results, which are crucial for
derivations in the paper.

PHYSICAL REVIEW A 87, 012315 (2013)

1. Properties of the (smooth) min-entropy

(1) Chain rule (see [1], Theorem 3.2.12): Let papc €
S(Ha® Hp ® Hc) and ¢ > 0. Then for pc = trap(poasc),

H?. (pasclB) < Hyi(pasc|BC) + log, (rank(pc)).  (B1)

(2) Conditioning on classical information (see [1],
Theorem 3.2.12): Let papz =) ..z Pz(2)pip ® |2)(z] €
S(H4 ® Hp ® Hyz) a classical-quantum state, then

H .(papz|BZ) = Zlg H,, (0ig| B)- (B2)

(3) Strong subadditivity (see [1], Theorem 3.2.12): Let
oaBc € S(H4 ® Hp @ Hc) and & > 0, then

H:: (paBc|BC) < Hy; (pa|B). (B3)

(4) Partial-trace operation on classical subsystem can
only decrease min-entropy (see [1], Lemma 3.1.9): Let
paBz =) .z Pz(2)pig ® 12)(z] € S(HA @ Hp ® Hz) be
a classical-quantum state with pap = trz(papz) and op €
S(H3p), then

H_ . (papzlop) = H_;.(paBlog). (B4)

(5) Quantum operations can only increase min-entropy
(see [26], Theorem 18): Let pap € S(H4 ® Hp) and let £
be a quantum operation such that gac = (14 ® £)pas, then

Hyi(PaclC) = Hyio(pag|B). (B5)

(6) Trace distance of mixtures (see [1], Lemma A.2.2):
Let paz =) ..z Pz(2)p} ®2)(z]l € S(HA®Hz) be a
classical-quantum state and an analogous definition for p/, ,,
then

1 ) 1
304z = Pzl = ij P05 [loi = P3ll- - (B6)
Z

(7) Smooth min-entropy of quantum tensor-product states
(see [1], Corollary 3.3.7): Let ,of?g € S(Hx @ Hp)®") a
classical-quantum tensor-product state and ¢ > 0, then

HE (020 |E) > n(S<X|E) N M) (B7)

where S(X|E) = S(oxe) — S(pE) with S(p) =
—tr(p log, p).

2. Estimation of frequency distributions

Lemma 8. [18,27] Let g5 > 0 and 0 < k < N. Let p¥ €
S(H®Y) be a permutation-invariant quantum state, and let
£ and F be POVMs on H with |£| and |F| outcomes,
respectively. Let Qf and Qﬁfk be the frequency distribution
of the outcomes when applying the measurement £%* and
FEN=k respectively, to different subsystems of p”. Finally,
let 2 be any convex set of density operators such that, for
any operator A on n — 1 subsystems, the normalization of
tr,_1(1 ® Ap"1 ® A') is contained in 2. Then except with
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probability g,, there exists a state o € €2 such that

k1 N—k1
LTI [ A S

< E(eans IE] + | FILN), (B3)

PHYSICAL REVIEW A 87, 012315 (2013)

where P,f, Pﬁ _ denote the probability distributions of the out-
comes when measuring o with respect to £ and F, respectively,

8In(Q)(IEI+IFD+8In(1/eq
and &y (o, €] + | FILN) := \/ @ H‘ND+ n(l/ew)
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